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In elastic mobile cloud computing (EMCC), mobile devices migrate some
computing tasks to the cloud for execution according to current needs and
seamlessly and transparently use cloud resources to enhance their functions.
First, based on the summary of existing EMCC schemes, a generic EMCC
framework is abstracted; it is pointed out that the migration of sensitive
modules in the EMCC program can bring security risks such as privacy
leakage and information flow hijacking to EMCC; then, a generic framework
of elastic mobile cloud computing that incorporates risk management is
designed, which regards security risks as a cost of EMCC and ensures that the
use of EMCC is. Finally, it is pointed out that the difficulty of risk
management lies in risk quantification and sensitive module labeling. In this
regard, risk quantification algorithms are designed, an automatic annotation
tool for sensitive modules of Android programs is implemented, and the
accuracy of the automatic annotation is demonstrated through experiments.
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1. INTRODUCTION

Mobile networks are overgrowing. Wireless communication, social networking, gaming and
entertainment, mobile finance/medical/education, reality enhancement and other emerging tasks are
increasingly demanding on the performance of mobile devices [1]. However, mobile devices are limited by
portability, ease of use, cost, and heat dissipation, and their computing, storage, and networking capabilities
are inferior to those of their fixed counterparts; at the same time, the power constraint on the application time
and scope of mabile devices is also increasingly prominent [2], and the power problem is even considered to
be the main reason preventing smartphones from replacing personal communications services (PCs) [3]. The
development of wireless network technologies such as code division multiple access 2000 (CDMA2000)
provides the conditions for combining mobile devices and clouds. In mobile cloud computing (MCC),
computing tasks can be performed outside the mobile device. The cloud provides various services for the
mobile device, thus breaking the performance and power bottleneck of the mobile device and greatly expanding
the range of mobile device usage [4]. The existing MCC is usually a C-S model [5]. The mobile tasks are
divided into two parts: the client deployed in the mobile device gets the local information and the user input,
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and the server in the cloud pre-installs the corresponding software to provide the specified service. In this
model of MCC, the division of tasks is fixed.

In order to utilize the computing resources in the cloud more flexibly and efficiently, a new MCC
scheme is designed and implemented in papers [6]-[13]. The mobile device keeps all the data and codes needed
to complete the task, and when it is not connected to the cloud, the mobile device completes the computation
by itself; when it is connected to the cloud, the mobile device cuts the data and codes into multiple modules,
migrates some of them to the cloud as needed, and employs the cloud to complete the computation. When
connected to the cloud, the mobile device slices data and code into modules migrates some of them to the cloud
as needed, and hires the cloud to do the computation to save power and increase computing speed. During the
program's execution, the mobile device can dynamically adjust the task on demand and flexibly according to
the specific execution environment (network conditions, power, task nature, and user mode). This new MCC
model, mobile devices to the cloud computing resources are on-demand self-help, elastic variable so that such
new mobile cloud computing for the elastic mobile cloud computing elastic mobile cloud computing (EMCC).
Figure 1 gives a simple example: a program is divided into six modules, A, B, C, D, E, and F, where A and F
are assigned to mobile devices, B, C, D, and E are assigned and migrated to the cloud, and then each module
is executed in turn. In the execution process, the user requirements change, the allocation results change, and
E is reallocated to the mobile device for execution. After the execution is completed, the mobile device displays
the results.
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Figure 1. EMCC program execution process example
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Security issues are seen as the primary obstacle to the development of cloud computing [14]. The
mobility, openness, and instability of mobile devices make the security issues of mobile cloud computing
(MCC) more complex than traditional cloud computing. The eavesdropping/interception of wireless channels,
external and internal attacks faced by the cloud and theft/selling of information by cloud service providers
(CSP) pose security threats to elastic mobile cloud computing (EMCC). For example, in Figure 1, modules B,
C, D, and E are migrated to the cloud for execution. These modules may suffer from information theft and data
modification threats during the migration and execution process. EMCC is still in its early stage of
development, and existing research focuses on achieving fine-grained, user-transparent EMCC. In this paper,
we analyze and summarize the EMCC security issues and point out that the leading way to improve EMCC
security is to avoid the migration of "sensitive modules™ with high confidentiality, integrity and availability
requirements in high-risk scenarios possible. We design and implement a risk-controlled elastic mobile cloud
computing module allocation framework based on this principle. This framework is generic and independent
of the implementation details of each EMCC. The final analysis and experiments confirm the framework's
usability described in this paper.

2. METHOD

There are many different EMCC schemes designed and implemented. However, most EMCC schemes
generally use a common framework that includes the fundamental aspects of cloud environment construction,
program partitioning, module assignment, module migration, program execution, and result return. At the same
time, each EMCC faces similar security issues. A prerequisite for computing migration is constructing a cloud
environment that is used to assist mobile devices with computing. The cloud environment here includes cloud
computing resources and a cloud execution environment. Cloud computing resources can be built using public
clouds, private clouds/dedicated clouds, local computers, and nearby mobile terminals. As listed in Table 1,
various types of cloud computing resources have different characteristics.
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Table 1. Types of cloud computing resources and their characteristics

Types of cloud Corresponding Advantage Disadvantage
computing resources plan
public cloud [6]-[13] Nearly unlimited Network quality restricts service quality [15]; there
resources is a problem of user trust
local cloud [15] Higher bandwidth, lower Requires high administrative costs; limited
latency network resources
local PC [16] Lowver cost; Less Poor stability and security
latency; Convenience
local mobile terminal [17], [18] More convenient; Lower It is easy to leak privacy; it is necessary to provide
cost users with incentives to open computing resources

The cloud support for mobile devices can be provided by multiple cloud service providers or a hybrid
of multiple resources [19], e.g., a resource pool can be jointly constructed by local PCs, local clouds, public
clouds, and idle smartphones. to provide cloud computing and storage resources for mobile devices on-demand
and flexibly. Cloud servers and mobile devices generally have different instruction set architectures (usually
X86 for the former and ARM for the latter). They need to provide an environment in the cloud to support the
execution of task modules, e.g., the Android x86 platform can be used to provide an execution environment
for user EMCC programs. Resource sharing enables efficient use of resources: if resources are shared, the
cloud only needs to provide the peak of the total demand of each node rather than the superposition of the peak
demand of each node. Table 2. lists the various types of cloud execution environments and their characteristics.

Table 2. Types of cloud execution environments and their characteristics

Cloud execution Example Features
environment
Shared module Shared executable module [10] High resource utilization, fast response speed, insecure
Shared execution Modules for multiple users share an Android High resource utilization and poor security
environment virtual machine [6], [7]
Exclusive execution ~ One Android virtual machine per user [8], [15] Low resource utilization, slow response speed, safer

environment

The diversity of cloud computing resources and cloud execution environment brings various security
issues. On the one hand, security flaws in the cloud may cause security problems. For example, virtual machine
system vulnerabilities and multi-tenancy issues may lead to theft of user information and unavailability of
services. Especially in the scenario of shared modules or shared execution environment, mobile application
computing modules migrated to the cloud may need to share central processing unit (CPU), memory, clock,
and the underlying Linux kernel and library files of the Android system with computing modules from other
users, which provides convenience for attackers to implement side-channel attacks. On the other hand,
malicious cloud resource owners can easily steal user data and disrupt the execution of user programs through
the lower layer of information and resources. Program partitioning is the division of a task into executable
modules and labeling the properties of each module separately. There are two main approaches to the cut-up
in existing research.

- Redesigning the program architecture and program development methods suitable for running in MCC. For
example, the EMCC application in [6] consists of one or more Weblets, a Ul, and a declaration describing
the application. A Web let is a program fragment that can run on a mobile device or in the cloud, perform a
specific function independently, and provide an interface to interact with other Weblets or Ul. Android
application development scheme provides a compiler, and program developers mark @Remote for methods
that can be migrated to the cloud to slice and dice Java programs at the granularity of methods.

- Analysis-based partitioning CloneCloud [7]. Analyzes existing programs to find the point where Android
programs can be partitioned and then automatically partitions existing programs so that some threads can
be migrated to the cloud for execution.

Compared with fixed devices, the execution environment of mobile applications is more variable.
Network conditions, power, and CPU/memory utilization, vary from a mobile device to a mobile device.
Therefore, the specific modules that need to be migrated to the cloud should be determined by the execution
environment and can change with the execution environment. Assuming that the program is divided into n
modules and there is a constraint that k modules cannot be migrated, there are 2% module allocation methods.
For example, in Figure 2, n=4, k=2, modules 1 and 4 cannot be migrated, so there are 4 module assignment
methods. More allocation methods ensure the flexibility of task assignments. Module assignment is finding the
best or better assignment among these 2™k possible assignments. The module assignment methods in some
existing schemes are listed in Table 3.
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Figure 2. Module allocation method

Table 3. Example of a module allocation method in an existing EMCC scheme

Ref Slicing granularity Target Considerations Solution

[2] Weblet Electricity, capital, performance Battery, network, load, Machine learning, naive Bayesian
performance models

[7] Thread Time, power Network, CPU status Consumption model, optimal

selector
[8] Method Load, deadline, hardware Network status, hardware PowerTutor model, comparison
environment status, and history
[11]  Custom module Time Module resource usage Resource consumption graph
[10] Components CPU utilization, network status maximum throughput Genetic algorithm

[12] Components ~ Mobile device performance, power;  Execution environment, cloud Fuzzy logic models and empirical
cloud consumption parallelism, and elasticity learning

Module migration is the migration of one or more modules that have been assigned to the cloud to the
cloud, usually over a wireless network. Since the modules/parameters are often in plaintext during migration
and are more susceptible to reference [2] or interference suppression [20] compared to twisted pair, fiber optic
networks, wireless networks (phone services, short message service (SMS), 3G, Wi-Fi, and Bluetooth),
attackers may use hardware to steal information, block information, and launch traditional denial of service
attacks. The program execution is the sequential execution of each module assigned to the mobile device and
the cloud. The flexible allocation of resources can be achieved by using virtual machines [11], increasing the
computational speed by parallel computing [6], and increasing resource utilization by sharing resources [10].
After executing the modules in the cloud, the results are returned to the mobile device, which presents the final
results to the user.

2.1. EMCC threat model

From the above analysis, it is clear that the existing EMCC schemes have different implementation
details, but their basic implementation framework is more or less the same. Existing EMCCs face security
threats such as system vulnerabilities and malicious codes in mobile devices, bandwidth/security issues in
wireless channels, external/internal attacks on the cloud, and malicious cloud resource providers. Here, it is
assumed that the module in the EMCC that is migrated to the cloud can perform all operations, such as sending
SMS messages. Although the act of sending SMS may eventually need to be performed on the mobile device
since the processing prior to sending SMS (e.g., recipient, SMS content generation) is done in the cloud, the
action of "sending SMS" can be considered as done in the cloud environment from the security point of view.
It will be subject to the wireless channel and cloud environment threats.

Mobile devices contain much valuable information for attackers, including user information, sensing
information, system status, and user input. When sharing execution environments, other programs may steal
information through underlying resources; malicious resource managers can steal information by logging
memory, network, and CPU data. The vulnerability of wireless channels, hidden channels, attacks on virtual
machines or virtual machine managers, insecure execution environments, and insecure resources make it
difficult to protect the uploaded information.

In the cloud or wireless channel, an attacker may be able to modify the module, or information flow
migrated to the cloud to compromise the integrity of the program execution process. By hijacking such program
information flow/control flow, a cloud-based attacker can quickly achieve a variety of attacks. For example,
suppose module A generates a set of parameters and module B uses them to modify the mobile terminal's
system state or user information. If a is modified after being migrated to the cloud, it may cause B to modify
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the system or user information of the mobile terminal incorrectly. Such attacks may lead to virus worm
propagation, system state/user information corruption, programs sending specific SMS messages to the wrong
target or accessing the wrong network address, thus enabling denial attacks, phishing, chargeback attacks, and
e-fraud. Authentication in existing security schemes, such as inter-module authentication in the literature [21],
can only guarantee boot-time integrity, not run-time integrity, and cannot defend against such attacks.

Existing EMCC schemes mention some simple security measures. For example, the EMCC scheme
in Salih et al. [6] specifies that Weblets involving local data can only be executed locally, and Clonecloud [7]
cuts the thread back to the mobile device when local data is used. However, on the one hand, these approaches
do not analyze which modules contain "local data", and the modules that may pose a threat to the security of
the program are not only those that contain local data; on the other hand, not all modules that contain local data
should be migrated to the cloud for execution, but rather an optimal solution should be found between user
security and convenience. On the other hand, not all modules containing local data should not be migrated to
the cloud for execution but should seek an optimal solution between user security and convenience [22].

2.2. A general framework for EMCC with controllable risk

To ensure that the use of EMCC is more beneficial than detrimental to users, security risks can be
considered a cost in EMCC, and an EMCC framework is designed to integrate risk control to avoid the high-
risk behavior of "migrating sensitive modules to the cloud” as much as possible. For mobile terminal users,
installing programs with dangerous permission combinations, such as those with both INTERNET and
ACCESS_COARSE_I.O-CATION permissions, is unsafe, but such programs are downloaded and installed in
large numbers in Google Play [23]; rooting Android phones poses a security risk, but a large number of phones
are still rooted. It can be seen that the demand for security is not absolute for ordinary users. Therefore, this
paper assumes that users are willing to accept a specific security risk for functionality enhancement (users can
give up using EMCC when dealing with very high-security requirement tasks) and consider security risk as an
expense EMCC.

At different times, users may connect to many cloud resources through network connections with
different bandwidths to complete computing in different cloud environments. For users, some of the task
modules are migrated to the cloud to improve the execution speed of these modules and save the power of
mobile devices; however, at the same time, module allocation, migration, and result return all require time and
power and bring other expenses such as consuming network traffic and bearing security risks. Therefore, the
benefits and expenses should be calculated. If the benefits are less than the expenses, EMCC should be
abandoned, and the program execution should be done locally on the mobile device. In this paper, we design a
generic, trying to ensure that the use of EMCC brings more benefits than its expenses; the overall framework
of EMCC is shown in Figure 3.
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Figure 3. EMCC common framework for integrated risk management
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3. RESULTS AND DISCUSSION

The security risk associated with the migration of different modules varies. The specific risk value is
related to the information contained in the module, the permissions involved, the program in which it resides,
and the real-time execution environment. The risk is determined by the likelihood of occurrence of the hazard
and the degree of the hazard. If these two aspects can be quantitatively assessed, the quantitative assessment
of risk can be completed. Assuming that R represents the risk, P represents the probability of occurrence (threat
probability), and V represents the hazard level, the above relationship can be expressed in (1).

R=VXP 1)

First, we analyze the degree of harm of privacy leakage, i.e., the degree of harm V. of the risk of
(confidentiality) Rc. For example, while user A thinks that the leakage of photo information is more harmful
than the leakage of SMS content, user B may think the opposite; moreover, only users know the sensitivity of
the information they input. Moreover, the degree of harm differs for different information leaks. For example,
the harm of leaking SMS contact data is different. Therefore, in order to obtain the user's level of concern about
the leakage of each information, it is necessary to understand the user's perception first, which can be obtained
by referring to existing risk assessment methods [22], [23], such as statistical analysis, asking users, or machine
learning.

The probability of threat occurrence is mainly associated with wireless channel type (WC), cloud
execution environment, and cloud computing resource (CR). The probability of current wireless channel type,
cloud execution environment, and cloud computing resource stealing information IN are Pcwc (IN), Pcep(IN),
and Pcax(IN), and the probability of modifying operation OP are Piwc(OP), Pics(OP), and Pic(OP), respectively,
then the information-stealing probability Pc(IN)=Pcwc(IN)+Pcep(IN)+Pcex(IN); information hijacking
probability Pi(OP)=Piw.(OP)+Pic,(OP)+Picx(OP). Its specific value can be derived by analyzing specific
situations and historical statistical data [24].

Let the hazards caused by the theft of sensitive information IN and hijacking of sensitive operation
OP in module M be Vc(IN), Vi(OP), respectively; assuming that no module containing IN/OP is migrated
before M, the security risk caused by the migration of module M containing IN/OP is calculated as shown in
(2). For the threat of information flow hijacking caused by module migration, i.e., integrity risk R, the degree
of harm V, is calculated similarly as [25]-[29]. The key point to judge the degree of hazard is to analyze what
kind of sensitive operation the obtained program performs.

R(M) = Pc(IN)Vc(IN) + P, (OP)V;(OP) )

After defining the solution objectives, the module assignment problem becomes a multi-objective optimal
solution. The weight of each solution objective can be decided according to the user's current power demand,
time demand, and execution environment.

4. CONCLUSION

In recent years, various research institutions have designed and implemented various EM-CC
solutions. This paper summarizes these solutions' common security problems and provides a familiar and easy-
to-implement solution. This paper firstly establishes the common implementation framework of existing
EMCC solutions (cloud environment construction, program partitioning, module assignment, module
migration, program execution, result return). It then analyzes and summarizes the main security issues brought
by EMCC from the perspective of mobile device users: privacy leakage and information flow hijacking, and
points out that risk management can be used to control the security risks brought by EMCC program execution.
The key to achieving risk management is to quantify the risks associated with each allocation scheme. To
address this issue, we have designed a risk quantification method for EMCC module assignment and solved
the main difficulty of this quantification method, i.e., the identification of sensitive modules. This framework
can be used as a reference for the design of future EMCC schemes.
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