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1. INTRODUCTION

David Chaum first proposed the idea of blind signatures based on the RSA signature scheme in 1983
[1]. Subsequently, a number of research studies on blind signatures was completed to protect the anonymity
of users and prevent fake online transactions.

In recent decades, elliptic curves have emerged as important factors in digital and crypto theory. The
security level of cryptography systems is based on elliptic curve cryptography (ECC) and the difficulty of
elliptic curve discrete logarithm problems (ECDLPs). The advantages of ECC cryptosystems compared with
other public-key cryptography systems is that ECC ciphers provide security attributes comparable to
traditional public-key cryptography systems despite their smaller key lengths. Reports have estimated that the
3248-bit length in the RSA cryptosystem has the same security level as the 256-bit length of the ECC
cryptosystem. Thus, the installation of ECC consumes less system resources and energy and provides a
higher level of security. Because of the advantage of small key length, ECC has been widely applied in many
fields.

Digital signatures based on the difficulty of ECDLPs were first introduced in 1991 in the
independent research of NealsKoblitz [2]. Since the 2000s, the USA, Russia, Japan, Korea and several
European countries have investigated these problems and have developed standard system solutions, such as
the standards by I1SO, ANSI, IEEE, SECG, and FIPS. ECDLP is the predominant cryptosystem in Russia. In
2001, Russia produced the GOST R34.10-2001 digital signature standard based on ECDLP with a 256-bit
key length. The newest Russia version of the digital signature is GOST R34.10-2012 [3], which has a key
length between 256 bits and 512 bits.
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Blind multi-signatures (BMSs) are signatures in which the signer does not know what they are
signing, thus the term “blind”. Such signatures are possible because the content of the message M has been
“blinded” to become M’ before the message is provided to the collective to sign. Thus, the signing collective
signed M’ and not M. Specifically the user U needs the collective S to sign message M; however, U does not
provide S with M but rather blinds M to A’ and then provides the blinded A’ to S to sign. After receiving the
signed M, U unblinds the message to obtain the signature for M. Therefore, U has a signature for M without
providing S with information on M. Blind multi-signatures have many practical applications, such as
anonymous access control or anonymous multi-sided authorization. Figure 1 show the blind Multi-Signature
Process.
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Figure 1. Blind Multi-Signature Process

In 1999, Popescu [4] presented blind multi-signatures based on elliptic curves. In 2005, Chow et al.
proposed two blind signature schemes partially based on Bilinear Pairings [5]. In 2011, Moldovyan [6]
presented a blind signature scheme based on the GOST R34.10-2001 signature standard. In 2012, Nguyen
and Dang [7] provided enhanced security for voting protocols on the Internet using blind signatures; Swati
Verma et al. also presented New Proxy Blind Multi Signature based on Integer Factorization and Discrete-
Logarithm Problems [8]. In 2013, Panda et al. researched blind signing authorizations in electronic voting
processes [9]. In 2014, Hua Sun et al. proposed New Certificateless Blind Ring Signature Scheme [10]. In
2016, Shilbayeh et al. proposed security schemes for electronic voting processes [11]. In 2017, Minh H et al.
New Blind Signature Protocols based on a New Hard Problem [12]; Salome James et al. proposed Identity-
Based Blind Signature Scheme with Message Recovery [13].

In the next section, details on the ECDLP will be presented, the blind multi-signature schemes based
on digital signature standards will be proposed, security through the Random Oracle Model (ROM) will be
demonstrated and a comparison between the proposed schemes and available schemes will be performed.

2. BACKGROUND
The following notations are used:
Z: set of all integers
p: prime number, p> 3
a, b: elliptic curve coefficients
m: points of the elliptic curve group order
g: subgroup order of group of points of the elliptic curve
O: zero point of the elliptic curve
P: elliptic curve point of order g
d: integer - a signature key
G: elliptic curve point - a verification key
An elliptic curve with the following form is studied in this work:

y® = x* +ax+bmod p. )
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where a and b are constants, the values of x, y, a, b are in the fields GF(p) and
4a® +27b* = 0mod p.
In addition, J(E) can be used to calculate E as follows:

4a°

J(E)=1728———m
E) 4a® +27b°

od p.

The constants a and b can be determined by J(E) as follows:

a= 2k(mod p);b= 3k(mod p).

J(E)

wherek = ————
1728-J(E)

mod p; J(E) = 0; J(E) =1728.

Definition 1 (BMS): A blind multi-signature scheme can be described by following five algorithms:

setup, blind, sign, unblind, and verification.

A third trust party (TTP) is used, and the process is detailed as follows.

a. Setup: Create public arguments based on the GF(p) field and open the argument (p,q,G,P) to the
public. Each user in the group can use their private key as identification and calculate the value
of the public key.

b. Blind: Users chose two random arguments and combine them with the hash of message M to
make the content of M blind. The first part of the signature value (r) is simultaneously blinded in
this part and sent to the signing group.

c. Sign: Each user in the signing group calculates their own signature, and the TTP calculates the
signature of the group and sends it back to the requesting user.

d. Unblind: The requesting user unblinds the signature. The result is the set (r,s), which is the blind
multi-signature on message M.

e. Verify: the checking user verifies the signature, which is only accepted if the verification process
is satisfied; otherwise, the signature is not accepted.

The digital signature parameters are:

a. pisa large prime number, which composes the field GF(p) of EC.

b. EC is determined by the description in Part 2.

c. integer mis an elliptic curve EC points group order: m = ng, n belongs to Z, n>1.

d. qisa prime number that indicates the number of EC point groups and is determined as follows:
2254 < q < 2256 or 2508 < q < 2512.

e. G isa point that does not coincide with the origin O of EC and has the coordinate (x;,Y,), which
satisfies the following condition: qxG =0

f. H(M) is the value of the hash function with an I-bit length satisfies the following condition:

If 2254 <q <2256 If 2508 <q<2512

then | = 256; then | =512.

g. disa private key of user (0<d< q).

2.1. GOST R 34-10-2012 Standard [3]
a. Setup: Calculate the public key point as follows: P =d x G.
The signing party choses a random number k that satisfies (0< k < g) and calculates C = k x G.
b. Sign: Calculate the hash value of message M. Determine the first part of signature r as follows:
Ir = X, modqg, where x. is the abscissa of point C. If r = 0, then another value of k needs to be

chosen. Calculatee=H(M)modqg. Calculate the second part of the signatureas
s=(rd +ke)modq. Ifs =0, then choose another value of k.
The output of the algorithm is the set (r,s), which is set as the digital signature on message M.
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c. Verify: Calculate C'= (se*modq)xG - (re* modq)xP; r' = x. modq. Compare ' with r. If 7'=
r, then the digital signature is accepted; otherwise, the digital signature is not accepted.
2.2. EC-Schnorr scheme [14]
a. Setup: Calculate the public key point: P = d x G. The signing party choses a random number k
that satisfies (0<k<q) and calculates C =k x G.
b. Sign: Calculate the first part of the signature. Determine the first part of signature as

r=H(M,X.)modq. Where X. is the abscissa of point C. If r = 0, then another value of k is
chosen. Calculate s =(k —rd)modag. Ifs=0, then the process is started again.

The output of the algorithm is the set (r,s), which is used as the digital signature on message M.
c. Verify: Calculate C'=sxG+rxPand r'=H(M,X.). Compare ' with r. If ' = r, then the
digital signature is accepted; otherwise, the digital signature is not accepted.

2.3. Blind Multi-signature

Assume that user U asks the entire group S who has the authority to include n signers to sign
document M; however, this user does not want this authorized group to know the content of M. First, this user
blinds the document M, which becomes document AM". Then, M’ is sent to the authorized signing group. This
group signs M’ and sends it back to the requesting user. Then, the user unblinds M’ to M and checks the
received signature. If the signature is valid, then the user has a valid signature on document M.

2.4. Random Oracle Model

In 1993, Bellare and Rogaway [15] generalized a model that allowed for the security of different
coding schemes. A blind digital signature scheme is considered safe when its characteristics of blindness and
anti-forgery can be ensured in a random predictive model.

Definition 3: (Blindness). With all polynomial time algorithms of attacker A acting as the signer, the
probability of success of the experiment below is a negligibly small function.

There are two trusted users Ug, Uy, which join the blind multi-signature signature scheme with A on
the message M, ,,M,, and the output the signature s, ,,s, corresponding to b €{0,1}is randomly selected.

(M_,,M,,s, ,,s,) is then sent to A, and the output is b’ {0,1}. For all A, U, U, when any constant prime
number p is large enough, the probability of success of the experiment is negligible: | Pr[b =b"] —% |< é

Definition 4: (Assumed ECDLP Problem) Taking a set of points P that have a field z and
elementary G sod xG e P, where d is a random number chosen in the field Z;, the assumed ECDLP of P is
the calculated value of d. (&,t) - is assumed in the point P group if it can solve within time t the difficult
ECDLP of group P with the smallest probability &.

3. PROPOSED BLIND MULTISIGNATURE SCHEMES
3.1. BMS based on the GOST R34-10-2012 standard
a. Setup: For each signer with the authority to sign S, calculate the value of the public key and send

it to the TTP to calculate the public key value: P =d. xG and P=PF +P, +..+P, = Zdi xG.

i=1
Each signer with the authority to sign selects the random numbers k; (k; € Z,) and calculates C;,

which is sent to the TTP to calculate C with C =k xG, where i = 1,2.. n and

C=>C =Y kxG. Ssends C to U.
i=1 i=1
b. Blind: U selects two random numbers, «,f<{1,2,...,g-1}, and the following variants are
calculated.
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Variant 1 Variant 2
h=H(M); h=H(M);
e=hmodq; e=hmodg;
g€ =aemodq; € = femodq;
C=pxC+axG; C=(a"modg)xC+P+G;
r =x. modg; r =x. modg;

F=(rf'a)modq. T = ap(r+e)modg.

U sends T and € to the group with the authority to sign S.
Sign blind: Each signer calculates s;, sends it to the TTP to calculate S, and then sends § to the

user as follows: s, =k&+d,;rmodg; S = ZSi modg.

i=1
Unblind: The user calculates s. A pair (r, s) is the blind multi-signature of a signer collective for
message M.

Variant 1 Variant 2
s=(Ba's+ae)modg. s=(B'a's+e)moda.

Verify: Calculate the following: C’'=(se*modg)xG-(re*modg)=xP and r’'=x. modg.
Compare ' and r. If r'=r, then the signature will be accepted.

Proof:

s, xG =[(k;& +d;F)mod q]xG;
C, =k xG =(s8"modq)xG -(d,Te* modq) xG;
v c=>¢ Z(s mod q)x G - ﬁlz(d mod ) xG;
i=1

i=1

= (58" modq)xG-(fe* modq) x P;

=| OI

=(rfa)modq®r =T Sa™ modg;

C’'=(se*modq)xG-(re* modq)xP;

C'=[(ae+ fSa™)e" modq]xG-[(F fa'e*)mod q]x P;

C'=pl(se* modq)xG - (fe " mod q)x P]+ (amodq)xG;
= ﬂ><6+ axG;

r=r.

si xG =[(k;g +d,7) mod q]x G;

.=k xG = (58" modq)xG - (d,fe* modq) xG;

v C= ZC —elz(s mod q) xG - ﬁIZ(d mod q) xG;

= (e modq)xG-(fe* modq)x P;
r :aﬁ(r+e)m0dq®r =(a*p'r-e)modg;
C'=(se*modq)xG - (re* modq)x P;
C'=[(a*B's +e)e' modq]xG -[(a™ BT -e)e* mod q]x P;
C'=[(a*p'se™ +1)mod q]xG -[(e™*B*ret -1)mod q]x P];
C'= a'modqxC+P+G=C;
r'=r.
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3.2. BMS based on the EC-Schnorr signature scheme
a. Setup: For each signer with the authority to sign S, calculate the value of the public key and send

it to the TTP to calculate the public key value: P =d,xG, where i = 1, 2,...,n and
P=R+P+..+P, =) d xG.

i=1
Each signer with signing authority selects the random numbers k; (k; € Z,), calculates C; and

then sends it to the TTP to calculate C as follows: C =k xG, where i =1, 2,...,n and
C =) C; =) k xG. The authorized signers then send C to U.
i=1

i=1
b. Blind: U selects two random numbers «, 8 {1,2,...,g-1}, and the variants are calculated:

Variant 1 Variant 2
C=C+axG+pxP, C=axC+fxG;
r=H(M,x.)modg; r=H(M,x;.)modq;
r=(r—p)modq. F=a(r-4)modq.

The users then sends T to each of the signers.
c. Sign blind: Each signer calculates s,, sends it to TTP to calculate S and then sends § to the user

as follows: s; =k, —d,;rmodg; s = Zsi mod g.
i=1

d. Unblind: The following variants are calculated.

Variant 1 Variant
2

s=(S+a)modqg. s=aSmodqg.

The pair (r, s) is the blind multi-signature of the signer collective on message M.
e. Verify: Calculate C'=sxG—rxP;r'=H(M,X. ). If ' =r, then the signature will be accepted.

Proof:

C'=sxG-rxP;
C'=CB+a)xG+(r+p)xP;

v C'=(axG+BxP+) (k-T%)xG+TY X xG);
i=1 i=1

C'=C+axG+fxP;
C'=C;
rrsHM,x.)=H(M,x;)=r.

C'=sxG+rxP;

C'=aSxG+(Ta+ pP)xP;
n n

C'=a) (k-%NxG+ar) xxG+pxP;
i=1 i=1

C’=axC+ﬂxG;
rrsHM,x.)=H(M,x.)=r.

New Blind Muti-signature Schemes Based on ECDLP (Duc Nguyen Tan)
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4. ANALYSIS OF THE PROPOSED BMS SECURITY
4.1. Security Analysis

A security blind multi-signature scheme is determined by the following two characteristics:
blindness and unforgeability.

Theorem 1. (Blindness) The proposed blind multi-signature schemes are blind.

Proof [16], [17]: Definition 3 is used for the proof.

First, the signature pair (M,r,s) e{(M,,1,,5,),(M,,K,,s,)} is considered one of the two signature

sets for A (A acts as the signatory), and (g,7,5) is the data stored in the release scheme of A. Two random

parameters a, f occur and link (g,7,3) to (M,r,s).

r always has a relation that is constant, regardless of the blinding factors «, B. Therefore,
(M, r,s) e{(M,,1,,5,),(M,, 1,5, ) }are selected with the stored data in the scheme A. In (F,5), the (a, f) pair

always occurs and is satisfied. The largest probability of choosing the right (b’ =b) in the release signature
1
set(M,r,s) e{(M,,1y,S,).(M,, 1, 5,)}is % In addition, Pr[b’'=b] = therefore |Pr[b’ = b]—%|<ic
p

satisfies definition 3 and the schemes are unconditionally blind.
From the schema description,

€ =aemodq;T = (rf a)modq;
s=(Bas +ae)modq;

Variant 1 —>a=8"B=(s-g)Ee’s
F=(rp a)modg;
e ecoe, > r=r(s-e)s* modq
€ = pemod p;T = fa(r+e)modg;
s=(f'a's+e)modq; f=ee;
Variant 2

a=(s—e)'eles;

T =pa(r+e)modq;r=r(s—e)s " —e.
r=(r-p)modq;s=(5+a)modq;
a=5s-5;5=(r-1);

Variant 1 C:C+a><G+ﬂ><P,
—-C=C+(s-5)xG+(r-r)xP;

Based on the EC- r=H(M,x.).
Schnorr signature = _ _
scheme F=a'(r—pA)modg;s =aSmodq;

a=sSp=r-rss;
Variant 2 C=a«a ><C+ﬂ><G
=sS'xC+(r-rss)xGmod p;
r= h(M X ) modg.

Theorem 2. [16] The proposed blind multi-signature schemes are (e,t,q,,0,,q,) in the ROM

4@ a)y 11
q g a,

(9,.9..0;) are the number of extract queries, sign queries and hashing queries, respectively; and E is the
time for a scalar calculation operation.

Proof: Assuming that a forger A exists, algorithm B is constructed, and it employs A to solve a
discrete logarithm problem. B is considered a nucleus group G in GF(p) with the element G and a prime g,

and point Q is on the elliptic curve. B is asked to find xe Z, such that Q=xxG. B can be solved as

assuming that (¢',t’)- DLP holds in Z , where:¢&'=(1- &t'=t+0(q, +q,)E and

follows: B chooses the hash function value h=H € {0,1}* — Z, and then sends the public parameters (p,
G, Q, e) to A and B selects two random parameters (k',d") to calculate the following
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- — -
Based on the Variant 1 C*=k'xQ+d'xG.

GOST R34-10-2012 standard Variant2  C*=k'*xQ+G+P.
Based on the EC-Schnorr Variant 1 C*=Q+d'xG+k'xP".
signature scheme Variant 2 C*=k'xQ+d'xG.

d' is defined as the private key (secret) of the signer, k' is a value that is randomly selected and
(k’,d’,C*) are the outputs.

A queries the signing Oracle for message M and the identity d'. B checks whether d' has been
previously queried for the ROM. If yes, then sets are retrieved from the table, and these values are used to
sign message M according to the signing phase that was described in the scheme. The signature (M,7",3") is

output. If d’ has not been queried by the extraction Oracle, then B executes the simulation of the extraction
Oracle and uses the corresponding secret key to sign message M.

Adversary A outputs the forged signature s, = (e,,5]) for the message M with the secret key d'. B
retains (e, ') and in return asks A to re-sign the message to obtain s, = (e,,3}).
Based on the GOST R 34-10-2012 standard

We have: C* = (se” mod q) xG - (re™ mod q) x P;
with P=d xG.

Variant 1 k'xQ+d'xG = (s;e” modq)xG - (re” mod q) x P;
k’xG+d'xG = (s;e" modq)x G - (re” mod q)d’ xG;
s; =e(kx+d")+rd".
We have: C* = (se” mod q) xG - (re™ mod q) x P;
with: P =d’'xG.

Variant 2 k"' xQ+G+P =(se*modq)xG -(re* modq) x P;
xk' ™ +d'+1=sh*-rh*d’;
S? =h(xk"™"+d"+1)+rd".

Based on the EC-Schnorr signature scheme

We have: C*=sxG+rxP.

variantl  Q+k'd'xG+d'xG =5, xG+rxP;
XxxG+k'd'xG+d'xG :ijG+rd’xG;
s; = x+dk'-rd"+d".
We have: C*=sxG+rxP.

variant2  K'xQ+d'xG =sxG+rxP;
xk'+d"=s; +rd’;

s} =xk'+d'—rd’.

The output is the linear equation x, which solves the discrete logarithm problems.

4.2. Probability Analysis
A probability analysis is performed, and the results indicate that the right hash function value is

1- %

E and is completed in (g, +q,) iterations. Thus,

(1—%)“*“‘5 Zl—w. B can determine a strict

point to reselect the hash function value with a probability of i In the ROM, the ideal probability value
h

New Blind Muti-signature Schemes Based on ECDLP (Duc Nguyen Tan)



1082 O ISSN: 2088-8708

. .1 . . -
that does not equate to signature s is —. &'was obtained with a successful probability as
q

(1—M)(1—1)i5. The time complexity of algorithm B based on the exponentiation function

q g q,
performed in the extract and sign phase is equal to t'=t+0O(q, +¢,)E.

&=

4.3. Performance Analysis
The efficiency of two proposed BMS models with two other schemes [6, 18] is determined with the
assumption that these schemes must be calculated with the same security parameters used for Z = and include

“n” member signers.
Notations:
T, time cost of a hash operationin Z .

T, time cost of a scalar multiplicationin Z .

T,,, time cost of an inverse operationin Z .

T, time cost of a modular multiplicationin Z .

T, time cost of a extra pointsin Z .

The computational costs for the two signed regression schemes is as follows: According to [4],
T, =T, T, = 29T ;T,, = 2407 ; T, =0,12T, .

m? linv

Table 1. Performance comparison of the different schemes

BMS based on the GOST BMS based on the EC-Schnorr
R34.10-2012 standard signature scheme (el (4]
Variant 1 Variant 2 Variant 1 Variant 2
Setup 59nT,, 59nT,, 59nT,, 59nT,, 59nT,, 59nT,,
Blind 302T, 245T 58T, 245T 332T, 245T
Blind sign 2nT,, 2nT, nT, nT, 2nT,, 2nT,,
Unblind 243T 482T Negligible T, 483T,, T,
Verify 482T 482T 58T, 58T, 482T,, 88T,
1027T,, 1169T,, 116T,, 3047, 1197T,, 334T,,
TRl 6T, 61T, +60nT, +60nT, +61nT,  +61nT,

The following results are based on the comparison Table 1. We realized that the time cost of the
proposed blind multi-signature scheme based on the GOST R34.10-2012 standard according to Variant 1 and
2 has a higher computational complexity than the proposed blind digital signature scheme based on the EC-
Schnorr digital signature scheme.

The time cost of the proposed scheme based on the GOST R34.10-2012 standard has lower
computational efficiency than another scheme [6], and the proposed scheme based on the EC-Schnorr
scheme has lower computational efficiency than the other scheme [6], [4].

When comparing the performance on a per-standard digital signature scheme, the performance of
the proposed blind multi-signature has better computational efficiency.

5. CONCLUSION

In this paper, we presented options for building blind multi-signature signature schemes based on
the GOST R34.10-2012 digital signature standard and the EC-Schnorr digital signature scheme. The blind
multi-signature signature schemes were developed that inherits the security and the properties of digital
signature standards in practice. The proofs of the proposed schemes were full blindness and unforgeability in
the ROM. The results show that the proposed blind multi-signature signature schemes are safe and present
high performance; therefore, they can be applied in practice.
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