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 The handling of digital evidence can become an evidence of a determination 

that crimes have been committed or may give links between crime and its 

victims or crime and the culprit. Soft System Methodology (SSM) is a 

method of evaluation to compare a conceptual model with a process in the 

real world, so deficiencies of the conceptual model can be revealed thus it 

can perform corrective action against the conceptual model, thus there is no 

difference between the conceptual model and the real activity. Evaluation on 

the IDFIF stage is only done on a reactive and proactive process stages in the 

process so that the IDFIF model can be more flexible and can be applied on 

the investigation process of a smartphone. 
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1. INTRODUCTION  

The effort on making disclosure of cybercrime cases is done through a process known as digital 

forensics [1]. In this case, the digital forensics is science and methods of finding, collecting, securing, 

analyzing, interpreting, and presenting digital evidence related to the case in the interests of reconstruction of 

events as well as the legitimacy of the judicial process [2]. One of the current digital crime is malware with 

target of computer device and smartphone devices [3]. 

The way to proof valid evidence is to conduct an investigation using Digital Forensic Examination 

Procedures approach. A number of stages approach in handling these digital evidence procedures is known as 

Framework. The stage of investigation must be in accordance with the law and the science that exist by using 

four different steps in order to investigate the evidence presented in the court, which consists of the 

acquisition, identification, evaluation and admission [3]. Digital forensics process can be divided into four 

distinct, they are collection, preservation, analysis and presentation [4]. 

The implication stages of the Digital Forensic Investigation Framework has too much needs to be 

done, thus out of the 15 steps, can be simplified into 5 stages of General Digital Forensics Investigation 

Framework (DFIF) on all cases of incident without destroying evidence and protect the chain of the custody 

[5-6]. Integrated Digital Forensics Investigation Framework (IDFIF) is expected to become the standard 

method of investigation for investigator. Taking into account that the previous DFIF so that the DFIF that 

have been there before can be accommodated by IDFIF [7-8]. The application of IDFIF against the 

investigation process of the Smartphone needed to perform some evaluations in advance against the IDFIF 
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stages since Smartphones have unique characteristics, so that it cannot be equated with ordinary computers 

handling [9-10]. 

Soft systems methodology is a method of evaluation that not only compares a model with the other 

models but rather compares a conceptual model with a process in the real world, so unknown deficiencies of 

the conceptual model can be known and directly perform corrective action against a conceptual model so that 

there is no difference between the conceptual model and the real activity [10-12]. The focus of the SSM is to 

create an activity system and human relationships within an organization or group in order to achieve 

common goals [12-13]. Then the SSM can be applied as a solution to the evaluation stage of the IDFIF 

investigative process for smartphones. Evaluation on the stage of the IDFIF is only done on a reactive and 

proactive process stages in the process so that the IDFIF v2 model can be more flexible and can be applied to 

the process of investigation of a smartphone. 

 

 

2. LITERATURE REVIEW 

2.1. Smartphone 

In this day, Smartphone devices have the same function with a computer [13]. Yet, even though the 

functions are similiar, there are some differences in the process of digital forensics handling between 

computer and smartphones devices [9], [15-14], as shown in Table 1. 
 

 

Table 1. Comparison of Computer and Smartphone Forensics 
Aspect Computer Forensics Smartphone Forensics 

Connectivity Limited Unlimited 

Source of Evidence Hard disk, RAM, External storage SIM card, RAM, ROM, External Memory, Network Data 

Remove Internal Storage Yes No 
Bypass the Password Yes Cannot bypass password during Logical Acquisition 

Power and Data Cables Standard Wide range of power and data cables 

File System Standard file system Wide range of file system 

 

 

2.2. Integrated Digital Forensics Investigation Framework (IDFIF) 

The IDFIF method has characteristics, which can record history of input, so it can be assumed that 

the method can detect the order of the previous DFIF to form a new DFIF. IDFIF (Integrated Digital Forensic 

Investigation Framework) is a framework that is built by performing the analysis and evaluation of the 

framework that existed previously. The method used to perform the analysis and evaluation is sequential 

logic. The final result and framework [7-8] are shown in Figure 1. 
 
 

 
 

Figure 1. IDFIF model [7-8] 
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IDFIF stages are divided into 4 main stages which consist of: 

1) Pre-Process: Notification, authorization, and preparation. 

2) Proactive: Proactive collection, crime scene investigation, proactive preservation, proactive analysis, 

preliminary report, and securing the scene detection of incident/ crime. 

3) Reactive: Identification, collection and acquisition, preservation, examination, analysis and presentation. 

4) Post-Process: Conclusion, reconstruction and dissemination. 

 

2.3. Soft System Methodology (SSM) 

The system is as a human activity system (HAS). HAS is defined as a set of activities in which men 

involved in it and the relationship between its activities. SSM recommends that each individual has 

differences on perception of the situation and differences on interests. This is explicit in the decisions of an 

acceptable analysis of all people [11-12]. 

SSM is used to perform the analysis and evaluation of information technology so it produces a 

framework that is expected can be better than before. SSM can also be used to conduct the evaluation on 

framework of digital evidence handling so that the existing framework could be better than the previous one 

[10, 13]. SSM consists of a 7-stage analysis process which uses the concept of human activity in 

understanding the situation in the surrounding areas to determine the action to be taken in order to develop 

the existing situation. The seven stages of SSM are: 

1) Situation Considered Problematic: The first stage of SSM is undertaken to determine the process to be 

explored. A brief understanding about the process in general is attractive and is allowed for later 

producing a problematic situation of the process. Sources of information is obtained from observations on 

the course of the process. Overview of the general process is the basis for the making of rich picture to 

make the groove course of the process to be more visible. 

2) Problem Situation Expressed: The overview presented from the first stage can make a clearer picture 

called a rich picture. Rich Picture shows the entire details involved in the process and is described in a 

structured overview of the process. 

3) Root Definition of Relevant System: Defining the entire process that has been described in the problem 

situation expressed form textual storyline and concise. 

4) Conceptual Model of System Described and Root Definition: Based on the textual definition for each 

defined element, improvements to the conceptual model is needed to achieve the ideal goal. 

5) Comparison of Model and Real World: Comparing between the conceptual model with the reality in the 

real world so that adequate level of conceptual model can be revealed to solve a problem. 

6) Systematically Desirable and Culturally Feasiable Changes: Defining the changes that must be made to 

the existing models. In this step, the specified change is possible. 

7) Action to Improve the Problem Situation: Taking corrective action by means of intervening changes in 

the implementation model. 

 

 

3. RESEARCH METHODS 

Methodology for conducting evaluation of IDFIF has detail stages and is illustrated in Figure 2. 

 

 

 
 

Figure 2. Research methods 

 

 

1) Identifying a Research Problem by seeing various phenomena, events and information in various ways to 

tests against IDFIF so that all the shortcomings of that framework can be known. 

2) Identifying a Research Problem by seeing various phenomena, events and information in various ways to 

test against IDFIF so that all the shortcomings of that framework can be known. 

3) Reviewing the literature by searching the basics theories related to the IDFIF problems of research and the 

process of smartphone evidence handling. 

4) Soft System Methodology for IDFIF is the stage that must be performed in conducting the IDFIF 

evaluation. IDFIF stages are evaluated only at the proactive and reactive process stage. 

5) Case Study by conducting an evaluation and is undertaken to test both IDFIF models on smartphone 

investigation handling. 
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6) Analysis and Evaluation is the evaluation process of comparison on the IDFIF v2 with a DFIF in the 

process of smartphone investigation. 

 

 

4. RESULT AND ANALYSIS 

The data obtained from the results of literatures are being processed in accordance with the standard 

digital evidence handling for smartphone. From the results of the evaluation, the framework handling 

smartphone based on IDFIF can be seen. 

 

4.1. Stage 1 of SSM: Situation Considered Problematic 

In General, based on the results in the process of implementation of the Integrated Digital Forensics 

Investigation Framework (IDFIF), the situational problems include: 

1) Step 2.6 securing the scene should be placed in position 2.1 on proactive collection. 

2) There is no conditioning if evidence was found in "on" or "off" mode, especially in the smartphone 

handling. 

3) There is no determination of whether the digital evidence handling process is carried out on the spot or in a 

computer forensics laboratory. 

 

4.2. Stage 2 of SSM: Problem Situation Expressed 

The notion of IDFIF’s proactive and reactive phase process does not comply with the conditions in 

the field and only describes the stages for handling computer as shown in Figure 3. 

 

 

 
 

Figure 3. Rich picture IDFIF [7-8] 

 

 

Evaluation of improvement against the IDFIF is needed, so that the IDFIF can be applied globally 

on digital evidence handling process. 

 

4.3. Stage 3 of SSM: Root Definition of Relevant System 

The step process of the digital evidence handling should be made to overcome the general 

circumstances that may be encountered by investigator involving digital evidence particularly on electronic 

media and smartphone devices related in the field [17]. 

Incident response process is the digital evidence handling at the scene (the crime scene), especially 

in the smartphone device handling. 

1.1. Notification 1.2. Authorization 1.3. Preparation

1. Pre-Process

2.1.1. Incident Response Volatile 

Collection and Collection of 

Network Traces

2. Proactive

2.1. Proactive Collection

2.2.1. Event Triggering Function 

& Communication Shielding

2.2. Crime Scene Investigation

2.2.2. Documenting the Scene

2.3. Proactive Preservation 2.4. Proactive Analysis

2.5. Preliminary Report2.6. Securing the Scene

2.7. Detection of Incident/ Crime

3. Reactive

3.1. Identification

3.1.1. Survey

3.1.2. Recocnition

3.2. Collection & Acquicition

3.3.1. Transportation

3.3. Preservation

3.3.2. Storage

3.4. Examinition

3.5. Analysis

3.6. Presentation

4. Post-Process

4.1. Conclusion 4.2. Recontruction 4.3. Dissemination

NoYes Continue



                ISSN: 2088-8708 

IJECE  Vol. 7, No. 5, October 2017 :  2806 – 2817 

2810 

1) Securing the Scene is a process to keep the crime scene so that the necessary evidence does not lost, 

damaged, experience addition or subtraction and there is no different result in difficult or obscure crime 

scene processing and examination of technical scientific basis [18-20], [25]. 

2) Documenting the Scene is a documentation process of all locations and digital devices including 

smartphones devices in the area of the crime scene without touching or polluting the smartphone device 

and the environment in which it was found [18-22]. 

3) Event Triggering is the search process that triggers the events at the scene of the matter so that the 

investigator could conclude on the field while the type of crime has been done [2], [23-24]. 

4) Plug In Portable Power Supply is a process to keep the smartphone device conditions in a on-state to get to 

the laboratory for further examination process [18]. 

5) Communication Shielding is a process of smartphone device isolation from all radio network (e.g. Wi-Fi, 

Bluetooth) to keep traffic data, such as SMS messaging and others [18-22]. 

6) Seize is a process of foreclosure against the digital evidence that is mainly on a smartphone device [18]. 

7) Transportation is at removal process of digital evidence primarily on a smartphone device from scene 

heading to the lab for further examination process [18], [20-21]. 

 

Laboratory process is an examination process of digital evidence in the smartphone device 

especially those conducted in laboratories wich include several process, i.e.: 

1) Acquisition is a process to obtain data or information from the smartphone device or related media [18-23], 

[25]. 

2) Storage is the process or result of a doubling of storage acquisitions of digital evidence to maintain the 

security of the data that has been obtained [18-21]. 

3) The Examination is an examination process that reveals the digital evidence including those that might be 

hidden or omitted [18-23]. 

4) The technical review is an analysis process. It constructs the link among the findings both the perpetrators 

with evidence, obtained evidence with the victim and the offender with the victim [18-23], [25]. 

5) Reporting is a process of preparing a detailed summary of all steps taken and conclusions reached in the 

investigation of the case [18-23], [25]. 

 

4.4. Stage 4 of SSM: Conceptual Model of System Described And Root Definition 

Digital evidence requires step that has flexibility in handling various types of digital evidence 

because every crime scene is always different and also uses tools and the investigator have to work based on 

the handling principles [2], [19]. Figure 4 is a conceptual IDFIF v2. 

The principle of IDFIF is to get data that can be used and taken from the computer resources, 

computer systems, computer networks, communication lines, storage media, computer applications and 

others [21], [23]. Such data can be processed in accordance with the procedures, so that it can serve as legal 

and legitimate evidence [22-23]. 

The main principles to be followed by the investigator in the handling of digital evidence especially 

smartphones are as follows: 

1) May not change the original data that has been obtained. 

2) Make a complete record of all activities related to the acquisition and handling the original and copied data. 

The original data must be preserved. 

3) Must not undertake activities that are beyond the ability or knowledge. 

4) Must consider all aspects of personal safety and equipment while doing the work. 

5) Any time the legal rights of people affected by the action that should be considered. 

6) Need to be aware of all the organization's policies and procedures related to activities performed. 

7) Communication must be maintained in accordance with the clients, legal practitioners, supervisors and 

other team members. 

 

IDFIF stages in the process of smartphone digital evidence investigation primarily has four main 

stages and each stage has a sub-process. 

Preparation is a preparation that must be done to perform the process of investigation in handling the 

digital evidence begins on the sports scene of the matter until making the final report. 

1) Notification: The implementation of investigation or crime reported to law enforcement. 

2) Authorization: The stage to get the right evidence access and the legal status of the inquiry process. 

3) Preparation: The preparation stage that includes the availability of personnel, various tools and all things 

needed in the investigation. 
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Figure 4. Conceptual IDFIF v2 

 

 

Incident Response is an activity that is carried out at the scene of the matter with a view to secure 

the existing digital evidence, so it is not contaminated by other things. 

1) Securing the Scene: A mechanism to secure the crime scene and protect the integrity of evidence. 

2) Documentation of the Scene: Processing the scene of things, looking for the source of the trigger event, 

looking for the connection of communication or network and documenting the scene by taking a picture of 

every detail of the scene. 

3) Event Triggering: Initial analysis of the process. In the late stages of the event triggering, there is a 

decision process.  

4) Proactive Preservation: This stage has five sub-phases i.e. network trace, is searching traces through the 

network that is used by the digital evidence: plug in portable power supply, is the process of safeguarding 

digital evidence in "on" state so the power contained in the digital evidence can be preserved along the way 

until in the forensic laboratory; communication shielding, is the isolating data communication on disabling 

stages exhibits digital so as to prevent data changes from the outside; and volatile and non-volatile 

evidence, is the process of safeguarding digital evidence.  

5) Proactive Analysis: Live analysis stage against the findings and build the first hypothesis of a scene. 

Detection of incident/crime, at this stage, is a stage to ensure that there has been a violation of the law. 

Acquisition is the process of data acquisition against the findings to relieve the workload of forensic digital 

analysis in the laboratory. Preliminary report is the process of making an initial report upon the proactive 

investigation activities that have been conducted. 

6) Seize: The foreclosure process towards the digital evidence that has been found to further be analyzed. 

7) Transportation: Represents the removal process of digital evidence from the scene of the matter towards 

forensic digital laboratory. 

 

The laboratory process is the process of analyzing the data against the previous evidence in the 

laboratory so that the kind of crimes that have occurred can be found. 
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1) Preservation: Preserve the integrity of findings using a hashing function and chain custody.  

2) Examination: The processing of evidence to find its relationship with genesis. 

3) Analysis: Technical studies and string the link among the findings. 

4) Documentation: The documentation of all activities that have been done from the beginning of the 

investigation process until the end of the analysis process in the laboratory. 

 

Presentation is the process of making reports related to the analysis results conducted in the previous 

stage and to ensure that each process has been conducted in accordance with the rules of the applicable law. 

1) Conclusion: Summing up the results of the investigations that have been conducted. 

2) Reconstruction: Analysis process and evaluation on the overall investigation results. 

3) Dissemination: The recording process of inquiry and notes that can be shared on other investigators who do 

investigations on similar cases. 

 

4.5. Stage 5 of SSM: Comparation of Model and Real World 

The next stage is the process of comparing a conceptual model to suit with the situation of the 

problem at the moment (the real world). This can be seen in Table 2. 

 

 

Table 2. Comparison of the conceptual model and real activities 

IDFIF Model 
Real 

Activity 
Recommendation 

Notification Yes - 

Authorization Yes - 

Preparation Yes The addition of the decision process of the investigation handling to be conducted. 
Securing the Scene Yes - 

Documentation of the Scene Yes - 

Event Triggering Yes - 
Proactive Preservation Yes The addition of the decision process analysis of evidence that have been discovered. 

Proactive Analysis Yes - 

Seize Yes - 
Transportation Yes The addition of the decision process the handling of digital evidence to the next stage. 

Preservation Yes The addition of the decision process the handling of evidence type. 

Examination Yes - 
Analysis Yes - 

Documentation Yes - 

Conclusion Yes - 
Reconstruction Yes - 

Dissemination Yes - 

 

 

4.6. Stage 6 of SSM: Change Systematically Desirable and Culturally Feasible 

The next process is to determine the results of improvement based on the recommendations that 

have been specified in the previous stage and it can be seen in Table 3. 

 

 

Table 3. The Results of the Recommendation on IDFIF Repairing 
IDFIF Model Recommendation Repair 

Preparation 
The addition of the decision process of the 

investigation handling to be conducted. 

The decision process on the investigation handling 

to be conducted. 

Proactive 
Preservation 

The addition of the decision process analysis 
of the evidence that have been discovered. 

The decision process analysis of evidence that 
have been discovered. 

Transportation 
The addition of the decision process of the 

digital evidence handling to the next stage. 

The decision process the handling of digital 

evidence to the next stage. 

Preservation 
The addition of the decision process of the 

evidence type handling. 

The decision process the handling of digital 

evidence type. 

 

 

4.7. Stage 7 of SSM: Action to Improve the Problem Situation 

Based on the recommendations of improvements on the previous stage, four decision processes for 

handling the digital evidence is added on IDFIF v2 stage. It is necessary to make IDFIF v2 to become more 

flexible when applied on digital evidence handling process in the field based on evidence that has been 

found. IDFIF v2 in Figure 5. 
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Figure 5. IDFIF v2 

 

 

5. DISCUSSION 

5.1. Case Study 

The digital evidence handling process is focused on Smartphone by using IDFIF v1 and IDFIF v2. 

Case scenarios and simulations in the research are tailored to the fraud cases through short messages service 

(SMS) and are adopted from the cases that have happened some time ago. The case is a fraud lottery with 

prizes. The mobile device that is used to send SMS to the victim is Lenovo S860. Perpetrators send SMS to 

victims with a message that the victims have won a sweepstakes with prizes from PT. X for a single unit car 

worth 400 million rupiah and the victim was told to contact the number specified by the perpetrator. The 

victim did what was ordered by the perpetrator without regarding for the sender's SMS number. After the 

victim contacted the perpetrator, the victim was instructed to send money to the perpetrators’ acoount of 10% 

of the value of the prize for administrative expenses and the cost of delivery of the prizes. Without thinking 

ahead, the victim do money transfers amounting to 10% of the value of the gifts that was told will be 

received. However, after the delivery of the amount of money into the account that has already been specified 

by the perpetrator, the victim feels cheated against the SMS received so that the victim reported the incident 

to the authorities. 

 

5.2. Digital Evidence Handling Using IDFIF v1 

Digital evidence handling process towards smartphones using IDFIF v1 starts from post-process that 

have three sub-phases i.e. stage of preparation that is investigating the implementation of notices or reported 

crimes to law enforcement. The next stage is authorization that is the stage to get the right access to evidence 

and the legal status of the inquiry process. The next stage is the preparation stage that is the process of 

preparation that includes the availability of personnel and various tools, and all things needed in the 

investigation. 

Proactive process is a process in the scene to get all the evidence related to the crime which has been 

committed by the perpetrator. The first process that should be done in the sports scene things is securing the 

scene. Securing the scene is a mechanism to secure the scene of the matter and protect the integrity of 

evidence. 

Smartphone digital evidence handling process by using this model can only be made up to crime 

scene investigation process due to the smartphone review process that must be done on the digital forensic 

laboratory, the data security in the smartphone can be assured. 

Next, on the IDFIF v1 model, there is no plug in portable power supply process which is a process 

of exhaustion of Smartphone security from the limitation of battery resources because the Smartphone that is 

in the scene not always in full condition. As for the handling of the Smartphone, when it is found in an "on" 

state, then it must remain "on" and if the smartphone is found in an "off" state, it should remain "off". The 

process of smartphone handling using IDFIF v1 can be seen in Figure 6. 
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Figure 6. IDFIF v1 for smartphone investigation [7-8] 
 

 

5.3. Digital Evidence Handling Using IDFIF v2 

The process of digital evidence handling process against smartphone use IDFIF v2 can be seen in 

Figure 7. The preparation process and post process (in the previous IDFIF) or Presentation (in IDFIF that 

have been evaluated) has the same stages. Different stages of both models are simply being on a proactive 

process/ incident response and reactive process/ laboratory process. 
 

 

 
 

Figure 7. IDFIF v2 for smartphone investigation 
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that must be done in incident response for handling evidence of smartphone are securing the scene, scene 

documentation, event triggering, proactive preservation, plug in a portable power supply, communication 

shielding, seize and transportation. 

1) Securing the Scene is a step that must be done in the implementation of the supporting scene is keeping the 

scene from people who do not have any interest in the investigation process so that the integrity of digital 

evidence can be authentically guaranteed. 

2) Documentation of the Scene is the documentation process towards the rounded area and stuff that 

potentially becomes evidence by photographing the crime scene and evidence in forensic photography 

(public photos, medium photos and close-up photos) after securing the scene of things. 

3) The Event Triggering is the beginning of the analysis process of the events that have occurred on the scene. 

After securing the scene, investigator conducts an initial analysis of the process against an event that has 

happened on the scene and searches things that trigger events in the scene so that the investigator can 

deduce the type of crime that has done to further process analysis in digital forensic laboratories. As for 

digital evidence found is one unit of Lenovo's smartphone S860 used actors to perform fraud action. 

4) Proactive Preservation is the process of securing Smartphone evidence that have been found at the scene of 

the matter so that the integrity of the data that reside on Smartphone are staying awake until the analysis 

process in the forensic laboratory. 

5) Plug in Portable Power Supply is a charging process against Smartphone evidence using a portable power 

supply because of the battery power condition on the Smartphone. It is found not always in full condition, 

so needs a charging process by using at portable power supply to maintain the condition of the smartphone 

to be in an "on" state until it goes to the digital forensic laboratories. 

6) Communication Shielding is a stage of safeguarding Smartphone evidence by isolating it against data 

communication using a faraday bag so that the exchanging data or control process performed remotely via 

available networks will not happened. 

7) Seize is the foreclosure process of Smartphone’s evidence to be examined in the digital forensic laboratory 

after the battery power security and isolation. 

8) Transportation is a process of transferring the evidence that has been found from the scene towards digital 

forensic laboratories. When in the process of transportation, smartphone’s evidence must be completely 

guarded, so it will not be changed at all and will not reduce the evidence integrity. 

The next stage is laboratory process that is the smartphone review process in digital forensics 

laboratory. The stage of the review process is done in digital forensic laboratory, preservation, acquisition, 

storage, examination, analysis and documentation. 

1) Preservation is the process of securing Smartphone evidence. The Smartphone condition when in the 

process of acquisition should be in a disconnected state from existing data communications. 

2) Acquisition is the first thing that must be done in the laboratory of digital forensic towards Smartphone 

software that has been found on the scene of things. 

3) Evidence Storage is the process of storing Smartphone evidence to a determined place. The form and the 

content of the digital evidence must be kept in a sterile place to ensure that there is no change. This is very 

noteworthy because a slight change in the digital evidence could impact the investigation results. Digital 

evidence is naturally to be temporary (volatile), so if it is not accurate, it will be very easily damaged, lost, 

altered, or experience an accident. 

4) The Examination is the process of processing digital evidence to find the relationship with the crime that 

has been done by the offender against the victims. 

5) Analysis is the process of technical studies in the examination of smartphone evidence and constructing the 

link among the findings. After getting the expected files or digital data from the review process, the data is 

then analyzed in detail and comprehensively prove the occurred crime and what to do by the perpetrators 

of the crime. The analysis results of the digital data known as the digital evidence that should be 

scientifically justified in the law in the courts. In some cases it is frequently required the collection of 

physical evidence and logical form of the ekstaksi data. Yet in this case, the required evidence is simply a 

record of outgoing and incoming calls as well as outgoing and incoming SMS located in the internal 

storage of a smartphone. The offender notifies the potential victims that were told win a car unit. As for the 

message sent by the perpetrator can be seen in Figure 8. 
 

 

 
 

Figure 8. Proof of SMS fraud 
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6) Documentation is the process of making a written report of the investigation activities of the Smartphone 

evidence which is done from the beginning of the examination until the end of the examination. The report 

will later serve as consideration by the judge at the Court in the decision making process. 

 

5.4. Analysis and Evaluation 

Every digital forensic model has different stages in each handling of the digital evidence found, so 

in the handling of various evidences, it requires different digital forensic models. The digital forensic model 

should be applied to all digital evidence found in the field. The difference of each model can be seen in Table 

4. 

 

Table 4. Digital Forensic Comparison Model for Handling Smartphone 
IDFIF v2 1 2 3 4 5 6 7 

Notification   √   √  

Authorization  √ √   √  
Preparation √  √ √ √ √ √ 

Securing the Scene √ √  √   √ 

Documentation the Scene √ √ √    √ 
Event Triggering √  √   √ √ 

Proactive Preservation √ √ √ √  √ √ 

Proactive Analysis    √  √  
Seize √ √      

Transportation √ √ √     

Preservation √ √ √ √ √ √  
Examination √ √ √ √ √ √ √ 

Analysis √ √ √ √ √ √ √ 

Documentation √ √ √ √  √ √ 
Conclusion    √ √ √ √ 

Reconstruction        

Dissemination        

Desc.: 1. NIST 4. SFIPM 7. WMDFM 

 2. ACPO 5. SSFPM  

 3. ISO 27041 6. HDFIP  

 

 

Every digital forensic model also has advantages and disadvantages in the digital evidence handling 

process. The advantages and disadvantages of each of these models can be seen in Table 5. 

 

 

Table 5. Digital Forensic Difference Model for Handling Smartphone 
Author’s Name Process Model Names Strength Weakness 

Ruuhwan 

Integrated Digital Forensic 

Investigation Framework v2 (IDFIF 

v2) 

Have a flexible stage when used in 

computers and smartphones 

investigation 

Only for computers and 
Smartphone 

Rahayu 
Integrated Digital Forensic 

Investigation Framework (IDFIF) 

Accommodate the whole stages of 

the existing DFIF 
Only for computers 

NIST 
Smartphone Forensic Investigation 

Model 
It has a fully equipped stage 

The whole evidence 

examined in the laboratory 

ACPO 
Good Practice Guide For Computer 

Based 

Electronic Evidence Internet 

4 principles of ACPO can 
accommodate the entire electronic 

evidence 

3 principles of the ACPO is 
not applicable to the handling 

of the smartphone evidence 

ISO 
Smartphone Forensic Investigation 

(ISO 27041) 
It has a fully equipped stage in 

general 
There is no process of 

securing the scene 

Goel, Tyagi & Agrawal 
Smartphone Forensic Investigation 

Process Model (SFIPM) 

It has a fully equipped stage for 

smartphone handling 

Documentation is only done 

after examination of the 
smartphone evidence 

Mohtasebi & Dehghantanha 
Symbian Smartphones Forensic 

Process Model (SSFP) 

It has a fully equipped stage for 

handling smartphone 
All stages are done in place 

Raymond & Venter 
Harmonized Digital Forensic 

Investigation Process (HDFIP) 

It has a fully equipped stage for 

digital evidence handling in 

general 

There is no process of 

securing the scene and the 

documentation on the scene 

Anup Ramabhadran 
Windows Mobile Device Forensic 

Model (WMDFM) 

The steps are quite specific to the 

handling of the Smartphone 
All stages are done in place 

 

 

Based on Table 5, IDFIF v2 has a better flexibility level of the digital evidence handling, especially 

on investigation process of Smartphone evidence. 
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6. CONCLUSION 

The evaluation stage of the IDFIF using SSM only performed on the stages of the proactive and 

reactive proces so that the results of the evaluation produce a more flexible IDFIF v2 and can be applied to 

the process of investigation of a Smartphone.The results of the testing that has been done in the evidence 

handling shows that IDFIF v2 Smartphone which has been through an evaluation process, flexible than the 

existing IDFIF v1 because on IDFIF v2, the securing process on behind the scene placed early in the incident 

response process as well as the presence of an extra plug in portable power supply and removal process as 

well as seize the transportation process from the laboratory process to the end of the process of incident 

response. Next research is IDFIF v2 testing should be done on every case is different as in the case of 

network forensic, cloud forensic etc. 
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