International Journal of Electrical and Computer Engineering (IJECE)
Vol. 5, No. 6, December 2015, pp. 1511~1515
ISSN: 2088-8708 g 1511

Anti-Phishing Techniques in Cryptography

Akshey Nanda, Himanshu Gupta
Amity Institute of Information Technology, Amity University Campus, Sector-125, Noida (Uttar Pradesh), India

Article Info ABSTRACT

Article history: Phishing is a process in which Phishers try to leak out the credentials of users

. by hosting a fake web page on user's browser. To save users from phishing
Rec§lved Jun 30, 2015 attacks, many researchers have dug deep and presented their insights.
Revised Aug 26, 2015 Nowadays, in the era of 21* century, banks are using the OTP and visual
Accepted Sep 15, 2015 cryptography for the authentication of both sides i.e. user and the bank. In

this paper, we are proposing a methodology in which a user will need to give
Keyword: his finger prints as an authentication.

Finger print
OTP
Phishing
Visual Cryptography
Copyright © 2015 Institute of Advanced Engineering and Science.
All rights reserved.

Corresponding Author:

Akshey Nanda,

Amity Institute of Information Technology,
Amity University Campus,

Sector-125, Noida (Uttar Pradesh), India.
Email:

1. INTRODUCTION

Nowadays online transactions have become very common. Most of the users use the medium of
online transaction rather than cash as it's actually easy for not keeping cash handy. Also, one doesn't have to
go to the bank. Indeed, online transactions have made life easier and stress-free. But the contradiction is, this
technology has given a clean chance to Phishers to leak your credentials. The way they leak the credentials of
a user is known as phishing technique. In this, the Phisher hosts his own web page and that is where you
enter your user name and password and send it to the Phisher [2], [10]. According to your view of
knowledge, you have sent your request to the server but actually it is sent to the Phisher because the hosted
page belonged to Phisher and not to server. So this is how, a Phisher leaks your credentials and misuses them.
A large no. of researchers have given their ideas to reduce phishing like visual cryptography and the OTP etc.
but these techniques have not been able to completely demolish the phishing technique. Although, the
number has reduced but not vanished yet. [3]-[7]. In this research, we have proposed a way in which one can
combine biometric of finger prints and OTP for authentication of user and server.

1.1. Visual Cryptography

Visual cryptography is a technique used for user and server authentication. This technique was
proposed by Naor and Shamir [1]. In this technique, they proposed the fact that if the system generates a
random image and divides that image in two or more shares if we concatenate these two shares. The image
created by concatenating these two images will be then matched with original image [5], [8]. And if the
images are matched, then both sides imply authentication else there is some Phisher in between. We can
divide the image in many shares as shown below:

1) (2, 2), Threshold VCS scheme: This is the simplest threshold scheme that takes a secret message
and encrypts it in two different shares which further reveal the secret image when they are concatenated.
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2) (n, n), Threshold VCS scheme: This scheme encrypts the secret image to n shares in such a way
that when all n of the shares are concatenated, the secret image will be revealed.

3) (k, n), Threshold VCS scheme: This scheme encrypts the secret image to n shares in such a way
that when any group of at least k shares is overlaid, the secret image will be revealed.

Original Share 1 Share 2 Reconstructed
Captcha Captcha
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Figure 1. Visual Cryptography

In the case of (2, 2) VCS, each pixel P in the original image is encrypted into two sub pixels called
shares. In Figure.1, Share 1 denotes the shares of white pixel and Share 2 of black pixel.

Note that the choice of shares for a white and black pixel is randomly determined (there are two
choices available for each pixel). None of the shares provide any clue about the original pixel as different
pixels in the secret image are encrypted using independent random choices.

In Figure 2, when the two shares are superimposed, the value of the original pixel P can be
determined. If P is a black pixel, we get two black sub pixels; if it is a white pixel, we get one black sub pixel
and one white sub pixel.
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Figure 2. Showing pixels in visual cryptography

1.2. Biometric Security: Finger Print Processing

As scientists have proved that some features or attributes of a person define his uniqueness. These
features are one in a billion. Similarly, in biometric feature, we can take the Retina, iris and finger prints
which apparently are unique for every individual. This is why nowadays companies have started using
biometric for attendance [9].

And as a result, this has brought transparency in the system because a person can mark only his
attendance. No other person can mark the attendance of some other individual because by nature's law,
nobody can steal the finger prints of any person.

In Figure 4, it is shown that how our system works to check the fingerprints of a person.

Figure 3. Finger print
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Figure 4. Finger Print Processing

1.3. Background

As per the current methodology, for pursuing an online transaction, a user visits the website of the
bank and then submits his username and password to the server. Server authenticates the username and
password. If they are authenticated then the user will be logged in and will have the access of his account.
Also, if a user wants to perform any transaction, he has to complete the process of OTP. In this methodology,
if Phishers host their own web page, then they will be able to leak the usernames and passwords easily [4].

2. RESEARCH METHOD

We are proposing a way to increase the security for online transactions to reduce the phishing
attacks. In this proposed way, a user will provide the bank with his finger prints. Whenever the user wants to
do any transaction, he will visit to the bank's URL and enter his username and password. If username and
password are authenticated by the bank, then the bank will further ask for the OTP sent on his phone. After
the OTP authentication, the user will be logged in his account. Not only this, but also if the user wants to
perform any changes in his account for illustration, change of password, he'll again have to give his finger
prints for the authentication. These finger prints will be divided in two parts with different values. One share
will be discarded and the other share will be sent to the bank. The bank will also divide the finger prints with
same value and discard the different image that was received from the user's end. Then, the bank will
concatenate these two images and match them with the finger prints given by the user at the time of
registration. After these two images are matched, the user will be authenticated and hence, transaction will be
proceeded. But before the finger print process, the user will also have to go for the OTP process for
authentication.

There will be two phases in the online transaction:

1) Login

2) Online Payment

1) Login

In the login phase, the user will first enter the username and password and then will submit it to the
Bank's server. Then the bank's server will send the OTP on the user's phone through message. The user will
enter the OTP received on his phone. The bank will authorise it. And after the OTP's authorisation done by
the bank, the user will get the access to his account.

2) Online Payment

After the login phase, the user will get the access to his account. Now the user can only check his
balance and if he wants to perform any transaction or do any changes in his account, he'll have to provide his
finger print authentication. Even if the user wants to change the password, he has to take the finger print
authentication. Ultimately, these two phases will bring more security than the current methodology because
even if the Phisher gets the username and password, then also he will not be able to take the access of the
account because of the OTP.

The complete process of biometric authentication is shown below in Figure 5.
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Figure 5. Biometric Authentication
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2.2. Matching Patterns in Fingerprint

When user will give his finger prints for the authorization purpose, his finger prints will be divided
into two shares. One will have some pixels and other will have some pixels. One of the shares will be
transmitted to the bank for the authorization. The bank will also divide the image of finger prints of the same
user with the same algorithm. Also, the bank will have the same two shares of the finger prints. The bank will
concatenate these two shares (one received from the user's end and the other which is done by the bank). If
the image generated from concatenation of these two shares match the original finger prints, then the user
will be authenticated, as shown in Figure 6.

Original SHARE 1 SHARE 2 Reconstructed
Finger Print Finger Print

Figure 6. Shares of finger print

Now the question arises, by which value the image will be divided into shares. We have to use the
value which will be known to the bank and the user only. Not any third person should be aware of this value.
For this, we will use the OTP value that was entered by the user in login phase. The bank had sent the OTP
on the user's phone in the login phase. The application which will divide the finger prints in two shares will
remember the OTP entered by the user. If the user wants to do any transaction or any change in the account,
he will give his finger prints for authentication. The application that will divide the finger prints in two shares
will generate the value from the OTP and the algorithm will use these values for dividing the finger prints in
two shares. The bank will also know the OTP sent and will use the same value for finger print shares. The
OTP will not be known to the phisher. So he will not be able to use finger prints even if he gets the copy of
that.

3. CONCLUSION

In the current methodology, the user enters the username and the password and gets the login in his
account. And if the user has to perform any transaction, he has to go for OTP, so in this case if the Phisher is
hosting his own website, then the user's username and password will be subsequently leaked . And thus, the
Phisher will easily get the access of his account. In our methodology, the user will enter the username and
password, then he will get the OTP on his phone to enter on the website. After this, if user wants to do any
transaction or any changes, he further has to give his finger prints for authentication. And the way finger
prints are divided into two shares is highly secure.

4. FUTURE WORKS

Previously, the user first had to authorise through his username and password. Then if the user
wanted to do any transaction, he had to go through the OTP process. In our methodology, we have proposed
a way in which the user will be first authenticated by his user name and password and then will receive an
OTP. Gradually, the user will then have to go through the OTP process because only then, he will get the
access of his account. For any transaction, the user has to do the finger prints process. In future work, we will
go for the practical implementation of this methodology and also for some new research paper on the same
topic of making online transactions more secured. Because for phishing attacks, the phishers have to get all
the necessary elements such as username and password, OTP, finger prints, value used for dividing the finger
prints etc. and indeed, it will be difficult to attain these things. So, using this methodology the online
transaction will become more secured.
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