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further explained. Because this is a light-weight authentication scheme, this
template has practical usage for low performance mobile devices. Finally, we
demonstrate that our proposed schemes are secure and that the user’s
biometric raw data of the fingerprint are safe, even when the mobile device is
lost or stolen.
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1. INTRODUCTION

The fingerprint authentication system is now widely considered to be a convenient human
identification method for mobile devices [1]. In the near future, one mobile device will have one or more
biometric templates such as fingerprint templates and this calls for higher security measures to keep the data
safe. A fingerprint authentication system consists of an application and its template stored in a database. The
leakage of these fingerprint templates entails serious security and privacy threats.

In this paper, we propose secure and efficient fingerprint authentication schemes which are designed
to suit mobile devices, and explain the process of producing cancelable fingerprint templates that protect the
user’s privacy. Our suggestion is based on the assumption that the fingerprint samples are of robust quality,
neither partial nor wet, with good condition images. Since the user has enough time to authenticate his own
fingerprint through multiple trials, this assumption is reasonable. Strong features from the fingerprints are
used for this scheme. Strong features refer to high-quality features which can be distinguished easily from
other features in biometric raw images [2]. Through our (w-k) Select algorithm we will show that strong
features can be found with certain probability. We extract values from the features and their geometric
information. The proposed cancelable fingerprint template is composed of these values and geometric
information extracted from these features. The proposed schemes are produced using this template.
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Geometric hashing [3] is a method for finding two-dimensional objects. We use this method to extract
coordinates (x, y) values of the strong features.

Section 2 contains a discussion of previous work related to secure authentication systems using
biometrics. Section 3 describes the process of selecting strong features from fingerprint images and
generating cancelable fingerprint templates. In section 4, we then propose our schemes in which the hash
values of features are used as verification information by the authentication system. Because our proposed
schemes are light-weight and efficient, they suit low performance mobile devices. In section 5, we
demonstrate that our proposed schemes based on one-time password (OTP) are secure, and the user’s
biometric data of fingerprints are also safe, even when the mobile device is lost or stolen. Finally,
conclusions are discussed in section 6.

2. RELATED WORK

Since the introduction of outstanding concepts such as fuzzy commitment [4] and fuzzy vault [5]
schemes, which locks biometric data for safety, there have been studies on how to protect biometric
templates by using robust hash functions [6, 7]. To generate cancelable fingerprint templates Ratha et al.
proposed a hard-to-invert transformation [8, 9]. By carefully selecting strong features that are easier for a
specific user to replicate, Randomized Biometric Templates (RBTs) [2] have also been proposed, creating a
difficult environment for attackers to make guesses. Biometric key extraction is a method to get fixed binary
from biometric templates. Many studies have also suggested methods of making cryptographic keys from
various biometrics. Iris [10, 117, face [12] and finger vein [13] are some examples.

[e )

Figure 1. Selecting strong features and geometric hashing of the features

Algorithm 1. Specification of the (w-k)Select algorithm
Input: fingerprint samples (f;,....8,), w, k
Output:the strong features F
1: k;=0(i=1,...,N) // N is the number of all featuresof original fingerprint S
2: forj « 1 towdo{
3: (fp.../v)<Find(p)) //Find fingerprint features
4: fori < 1 toNdo{
5: iff; exists thenk++
6.
7
8
9

Coy
)
: F « f; has k; such that k; > k
: returnF

3. GENERATION OF TEMPLATE

3.1. Strong Features of Fingerprint

It is widely known that biometric data cannot be precisely reproduced each time it is measured.
When a biometric system uses these data, it has to solve the problem of error tolerance. However, due to the
development of optical equipment, the biometric systems are now able to repeatedly obtain almost the same
biometric images. Strong features are high-quality features which can be distinguished easily from other
features in biometric raw images. Using an error correction method like quantization [2], we can arrive at the
same and repeatable values from the strong features. An example of selecting five strong features in a
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fingerprint image is shown in Figure 1. Strong features of certain probability are results of the proposed (w-
k)Select algorithm which is shown in Algorithm 1. If some strong features of 100 percent probability are
found, they can be used as cryptographic keys. Here, w is the number of input fingerprint images and & is the
minimum number of trials to find the features. We say F is the set of (w-k) strong features. When ¢ =
(k/w)*100, we can say F'is the set of (¢%) strong features.

3.2. Generating Fingerprint Template with Strong Features

After enrollment pre-processing phase which consists of one-pixel-width thinning stage and
positioning stage with an enrolled fingerprint image, we can select features, called as minutiae, as shown in
Figure 1 and extract valid minutiae values. A minutia can be specified by its coordinates (x, y), angle (6), and
its type (¢) which is ending or bifurcation, such as m; = (x;, y;, 6, t;) [14]. To apply error correction to minutiae
m;, each minutia should be quantized to the ranges of values, where x; and y; may have 16 ranges (0-15), 6; 32
ranges (0-31), and ¢ 4 ranges (0-3), respectively. An example of geometric hashing with five minutiae is
shown in Figure 1. With this method, we can extract minutiae information from strong features. Table 1
shows hash table of vector pp which has x, y coordinates of Figure 1’s five minutiae with basis (4,1). If

other hash tables for the strong features are needed, hash table of vector 55 or vector pp can be made,

respectively.

The geometric information of five minutiae is shown in Figure 2, which are distances (d;,d»d3,d,)
and angles (a;asasa,) between strong features (F;,F>F3F,Fs). Our fingerprint template is composed of
geometric information and minutiae values of strong features. In the verification phase, geometric
information is provided for the alignment of input fingerprint in searching for strong features. Let » be a
number of strong features. Geometric information G is as shown below

G= (d],... n-1r (11,..,61,,_1).
Minutiae values are actual authentication data that is used in user verification. Original minutiae
values M is as shown below
M= (my,....m,).
Finally, our fingerprint template is as follows
FingTemp = (G || M).( || : binary concatenation)

In order to check security functions, we will randomize minutiae values and insert them into the

template. Randomizing minutiae information will be explained in section 4.

Table 1. Hash table of strong features with basis (4,1)

X y basis point
0.5 0 4,1 1
1.4 -0.25 (4.1) 2
0.4 0.8 4,1) 3
-0.5 0 4,1) 4
0.4 -1.3 [CR)) 5

‘-t -5 Vﬁi !E \
'.whu-

Figure 2. Distances and angles between strong features
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4. OUR CONSTRUCTION

We have proposed one basic scheme and two extended schemes. In scheme 1, we simply use
FingTemp and random number r. In scheme 2, we use FingTemp, r, and user’s password 7 to increase
security and in scheme 3, we consider the case of losing one of n strong features. We assume that with error
correction such as simple quantization, we can obtain the (100%) strong features of the same user in our
schemes.

4.1. Scheme 1

As explained above, let FingTemp = (G || M) be the original fingerprint template given from the raw
image.

®Enrollment: Given a security parameter £, let p be a prime number. The enrollment algorithm
chooses a random number rEZp* and hash functions H; : {0,1 }*—>Zp*, and H, : Z;—»{O,l }k.

1) Compute M of FingTemp, M;,;=H ;(M).
2) Compute M’ = M,,;Pr.(P : bitwise exclusive-or, XOR)
3) Compute 7, = Hy(7).

Later, r;, will be used as verification information. Randomized minutiac M’ is taken to make a

cancelable fingerprint template. Our cancelable fingerprint template is as follows
CanFingTemp = (G || M’).

If a user’s ID is necessary for authentication in the device, ID, CanFingTemp and r), are stored in a

database as follows
DB record: {ID, (G || M’), ry2}-

®\Verification: With the use of the input biometric template which is obtained by a fingerprint
scanner, someone’s minutiae values £ is provided to the verification algorithm. Geometric information G is
used to find exact position of the minutiae.

1) Compute B, = Hi(B).

2) Compute 8’ = ,,/PM .

3) Compute (B)5> = Hx(B’).

4) If (B°)y> = ry> then output “Yes” which indicates that the user is authentic, or “No” which

means that the user is not.

4.2. Scheme 2

Let = be the user’s password. For a more secure verification process we use the user’s fingerprint
template and password, that is to say a two-factor authentication.

®Enrollment: Given a security parameter k, let p be a prime number. The enrollment algorithm
chooses a random number rEZp* and hash functions H; : {0,1 }*—>Zp*, and H, : Z;—»{O,l }k.

1) Compute M of FingTemp, M;,)=H (M)
2) Compute 7;,; = H; (7).

3) Compute M’ = M,,;Pr.

4) Compute M’ = M'@xy,

5) Compute 1y, = H(7).

Later, r,, will be used as verification information. Randomized minutiae M’ is taken to make a

cancelable fingerprint template. Now, our fingerprint template is as follows
CanFingTemp = (G || M”).

If the user’s ID is necessary for authentication in the device, ID, CanFingTemp and r;, are stored in

a database as follows
DB record: {ID, (G || M), rj2}.

®\Verification: With the use of the input biometric template which is obtained by a fingerprint
scanner, someone’s minutiae values £ and also his password x are provided to the verification algorithm.
Geometric information G is used to find the exact position of the minutiae.

1) Compute B, = H;(B).

2) Compute 4, = H,(4).

3) Compute S’ = S, DM .

4) Compute 8’ = D ;-

5) Compute (8" )n2 = Ho(B").

6) If (8°),2 = r;,; then output “Yes” which indicates that the user is authentic, or “No” which

means that the user is not.
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4.3. Scheme 3
As explained above, let FingTemp = (G || M) be the original fingerprint template given from the raw
image. Here we consider the case of losing one of n strong features. We make FingTemp,), ... , FingTemp .,

such that FingTemp .= (G || M) and My = M - m,.
®Enroliment: Given a security parameter k, let p be a prime number. The enrollment algorithm

chooses random numbers #€Z," and (r.;, ... .))€Z,", two hash functions H; : {0,1}'—Z,", and H, :
z,—1{0,1}%,
1) Compute M of FingTemp, M;,;=H ;(M).

Compute M jn,=H (M)

Compute M(_n)h]:H](M(_n)).
2) Compute M’ = M,,;®Dr-.
Compute M’ ;) = M pni@®rey.

Compute M’(_y,) = M(—n)hl@r(-n)'
3) Compute ry,, = Hy(7).
Compute reph2 = Hg(l’(_])).

Compute Yimh2 = Hg(l’(_,,)).
Later, 72, ¥eipnz > --- 5Femnz Will be used as verification information. Randomized minutiae MM’
s----M ) are used in order to make cancelable fingerprint templates. Our cancelable fingerprint templates
are as follows
CanFingTemp = (G || M’).
CanFingTemp.;) = (G || M’.;).

CanFingTemp,) = (G || M.,).
If a user’s ID is necessary for authentication in the device, ID, ry,, 7¢pn2, ... Fmn2, and our cancelable
fingerprint templates are stored in a database as follows
DB record: {ID, (G || M), ¥y, }.
UD, (G| M), repnz

- ) {[D, (G || M’(_n)), Y n)h2 }
®\Verification: With the use of the input biometric template which is obtained by a fingerprint
scanner, someone’s minutiae values f is provided to the verification algorithm. Geometric information G is
used to find the exact position of the minutiac. We assume that § has » or n-/ minutiae values.
1) Compute f,; = Hi(p).
2) Compute 8’ = f,, M.
Compute B'c1) = Bri®M ).

Compute £,y = BriOM ..
3) Compute (8°),> = H:(f).
Compute (B .1)n2 = Ho(B (1)

Compute (ﬁ’(-n))h2 = HZ'(ﬁ ,(-n))
4) If B2 = 12 ot (B'cpn2 = Tepnz OF ... of (B'en2 = Fewnz then output “Yes” which
indicates that the user is authentic, or “No” which means that the user is not.

4.4, Correctness

In scheme 1 and 3, if M = S then the following equation is correct.
(B2 = HxB")

= Hz(ﬂhi@M )

= Hy(H,(p)DM’)

= Hy(H,(B)®H (M) D)

=H,(r)

=TIp.
And in scheme 3, if M ; = f then the following equation is correct.
B2 = Ha(B ')

= H2(ﬁhleaM)(-i))
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= Hy(H,(B)®M )

= Hy(H,(B)®H (M))Dr ;)

= H(rey)

= Iih2-
Finally, in scheme 2, if M = f and = = # then the following equation is correct.
(B2 =HxB"")

= H,(B'® 1)

= H,(Bri®M "D sy1)

= H,(BrOM Dy D)

= H,(Bn®M OH () DH, ()

= Hy(B, M)

= H,(B1 M, ®r)

= Hy(H,(B )OH (M)Dr)

= H,(r)

=TIpo.

5. SECURITY ANALYSIS

In this section we perform security analysis of our fingerprint template and our proposed schemes.

®Security for Fingerprint Template: In the previous section we have shown the process of
selecting strong features for the template from the original fingerprint images as an example. The proposed
cancelable fingerprint template, CanFingTemp consists of two components, geometric information G and
randomized minutiae M’ in scheme 1, 3 (or M’ in scheme 2). First, we discuss security for M’ (or M").
According to the error-correction quantization of m;, we assume that original one minutia information may
have the size of 15 bits such as m; = (x;),,6,¢;), where at least x; and y; may have 16 relative different values
(4bits, 0-15), 6; 32 relative values (5bits, 0-31), and ¢; 4 values (2bits, 0-3), respectively. When the number of
strong features n = 5, M is a 75 bit long value and in the case of n = 10, M is a 150 bit long value. The length
of M is long enough, which makes it harder for attackers to take a guess. Randomized minutiae M’ (or M) is
computed as follows. M is transformed with the one-way hash function (H;(*)) and randomized using random
number » with XOR operation. In scheme 2, M is randomized once more using hash value of 7 with XOR
operation. Random number r also is transformed with the hash function (H(*)) and this hash value 7, is
stored in the device. After that, r is deleted from the device, so nobody can compute the original minutiae
information M.

Next, note that G is the information of relative distances (d;) and angles (a;) between strong features.
When G is compromised by an attack, the “old G can be canceled and a new fingerprint template with “new
G” can be enrolled, which means that other strong features will be selected for the new template. If we find
20 strong features from the user’s fingerprint and select 10 features from among them, we can make new
templates more than 180,000 times (combination of 20 elements choose 10). In short, our CanFingTemp is
cancelable and it keeps the user’s fingerprint data safe.

@®Security for Proposed Schemes: In our schemes, random number 7 is transformed with the one-
way hash function (H(:)) and hash value 74, (or r.;,,) is stored in a database as user’s verification
information. Random number # (or r(;) is eliminated from the device and r (or r(;) cannot be restored from
the hash value r;,, (or 7.;;,). Each time user’s enrollment is implemented, random r (or ;) is a different
value which is then used to transform minutiae information M differently. In short, random r (or 7.;) is used
as a one-time password (OTP) in our schemes which adds a high level of security to the proposed
authentication schemes. We can say that our authentication schemes based on one-time passwords are secure.

6. CONCLUSION

In this paper, we propose a cancelable fingerprint template which uses high quality and easily
distinguishable features. The proposed algorithm, (w-k)Select outputs strong features of certain probability.
Because we only use partial features of fingerprints, even when partial information is lost, the user’s
fingerprint data is safe. Our cancelable template is composed of geometric information G which is the
relative value of distances and angles between strong features and randomized minutiae M’ of strong
features. With this cancelable fingerprint template and random number r (and user’s password ), it is evident
that our scheme is secure. Our schemes perform only bitwise XOR operations in enrollment and verification
phases, which means they are light-weight schemes which are well suited for low performance mobile
devices. We believe that our schemes are useful for both the protection of fingerprint data and human
authentication on mobile devices.
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