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Article history: Different card operated entry control systems hdaen developed.
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Received Jun 26, 2012 available at market. In this paper, we design aeklbp an electronic entry

Revised Aug 3, 2012 control system which is based on an ID card andcébd reader. In our

Accepted Aug 9, 2012 system, the ID card contains encoded Litho-codeatid the card reader is

used to read the encoded ID. We develop offlinev@se to collect user

information, save data and to print the ID card. &ésign and develop the
Keyword: electronic card reader to capture the ID usingaiméd (IR) sensors and for
Litho-code ID card computer interfacing. We develop online softwareptocgss the signals
exchanged between the card reader and CPU. Ipapisr, first we present
Entry Control System i . .
. the system layout and design outline. Then we axjple development and
Litho-code card reader h . .
implementation methodology. Finally, we test thetepn and present the
results.
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1. INTRODUCTION

Metal room keys are not secured as they can dasiljuplicated. Metal keys are being replaced by
electronically coded key-cards. Keycard systemgaipeby presenting the keycard to the card reagler b

swiping or inserting the card. Key-card controc@mputer-based and therefore creates the necesmsdity
trail automatically. One of the best security featuis the ability of the computer to investigadete door
lock and get a printout of everyone who accessgarticular room. The security advantage of the ¢ands

has made it popular and many medium and large $inégls are adopting this key-card. There are séver
keycard systems as Mechanical keycard, Bar cod® 8&agnetic stripe card, Smart card, Biometrics and
RFID proximity cards [1, 2]. The mechanical holeccaperated lock [3] is a mechanical type of lock

operated by a plastic key card with a pattern désalt contains 32 positions for possible holeatamns,
giving up to 3*different keys [6]. Mechanical key cards or holeisamade the re-keying of guestroom door
locks and keys easier compared to the old metal lkegddition, a mechanical key does not require/gyo
supply to operate. It does not contain any memeigmtion part and therefore, does not provide alit &nail

on its usage. The limitation of the Mechanical hcéded operated lock is that since it operates kysiohlly

moving detainers in the locking mechanism with itreertion of the card, the detainers must be agdaurig
pre-selected positions by the key before the bdltmove. Bar code technology is not a secure fafa
key, as the bar code can be copied in a photocapitioften read by the optical reader [1]. Thethtion of
Magnetic strip is that it contains up to only atagr amount of letters and words. Moreover, it ¢an
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demagnetized or erased when placed near itemsnetnets such as mobile phs [1]. As the Smart Card
contains memory retention part it is expensive argrovides an audit trail on its usage [1]. Bionet
system requires lot of data to be kept on a per3dme system is not always reliable as human bathgage
over time dueo illness such as puffy eyes, hoarse voice orhinags of the fingers from labor. Besides t
every time a person uses biometrics he/she is hewffed by a database bringing up a range of gyi
issues. Some people don't like to register theigerprint for an overnight stay [4]. Some common peots
[5] with RFID arereader collisio and tag collision Hackers can use devices called "cloners" to g:
encoded chip information. The cards are somewhmesitbee to physical damage. If they do get hurytemp
working at once since it changes the RF emissianaiteristics of the car

Litho-code [§ is basically Binary code & Decimal number whishgrinted on the Optical Machil
Readable (O.M.R.) sheet. Fig 1 shows how litho dsdgrinted on an OMR sheet. Here “*” (Star bubl
represerd the 1 of the Binary code & ‘ (blank bubble) represemthe 0 of the Binary (de. In Bangladesh,
OMR system [T is used in student registration and result preiogs In the registration process, dat:
captured from compatible scripts by scanning thhoOgM.R. (Optical Mark Reader) machir

In this paper, our main focus is to design and bgvan entry control system for any establishn
which is based on ID cardhd ID card reader. In the Lit-code OMR systemg], 7], we observe that litl-
code printed OMR get is scanned using OMR machine for student ragjish and result processing. Usi
the same concept of coding and scanning, we desigrdevelop an ety control system based on li-code
printed machine readable ID card and ID card reddence, te ID card is used as the key card and th
card reader is used as the ID reader and gatetmpecantroller. The ID cardholder is assigned edefined
individual ID number which is converted to binayde composed of data bits and check bits. Tits are
then converted to Lith&ode of shaded and blank bubbles. The bubbleshare glaced in a predefine
random manner on the bottom of the card. The IRl éaithen printed on a transparent plastic papes
develop offline Software to collect userformation, save data and to print the ID card. Vésigh anc
develop the electronic card reader to capturelhesing infrered (IR) sensors and for computer interfac
We develop online software to process the signathanged between the card rei and CPU. All
individual units of the card reader have been desigand developed using inexpensive electr
components and simple reliable electronic technoldge ID card is easy to-key and can be used for a
number of guests or users depencon the number of bubblesed on the ID card. For exam, for 8
bubbles 3codes may be generated. In addition, the card moieequire power supply to operate. It does
contain any memory retention part and thereforesdwt provide an audit tr on its usage. It is applicak
to any organization to control the entry to themoof individuals or office of large population. Thd&ove
features make the system reliable, inexpensivey éasimplement and easy to reproduce for
establishment of tge population

The rest of the paper is organized as follows.elttisn 2, the system layout and design outline
been explained. The development and implementatiethodology is explained in section 3. Test Res
have been presented in sectionnd finally, section 5 concludes the paper with pt#d limitations anc
directions for future developmen

2. SYSTEM LAYOUT AND DESIGN OUTLINE
The entire system is divided into: Hardware, O#lgoftware and online software as shown in F
2, 3 and 4, respectively.

- > - Personal Database access [SD ;:::d printing
- 5"'_'}"?‘;, = Information programming: To Go al;e. 5
: :5;,; lﬂ'@;‘ Form: To collect [—* save the I er:lera E:P -
- ::i.% g ﬁ' Information of information in the ::;xisr::m S;ﬂ
- - - the cardholder database cards at a time
= BBO00 & BOBE momcrrerio

Litho-Code Printing Figure 2.0ffline software Layot

Figure 1. Lithoeode printing on OMR she
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Card Reader: Consists of
1. Data Capturing Unit

Card Reading and
Decision Making

; Gate Software: Takes - S
2, Co:lnputer Interfacing -, Webeam N encoded ID, decode | | Gate Operation | | :a:.ly ix;tr;t:::e
Unit Integrator R £ it, compares with Control software ceord Sottware
3. Signaling and Motor system * P
' saved data and

Driving Unit
4. Power Supply Unit

gives decision.

Figure 3. Hardware layout Figure 4. Online software layout

3. DEVELOPMENT AND IMPLEMENTATION
In this section, the development and implementatisethodologies have been explained with
comprehensive discussion.

3.1. Offline software

We develop offline software to collect user infotioa and to print ID card. The information form
is the interface to collect information of the dawottler. The form provides various options like ndata
entry, search for existing data, modify data, delidta etc. The data is collected and saved idatebase
with an ID number. The ID card printing softwarengeates and prints ID cards as required quanth. D
card printing software generates Litho code from b which contains some bits, two of which areathe
bits, the rest are data bits. The ID is convertedinary code which is used as the data bits ofithe code.
Check bits are used to check whether the cardsertied properly or not. We use Visual basic andrdéioft
access to develop offline software. The Persoriatimation form is developed using Visual basic edlext
information which is saved in database. We use ABQIDmponent of the visual basic for database lmkin
The flowchart of the data collection software usinfprmation Form has been shown in Figure 5.

The ID card printing software is developed usingudl Basic. First of all, it will ask to enter the
number of ID cards to be printed. Then it will askenter the ID number of the cards to be printed ill
check the corresponding encoded ID from the databreally, it will show the ID cards with Litho de on
the bottom. The ID card is printed on a transpapapter. The program first converts the encodedniD i
binary form and then represents the “0” as whitdshv and “1 “as black shadow. Some basic informato
also delivered from the database to the card by BDdinking. The flow chart of the card printing Swére
development is shown in Figure 6.

What do you want to do? ==
o Add newrecords OR

s Modify the records OR

s Delete therecord OR

s Search the records.

Anew record will be added |,
using ADDNEW program

Record is modified using
MODIFY program ™

Record is deleted using
DELETE program

5 | We can search any record
using SEARCH program

Figure 5. Flowchart of preparing the database ugérgonal information form
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Figure 6. Flowchart for the ID card printing sofrea

3.2. Hardware

It consists of Card reader, webcam integrator aatk ®peration controller. The main function of
the card reader is to capture the encoded datatiientD card. When the card is inserted, the caedier
reads the litho code (unique for individual usesing data capturing unit and send the code to #d sing
computer interfacing unit. An acceptance or re@tsignal is sent by the CPU to the signaling amdom
driving unit. Signaling unit is used to lit differeindicators for different status and the motdvidg unit is
used to drive the motor to open or close the date. power supply unit is used to produce +5 veith
volts, -15 volts and +12 volts dc power supplytfee different parts of the hardware. A webcam iosethe
gate and interfaced with the CPU by USB port. lu$ed to capture the live image of the cardholder a
display it on the monitor. The gate operating sysig used for gate operation. A stepper motor tigted in
certain angles in both directions to open and dbseloor.

3.2.1 Card Reader

The card reader has five basic units; Power suppilydata Capturing unit, logic level producing
unit, computer interfacing unit, signaling and nmradaiving unit. Figure 7 shows the power supplytuni

Data capturing unit consists of IR (Infra Red) d¢emiatnd sensors. Figure 8 shows the data capturing
unit. One pair of IR needs to implement to captaeh bit of the litho code. The IR emitters arepthat the
upper side of the card slot and the sensors aceglat bottom side of the slot. Each pair is plaaed
distance according to the litho code bit spacinthefID card. Emitters and sensors pairs need w@ligeed
perfectly.

The logic level producing unit, computer interfagionit, signaling and motor driving unit are
connected to each other as shown in Figure 9. Lémiel producing unit contains two-Schmitt trigger
inverter to produce logic levels “0” or “1”. IC7414 used as Schmitt trigger inverter. It givesxad output
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voltage for a certain range of input voltage, whigleither logic high or logic low. It gives logiigh output
for logic low input and vice wsa. Circuit diagram of the logic level producingjtis shown irFigure 10.
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Figure 8. Data capturing unit
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Figure 9: logic level producin, Computer interfacing, Signaling and motor driy unit

The computer interfacing unit must contain a 25fpmale connector to be connected to the pai
port of the CPU. The pin configuration of the phaigbort (LPT1) port of the CPU is shownFigure 11.
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Figure 11 Pin configuration of printer paral port

A 741 opamp, configured as voltage follower is used asdyufb protect the CPU. The circi
diagram of the computer interfacing unit is showrFigure 12. Figurel2 shows how the data pins of 1
parallel port are connected to the 741 bufferure 13 shows how the control pins of the LPT1 port
connected to the 3 to 8 decoder.
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Figure 13.Connection of the control pins to t
3 to 8 decode
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Figure 12. ©@mputer interfacing ur

The LEDs of three different colors are used asaitights. Three of the outputs of the decoder
used to operate the LEDs and four of them are tesednd signal to the motor driving circuit. Thgrsilirg
unit has been shown in Figutd.

The motor driving unitonsists of four MOSFETS to rotate the motor atagerangles on both sid
to operate the gate. IRF540 is used as switch.riew#C7404 is connected at the output of the decdol
invert the output ofhe decoder as shownFigure 15.

3.2.2 Webcam Integrator
A webcam is set on the gate and interfaced withCia&) by USB port

3.2.3 Gate Operation
A 12V-33ohm six wired stepper motor is used for the ggteration as the motor is rotated

certain angles in both dicBons to open and close the door. The Steppermasieing circuit is shown ir
Figure 13. Power MOSFETSs (-Type) such as IRF series are suitable to implertfenmotor drive contrc
circuit. The four terminals of the motor are cortedcto four drains othe MOSFETS. The remaining tv
terminal of the motor is connected to 12 V dc sypphe source terminal of the MOSFETS is grount
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Figure 15 Motor driving unit

When the gate of the MOSFET gets pulse the correipg motor coil is energized that gives a rotaiidi
1.8 degree. The ¢mpulse is provided by CPU. The motor rotationespean be easily controlled by t
program.

| Initialization and changing the direction of the data port |

—p| Yellow LED is ON indicating “The machine is ready to scan.” |

di d Sends error signal and the Red LED
care inserte is ON indicating “Invalid Card”

properly?

1. The Green LED is ON indicating “Valid Card”
2. Takesthe scanning data (Litho code) from the card reader.
3. Data bits are converted to Decimal

1. Sends rejection signal to the
card reader and motor drive.
2. The Red LED is ON

1. Sends Acceptance signal to the indicating “Invalid Card”
3. Noimage and information are

card reader and motor drive.

2. The Green LED Remains ON displayed.
indicating “Valid Card” 4. The gate is remained closed.

3. The image, ID and information

of the corresponding user are
displayed.
5. The gate opens.

Figure 16. Flow chart of online software development.
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3.3 Online Software

It consists of card reading and decision makingwso®, daily entrance record software, ¢
operation control software. Card readincd decision making software takes encoded ID from dhrd,
decode it into decimal, compare it with the savi@chumbers and decide whether the card is validotr It
generates and sends decision signals (acceptamegction signal) to the card rea and the motor driver.
It also displays the image and the necessary irdgtiom of the cardholder on the display unit. Dahtrance
record software stores the ID number, date, tingk @ther information of the cardholder who have t
allowed to enter ito the establishment. The stepping angle and thetion of the stepper motor &
controlled by the Gate operation control softwdree gate opens when the motor drive gets the amoeg
signal and closes after a certain period. The gat&ins closeif the motor driver gets rejection signal. \
develop the onlineadtware using visual basic.he online software flow chahias been shown Figure 16.

As visual basic is a windows based program, it daeshave direct access to the parallel port.
we develop a DLL (Dynamic Link Library) file in Visual++. The DLL file contains the functions of pi
access. We exported two functions from the DLL. @héhem is used for reading signals from a de
where the other is for writing signal to the regi. This functions are inport () and outport (). Inptakes the
parameter; the address of the register to be neddh@outputis two types; the register to which the dat:
be written and the data itself.

Printer parallel port has three types of port: Dadet (Bidirectional), Status port (Input) and Qi
port (Output). We used data port as input portdnding logic “1” to the ™ bit (C5) of the control port. W
used 8 pins of data port as input to read the pidata sent by the Data capturing unit. To readtiacel
data bits (in case of more cardholders) the pinh®fStatus port may also be used as input. Fogrgfithe
control port have been used as output. Three ah thave been used to send the “Indicator statuslsiy
and one of them has been used to send the “AcaaptarRejection signa

4. RESULTS

In this section, we test all the modules of the sysiThe man interface form and the persoi
information formdeveloped by visual basare presented in Figure 17 and, I8spectively We collect
information of some users using Personal infornmatiom. We checked the database update after stv
information. The database is updated accordingly with allocddedumber of the use

Main Interface Form E| Personal Information Form g|
B Up da :.; Dam - ‘ - ancﬂrd - ‘ Afisanuflali University of Science < Teclinology
""" sowttor | Show recoras || | rame —
. = I al—
S E R E RS S SR ratherssame [

Figure 17 Main Interface forr Mailing Address |

Permanent Address |

Phone No. ’7 Fmaif
Date OF Bivth (dd/mm/yy}

Married  Single  Married

Relfigion
MNationafity

ADD NEW | MODIFY | DELETE | DELETE A.LL| SEARCH

Figure 18 Personal information for
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Litho-code printed ID cards of required quantity can hated by executing the ID card printil
software wich is linked with the database. We print the faflog Litha-code printed ID cards as shown
Figure 19 by executing the ID card printing softe

Mane Id. Tamil E Mame hid Rahman ?J'J‘
ot &
i

Designation Designation | Lecturer

‘ Cancel ‘ ‘ Print ‘

o 00000 oolee oo o0 o

Matne Md Sarf % MNane Id. Mehdi ?J'J‘
L L
i
Designation | Assistant Professor Designation | Stadent

mem

Figurel9. ID cards printed using ID card printing software

We connect the Card reader to the CPU execute the online software to test the card re
operation. 1 is observed that the “Yellow” LElof the signaling units on indicating “the Machine is rea
for scanning”. When a valid ID card is inserted tiyellow” LED is OFF and the “Green” LED iON
indicating “Valid Card”. The name and the photodray the cardholder are displayed on the display.
We observe that it displays the associated phopbgeend name of the inserted card. We also obséat
using webcam the live image of the carlder is also displayed on the monitor at a timealthcan be
compared manually with the displayed photographhieyoperator. After withdrawal of the card the “&mné
LED is off and the “Yellow” LED turned on indicatynthe machine is ready to scan anc ID card. We also
observed thatfithe card is not properly inserted or if the casdinvalid, the “Red” LED is turned c
indicating “The Card is invalid/ not properly inssat”. We observed that valid ID cards the motor driv
unit is also working propdy. For valid the motor is rotating in one dirextiand for invalid cards the mot
is rotating in the reverse directic

We also check the database update for each data @mtl observed the database is upd
accordingly. We alsaheck the daily dabase and verify the data.contains the correct information of t
daily entrance.

5. CONCLUSION

We design and develop a er-security system using litho code printed ID card Hb card reade!
The system is reliable, easy to implement and éasgfroduce. As litho code printed card can be co
using any photocopier machine, the encoded ID efutter may be hacked by any hacker. As the codi
based on a simple binary coding concept, there lmayore security bits to ensure security of theading.
Thus, our future directions would be to develoaooded ID card with more security featul

ACKNOWLEDGEMENTS

Authors would like to thank Dr. S. M. Lutful KabiProfessor and Directonstitute of Information
and Communication Technolor Bangladesh University of Engineering anecfinolog for his continuous
support and supervision.

REFERENCES
[1] A. Esmeralda“Hotel Keycard Options"SecurityMattersApril 23, 2009.
[21 B. Phillips, “The Complete Book of Locks and Locksrmti’, McGraw-Hill Professiona, 2005.

Design and Development of a Li-code ID based Electronic Entgentrol System{Umma Hany)



546 O ISSN: 2088-8708

[38] “Lock arrangement employing mechanically actingecdrd and key cardyS Patent 4149394April 17, 1979.

[4] “What are the disadvantages and advantages of higs®, www.wiki.answers.com2011.

[5] J. Orrill, “RFID Technology Disadvantages and Altaiaes”, www.ehow.comNov 04, 2011.

[6] “Litho-code printing”,ABS Computechwww.omrprinter.com/litho.html2012.

[71 “O.M.R. System in Student Registration and Result &sing”,Board of Intermediate and Secondary Education,
Dhaka, Bangladestwww.dhakaeducationboard.gov.b8009.

IJECE Vol. 2, No. 4, August 2012 : 537 — 546



