International Journal of Electrical and Computer Engineering (IJECE)
Vol.2, No.3, June 2012, pp. 433~440
ISSN: 2088-8708 d 433

Modeling and Validation of the Dynamic Host Configuration
Protocol with Colored Petri Nets

Farhad Soleimanian Gharehchopogh*, Reza Soufizadeh**
* Departementof Computer Engineering, Hacettepe &isity, Beytepe, Ankara, Turkey.
** Departement of Computer Engineering, Scince anse@ech Branch, IslamicAzad University, West Azedrgijran.

ArticleInfo ABSTRACT

Article History: Petri Networks with a graphical language are bamednathematical logic
. , which have many uses and have capability for modedind validation of

Received Apr 24, 2012 distributed systems and concurrent applications.oi@dl Petri Networks

Revised May 24, 2012 (CPNs) are a type of Petri Network models that aeduin modeling of

Accepted May 28, 2012 systems which contain discrete and scattered evenigeneral, CPNs are

used to evaluate system performance and demonstrateorrectness of

systems. Dynamic Host Configuration Protocol (DH@Pdne of the main
Keyword: systems of protocols special for servers that aegl dor dynamic allocation
of IP to the network computers (clients). In thigppr, we highlight to

Petri Nets . analyze the correctness and authenticity of DHCRk thie use of CPNs
Colored Petri Nets with using the CPN Tools and to prove the accuratyour protocol's
DHCP performance.

Modeling

ML Copyright © 2012 Institute of Advanced Engineering &cience.

All rights reserved.

Corresponding Author:

Farhad Soleimanian Gharehchopogh,
Departement of Computer Engineering,
Hacettepe University,

06800, Beytepe, Ankara, Turkey.
Email: farhad@hacettepe.edu.tr

1. INTRODUCTION

Petri nets were introduced in the 1962 by Mr. @athm Petri for modeling concurrent systems. But
due to some weaknesses in the modeling of readmgstiater in 1979 at Aarhus University in Denmafk,

Kurt Jensen introduced CPNs for the modeling ofcoorent and distributed systems which had strong
mathematical logic associated with ML programmiaggduage. In the CPN, sings have characteristicshwhi
they are called colors. Color of signs; actualldigate the belonging of signs to different groupsl a
differentiation of their behaviors in the netwoilhe meaning of color for signs resembles the mgaafn
chains or categories in lined networks. Any sigm idata object from a data type with a user-defiteizh
structure which is defined in the ML functional tarage [1].

Nowadays the CPNsare used widely in the descriptibnsystems that are based on the
mathematical logic. Specially, in recent years lotsresearches had been done around the modeling of
concurrent and distributed systems with CPNs. Alsomodeling and prove the correctness of it, alsd
performance of systems, different modeling langadueve been introduced that each has its own shgng
and weaknesses.

We can associate CPNs with time to examine pedoo®m of the system (to find the time
consuming spots in system).One of the protocolstiexj on the Internet for dynamic allocation ofttPthe
clients is used by the server. This protocol'sifothat, each computer in the network, needs aneaddo
communicate with other computers, this addressb@amanually or automatically generated by a server
named DHCP Server. In this paper, we model DHCRguSIPNs' features and tools of CPNTools, and will
show that this protocol works properly.
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We will review performed previous works in thislfién the section 2 of this paper. Section 3 and
subsections of it are introduced the CPNs and nmaglebncepts with them. In the section 4 and sufsec
of it, we wil model the DHCP protocol by CPNToolsdawe will verified this protocol. Finally, in the
section 5, we will compare the proposed modelinghoe with other methods and presented the resfilts o
the paper.

2. RELATED WORKS

CPN is as mathematical based modeling languagealatation and verification of the concurrent,
synchronization and distributed systems. As thigmreé, it has been many performed research in thisagh.

For example, Jensen et al. [2] are presented & inti@duction to the CPN modeling language and the
associated analysis methods. They believe that GR& models can be used to validate both the
functional/logical correctness and the performaofahie systems.

Phanse et al. [3] are considered an analytical mofdéhe availability of the policy distribution
service in a Mobile Ad hoc Networks (MANET) and brz& the performance by means of stochastic Petri
nets (SPNs). The proposed model is composed ofléwels of complexity which they are the simple
Markovian model with Poisson assumptions and asoee mccurate non- Markovian model with general
distributions. Also, Jamali and Khosravi [4] areeggnted a new approach to ensuring correctnessa of a
MANET routing protocols. They achieved a formal rabfibr the protocols and analyze the models by mane
of CPNs to determine if needed the protocol pravittee defined service correctly. However, Othmaal et
[5] applied the CPN to modeling and performanceliation of the EQ-MAC protocol. EQ-MAC [6] is
quality of service and energy efficient hybrid MA@btocol specifically used in wireless sensor nekso

Rauf and Jeyakumar[7] developed for various comptsneof the experimental set-up and
experimentation is conducted to measure the delagesd by the switch, the AP and the workstatiosgdba
on CPN modeling language. As a result, throughputetwork performance measure for WLAN decreases
as the probability of collision increases. This mea decreased for a certain level, when the nuraber
stations connected within the network increasesoAteference [8] proposed a performance studyhef t
distributed coordination function of 802.11 netwsrind proposed a detailed 802.11b model based on
Object-oriented Petri Nets that precise back offcpdure and time synchronization, performance aealy
are evaluated by simulation for a dense wirelessar. Azgomi and Khalili [9] proposed a new CPN
model (hierarchical modeling capability of CPNs} foodeling and performance evaluation of a medium
access control protocol in wireless sensor netwodlied sensor medium access control protocol (SEMA
S-MAC is an energy-aware MAC protocol with nodelsextuling.

3. COLORED PETRI NETS

Places, transitions and symbols, meaning of codumrds and phrases have been introduced in the
CPN for being capable of transferring data whicktudated by the signs. In Petri network two phasts
analysis and implementation take place simultarlgoarsd also supports concurrency and are suitaile f
distributed systems and also are used for actisédsyimplementation.

CPNs provide more accurate models of complex nowtspnous processing systems. In these
networks, unlike the usual Petri networks tokeres r@cognizable from each other, as each of tokass h
characteristics named color. In one side CPNskemidinary Petri networks are programmable, ardvh
functional language is used to control and run Rle¢ri net. CPNs unlike typical Petri network, hatie
ability to create hierarchical model, this techmigqean be used to obtain composition or reuse ofefsod
[10],[11].From advantages that CPN models haveauiit lbe mentioned the following:1)These techniques ca
be used to acquire composition or re-use of motikés hierarchical models can be used. 2)For each
transition the time needed for the fire can beraafiand according to that each token can haventteeds a
feature, a suitable tool for evaluating performaand other related issues are related to time.3§CiVe
the capability of being combined with the ML progmaing language, so with the use of this featurelmuc
control can be imposed on the model [12].

3.1. CPN Difination
As mentioned, CPN is actually an extended versibtypical Petri network. CPNs have strong
mathematical logic this math logic (CPN = (P, TJ-C) +, M0)) is defined as follows:
[ P, anon-empty finite set of places.
[iil T, anon-empty set of transitions is finite.
[i] PNT=0
[iv] C,is a color function mapping which is from the Rk a non-empty set.
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[v] And I+, crossed forward and backward function$?ohT is defined in such a manner that:

I-(p.t) 1+(p.t) : C(t)= C(p) O (p.,t) O C(p)
[vi] MO is a function which is defined on p and desaitiee initial marking in the way that each p bekng
to p this relationshi 0 (p) O C (p) is established [1].

In Figurel, one example of the CPN has been shown.

[ opp)=true]-=— Guard
o

T [Tk By oo B
{ P2 ,...—| Requesisection P1 )
s g

Figure 1. Shown CPN example

P1 is a place, and requestsection a pass, and wboyge passage is the guard that the logical value
must be True in order to happen the shoot. In génene passage is shot in a CPN if the following
conditions are available:

[ Each entrance place for transition, at least mage la sign.
[iil For signals in entrance place, word needed muatthehed to the input arc.

[iiil Guard (Boolean) for the transition to the desiratl® is numbered and the number of tokens in input
places is consistent with the input arc.

In CPNs, the time can be given to the tokens andemd his time is defined by national or local
clock which can be an integer variable (discretejeal (constant). For fire the passage, the tokénsput
places, should be smaller or equal to the curiemd.tFor time the Petri net model, it is enougldédine the
type of closets that are timed [1], [12].To modedi @nalyze Petri networks, there are differentdadth the
simplicity and functionality used to point CPNTo¢1s3]. After developing the model in this softwaoan
run the model step by step or overall with the afsthe software features and use the programmimguiage
ML [8], and produce Graph of state space in thenfof output file for analysis.

3.2. Codein CPN

Code CPN, is a piece of code in ML language thatamsociated with a transfer and when the
passage is fired, the mentioned code runs. The @d®t only performing complex calculations, but
consequently, the output variables of the inpuiaddes are obtained.

ML has a strategy to assess the amount of calls (&g - value), static typing, type inference,
algebraic data types, pattern matching and exaepgiendling, first class functions, automatic memory
management in dealing with unwanted data, parametdlymorphism and Dynamic types and type
inference. More details about this are in [14],][E5d [16]. The reasons of using this languageCiBN are:
interactive (like Matlab), data type in this langeasflexible, no hardware dependencies becaufeel not
Crash, learning and development is very convengatage management by the programmer [1].

In each CPN, there is a concept called color skgfinition of the color set is performed in the
Global declaration node. A color set in ML can ledited as follows: Color name = definition

Figure 2, an example which shows the use of thecbtle in CPN.
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Figure 2. An example for shows the use of the Mdecmm CPN
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4. MODELINGDHCP

To use this protocol, the computer which is chaseget an IP address automatically, Broadcasts
the DHCP Discover Packets in a Network. In thisecB$ICP Server sends an offer according to his table
including the IP Address, Subnet and sometimeggsttelated to a DNS or Gateway settings, to tieatc
computer, that this message is called DHCP OffdterAsending this message, DHCP Server waits for
DHCP Request message confirming the settings flemctient which finally DHCP Server with sending
DHCP Server allows the client to use forwardedirsgdtand IP. In this section, the way of modelihi t
protocol is given for the correctness of its fuantproperly.

4.1. Receive | P M echanism from DHCP Client by DHCP Server

DHCP clients use two different processes to compaiai with DHCP Server and obtain
Configuration. Initialization process occurs wherc@amputer is turned on for the first time and trtes
connect to a network. The renewal process occuenvehcomputer intends to have a new IP except his
present IP after receiving an IP from the DHCP &erdP allocation process is given in Table 1,
respectively:

Table 1. DHCP process in the dynamic allocatioiPodiddresses to clients

NO Description

1 DHCP client publish a DHCP Discover message to@lL8ubnet (Broadcast)

2 A DHCP Server can reply by DHCP Offer Message, Witientains an IP a proposal for
allocation to the client.

3 Once DHCP Offer Message was received by thetcliea client replies the server address
offered by DHCP Request.

4 After the server receives the DHCP Request of tHentc server sends a
DHCPAcknowledgement named DHVP ACK for confirmitg tallocation of IP

5 When the client received DHCP Ack runs the settihgs are already received to connect to

the network [2,3]

4.2. Analizing DHCP M essage
Message exchanged between client and server faltd®ation has a frame that has many fields but
in this paper the fields which are used is givefmable 2 [17], [18]:

Table 2. Needed fields for defined variables inltvguage ML

FIELD Description
Oper Message Op Code, If Oper=1 then request else if-Qp@en response
Xid Transaction Id
Flag Flags
Ciaddr Client IP Address
Yiaddr Your IP Address
Chaddr Client Hardware Address
ReqlP IPWhich Clientwant offer then Proposal fréerver
Lease IP ExpirationTtime
MsgT Massage Name

At this stage, Color Set is defined in the langusigeusing the information above.

4.3. Color Sets Defination based DHCP with ML Language

colset UNIT = unit;

colset BOOL = bool;

colset NO = int;

colset DATA = string;

colset DATAXDATA = product DATA * DATA timed,;

colset DATAXDATAXNO = product DATA * DATA * NO timel;

colset DATAXNO = product DATA * NO timed;

colset DHCPPacket = record oper:NO * xid:NO * fld@ * ciaddr:.DATA * yiaddr:DATA *
chaddr:DATA * reqIP:DATA * lease:NO * msgT:DATA;

(* Mesage: op,xid,flags,ciaddr,yiaddr,chaddr, retgése,msgT,serviD *)

4.4, Define Variables and Parameters Used in the | mplementation of DHCP
Variable declaration :
var msg : DHCPPacket;
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var n,xidn : NO;
var d, yiad, chaddr, sID : DATA,

Parameters Declaration :
val IPPool = Init [] "IP" NoOfIPs;
val Clients = Init [] "Client" NoOfClients;

4.5. DHCP Hierarchical M odel with CPN

We create a hierarchical model with the use of Githe DHCP with Transitions Server, Client,
and Network in CPNTools software as shown in Fidtire

msg _//SJJ\ msg msg m‘ msg

A Output Output /™
DHCPPacket DHCPPacket
Client
lien
msg W‘ msg msg '\“E“t/’ msg
DHCPPacket DHCPPacket

Figure 3. DHCP Hierarchical Model with CPN

4.6. Analysis of client sent messages on the server side and client

When the turned on client, plans to enter the nekwib must request IP from the DHCP Server, so
sends its MAC address or the name of its compitardware Name) in the DHCP Server in a form of a
message, Figure 4 shows this process.

LimitClients " ()

Limic {2912 ()]

1 "Clientl"++ UNIT
1""Client3 0 1" {oper=1xid=0flag=1,caddr="",yia

ddr="",chaddr="Client2" reqiP=""lza
¥ 5e=100,msgT="DHCPDISCOVER"}

Init chaddr Sand DHCPDiscover(chaddr)
@2" ’ Discovery
DATA

Figure 4. Sending Discover Model for Demonstratelth Request by the Client from the Server

DHCPPacket

Function DHCPDiscover: This function is definedthg needed arguments showed with Table 2 is
as follows:

fun DHCPDiscover(cliHwAdd : DATA) = {oper=1, xid=0, flag=1, ciaddr=""
yiaddr="",chaddr=cliHwAdd, reqlP="", lease=defLedsensgT="DHCPDISCOVER"};

(* Mesage: op,xid,flags,ciaddr,yiaddr,chaddr, retg&se,msgT,sID *)

As shown in Figure 4, with firing SendDiscover amthning DHCPDiscovery function, below are
valued as follows:

1*{oper=1,xid=0,flag=1,ciaddr="",yiaddr="", chaddr€lient2”, reqlP="", lease=100, msgT=
DHCPDISCOVER}

After client sent its message receiving IP to semle server analyzes the message and will respond
to it depending on the request. If DHCPDiscovehes client's message to the server, the servaresahat
the client has a request for IP, so offers IP baseits allocation table. This is shown in Figure 5

Modeling and Validation of the Dynamic Host Confagion Protocol with Colored Petri Nets (F.S Gharechgh)
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[d="" andalsc (#ciaddr msg)="" andalso
yiad = rightIP({#chaddr msg,NoOfClients))]

Send _/S-e?er\l
msg Offer DHCPOffer(msg,viad) rw

DHCPPacket DHCPPacket

(d, yiad,n) 1" {oper=2xid=0flag=1,ciaddr="",yia
InitIp " ddr="IP2" chaddr="Client2" regIP="",
lease=100,msgT="DHCPOFFER"}

DATAXDATAXNG

Figure 5. Processing discover model for demonsthatép request by the server to the client

DHCPOffer function with the required arguments, éeéned as in Table 2 as follows:

fun DHCPOffer (msg : DHCPPacket, yiad : DATA) = fap2, xid=(#xid msg), ciaddr="",
yiaddr=yiad,flag = (#flag msg), chaddr=(#chaddr JnsgreqlP="", lease=(#lease msg),
msgT="DHCPOFFER"}

As indicated in Figure 5 with firing SendOffer amdnning DHCPOffer following values are
initialized as follows:

1*{oper=2,xid=0, flag=1, ciaddr="", yiaddr="IP2",
chaddr="Client2",reqlP="",lease=100,msgT="DHCPOFFER

Client analyzes content (DHCPOFFER) using Field Thagd realizes that in yiaddr field placed
amount of proposed IP. So it adopts the same IRemeksts the server to give this IP to it. Prang&ffer
process runs so that by the DHCPRequest fractienvalues will change as follows:

1*{oper=1,xid=0,flag=1,ciaddr="",yiaddr="0", chaddtClient2”,reqIlP="1P2" lease=100,
msgT="DHCPREQUEST"}

DHCPRequest function with the required argumentsaécordance with Table 2 is defined as
follows:

FunDHCPRequest (chadd: DATA, ciadd: DATA, req: DAT4dn: NO) = {oper=1, xid=xidn,

Ciaddr=ciadd, yiaddr="0", flag = 1, chaddr=chadd, eqlP= req,
lease=defLeaseT,msgT="DHCPREQUEST"}

In this situation, server realizes that client vgathiat itself offered.

Send

DHCPRequest(#chaddr msg, ™', #yiaddr msg, 0} Client
Request i

Bt
DHCPPacket

DHCPPacket

1" {oper=1:xid=0flag=1,ciaddr="",yia
ddr="0",chaddr="Client2",reglP="IP2
" lease=100,msgT="DHCPREQUEST"}

Figure 6. ProcessngOfferr model to demonstratetipdication process

After the server receives a message, DHCPREQUESIg uPPool, on the allocation table of IP,
allocates the desired IP to the client and sendsAessage to the client's to approve and registesen
information on its table. If the server is not atweassign the desired IP, NACK message is setfiteta@lient
for the next steps. The order process is showiguarés 7 and Figures 8.
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[({#reqIP msg) = yiad andalso chaddr="")
orelse ((#ciaddr msg)=yiad andalso chaddr = (#chaddr msa)

andalso (#xid msg)=1)
msg | send DHCPACk{msag)
s "1 Ack ™

rightChoice (#reqlP msg)
(#chaddr msag)
(#ciaddr msag)
(#l2ase msa)
@+(#lease msg) (" IPL",0)@0+++
nitIp 1(","1P3",0)@0+++
17 ("Client2","IP2",100)@100

{chaddr, yiad,n)
@+defLeaseT

DATAXDATAKNO

(chaddr, viad,n)| | |(chaddr,yiad,n)

@+defLeaseT @+(n-IntInf.tolnt(tima()))
DHCPPacket ¥ DHCPPaekatr - - .
Receivad™)_Ms9 Send | DHCPNaK(MSO)  ~Farvary | o g ki
G F v B = 4 = = =
M Nak DY lease=100,msgT="DHCPACK" }
[({#reqlP msg) = yiad andalso chaddr <> "" andalso (#xid msg) = 0)

arelse ((#chaddr msg) = chaddr andalso (#xid msg) = 0]]
Figure 7. ProcessingRequest Model for Demonsthetedtk and Nack process to the Client

DHCPACck function arguments required with Table Zéfined as follows:

FunDHCPAck (msg:DHCPPacket) = {oper=2, ciaddr= #drmsg),xid=
(#xidmsg),yiaddr=(#reqlPmsg), flag = (#flag msghaddr=(#chaddrmsg), reqlP="", lease=(#lease msg),
msgT="DHCPACK"}

After the firing the SendAck following values aretialized:

1*{oper=2,xid=0,flag=1,ciaddr="",yiaddr="IP2", chall= "Client2”, reqlP="", lease=100,
msgT="DHCPACK"}

DHCPNak function definition is as follows:

FunDHCPNak (msg:DHCPPacket) = {oper=2, ciaddr="td=x (#xidmsg), yiaddr="0", flag = (#flag
msg),chaddr= (#chaddrmsg), reqlP="", lease=0, mSQRCPNAK"}

This function is when is not received any answenfthe server.

[{#chaddr msa) = chaddr andalso

imitcl (#xid msg) =0 .
LirmitEApAEs ) = : (#chaddr msa, #vyiaddr msa, n) 17 ("Client1"," 1500)@0+++ |
" . - g6l i d L [ s
Tl m _ 8] Assign @+reacqTimel((#lzase msg)) 1 (“Clientz""1P2",500) @50+ +
—t ; P - 17 ("Client3","",1500)@0 |
LIMNIT
msg* e
- iy InitClients2 "
(chaddr,yiad,n) )
R Assigned 5
. . P
i t|,cI1an:I-:l|‘.1-'|a-:|.n)
acke S o
msag| - e DATAxDATAXMNO
h 4 -
Reacquire i A

P (#chaddr msg, #ciaddr msg, n)
@+reacgTime({#/ease msg))

DATAXNOD o . [{#chaddr msg) = chaddr andalsao
(#xid msg) = xidn]

Figure 8. Model Processing Ack for the allocatidnPofor a client

In figure 8 Reacquire IP transit is activated witlea client wants to re-request IP. In this case the
server will provide the same IP to the client; ottise another IP will be assigned to the client.

5. CONCLUSION

CPNs are used to assess and demonstrate thereffiaed accuracy in concurrent and distributed
systems. They have the ability to integrate with L programming language; this ability multiplidse
power. In this paper the function of allocated poot IP with dynamic namedDHCP was studied and the
correctness of function of this algorithm with mbdeg of this protocol and with the CPNs was anatize
Modelingresultsshow thatthisprotocolindynamic aditien oflP addressestoclient function 100% correct.
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