International Journal of Electrical and Computer Engineering (IJECE)
Vol.2, No.3, June 2012, pp. 371~382
ISSN: 2088-8708 d 371

Near Field Communication

Kevin Curran, Amanda Millar, Conor Mc Garvey
School of Computing and Intelligent Systems
University of Ulster, Magee Campus, Northern Ireldd@48 7JL, UK

Article Info ABSTRACT

. . Near Field Communication (NFC) is a technology thzldes a device to
Article History: communicate with another at a maximum distancerofied 20cm or less.
Received Jan %2012 Currenlt(ly, mo(;aile phone manufacturers,I baﬁnki%gmﬁjns and mhobile
. network providers are attempting to apply this gy to Smartphones
EewsetddAEr 12’%223i2 and other handheld devices because of the opptytaai enable the
ceepted Apr 23, consumer to use commercial services more easilig Jéper discusses the
expected increase in mobile payments using Nedd Fl@mmunication,

possible uses and the risks associated with cgryut transactions over a

Keyword: wireless network. We also discuss a real world @nm@ntation of an NFC
Commercial services based loyalty card system for retail.

Communication

NFC

Smartphone

Copyright © 2012 Institute of Advanced Engineering &cience.
All rights reserved.

Wireless network

Corresponding Author:

Kevin Curran,

S School of Computing and Intelligent Systems,

University of Ulster, Magee Campus, Northern IrelaB@48 7JL, UK,
Email: kj.curran@ulster.ac.uk

1. INTRODUCTION

Near Field Communication (NFC) is a specificatiam €ontactless communication between two
devices. NFC is based on the technology used FdDRind is standardised in ISO/IEC 18092. Itisited
to a distance between the two devices of up tonrlONFC is intended to make it easier and more enient
to make transactions, exchange digital contentcamtiect electronic devices with a touch [1]. NF@mates
at 13.56 MHz and has been developed jointly betw®XP Semiconductors (formerly Philips
Semiconductors) and Sony Corporation [2]. Bec&US€E has the ability to read and write to devicess i
believed that they will have a wider use in thaifatthan standard smart cards. NFC involves aiaioitand
a target. The initiator, as follows from the nainéjates and actively generates an RF signal amdrols the
exchange of data (a payment device) where the sé@qianswered by a passive target (a Smartphdhe).
NFC protocol also distinguishes between two modemmunication: active and passive. Active is veher
both the initiator and target both communicate bpegating their own electric fields. They do thishialf
duplex; deactivating their RF field until no othdevice is transmitting. In this mode both deviceli w
typically have power supplies. Passive mode willthe more common application in where the initiagor
the only device that generates an RF signal, ttgetalevice answers that call by modulating thestexg
field which the initiator device listens out fomdathen processes therefore transferring data.dake rates
currently supported are 106, 212, 424 or 848 Kbit/s

Barclaycard introduced the UK'’s first contactlesyment system in 2007, with a transaction limit
of £10. Due to the increase in demand, Barclay@@mrkeased the maximum limit by 50% to £15 in 2010.
Google has supported the incorporation of NFC ihéoAndroid 2.3 operating system and it is predidtet
over the next three years the market for NFC chipisgrow by a factor of four, and in 2011, 50 roth
NFC-enabled devices will enter the market [3]. Wil increase in ownership of smartphones ovemtece
years, people are relying more heavily on theirngsoto be able to support their everyday activiti8gce
the launch of the revolutionary iPhone in June 2@B& public’s need for apps has increased arslribiv
possible to get an app for practically anythindgie Bmartphones are multi-functional devices thaaaenore
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than a phone: most have cameras or video functignaiusic players, web-browsing capabilities an@S5
navigation. With the increase in popularity of isbmetworking sites such as Facebook and Twitterst

users now require the additional functionality efriy able to communicate with their friends in riéale

using web-enabled phones.

As users’ needs for technology increase, it makeses that another function to add would be the
ability to use the device to make payments, antithahere NFC comes in. Having a mobile phortedit
with an NFC chip will enable users to send and arge data just by touching, or bringing togetherttho
devices. Figure 1 shows the NFC-related elementdabile Handsets.
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Figure 1. Exploration of the NFC-related elementmbbile handsets [4]

There is a choice of where the NFC applicationshEastored on the phone: on the SIM card, within
the smart card or even within an area of the ploomemory. If the NFC applications are stored \nitiie
SIM cards, then this passes control over to thevordt providers, rather than the handset manufacture
Having the applications on the SIM card would matke SIM the secure element for the authentication
protocol and provide portability between handsets.

The mobile phone has become one of the most sdatéssentions of the 20 Century [5]
becoming one of the major communications devicth@late 1990s. The development for mobile phones
started as far back in the 1940s, shortly afteretheé of World War Il. Bell Laboratories combinesot
technologies the telephone and the radio. Thay akye behind the concept of cellular communication
with their ideas about reusing radio frequencigs/ben hexagonal cells [6]. It is because of thesttyment
of the cellular networks that mobile communicatias been able to be such a success, althouglilynitia
cost of making a call was prohibitive to the majpdf people. The first mobile phone call took an New
York on 3° April 1973 when Martin Cooper, General ManageMaftorola called his rival at AT&T Bell
Labs, Dr Joel S Engel. It took a further ten yesrgwvestment in research and development befaditst
commercial mobile phone, the Motorola DynaTAC 8000as released at a cost of nearly $4,000 each.
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2. NFC STANDARDS

NFC is an international accredited standard, whigbans that in the future it will become a
worldwide-recognized technology with a multitudeusis. In December 2003, NFC was accredited With t
standard ISO/IEC 18092 (NFC IP-1). This standg@etBies the interface and protocol for simple Véss
communications between close-coupled devices tranwnication with transfer rates of 106, 212 and 42
kbps [7]. In 2005, NFC also earned a further iratiomally accredited standard ISO/IEC 21481.Figire
shows the 1SO standards that the NFC standardegupp

- e . | Data
L RFID related standard J | communication |

Maobile phone with built in smart card Authentication between electronic devices

e t T —
b -~ -~ &
Mohile phone Reader/writer . Wi Fi . Bluetooth
with built in IC WEP / WAP “Touch and Pair"

authentication alternative  ("Hold near (touch)” and pairing)

Figure 2. Near field communication standards [2]

Secure NFC combines smart-card technology with NegBnology to enable storage of personal
data in a secure manner. This means that datbeamcrypted, with the key being stored securelgh@n
memory of the device and the NFC device suppoéstithentication. This secure storage will be reguio
store personal data, encryption keys, electronioeycetc., and so it is an important aspect of tiRCN
enabled device. Enhanced NFC is a feature that srekteansaction possible, even if the mobile igcwed
off or the battery is drained, which would be impot for instances such as ticketing.

For a device to work using NFC, a chip is install@ a mobile phone. If the application involves
payments, the chip is linked to a credit or debitdcaccount so that money can be charged to thésuse
account. To make a payment using the NFC enabtddlen the user swipes the mobile over a contagtles
pay point, from a distance not exceeding 10 cms Etion will then charge the debit or credit ctvat has
been linked to the chip inside the phone. Curyetltlere is a maximum limit of £15 per transactionNFC
transactions. Using NFC also enables the user mfigtwe Bluetooth connections for faster transfene
devices work in two modes: passive and active. Waiks on the concept of a message and reply. Gtieea
or initiator device sends a message to the passiviarget device. The target device then respdmascan
only do so once it has received the message frenmttiator. The code that is transmitted betwdentwo
devices uses Manchester coding. It is possibl¢hractive device to take on both active and passiles,
but the passive device is always the target. Thiator will send a message to the target and thai for a
response.

3. NFC APPLICATIONS

As more phone manufacturers start to include NF@scim their mobiles, the need for applications
will increase. Already marketers are looking & gfossibilities of using the NFC interface alongsideir
traditional marketing methods such as postersorinfition could also be passed to the NFC devitmyizlg
the user to gain more information about a producservice, so this would be an efficient means of
advertising. For example, it would be possibléramsmit a URL to the target device so that the usauld
then be able to navigate to a website to get fuitifermation about a product or service in whitlyt are
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interested. This is where having NFC enabled smartphone could prove to be very useful for corezgm
enabling them to find out the best price for a picicbefore committing to the purchase. There aneynses
for NFC apart from the small Point of Sale (PO&hsactions mentioned previously. They can alsosee

to transfer tokens at airports, which would elinénghe need for boarding cards. The passengerdwoul
check-in using their mobile and then re-confirmswjiping their phone again at the departure gateerd is
also the possibility of them being able to storeniétric information, which is becoming more widely
developed for security at airports.

NFC devices can be used in conjunction with imaigpldy devices like digital photo frames for
displaying images very quickly. All the user neédlslo is touch the photo frame with the image reiadye
sent, then the connection is established and tlagenis sent over Bluetooth. NFC is backward corbfsati
with RFID therefore it is perfectly feasible to ume NFC enabled device as an RFID key. This cansed
with traditional RFID access control systems agplacement for the key fobs and cards currentlyl.use
Wireless car keys using NFC are being developeBMW with personalized settings stored into each. key
They have developed an NFC car key system whichlimkl into the cars current navigation system whic
already allows for hotel reservation, and trairketcbooking. Using NFC the tickets and reservatioas
now be stored on the NFC card which can then im Ibérused to gain access to the hotel room oratalithe
ticket with the conductor. Applications for smanples are starting to appear that allow the userdate
their own NFC tags, an application that was dewedoand is being distributed for free is NXP Tag téfri
for the Android smartphone. The application usesNiFC enabled phone to send a signal to write conta
details, URLs and SMS messages onto an NFC eng&dedhich can be on items like business cards up to
posters.
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Figure 3: Day in the life of NFC [8]

Figure 3 above details just a few of the ways tHBC can be used in our everyday lives. This
demonstrates the potential uses for NFC-enablete®vwWobile phone manufacturers are currentlyytagr
out Field tests into a variety of NFC applicatioria. February 2011, Transport for London (TfL) domied
plans that it would be accepting contactless payroards over its whole network, in time for the 201
Olympic Games [9]. By adapting their current Oy&ard system, TfL will make the transport systeoren
accessible to both domestic and internationalorisitAndroid 2.3 was released off Becember 2010 and
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one of the changes included support for Near R&ddnmunications. This enabled Android developers to
create a whole new class of applications that wilke use of the newly supported technology. With
widespread support now available NFC will soon beldished as a practical technology for smartpone
and other widgets, like Bluetooth is today with raodhandsets.

The future of NFC seems to be fruitful as it isreatly getting support from the major smartphone
stakeholders (Apple’s iPhone, Google's Android afidrosoft's Windows Phone 7) as they compete for a
share of the mobile operating system market. ABkarch estimate that devices with NFC will double
2012, from 35 million shipped in 2011.

Devices with applications that use NFC technology fayments will help consumers pay for
products and services more easily, and mobile dpeet are teaming up with financial companies and
service providers to provide this service in tharmfture. Global payments company Visa is collating
with mobile manufacturer Samsung to bring NFC 60,0@rchants in London for the 2012 Olympic Games.
NFC is also being developed for contactless ticketiwith an NFC enabled phone the consumer can
purchase a bus/event ticket, download it and wheheagate, use the device to gain access to thet/bus
or train. This is currently being trialed in seveBuropean cities including Transport for London’s
underground that are rejecting the current NFCoasstow for people rushing to get to the tube. NI
bring interactive advertising a level never achielefore as it will enable the consumer to ‘puifarmation
from an advertisement, eliminating the passive taditionally held by the consumer. A smart postea
poster embedded with an NFC tag which will provide consumer with more information on the product.
The capacity of an entry level tag is very limitgith 1kb and 32kb for the most expensive optioreréfore
it will only really be able to hold a web addresshe advertised product. In this case the deviag open a
browser window and connect to the internet to egt&rithe web page or display text in the format téxa
message, image and especially video which mayeacbbt effective to have at this time. Retailellshvave
an advantage as they will have the opportunityetiect how many customers respond to what ad anthat
magazine. It will be a good tool which advertisess use to measure how effective their advertiseémes.
Consumers will be able to redeem virtual coupomdlect loyalty points and download discounts from
websites instead of bringing a hard copy to thén lsigeet store. The buyer can then redeem the ppate
coupon by using their smartphone and the stores iB@er. It seems that NFC is set to stay, accordin
research firm Gartner as they estimate that in 2G40 million global wireless clients will use mtbi
payments.

4. NFC SECURITY ISSUES

It is estimated that the market in NFC devices giw exponentially [10] over the next few years,
and with this comes the always-present issue afrégc The requirement for the two devices to hese to
each other is something that helps with the sgcofithe transaction by limiting eavesdropping. eTrange
of NFC is only a few centimeters. This makes iteréntly safer than longer range technologies lrretare
still security flaws that, if not addressed, canexloited. According to the ISO standard, NFC & n
encrypted. This is to make it backward compatibih ®RFID technologies. Encryption may be implemente
with future NFC applications but only as a bestcfica, not as a requirement. The wireless signatgded
by data transfers can be picked up by antennasjfisthdand dispatched. This makes NFC inherently
vulnerable to this kind of attack. In active modeene the two devices are communicating, eavesdngppi
significantly easier compared to passive mode asatitenna signal gain is lower, therefore the Histp
range is greatly decreased. It has been foundwhan in it is easy to successfully eavesdrop froouiad
30cm. The AES encryption method is developed inszi@ges of NFC security standards to protect agains
eavesdropping and data manipulation. An NFC skimdesice, similar to the magnetic strip skimmer used
in ATM machines could be possible to implement. WM&t disguised device placed close to the two NFC
devices, it would be able to record all NFC acjivit a given time and be collected at a later dsteC is
starting to become popular as a form of advertisimigere the interested user taps their device theo
advert to view the message, URL or phone numbeudsters can take advantage of NFC tags in public
places by removing the legitimate tag and repladingth a tag directing the user to a bogus websit a
premium number set up to the fraudsters’ accousindJa wireless communication protocol it is inakie
that the data will be prone to attack such as:

4.1. Eavesdropping

The two NFC devices communicate using radio-frequemwaves. This means that an attacker
could use an antenna to intercept the transmiftgmhts. No special equipment is required to rezeayv
decode the RF signals, and so it should be asstiméthis equipment is available to attackersis harder
to eavesdrop on a passive target device, becaesedt not generate any RF fields. It is possible to
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eavesdrop on the active device from a distancg @bl 0m when it is in transmission mode, but thduces
to only 1m when the device becomes passive.

4.2. Data Corruption

Rather than eavesdropping on the communicatiomttacker might instead try to modify the data
being transmitted. The attacker may do this tougisthe communication by preventing the receiuegice
from being able to understand the data that isgoieansmitted from the active device. This metbbdttack
works in the same way as a Denial of Service atthgkpreventing the communication being completed
between the two devices.

4.3. Data M odification

This type of attack is more difficult to carry obecause it is dependent on the strength of the
amplitude modulation. The purpose of data modificais to change the data that is received ratinn
preventing the transmission as with the data cdionmttack, because the attacker wants to makegesato
the data that is being transmitted.

4.4. Data Insertion

This is only possible if the answering device Bwslto respond to the message sent by the active
device. The attacker inserts messages into tteeed@hanged between the two devices, but if thesages
overlap, then the data becomes corrupt and the coveation fails.

4.5. Man-in-the-Middle Attack

In this type of attack is the two devices are &itknto believing they are communicating directly
with each other, when in fact they are communigathmough a third party. The two devices are nedra
of the third party and so any data exchanged wllabcessible to the device in the middle, and hémee
name “Man-in-the-middle”. However, because of thaywthat NFC devices use a message and reply
protocol, it is deemed virtually impossible to sgi a man-in-the-middle attack. This is becausesit i
impossible to align perfectly two RF fields and #ttack would be discovered.

Another aspect to protect against is ‘Walk off’. M/affs are when the device user lifts the device
and walks away from the transaction while leavihg transaction connection open. Usually, when the
connections are idle for an amount of time the eation terminates automatically, but the time wiwvdo
where the connection is still open, it can be eixptb A wireless key can be used to encrypt tha.dafso a
new concept is ‘Electronic Leash’ which terminatigs connection once the device senses a set diskesc
been exceeded. Devices using NFC are expectecktategn environments with varying security, soniin w
a high level of security and others that do notdnay security. As the NFC Forum has repeatedigdténe
technology is ‘inherently secure’ because of thealbimansmission distance. The best solution tesdhe
security issues is to have a layered security maitbla minimum requirement of authentication befthe
start of communication. Developers can then addhdridevels of security according to their applioati
needs. This is not required by the 1ISO standardvidlbe essential for making money from the tedbggy.

5. NFCLOYALTY CARD CASE STUDY

RFID-enabled loyalty cards can provide loyal custesnwith services far beyond a typical loyalty
card's price reductions. A well implemented systan link to a network-based system to dole out such
benefits as recall notifications, refunds of pritiest drop following a purchase, and refund créatititems
shoppers were dissatisfied with. An RFID loyaltycdcaystem can also enable customers to manage their
shopping experience on the store's Web site, wpateons can input a shopping list, track previous
purchases and sign up for discounts later providiethe point of sale. Some excellent schemes offer
elements such as a low-price guarantee that autathatprovides customers with a credit whenever an
item's price is reduced within seven days after pachase is made therefore the credit is thetieapto the
shopper's next purchase cost. An RFID smartcar@msysould also allow for automatic refunds in tlase
of purchasing a spoiled item. If, for instance uatomer takes a liter of milk home and discovetsag gone
bad, they can call the shop, provide their cardniibnber and receive credit automatically. Other hove
elements can also be introduced by IGONOGO clisnth as automatic recall notification which might
involve sending an alert to all customers who haaeehased a product that has been recalled, andngar
them that the specific item does not meet shopdarals, or that is being recalled by the vendor stralild
be discarded. To enable this, shops can have REHDrogators installed at cash registers that eguuce
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the ID number of a card positioned from a few aaeters away or doorways that capture a card framisya
away.

There is an option of using technology such ascbde or mag-stripe options for smart cards
however RFID provides greater security than maigestiechnology because personal data is never edpos
and remains in the back-end system, with only thaypted ID number transmitted. This means thatemor
options are available to customers, such as pdgingurchases by presenting only the loyalty casdwell
as connecting other customer data to that cardgdbas information input by the patron on his or her
personalized Web page. Retailers can then useptaeide coupons to loyal customers, or to entitesée
who would not be considered loyal shoppers. Inftliare, customers could input information such as a
shopping list. If the shop then installs a mondaod RFID interrogator near its entrances, a custameld
utilize that service to access their shoppinguptn arrival, and receive details such as wherdetédems
are located, along with which brands are on sale 3ystem can also enable customers to instruot it
automatically deduct a transaction cost from aitremd or debit card, thereby enabling them to fiay
transactions with the loyalty card alone.

World Cup tickets have had embedded RFID tags s2066&. The relative small increase in cost of
using RFID over conventional football tickets isweighed by the additional security provided. These
tickets not only make it almost impossible to cdpyt at any given time the FIFA will know the name,
address, birth date, nationality and ID card/pagspomber of all fans watching the World Cup in @ilé
stadiums at any one time. Coffee Republic (UK),evene of the first to introduce a combined conéasst|
payment and loyalty-card system (NFC from sQuid} Nialy did the introduction of these cards shorten
waiting times at the sales counter and increassuwuar loyalty, it also provided the company acdesss
customers by demographic or in general anonymaeiglyto determine the ages or genders of custoaters
any particular location or time within any of thetores. An agreed cost of the sQuid card usagksamrt to
be around 1.5% of the total cost of a typical pasghmeaning it costs no more than a typical metchecher
credit/debit card fee.

One of the first contributors to public skepticissmRFID cards in relation to privacy issues can be
traced back to 2004 in Germany. A retail group ari@any did made a blunder when they introduced RFID
into their loyalty cards without telling customekéetro (Germany) issued a UHF RFID loyalty card vety
customer shopping habits were recorded every tiney tvisited a store. The privacy issue has since
developed into an ongoing battle between develogedshackers — particularly with NFC bank cardsigisi
for example Visa's payWave technology. Latest snargering tactics from hackers show the use of a
(freely available for under £100) portable NFC seanconnected to a laptop can ‘scan’ basic detdils
bank card type, the branch and customer name froore standing close enough, for example in a &us,
queue, of walking too close. Avis (USA) recentlyraduced an RFID trial in America that aims to pdeva
new service of hourly, daily and one-way rental de®f corporate clients on-site. Not only does the
introduction of RFID make the identification andadking of vehicles more efficient, but it has more
importantly, introduced a new market to develop anaovided the opportunity to extend their hold bl t
current market share.

5.1. Loyal Customer Tracking in Retail Specification for Trial

This is a short outline of a loyalty card schemeléyal customer tracking in the retail sector. The
system uses an RFID hardware portal to track 'ejptetistomers in a shop. The RFID reader intedaui¢h
a back-end customer loyalty database.

The initial trial took place in shop. There are muous possible scenarios such as outlined in Figure
4. The important thing to note here is that theguire a high accuracy rate for customers entahirgugh
the door. The read range is an indication of wit@ge might be read.
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Figure 4. Layout of shop for initial feasibilityusty

Trial Preparation

Offsite

1. RFID tags applied to selection of medical resardwarehouse.
2. Transfer van kitted out with Handheld RFID & Bade readers

Shop

1. Entry/Exit fitted with RFID Reader Device Po(&l

2. Power to/from RFID Portal(s)

3. RFID reader interfaced with loyal company dasaba
4. Optional: Customer purchases linked to POS taltwi

Equipment

1. RFID Entry/Exit Portal Reader(s)

2. RFID Tags, smartcards or keyrings

3. Cabling or wireless module to interface with kea@ system

Use Case Scenario - shop

Customer enters shop

1. New Customer enters shop

2. Customer tag read by portal reader

3. Customer added to database with timestamp

Customer leaves shop

1. Customer leaves shop

2. Customer tag read by portal reader

3. Time of customer leaving shop added to backexaése
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The company wished to implement the most cost #ffecand accurate system for tracking
customers in a pilot study so as to commence arwiitd for commercial gain. The system should be
capable of addressing the non-optional use casesos as described. The company has full accei®eto
backend customer database. The company was idsedlking a UHF solution with passive tags. HF
solutions were also proposed and accepted due texjected lower cost.

The recommended system was from Convergence Sydtanited (CSL) who is a Hong Kong
based design engineering and sales company of R¥dfers, antennas, RFID modules, and custom RFID
tags. CSL's readers have built-in middleware andeederver application supporting EPC Gen 2
specifications. CSL also offers a full line of aetiRTLS RFID products. CSL was established to delav
broad portfolio of RFID products to OEMs and systimegrators around the world. CSL is a member of
EPC global. The CS203 is a UHF EPC C1G2 IntegrRteld reader with long read range and high read rate
(see Figure 5). In addition, the reader is offendtth 8 different connectivity options: USB, RS2325485,
Wiegand, Ethernet, WiFi, GSM/GPRS+GPS, and RTLShwif- 1 meter resolution. These connectivity
options make this integrated reader versatile amdbe used in all environments, indoor or outdaoiss
suitable for shop entrances.

Figure 5. CS203 RFID reader

The Convergence Systems Ltd (CSL) support alsoigeedvcoding example - specifically Server
Side Applications examples for the CS203 readees€&hare a Unified C# API (Call-back based) Multi
Application Demo, a CS203 Java APl DemoApp and w Level AP| Software Package (C-based Linux
Demo App).

Other relevant systems include CoreRFID who hau@eeo Kit UHF USB Pen Reader/Writer
designed for reading and writing all ISO 18000-6tMaand C Tags. Its integrated configuration saftev
enables it to operate with all the common UHF fespies from 840 — 960 MHz (EPC Gen2), which makes
it usable in Europe, US, and Asia. The UHF USB Ra#aide Stick is an easy to handle RFID Reader to be
used with USB equipped Terminals and Laptops.idtst weight and compact design, in combination with
the latest technology and a robust ABS housing, eniakhe perfectly suited to a very wide range of
identification applications.

The linearly polarized built-in antenna allows axmaum reading distance of up to 80cm. The USB
V2.0 type A ensures reliable, high-speed data tean¥he reader supports data rates to the tagwiden
40kbps and 250 kbps, and from the tag to the reafdédkbps. The UHF Read/Write USB stick includes a
multi-colour LED indicator to easily monitor theaging status. The reader uses the 5 Volt USB power
supply, and the power output is adjustable up tB20. Moreover, the Reader offers a reader sertyitivell
over 90 dBm.

&~ =

Figure 6. CoreRFID demo kit
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This Demo Kit includes USB pen reader, demo softywaoftware development kit, mixed samg
of Confidex hard tags and mixed samples of Confidéels and special tags. Example applicationghisr
reader include logistics, tracking and trgg, product identification and distribution and int@ry control

6. POTENTIAL FUTURE OPPORTUNITIES
6.1 Google Wallet

Google Walletis an Android app that makes your phone your w [11]. It stores virtual versior
of your existing plastic cards olour phone. It works by people tapping thaone to pay and redeem offi
using near field communicati. It is just being rolled out around the world. oggle Wallet has bee
designed for an open commerce ecosysteaims to eventually hold many candesople keep in their leather
wallet today. Bcause Google Wallet is a mobile app, it will béeab do more than a regular wallet e
could, like storing thousands of payment cards @odgle Offers but without the bu Google hope that
eventually oudoyalty cards, gift cards, receipts, boarding pastekets, eveiour keys will be seamless
synced to oufsoogle Wallet. And every offer and loyalty pointiviie redeemed automatically with a sin
tap via NFC The vast majority of phones howevel not support NFC but Google believe that NFC will
surging in popularity over the next couple of yeansd for the time being this is really a firstpst&oogle
also has a plan to enable older devices to usera lingited version of the ap- sticker: that you can put on
the back of your phone.

Tap your phone on
the reader.

Your phone sends
payment, and, at
some merchants,
offers and loyalty
information

Look for these
symbols at checkol

Figure 7. Google wallet

Google are a little vague to date on this but @&nse the plan is that users will be able to ok
special NFC stickers with a single credit card asted with them (such stickers already exist, thetse
stickers will apparently be able to communii with the Google Wallet app). Transactions made qusire
sticker will be relayed to the Wallet application an Android device via the cloud. It is possibiés
functionality will be extended to other platformsaell, as Google says it is willing tartner with everyone
to help broaden support for Google Wallet. Godyfallet is now released on the Nexus S 4G by Goc
One can pay with Citi Maste&Zard cards and the Google Prepaid Card. Custoraersap to pay at hundre
of thousands of merchants.

6.2 NFC and Windows 8

Microsoft's upcoming Windows 8 operating system Y@ include buil-in NFC functionality.
Although Microsoft has yet to set a date for thedurct's release, the company reports that the peterms
will include an NFC functia known a<"tap to share,"enabling Windows 8 PCs, laptops or tablets to stif
NFC RFID readers. In that way, the firm indicatis®, computing world will join a limited number ofafile
phones that are NF€smpatible, acting as 13.56 MHz passive NF(ders and writers that can interrog
tags and capture as well as send data wirelessinh wihithin range of those tags. Microsoft have rdge
released a Developer Preview build of Windows 8pvkm as Build 8102, for software and hardw
developers to denload and begin working wit The tap-tashare application includes software and dr
files to enable the use of a plug- or builtin NFC reader in order to receive or transmit infation to ot
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from another device, such as an NFC tag, an NF®ledgphone or another NFC-enabled computer running
Windows 8. With Windows 7, on the other hand, a es&é connect an NFC reader to a computer or laptop
but additional software and a driver, supplied hg teader manufacturer or a third party, are nacgse
capture and interpret data transmitted to thateead

During its Build conference, Microsoft demonstratbe tap-to-share application by means of an
NFC-enabled tablet computer loaded with an eartgioa of Windows 8. In response to Microsoft's me®
plans, chip manufacturer NXP Semiconductors hasowamged that its PN544 NFC radio controller is
compatible with the new operating system. In fAXP provided the NFC technology used on Windows 8-
based tablets distributed at the conference, emaliie computers to not only read and encode NFID RF
tags, but also support peer-to-peer and card-eimnl&inctions specified by NFC standards developgd
the NFC Forum.

Last week, RFID tag and inlay manufacturer UPM RRihounced that it has teamed with NFC
solutions provider Wireless Sensor Technologies T8 provide NFC tags. With this partnership, UPM
RFID is providing WST with its NFC tags and inlayat will now be added to WST's NFC readers, saftwa
development kits and customization services, inplygrinting and encoding. Although the partnersisip
not a direct response to the Windows 8 NFC planSTWotes, it will make it easier for the firm tsp®nd
quickly to customers seeking technology solutionsltbfor Windows 8 devices. Wireless Sensor
Technologies already provides an NFC app knowna@®Bo&ags for computers running Windows 7, enabling
users to communicate with an NFC reader pluggedth@ir computer and to use it to read and encddé N
tags. Those in the NFC industry claim that thettaphare application signifies that the use of Neatd
Communication will grow as NFC support in Windowst®uld spur the new community of developers and
end-product manufacturers to create new applicatiNfFC's use in personal devices which may nowdel
tablets and laptops, as well as mobile phones dhemdble brick-and-mortar stores to link their prod
with the Internet.

7. CONCLUSION

NFC is a very short range protocol which is backivaompatible with the RFID infrastructure,
because of its very short range it is inherentlyused from most types of remote attacks. The mhoee of
establishing communication is very familiar to hurisanatural way of doing things, you want somethiog
communicate, touch it together. This makes it moncite user friendly than the older data transferhos
of searching then establishing a connection. Thiilsmake it much less daunting and much more adbokss
for novice users the whole process feels like d=viecognize each other by touch. As the priceshipf
manufacturing falls, the likelihood is that NFC-blel mobile phones will become standard and their
applications used in everyday life. As we haveeeigmced with the introduction of smartphones drel t
thousands of apps that are now available to udersange and use of NFC applications is bounddrease.
The investment in developing the latest mobile tedbgy is proof that the use of mobile phones and o
reliance on them in all aspects of our life wilhtioue to grow.

Active NFC devices could have a viable future imeoeerce, with the beginnings of contactless
NFC payments starting to show today with an NF@idisin Madrid created and with a proposed nunddfer
60,000 merchants in London to accept NFC for theemises in time for the London 2012 Olympic Games.
These pushes towards NFC on the high street areasing and are pushing the tide towards global
acceptance of NFC. Passive NFC tags have greaefutuadvertising because of how small and easy the
are to place into a magazine page, a poster istthet or a business card that can be handed listwill
bring advertising into a whole new dimension as tiser will be able to ‘pull’ information from the
advertisement if they’re interested instead ofttlaelitional ‘pushing’ of information from the media the
person’s senses, as discussed previously.

The fact that NFC is also interoperable with erigtsmartcard systems should also ensure that this
technology would be more easily integrated intestixg infrastructures, such as the Transport fandam
Oyster Card system. As the possibility to storearaata on the devices increases, so will the reménts
for more complex applications. With any digitahrisaction, there will always be people who try to
manipulate, disrupt or misuse the data that isstratted and so users will no doubt initially be wabout
the security of their personal data that is stavedhe NFC devices. Privacy and security will afevdbe a
concern for users where personal and sensitive afatanvolved. We will have to rely on the applioca
developers and handset manufacturers, to ensurartidransaction carried out via a NFC-enabledodeis
as secure as possible. NFC-enabled devices hawat gotential. The fact that they are much quicket
easier to learn and use than the normal screemtbatsgfaces that are currently used on mobile @hsyi
should make them more attractive to those whoesg tiechnical and so potentially could reach amider
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base. Using them for paying for a car parkingetc&n exit or for door entry systems in the neaurf
seems almost inevitable.
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