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Non technical losses (NTL) during transmission lefcical energy are a
main problem in developing countries. It is so cbogped for the utility
companies to detect and fight the people respangiblthe theft. Electricity
theft forms a main chunk of non technical losseSL(N These losses affect
the quality of supply, increase load on the gemggattation, and affect tariff
forced on actual consumers. This paper shows semenon methods used
by consumers for electricity theft and also progos architectural
distribution system for theft detection using GS&séd smart energy meter.
The Inspiration of this work is to detect illegabnsumers, preserve and
successfully utilize energy. As well as smart nsetme proposed to provide
automatic readings/data of dissimilar parametelatae to instantaneous
power consumption via GSM. It will reduce the labas task and financial

Smart Energy Meter
GSM (Global System for
Mobile Communications)
Central Database Station.

expenditure by adopting the automatic meter reattiagead of the manual
meter reading process and bhill data entry process.
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1. INTRODUCTION
Even after taking numbers of meagdarelosing the doors of theft detection and tanmpgesuch

as introducing the electronic meter, the cost eteicity is still going up. This is due to the kaof

professionalism in the management of distributiomasuring system and generous administrative

expenses. The Present system of meter readingpdsiag and an expensive one (e.g. In Pakistany as
number of meter readers have to go and take thingeananually (from the consumer’s house) to issue
energy bill, which will later be, entered into theftware to computerize the billing and paymenteys

Moreover, the opportunity of tampering, the readoigfails and not exposure the theft attempts are

extremely common. Another key problem with the B8R system is that if one electronic energy meter

breaks down (damages or stopped due to some tetHaidt), the office will come to know only after
two or even take more months and to repair or pepthe damaged meter, depending on the duty of the
person who is going to take the meter reading asamers (in Pakistan). Here now the following secti
shows that how a consumer can illegally use thetieddty.

A consumer can illegally use electricity in theléoling ways.

1) By using mechanical objects: A consumer can useesorthanical objects to stop the disc revolution of
an energy meter, so that disk speed goes to slawndand the recorded energy Figure decreases as
well.

2) By using a fixed magnet: A consumer can use a fixegnet to disturb the electromagnetic field of
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the current coils. As we know that the recorded@nés proportional to the electromagnetic field.

3) By passing the energy meter: This method giveswnes-free energy without keeping any record.

4) Switching the energy cables at the meter conndaigr In this way, the current does not pass through
the current coil of the meter, so the meter doageunrd the energy expenditure.

5) lllegal connection from the distributor: By this thed, the consumer takes direct hooks from the
distributor.

According to ERGEG (2009) Energy, efficiency is ook the most cost-effective ways of
reducing greenhouse-gas emissions. Smart meteyisgch kinds of technologies that can help to aghie
this goal. Basically, with smart meters, consunws be more accurately informed of their consunmptio
mode, hence they will actively adjust their behavreduce their energy cost, for example; thay slaift
from suppliers to suppliers, from peak loads tooffepeak, thereby improving grid operation and fetu
grid planning. Or at a broader picture, the redarctin peak load demand, which is satisfied mostly b
fossil-fuel technologies, will possibly result iaduced CO2 emission. [1]

This paper presents a smart proposed distribugistem to detect illegal electricity consumption,
by GSM based smart energy meter and a databasalédstt the central station. This helps in theft
detection, billing and management purpose. Theggndelivered by the distribution transformer wik b
measured by GSM based smart energy meter, andl gemd this measured value to the Central statian
GSM after a specified interval. The energy metenale so smart that it can detect any kind of taimgelt
will compare the phase and neutral current and seitild a message via GSM to the central stationyif a
tampering is detected. To detect whether any kindlegal load is connected to distribution transfer,
energy consumed by all consumers in a specifiezhvat will sum up and compared with energy delidere
by that transformer in that specified interval. Adiference found between both values will indicéte
energy theft in that particular interval and vityni

2. BUILDING BLOCKS FOR DETECTION
2.1. GSM Based Smart Energy Meter
The main components of the GSM based smart eneeggrrare shown in the Figure below.

A smart meter is an electric meter that recordsctivesumption of electric energy in intervals of an
hour or less and communicates that informatioreast! daily back to the utility for monitoring andlibg
purposes. [2]

Figure 1 shows the architecture illustration of smeart energy meter. These smart energy meters
measure the active power consumed by the consurntkrtle help of Current Transformer (CT) and
Potential Transformer (PT).

“The ADE7761 is a high accuracy, fault toleramécérical energy measurement IC intended for use
with 2-wire distribution systems. The part specifions surpass the accuracy requirements as quoted
IEC61036 standard. The only analog circuitry usedhe ADE7761 is in the ADCs and reference circlit.
other signal processing (such as multiplication fiteting) is carried out in the digital domainhi§ approach
provides superior stability and accuracy over ew#g in environmental conditions and over time. The
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ADE7761 incorporates a fault detection scheme aimiil the ADE7751 by continuously monitoring bdtk t
phase and neutral currents. A fault is indicatedmtiese currents differ by more than 6.25%". [3]
The ADE 7761 is an intelligent IC use to measurth ltbe phase current and the neutral current. $e od
the illegal act i.e. stopping meter by some illeg@ans the ADE 7761 detects only the phase cuareahno
neutral current. The micro controller is used fog tontrolling purpose and also to store the repdinthe
power consumed by the consumer. The relay andicioceaker are used to disconnect the supply to the
consumer in case of an illegal act when the ADE 17W@essages tremendously detect, and the micro
controller sends a signal to it. The LCD unit shdhs readings of the energy consumed by the consume
The GSM transceiver is used for the two-way commation b/w smart meter and central base statiois Th
smart meter will send readings with specified iméiof time and also send SMS in case of illegés &y the
consumer. Besides this we have certain more priepest these smart meters.
e These meters are able to send the total readitigeadinit at the end of the month either by itselbg
sending a message from the central base station.
< When the control unit opens the circuit breakee, 8MS will send to the base station after the actio
taken against the consumer. The SMS will send filtenbase station towards the smart meter to close
the circuit breaker.
In 2009, the United Kingdom, the Department of Eyeand Climate Change announced its
intention to have smart meters in every home (apmately 22 million gas and 26 million electricityeters)
by 2020 ") Similar plans exist in many other European nations.

2.2. Communications through GSM:

Global System for Mobile Communications (GSM) ig torld's most well accepted standard for
mobile telephony systems GSM is used by over 1lllomipeople across more than 212 countries and
territories. GSM also pioneered a low-cost (ecomathiimplementation of the short message serviééS)S
which allows parties to exchange delayed tolerhnttstext messages. The popularity and wide coeendg
cellular networks have attracted researchers teidenthe use of the SMS service.

Though there are certain questionable issues coinceiGSM network such as its scalability,
reliability and security, especially under highdo&MS messages are generally treated as lowenitprio
traffic than voice, and various studies have shtivat around 1% to 5% of messages are lost entiegln
during normal operating conditions, [6] and otheray not be delivered until long after their relesa has
passed, [7Jsing SMS for AMR service will definitely increaske flow of messages tremendously. This
proposed distribution system will communicate tlaatlase station, and the specified whole distobuti
system with GSM technology used in the smart energters.

2.3. Automatic Meter Reading (AMR):

The proposed system contains GSM based smart emeetgrs, having the feature of automatic
meter reading. A GSM based smart energy meterbailconnected to the transformer secondary winding,
which will measure the total output power goinghia distributor. The measured value shall be sanG$M to
the central database station after a specifiedvaiteConsumer’s energy consumption will also besueed by
a GSM based smart energy meter connected to sendae of the specific consumer. The consumer energy
meter will also send the measured value via GSkeacentral database station after a specifiedviaiteBoth
of sending values shall be compared by centrabdatastation (software). If any difference cal@dataving
tolerance of 6% to 10%) between both values, ine&cdlegal usage of electricity on a specific sfanmer in a
specified interval of time.

3. DETECTION AND WORKING SYSTEM

The Proposed distribution system for theft detecgbown in following Figure 2 is used for low
voltage and limited consumer’s distribution systefhe system shown in Figure 2 belongs to only one
distribution transformer network and should be adpé for every distribution network. In the Propbse
distribution system, every consumer has a GSM bas®t energy meter assigned to a specified address
These smart energy meters having featured sendirsgrid their reading values to a central baseostati
through GSM. Meters supporting automatic meter irepdAMR) can report demand to utilities
automatically via communication Networks [8]. Whitecase of bypassing or neutral grounding it détect
that the consumer stopped the meter. It will st Rower supply to the consumer by sending a sigmal
operate the circuit breaker and then send SMSaaénmtral station to charge the consumer for dibiieggl
acts. Similarly, this proposed distribution systatso having a GSM based energy meter connectebeto t
secondary winding of a distribution transformemyill also send total reading value to the ceribade station.
At the central base station, the system has a ast¢atoftware where both the readings from the foemsr
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(smart energy meter connected to the transformaed,the sum of the consumers’ reading is compafed.
any difference is calculated in both readings, thkzarly there is an illegal connection on the ipatar
distribution transformer. The sending operation da#fta from the consumer’s meter and distribution
transformer’'s meter is done after specified intksed time. At the central base station, the dadatsoftware
will store the reading sent by each consumer’sggnereter. This data will help, to know the behawbthe
load of consumers. So it will be easy to distrikitie load on the entire transformer equally.

Similarly, the central base station oatter to retrieve the data from the consumer’s meded from
the distribution meter by sending them, SMS. Thilselp in the billing process.

Dristribngtion Gk hased
Transformer stnart energy
220 VAT meter for

Transformer

GElI based G based

stnart energy strart energy

roeter for meter for
¥ Consumer 1 Consurmer 2
Substation

I -

Figure 2. Schematic illustration of GSM Based Sriastribution System

Drata base

The above Figure shows the schematic diagram of @@bkd smart distribution system. Using
GSM based smart energy meter for automatic megetimg. It will send, SMS in case of theft (bypagsine
energy meter or neutral grounding). In the meantitine Database will receive, store and compare thath
data received from the consumer’s smart energyrmaetk distribution transformer smart energy meter.

3.1. Consumer’s Two Energy Meter is neutrally grouded:

In the Figure 3 of the proposed distribution systeshown, which mentions that the consumer two
stopped his energy meter by Neutral groundinghis ¢ase, the meter will detect only the phaseectirand
no neutral current. The ADE7761 integrates a néaelt detection that warns and allows the ADE7761 t
continue to bill in case a meter is connected te (phase) wire. However, a message will be sethdo
central base station that the neutral is missirgthere is an illegal act. So the control unit wéind a signal
to operate the circuit relay of the energy meteictviwill operate the circuit breaker and supplcemsumer
2 will be disconnected. At the same time, SMS Wil sent to the base station that supply has been
disconnected. Now the supply companies will chdingesame consumer for illegal activity.
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Transfortmet
Grounding
GEI based G 2N based
strafrt eneroy Strath energy
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Figure 3. Schematic illustration of GSM Based Sriastribution System (consumer's 2 energy metehn wit
neutral grounded)
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Figure 4. GSM Based Smart Distribution Systemdaleconnection taken direct from the distributor)

Start

-

| Initialize dicrocontroller |

I

LD Dasplay it

!

False

{/H brealcer -

-
wsed?
“‘-\_//

-

True

I Send Mezzage to Center

-
'(\\ Load. .7
\-.

Trus l

T eat 4=

I

SFhow ks

I

TA@rit TTnats to
bdcrocontroller # 02

P
False /ampeh
~_ 7
\/-/
True l

I Send Me ssage to Center |
1

False

Figure 5. Flow chart for GSM Based Smart Energyeviet

End

GSM Based Smart Distribution System (Muhammad Ayadi)



594 o ISSN: 2088-8708

3.2. lllegal Connection on The distributor

In Figure 4, the proposed distribution system isvah with an illegal connection mode. To detect
this illegal connection of the distribution transfer, the readings will send by the entire consisramergy
meter to the central station (in database softwdreg smart energy meter connected to the transiowill
also send the total reading value to the centrat Isdation (database software). Then the sum ofothé
consumer’s reading will compare with the readingtdgy the distribution transformer’s energy meier.
case of illegal connection, these values will givy intolerable difference (more than 6% to 10%rthce).
If any difference (more than 6% to 10%) is caloedhin between these two readings, then there ikegal
connection on that particular transformer. This lehmrocess is done automatically with the helpatbtase
software installed at the central station and shihesresults on the screen. This process is repdatghe
whole time with the specified interval of times.

4. FLOW CHART FOR THE GSM BASED SMART ENERGY METER
Figure 5 show flow chart for the GSM based smagrgy meter.

5. ADVANTAGES
After implementing this proposed distribution systehis system will have some advantages over the
present distribution system. Some of them are gbhedow.

« Eliminate Chances of Meter Tampering: This systesesuGSM based smart energy meters with built in
tamper with detection ability, which removes angmte of mechanical tampering.

« Decrease Meter Reading Costs: Since the load wélirg to read the energy meter reading are removed
by using GSM technology, the costs are considenadalyced.

e Quick Determination of Account Queries: As ther@ ¢e@ no meter reading record errors, consumer
objections will be less. On-line determination ataunt queries will be available to resolve consume
complaints.

« Enhanced Consumer Care Facilities: The consumegetfull details of his energy consumption as a
database for every consumer is being conserved.

« Better Energy Management: Since the load arrangewfera particular area and consumers will be
available through the Database, it will acceletatal shedding in the case of the energy shoriTaie
system will enable relaxed energy audits.

* Decrease in Power Theft: Because of the actual tinedt detection system, power thefts can be
extremely decreased or removed.

< In this proposed system all power information cancbllected at a centralized single point. Using th
same transmitter permits the line voltage, lineranir and other measurements at various points to be
examined by the centralized station. This databmansed in load shedding and fault analysis. Thi fa
position can easily find out using this type ofamgement and fault clearance time can be consigerab
reduced, thereby increasing system reliability.

« By applying this kind of the remote monitoring srst for collecting energy usage Figures through the
SM; transmission losses can be acknowledged atsdinee time so that exactly where the loss is
occurring can be identified. The other significlenefit of using this system is that a tamperedgne
meter can be rapidly sensed, and power pilferagéealecreased.

He country has lost power worth Rs90 billion dgrthe calendar year 2010 on account of leakages
and theft in power system derailing the effortggoffernment to address issues of load shedding sathes
country that has hit the economic growth. The #sttricity has also been cited as the major reastrnd
the circular debt that has plagued the entire gnehgin. The loss of electricity worth Rs90 billiégs in
addition to the transmission and distribution I@sakbowed by National Electric Power Regulatory Harity
(Nepra) up to 13-14 per cent during 2010 [9]. Téystem gives a basic idea for theft detection. ¥ver
transformer can be equipped with a meter that sthasneter readings to the authority. By compatirg
number of outgoing units and the units consumedhkyconsumers in that particular area, a reportheEn
generated. If there are any mismatches that issuhe of the units consumed are less than the aggaiits,
there is an energy theft at that location. This Wt can be detected, and preventive measurelsectaken to
avoid the same.

6. DISADVANTAGES
e The present energy billing system provides emplayrfa nearly 8- 10 people in every distributioatin
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for jobs like billing, processing, etc.
e The presently installed energy meters should Heeinodified or replaced with the new GSM based
smart energy meter, which consumes time, labomaonky.

7. CONCLUSION

This proposed distribution system for theft detattusing GSM based smart energy meter presented
in this paper fascinate many advance studies inpaten technology and communication technology. The
meter reading job can be completed at the managetiepartment of residence area by using this system
Meantime, the energy resources Management divisiams monitor the utilization of power in order to
advance the utility of power. Once this proposetritiution system is applied in the real life, thstribution
losses in Pakistan can be decreased efficienttyairpossibilities of electricity theft will be ielinated. So
tampering for electricity theft is impossible. Digethis distribution system, the congestion of tifamsformer
is identified, eliminated, and load managemenbisedeasily. By using different tariff rates for gdwurs, we
can discourage the demand at peak hours.
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