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Threats of electronic warfare, especially to glolpaisitioning systems
(GPSs), have been rapidly increasing. The develaproé the Chinese
navigation satellite system BeiDou has been extetaledglobal navigation
satellite system (GNSS). In December 2011, the &@ngovernment
released a specification document-a test versioa @il BeiDou-Il signal
called B1(l). A strong possibility exists that BeiDbyChinese GNSS) will
be adopted by North Korea in the near future. Tioeee research on

Keyword: BeiDou-ll is essential. Since BeiDou-ll is a newlyilbusystem, few
B1(l) jamming effect analyses of its positioning signhve been performed.
Thus, in this study, we analyze quality factors éQyl the tolerable jamming
Bl_'CD signal power among two BeiDou-II civil signals, ameb GPS civil signals,
BeiDou in three jamming conditions: band-limited white s®i(BLWN), matched
GNSS spectrum (MS), and continuous wave (CW). In additiwe present each
GPS jamming propagation range.
Jamming
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1. INTRODUCTION

In 2011, global positioning system (GPS) jammirgnals thought to have been transmitted by North
Korea were detected in the capital area of Soutte&oDue to the electronic attack, fatal errorsugeel in
commercial communications networks and systemsnidsad timing synchronization [1]. As a result, dads
have been rapidly increasing for securing the j@méitg accuracy and reliability of global navigatisatellite
systems (GNSSs) in jamming circumstances. To aettigig, sufficient methodical studies must be penfl
on the jamming effect for representative GNSS aigihals with various type of jamming.

Moreover, the Chinese navigation system BeiDowg kftown as COMPASS, has been developed
since the early 2000s. Since there is a strongillilssthat BeiDou-IlI (Chinese GNSS) will be adept by
North Korea in the near future, research on BeiDlds-essential. However, thus far, there has resrb
enough information on the systems to conduct rebeand analysis. In December 2011, the Chinese
government released a specification document dB#iBou-11 civil signal, called B1(l), in [2]. Thizvas a test
version and not an official version.

BeiDou-1l adopts a multiplexed binary offset car®BOC) signal called B1-& MBOC signals
are widely known as representative of modernized positioning signals such as GPS L1C (L1 Ciabd
Galileo E1 OS (open service). Very little infornmatiabout BeiDou-11 B1-g has been released (e.g., carrier
frequency, bandwidth, spreading chip rate, modutesicheme, data rate, and symbol rate) [3].

In this study, we analyze the effects of a jamnsignal on two Chinese GNSS civil signals, BeiDou-II
B1(l) and B1-G. We considered three types of jamming circumstsdf@nd-limited white noise (BLWN),
matched spectrum (MS), and continuous wave (CW)nmjarg. To analyze the effect of jamming, we
evaluated a dimensionless jamming resistance gualitor Q, which is an indicator of signal roblests
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against jamming. In addition, the tolerable jammimgwer level and jamming propagation range were
obtained within the BLWN, MS, and CW jamming circstances. For an objective analysis, we compared the
results of the BeiDou-Il signals and two represirdaGNSS signals, GPS L1 course/acquisition (GlAl
GPS L1C.

2. SIGNAL SPECIFICATION, JAMMING, AND PARAMETER
2.1. Signal Specification

The main specifications of signals BeiDou-Il B1@1-G,, GPS L1 C/A, and GPS L1C are shown
in Table 1 [2-4]. The C/A, B1-g, and L1C signals have the same chip rate, but)BiB@ a chip rate that is
twice as high as the others. Also, the C/A, Bl -&hd L1C signals have the same center freque®r®g.42
MHz, whereas B1(l) has a center frequency of 158 RIHz. Both the B1(l) and C/A signals use binary
phase shift keying (BPSK) modulation, whereas Bl#&hd L1C use MBOC modulation (especially
MBOC(6,1,1/11), which has been proposed for moderchiGNSS signals). Each minimum received signal
power level is based on a user antenna linearlgrizeld with a 3 dB gain. Since there is no document
available to the public describing the power leseB1-C,, we assume that B1lyChas the same minimum
received power level as the signals that use MBQICIAL1) (e.g., GPS L1C and Galileo E1 OS) [4]. Ed.
highlight-is this what you mean? We note that tii€IBsignal has the lowest power level, and the@land
L1C signals have the highest power level.

2.2. Jamming Types

Three types of jamming were considered in thisystl WN, MS, and CW. BLWN jamming has
properties including band-limited white Gaussiaisaavhose spectrum is rectangular, and a cenigudrey
centered to the target signal’s center frequency.

Table 1. Signal Specification

Signal type
Category B1(1) CIA B1-Co L1C
PRN code chip rate (MHz) 2.046 1.023 1.023 1.023
Center freq. (MHz) 1561.098 1575.42 1575.42 1575.42
Spreading modulation BPSK BPSK MB@&€y11 MBOCg 1,111
Minimum received signal power 163.0 1585 157.0 157.0

(dBW)

a. pseudo-random noise

MS jamming has the same power spectral density YRSEhe target signal. Thus, MS jamming could occu
when the jammer transmits a signal waveform whesetsum is matched to that of the desired signgl. C
jamming has a single frequency component. The &eqgy of CW jamming is generally located at the eent
frequency of the target signal, or near the dontirmmponent of its PSD. Moreover, if the normalized
power spectrum of the target signal has a maximalmevthat is smaller than the jammer expectedtattet
signal is degraded less by CW jamming at the woaise frequency.

2.3. Common Parameters

To analyze the effect of the aforementioned thsgeeg of jamming, the parameters shown in
Table 2 were applied. The tracking threshold isrttisimum C/N, value at which a tracking loop is able to
maintain a stable lock [5]; is the jamming transmission pow&; is an antenna gain of the jamme&g,and
G; are the receiver antenna gains to satellite vel{{sV) and jamming signals, respectively, dnds the
jammer power loss due to front-end filtering at teeeiver.

3. JAMMING EFFECT ANALYSIS
3.1. Q and Tolerable Jamming Power

Using the specifications and parameters shown bieBal and 2, we determined the dimensionless
jamming resistance quality factor Q, the tolergalaming power, and the jamming propagation rangeQ5
is an indicator of signal robustness to jamminge Vhalue of Q is determined by various types of jamgm
signals and signal modulation schemes. When theevaf Q is larger, the signal is more robust to the
jamming. Q is defined as follows:
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where R is the spreading code chip rate in chips per sec&(d) is the PSD of the aggregate interference

normalized to unit area over infinite bandwidthd&®(f) is the PSD of the signal normalized to unit area
over infinite bandwidth. The PSDs for the BPSK anBOC(6,1,1/11) modulation schemes are given by
Egs. (2) and (3), respectively [5, 6]:

Spesi( f) = Tsing (77 f) [ 2

SMBoo(e,l,mj ( f) = J%i Ssoq 1,)( f) +T11 %o¢ e)t( ]) (3)

whereT.is the chip period, anSkoqmq(f) is the unit-power spectral density of a sine-pdaBOC modulation
as defined in [7]. To consider three types of jamgniEq. (1) can be expressed in three differemh$or

= ziR 4
QBLWN Ja—R;c SS( f) df ( )

1

ST et 5
RI_[S(OT df ©

Qu

Qow = ! (6)

where Qg Qus» and Q,, are values of Q within the BLWN, MS, and CW jammgioircumstances,
respectively. As shown by Egs. (4)-(6), when thenterelated td5,(f) become smaller, the values of Q
become larger. The tolerable jamming pow®)s4 is the upper limit at which the receiver can maiimta
tracking loop in the presence of jamming (e.g(JiJss is -127.9, a receiver tracking process can taesat
jamming power level up to -127.9 dBJ})gs is affected by Q, the chip rate, and the minimegeived power
level of SV signals(J;)qs is defined as follows:

(3 =(3/ )i+ ( $) e ™

where (/9gg is the jamming-to-signal power ratio, arffl){g is the minimum received signal power. Since
(J/ISgs is based on the receiver tracking threshold, dherdble jamming power is the sum @14 and

(S)ae-

Table 2. Common Parameters

Parameter Value
Tracking threshold 28 dB
J 1w

G 3 dB

G 0 dB

G -3 dB

Ly 0 dB

Table 3. Q and Tolerable Jamming Power (a)

Jamming Quality factor Q Tolerable Jamming Power [dB]
Type B1(l) CIA B1-Cp L1C B1(l) CIA B1-Cp L1C
BLWN 2.22 4.19 -120.1 -120.1 -115.8
MS 1.50 3.60 -123.6 -121.8 -116.5
CW 1.00 2.09 -125.4 -123.6 -118.8
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The values of Q and the tolerable jamming power abymined by using (1)-(2). As shown in
Table 3, the B1(I) and C/A signals have the sameal@es, although B1(l) uses twice the chip ratethBo
signals use BPSK modulation and have the same B8Dhave different chip rates. However, thdge
values are offset during the calculation procesghat Q is only affected by modulation scheme,nothe
chip rate. Similarly, B1-G and L1C have the same values of Q since they hesesame modulation,
MBOC(6,1,1/11), and they have the same chip rataddition, due to the spectral properties, thegigoals
using MBOC modulation have about twice the valu@adhan the signals using BPSK modulation.

The tolerable jamming powed)qs is largely affected by the minimum received sigpalver, as
well as by Q. Since B1(l) has a 4 dBW lower poveael, B1(l) has a lower tolerable jamming powemtha
C/A. In addition to the same value of Q, becauseassmimed that B1gChas the same minimum received
signal power level as L1C in Section Il, both signaave the same tolerable jamming power. Alsmaliy
using MBOC modulation have about a 5 dB higherradie jamming power than signals using BPSK
modulation.

3.2. Jamming Propagation Range
Given Q and the tolerable jamming power level,jiaming propagation range can be determined
for each SV signal. The rangés given by

)dB/ZO

(Lo
EL
~ 40007 (8)

wherel; is the wavelength of the jamming signals, alng) {g is the free space propagation loss given by
(L) =90 *(G)ie=(3)e*(G) o = ( 1) ©)

B1(l) has a lower minimum received signal powerelevhis and wavelength affecd,jqg in EQ.
(9) Thus, the jamming propagation range of the Bdifjnal is longer than that of C/A. Blz@nd L1C have
the same jamming propagation range, which is shtinen those of the other two signals. This mehas t
B1(l) is the signal most affected by jamming-reeesvcould lose their positioning function underjémaming
condition.

We used the Jamming Signal Spreading Simulatordbaseéhe MATLAB® graphical user interface
(GUI). The jamming propagation ranges of four GN®8l signals are shown in Figs. 1-3. Each BLWN,
MS, and CW jamming circumstance was applied asel4bThe maps in the figures show the region around
the capital area of South Korea adjacent to Nortre. The dark innermost solid line represents the
maximum range of B1-€and L1C, the dark dotted line represents the rafig&A, and the outermost light
dotted line represents the range of B1(l).

Table 4. Jamming Propagation Range

Jamming Distance [km]
Type B1(l) CIA B1-Cp L1C
BLWN 19.0 15.4 9.3
MS 23.1 18.7 10.1
Cw 28.3 22.9 13.2

With BLWN jamming, the B1(l) signal is jammed abadntl.5 times larger area than that of C/A,
and it is 4.2 times larger than the that of BYt@C signals. With MS jamming, the B1(l) signaljgsnmed
about in 1.5 times larger area than that of C/Al iais 5.3 times larger than that of BL/C1C signals. With
CW jamming, the B1(l) signal is jammed about in fithes larger area than that of C/A, and it is #htes
than that of B1-g/L1C signals.
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Figure 1. Jamming Propagation Range (BLWN)
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Figure 2. Jamming Propagation Range (MS)
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Figure 3. Jamming Propagation Range (CW)

4. CONCLUSION

We analyzed the jamming effect on two BeiDou-llilcsignals, B1(l) and B1-& BLWN, MS, and
CW signals were used as jamming circumstances.eTiagors--Q, the tolerable jamming power level] an
the jamming propagation range--were determined aRazsbjective analysis, the data were comparelaset
of the representative civil signals, GPS L1 C/Ad &1C. Q depends on the modulation schemes, andtis
affected by the chip rate of the signal. Thus, Bafld C/A, which use BPSK modulation, have the s@me
Because they use the same modulation, the MBOQ(& 1), B1-G, and L1C signals have the same value of
Q, which is larger than the values of B1(l) and CiAus, signals using MBOC(6,1,1/11) modulation are
more robust against jamming than signals that \38K8
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Since the minimum received signal power level ofIBik lower than that of C/A, B1(l) has a lower
tolerable jamming power level than that of C/A, mibough B1(l) has the same Q as C/A. In additmn t
having the same Q, BlpCthas the same minimum received signal power as h&G@escribed in Section II.
Thus, those two signals have the same tolerablenjagipower level, which is higher than those of IB1(
and C/A. Due to its lower signal power level andider wavelength, B1(l) has the longest jamming
propagation range compared to other signals. Bla@iDL1C have the shortest range since they usera mo
robust modulation scheme to jam, and a higher sigoaer level. In future works, diffraction causbsg
topography, more jamming scenarios, and the anteadiation pattern of the jammer need to be consitle
in order to improve the accuracy of the results.
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