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Online reviews significantly influence consumer decision-making, yet their
credibility is increasingly undermined by the rise of fake and manipulated
content. This study addresses the growing challenge of detecting deceptive
online reviews by developing a highly accurate, robust, and explainable
machine learning framework that supports trust and reliability in digital
marketplaces. The proposed multimodal framework integrates textual,
behavioural, temporal, and network-based features to enhance detection
performance. Textual characteristics are extracted using term frequency-
inverse document frequency (TF-IDF) and sentiment analysis, while
behavioural and temporal attributes model reviewer activity patterns.
Network-oriented features capture suspicious reviewer interactions. To
mitigate class imbalance, synthetic samples are generated using the synthetic
minority over-sampling technique (SMOTE). Several machine learning
models—including logistic regression, decision trees, XGBoost, and a
stacking ensemble—are trained and evaluated. Experimental findings show
that XGBoost and the stacking ensemble deliver strong balanced
performance, achieving an F1-score of approximately 0.87 and an accuracy
of 0.94. Decision Trees exhibit high precision (0.98), albeit with
comparatively lower recall. To ensure transparency and interpretability,
Shapley additive explanations (SHAP) are used to analyse model
predictions. Results indicate that reviewer connectivity, co-reviewer counts,
and sentiment-rating inconsistencies are among the most influential features.
Overall, the proposed framework enhances detection accuracy and provides
meaningful, explainable insights, making it well-suited for deployment in
real-world digital marketplaces. Future work will focus on extending the
framework to multilingual datasets and incorporating adaptive learning
mechanisms to address evolving deceptive behaviour.
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1. INTRODUCTION

Every time a consumer or business looks online, they see that online reviews have become an
essential part of their research process when choosing what products to buy. When it comes to online retail
and hospitality services, about 90% of today’s consumers look at reviews before deciding on a particular
product or service [1]. Recent studies have shown that 93% of consumers rely on online reviews as a basis
for deciding whether to purchase a product and that they trust these reviews just as much as they would trust
personal recommendations from friends or family [2]. In the hospitality industry, online reviews play an even
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more pivotal role in influencing consumer behaviours, given that most of the products (e.g., hotels and
restaurants) are intangible and cannot be experienced until after the purchase has been made. Unfortunately,
many consumers are having their views of hotels and restaurants distorted by the proliferation of fake
reviews. Unfortunately, the lack of strict purchasing verification processes among many platforms that allow
for consumer product rating (i.e., Yelp and Tripadvisor) has added another layer of vulnerability to
independent hotels and restaurants that rely heavily on positive online reviews to establish themselves within
the marketplace.

Several studies have demonstrated the effectiveness of supervised machine learning algorithms,
such as decision trees, random forests, and support vector machines, in identifying fake reviews using textual
and reviewer-based features [3]. Recent work has also shown that combining multiple classical machine
learning models can improve fake review detection accuracy, even when labelled data is limited [4]. Early
approaches to fake review detection primarily relied on textual analysis, focusing on linguistic patterns,
sentiment polarity, and writing styles. Although these methods achieved reasonable performance, they are
limited by their inability to capture non-textual cues, such as reviewer behaviour, temporal posting patterns,
and coordinated review activities. More recent studies have explored behavioural and network-based signals;
however, many of these approaches still rely on a single feature modality or lack interpretability, making
their adoption in real-world platforms challenging. With advances in natural language processing,
transformer-based models such as DeBERTa and large language models have demonstrated strong
performance by capturing deeper semantic and implicational characteristics of deceptive reviews [5].
However, despite high accuracy, such models often face challenges related to interpretability and real-world
deployment [6].

The objective of this study is to design a reliable, accurate, and interpretable framework for
detecting fake reviews by overcoming the limitations of traditional text-based and single-modality methods.
To achieve this, the study integrates multiple complementary feature types while maintaining practicality for
real-world deployment on online platforms. The proposed framework focuses on identifying fake reviews in
domains such as e-commerce and hospitality using a stacking machine learning approach. It aggregates the
predictions of several base models and employs XGBoost as the final classifier to enhance detection
performance.

The approach incorporates textual features (derived through natural language processing (NLP) and
term frequency-inverse document frequency (TF-IDF)), behavioural attributes (based on reviewer activity
patterns, including frequency and consistency), and time-series characteristics (from datasets such as Yelp).
This multimodal feature integration enables high accuracy, precision, and recall across both small and large
datasets [7]. Furthermore, the inclusion of Shapley additive explanations (SHAP) within the methodology
enhances model interpretability, offering deeper insight into feature contributions and potential bias. Overall,
the proposed framework not only improves detection accuracy but also provides meaningful explainability,
making it well-suited for implementation in real-world digital marketplaces.

2. LITERATURE REVIEW

Fake review detection is becoming a popular field of study with respect to the use of technology in
online marketplaces and the potential impact on consumer confidence within those markets. Historically,
researchers have focused their efforts on identifying deceptions based on the use of language and text
analysis techniques. For example, Ott ef al. [8] were able to show that there were many different types of
linguistic features associated with deceptive reviews, including sentiment polarity and bag-of-words
approaches. Meanwhile, Jindal and Liu [9] developed models to analyse opinion spam based on rule-based
systems and reviewer behaviour. While these early research studies did provide some valuable insights into
identifying deceptive reviews, they were limited in their ability to detect coordinated behaviour and
behaviour-driven fraud because they relied heavily on textual-based features. As researchers learned more
about how consumers interacted with and wrote reviews, they began using alternative methods to better
understand the behaviours and relationships between consumers. For example, Mukherjee et al. [10]
conducted a study on how consumers behave and develop relationships on review sites like yelp to better
understand how review sites filter out fraudulent reviews. They found that a better understanding of those
behaviours and relationships could improve the accuracy of detecting fraudulent reviews. Today, researchers
are increasingly using network-based approaches to identify fraudulent activity. For example, He et al. [11]
developed a model for identifying products purchased with fraudulent reviews on Amazon using network-
level structural attributes such as degree centrality, PageRank, and clustering coefficients. This method works
very well but is limited to identifying the fraudulent activities of products on Amazon since it requires data
from that platform. Natural language processing (NLP) has been making great strides due to rapid
advancements in deep learning and transformer-based models. Transformer-based architectures have been
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used by Salminen et al. [12] to classify deceptive reviews. Similarly, Chen ef al. [13] used bidirectional-long
short-term memory (BiLSTM) models with attention mechanisms to capture semantic dispersion between
different review texts. Several studies have validated the use of DeBERTa [14] and RoBERTa [15] as
effective models for detecting fake reviews. Further, Su et al. [16] worked on methods to identify Al-
generated (uses pretrained language models such as BERT and DeBERTa). Although these types of models
have been found to achieve high levels of accuracy, they remain text-based, heavily computational, and lack
interpretability as they generally do not capture coordinated human fraud and reviewer collusion.

The use of ensemble and multi-feature learning approaches has emerged as a way to improve
robustness. For example, Cao ef al. [17] proposed a deceptive review detection system which separated
multi-feature learning and classification phases to create an effective deception detection model by
improving generalization performance. Mohawesh ef al. [18] presented an explainable ensemble of
multiview DL models which combined textual and behavioural features of users to enhance transparency
while providing a method to improve explainability. The use of stacking-based ensemble frameworks [1]
have shown improvements in model performance through the combination of multiple classifiers; however,
these approaches often emphasized the architecture of models rather than providing thorough integration of
features.

In addition to text-based and ensemble-based approaches, alternative techniques are being explored
for identifying misleading online product reviews. For example, Shahariar et al. [19] have created a
benchmark dataset of fictitious Bengali reviews that can be used to evaluate language-specific detection
systems due to the absence of multilingual datasets. Birim et al. [20] used topic models to identify the unique
quality of deceptive review patterns by identifying unusual or unexpected distributions among the topics of
the reviews, while Yao et al. [21] developed a graph-based approach to performing contrastive learning to
model hierarchical contractions of reviewer behaviour. On a broader scale, Walther et al. [22] explored how
people use different factors to determine whether or not reviews are authentic, while Jabeur et al. [23]
summarised the major research trends in this area and outlined possible future directions for investigation
through bibliometric analysis.

While many studies have produced high levels of performance modelling fake reviews with text-
based methods, deep learning techniques, and graph/community-based approaches, there are still several
challenges associated with these approaches, including their ability to be interpretable (i.e., easily
understood), their capacity for scaling (i.e., growing in size and number), and their vulnerability to being
exploited for coordinated fraudulent activities. To solve the challenges stated above, this work proposes a
unified solution that integrates four different types of information that might signal the presence of a fake
review (e.g., textual, behavioural, temporal, and network-based indicators) using a stacking ensemble
modelling architecture. Additionally, by applying Shapley additive explanations (SHAP), we provide a
means of improving model interpretability for decision-makers. By using a combined multimodal and
explainable framework to detect fake reviews, our solution can be deployed independently across multiple
e-commerce platforms to protect consumers from being misled by fraudulent or deceptive reviews.

3. METHODOLOGY
3.1. Pre-processing

The raw review dataset undergoes standard preprocessing steps to ensure data quality and
consistency. Textual content is cleaned by removing punctuation, stop words, and special characters,
followed by tokenisation and normalisation. Missing values in non-textual attributes are handled
appropriately, and categorical variables are encoded where required.

3.1.1. Data balancing

Fake review datasets are naturally imbalanced because genuine reviews significantly outnumber
fraudulent ones. To address this issue, we used the synthetic minority over-sampling technique (SMOTE),
which generates new, synthetic examples for the minority class rather than simply duplicating existing
samples. SMOTE works by identifying the nearest neighbours of minority-class samples and creating new
points along the line that connects them. This helps expand the decision boundary for the minority (fake)
class and reduces misclassification. As a result, the classifier becomes more sensitive and accurate in
identifying fake reviews.

3.1.2. Feature engineering

Our methodology integrates a broad set of features and multiple machine learning models to capture
the various patterns present in both genuine and fake reviews. The approach combines temporal, behavioural,
network, textual, and synthetic signals, all extracted or engineered from the dataset fields: review _id, user id,
business_id, rating, review_text, date, and flag.

Multimodal machine learning framework for fake review detection (Rashmi R.)
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a. Temporal features

Using the review timestamp, we generated time-based behavioural patterns to understand when the
review was posted. The following features were extracted: Year, Month, Day, Weekday, Hour of review
posting, Is weekend (Saturday/Sunday), Is night (posted between 10 pm and 6 am), Is_business hours
(posted during 9 am—5 pm) These features are useful because fraudulent activity often clusters around
unusual hours or specific days, indicating abnormal posting behaviour.
b. Behavioural features

To capture reviewer behaviour, we computed several user-level statistics: user total reviews,
user avg rating, user rating_std, user min_rating, user max_rating, reviews_per_day, and rating_consistency
(how often a user gives the same rating). These features suggest whether the user behaves like a typical
reviewer or shows signs of automated, repetitive, or suspicious rating behaviour.
c. Network features

We constructed a user—business interaction graph using NetworkX to understand relationships and
detect patterns of collusion. From this graph, we extracted:
— user_network size — number of connected users
— user_network density — connections per review
— co-reviewer count — users reviewing the same businesses
— degree centrality — how influential the user is in the network

These network signals help reveal suspicious clusters of reviewers posting together, which is
common in coordinated fake review campaigns. Figure 1 illustrates the reviewer—business interaction
network, highlighting influential reviewers and densely connected clusters that may indicate coordinated fake
review behaviour.

Reviewer Network for Business: pbEiXam9Y)JL3neCYHGwWLUA

Figure 1. Network analysis of features

d. Textual features and text embedding

To create representations of review data, we analysed review length, word count, and sentiment (via
a BERT based sentiment scoring model), as well as TF-IDF embedding values (limited to a maximum of
5000 features). The TF-IDF method allows for the identification of key terms in documents by giving low
weights to commonly used words, while the sentiment score, which indicates the emotional valence/quality
of the review's content, highlighted inconsistencies within the data if there are very negative reviews with
5-star ratings, thereby allowing potential identification of deceptive reviews. TF-IDF was applied against the
text of all reviews, producing numeric values that were used in combination with behavioural and network
features to enable model input of both unstructured (review text) and structured (numerically represented)
data. Figure 2 shows the feature importance derived from the Decision Tree model, indicating that network
centrality and reviewer activity metrics play a dominant role in fake review detection.
e. Synthetic behavioural features and data processing

The dataset was enhanced with synthetic behavioural proxy features derived exclusively from
publicly available review metadata. These proxies approximate real-world reviewer activity patterns—such
as inferred activity regularity, interaction consistency, reviewing speed, and account longevity—without
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relying on any platform-internal logs or private user information. The original flag attribute was converted
into a binary label (0: genuine review, 1: fake review). In addition, a composite suspiciousness score, termed
fake score, was computed to capture abnormal behavioural patterns including unusually high review
frequency, rating homogeneity, rapid review posting, and posting during atypical time periods. Missing
values were handled using linear interpolation, numerical features were standardized using StandardScaler,
and the dataset was split into 80% training and 20% testing sets. All feature engineering steps are
deterministic, reproducible, and documented in the public GitHub repository.

Top 20 Important Features (Decision Tree)
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Figure 2. Feature importance for the decision

f. Fake review detection models

A framework that uses various methods for creating a machine learning environment to identify
possible fraudulent or misleading reviews is presented in this paper. With logistic regression, decision tree,
XGBoost, and stacking ensembles, these models are trained using stratified sampling to maintain the balance
of classes. Logistic regression acts as a baseline model to see if linear separability exists with the trained data
and to be able to interpret the effect of features on the trained data. XGBoost utilizes complex non-linear
relationships within the structured features of this data set, which allows it to provide superior predictive
capabilities over all other models. Stacking ensembles combine logistic regression and XGBoost by way of
logistic regression being the meta-classifier, allowing for improved robustness and decreased classification
error. The decision tree model adds to the overall interpretability of this model by allowing users to identify
the most important features influencing the classification of a fraudulent review. Figure 3 presents the
Decision Tree structure, demonstrating how key features such as reviewer count, degree centrality, and
account age influence classification decisions.

3.2. Overview of the proposed framework

A machine learning based approach was developed and tested to detect fraud/false reviews on the
internet. The goal of this system was to make consumers more comfortable when utilising online review
sites. The methodology used to develop the machine learning based model involved extensive and complex
data preparation. Different types of machine learning models were created to analyse online review data;
these models included logistic regression, XGBoost, and stacking ensembling. The combination of these
multiple models has yielded strong results as they capture multiple dimensions of fraudulent writing
behaviours and trends. Additionally, performance measures, strengths and limitations of each model are
discussed in the following subsections; it is stressed that robust approaches are critical to preventing the
manipulation of reviews, as well as to better understand the fundamental aspects of online deception to create
more reliable e-commerce environments. Figure 4 presents the proposed end-to-end framework for fake
review detection, illustrating the preprocessing pipeline, feature extraction stages, base classifiers, stacking
ensemble, and evaluation metrics.
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Figure 4. Proposed framework for fake review detection

4. RESULTS

This section presents the experimental evaluation of the proposed multimodal fake review detection
framework. The models are assessed using accuracy, precision, recall, and F1-score to provide a balanced
evaluation under class imbalance conditions as provided in (1), (2), (3) and (4).
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4.1. Performance evaluation

To assess the effectiveness of our fake review detection system, several standard classification
metrics were used. These include accuracy, precision, recall, and the F1-score. Performance is based on a
binary classification setting, where reviews were labelled as either “True” or “Fake”. Table 1 presents the
confusion matrix of the best-performing model

Table 1. Confusion matrix of the best-performing model

Actual/Predicted Truthful Fake
Truthful True Positive (TP)  False Negative (FN)
Fake False Positive (FP)  True Negative (TN)

The confusion matrix indicates a reduced number of false negatives, which is critical in fake review
detection scenarios where undetected fraudulent reviews may directly affect consumer trust. The balanced
distribution of false positives and false negatives demonstrates that the proposed framework achieves reliable
performance suitable for real-world deployment. The evaluation metrics are computed as (1), (2), (3), (4):

TP+TN

Accuracy = —— N
Precision = e N
TP+FP
Recall = —=~ i
TP+FN

2 x Precision x Recall
F1Score =———— “)

Precision+Recall

These metrics collectively provide a comprehensive assessment of model effectiveness, particularly under
imbalanced class distributions.

4.2. Model-wise performance comparison

Table 2 presents the comparative performance of different machine learning models trained using
multimodal features. Logistic regression shows moderate performance due to its linear decision boundaries,
which limit its ability to model complex interactions among textual, behavioural, temporal, and network-
based features. Decision Trees achieve the highest precision (0.98), indicating strong confidence in
identifying fake reviews; however, their lower recall suggests that a considerable number of fraudulent
reviews remain undetected. In contrast, XGBoost and the stacking ensemble achieve the most balanced
performance across all metrics. Their ability to model non-linear relationships and leverage feature
interactions enables improved detection of coordinated and subtle deceptive behaviours. The ensemble model
further enhances robustness by combining the strengths of individual classifiers.

Table 2. Comparative performance of machine learning models using multimodal features

Model Precision Recall Fl-score Accuracy
Logistic regression 0.64 0.95 0.77 0.86
XGBoost 0.83 0.93 0.87 0.94
Stacking ensemble 0.81 0.93 0.87 0.93
Decision tree classifier 0.98 0.81 0.88 0.95

Overall, these results highlight the advantage of multimodal feature integration in fake review
detection. By combining textual, behavioural, temporal, and network-based signals, the proposed framework
captures both content-level deception and coordinated reviewer activity that single-modality approaches may
overlook. When compared with recent text-centric deep learning models reported in the literature, which
typically achieve Fl-scores in the range of 0.85-0.90, the proposed approach demonstrates competitive
performance (F1 = 0.87) while requiring significantly lower computational resources and offering enhanced
interpretability. Furthermore, SHAP-based analysis confirms that network connectivity, co-reviewer
interactions, and behavioural consistency play a critical role in improving detection effectiveness, reinforcing
the importance of multimodal learning for practical deployment.

Multimodal machine learning framework for fake review detection (Rashmi R.)
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4.3. Comparison with existing and state-of-the-art methods

Research on early detection of fake reviews began by looking at textual characteristics and using
manually created language-based cues. For example, Ott et al. [8] demonstrated that deceptive reviews have
distinct characteristics through sentiment polarity and bag-of-words characteristics, while Jindal and Liu [9]
researched opinion spam using rule-based techniques to model reviewer behaviour. While these studies
provided important foundational knowledge, both of these techniques had their limitations regarding their
ability to identify coordinated reviewer behaviours and detect time anomalies.

In order to expand upon the findings of these studies, Mukherjee et al. [10] proposed two new forms
of analytical frameworks for detecting fraudulent reviews based on behavioural and relational methods.
Mukherjee ef al. provided empirical evidence showing how sites such as Yelp filter out fraudulent reviews
using the interactions of reviewers or networks of review authors, thus leading to better detection results;
however, the methods discussed in this study are still platform-specific and does not easily adapt to emerging
spamming strategies. Over the past few years, there has been an increased focus on utilising deep learning
and transformer-based architectures in various fields. For instance, Li et al. [24] used BERT to create a
contextual semantic representation of reviews from which they could successfully classify the severity of
deceiving reviews. Likewise, Ren and Ji [25] have utilised convolutional neural networks (CNNs) and long
short-term memory (LSTM)-type NN models to perform deceptive opinion spam detection. More recently,
Zhang et al. [26] incorporated the utilisation of transformer-based models into their methodology for
detecting fake reviews by providing deeper semantic representations of the reviews being evaluated.

Despite the improved predictive capability provided by these types of deep learning techniques, the
models are predominantly based on text data, require substantial amounts of compute and are difficult to
interpret. In contrast, the proposed approach includes a multimodal model that integrates textual, behavioural,
chronological, and network/computerised feature sets to produce competitive results through improved
robustness and interpretability of the multimodal model.

4.4. Practical deployment implications

From a deployment perspective, the proposed approach offers significant advantages over deep
learning-based methods. Transformer models typically require substantial computational resources, large-
scale data, and frequent retraining. In contrast, the presented framework is lightweight, interpretable, and
adaptable, making it suitable for real-time deployment in large-scale review platforms. The explainable
nature of the predictions further supports trust, accountability, and regulatory compliance in automated
review moderation systems.

4.4.1. Model explainability (SHAP analysis)

Shapley additive explanations (SHAP) were used to interpret model predictions. The analysis
revealed that the following features had the greatest influence: degree centrality, num co reviewers,
account_age days, rating, and sentiment score.SHAP plots showed that higher reviewer connectivity,
unusual reviewing patterns, and mismatches between sentiment and rating significantly increased the
likelihood of a review being classified as fake. Figure 5 illustrates the SHAP-based explanation for an
individual prediction, showing how key features such as the number of co-reviewers, degree centrality, and
review length contribute positively or negatively to the model’s decision. Importance: Explainability
increased trust in the system and ensured that the models were learning meaningful patterns rather than noise
or bias.

higher 2 lower
base value (
231

-3 2 -1 0 1 2 3

T —

num__num_co_reviewers = -0.5702956053513202  (num__degree_centrality = -0.717147484617456 num__review_length = 0.575223648365846

Figure 5. Feature contribution for the review

5.  CONCLUSION

This study proposes a multimodal machine learning framework for fake review detection by
integrating behavioural, temporal, textual, network, and synthetic features. Experimental evaluation shows
that ensemble models, particularly XGBoost and the stacking ensemble, achieve consistent and balanced
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performance across precision, recall, and F1-score, while SHAP-based analysis improves interpretability by
highlighting key feature contributions. Beyond strong predictive performance, the framework has practical
deployment potential for real-world e-commerce and hospitality platforms, where it can support large-scale
review moderation, reduce fraudulent activity, and enhance consumer trust. However, the current approach is
limited to English-language datasets and remains sensitive to evolving deceptive practices. Future work
should focus on extending multilingual capabilities, incorporating adaptive learning to address emerging
manipulation strategies, and validating the framework through integration into operational platforms to
improve the reliability of user-generated content at scale.
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