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1. INTRODUCTION

The rapid advancement of digital technology, particularly in the realms of internet usage and online
transactions, has drastically transformed the way data is generated, shared, and stored. This transformation,
while providing unparalleled convenience and connectivity, has also introduced significant challenges,
notably the escalating risks of data theft, corruption, and unauthorized manipulation [1]. As the volume of
sensitive information exchanged and processed online grows, so too does the urgency for developers and data
custodians to implement robust security measures that ensure data integrity and confidentiality. This evolving
digital landscape necessitates the development of innovative cryptographic techniques to safeguard against
increasingly sophisticated threats.

Although various security mechanisms have been proposed in prior research, many systems still rely
on manual data recording and lack automated integrity verification, resulting in vulnerabilities such as
undetected data tampering and insufficient real-time monitoring [2]. This lack of robust, automated security
frameworks poses a critical challenge: how to ensure data fidelity and resilience against unauthorized
changes effectively. Previous approaches often failed to integrate scalable cryptographic models that
simultaneously address confidentiality and integrity. While Merkle tree structures and hash chain systems
have been explored as promising tools for data verification, they are frequently implemented without strong
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encryption protocols, limiting their effectiveness. This study builds upon those foundations by integrating
Merkle trees with Rivest-Shamir-Adleman (RSA) and advanced encryption standard (AES) algorithms into a
hybrid cryptographic framework that ensures secure key management, efficient encryption, and real-time
integrity verification—effectively overcoming the limitations of earlier models.

One promising avenue of research involves integrating Merkle tree structures within hash chain
systems. Merkle trees provides an efficient method for verifying data integrity by cryptographically linking
each data block to its predecessor. This chaining process creates a transparent mechanism for detecting any
unauthorized data modification, as even minor alterations in the data set will cause a detectable discrepancy
in the hash values [3]. Additionally, combining this structure with established cryptosystems, such as RSA
and AES, can create a robust framework that encrypts and verifies data securely, thereby significantly
enhancing trust and reliability in digital system [4].

Building on existing literature, which highlights the vulnerabilities associated with conventional
data storage and security practices [5], this research focuses on the innovative use of RSA and AES
algorithms within hash chain frameworks. By leveraging the strengths of both symmetric (AES) and
asymmetric (RSA) encryption methods, the research aims to develop a sophisticated cryptographic solution
that offers superior security and privacy. Compared to other combinations such as Twofish and ElGamal,
RSA and AES provide a more robust hybrid approach, effectively safeguarding against unauthorized access
while maintaining efficient encryption and decryption processes [6].

The proposed solution enhances current practices by ensuring that each data block is
cryptographically linked to the previous one, thereby strengthening the system’s resistance to unauthorized
tampering [7]. This research contributes a novel methodology for data protection, particularly in
environments characterized by high data throughput, and lays the groundwork for future innovations in
information security systems. As such, it holds significant implications not only for the education sector,
where secure data management is crucial but also for any industry reliant on the integrity and confidentiality
of digital information.

This study is situated within the domain of computer engineering and information security, addressing
the growing need for robust data protection in digital systems. The central research question examines how
hybrid cryptographic techniques—specifically, the integration of RSA and AES within a hash chain framework
enhanced by Merkle tree structures—can effectively improve system integrity and detect unauthorized data
modifications. The main objective is to develop a secure and efficient encryption system that can detect
unauthorized data modifications in real time. This approach utilizes the strengths of individual components:
AES provides fast encryption [8], RSA ensures secure key management [9], and Merkle trees facilitates
integrity verification, collectively resulting in a robust and scalable solution [10].

This work contributes a novel methodology that enhances current cryptographic practices by linking
each data block cryptographically and validating its integrity through hierarchical hashing. Compared to
existing models, the proposed system demonstrates superior performance in both execution time and anomaly
detection, as evidenced by empirical testing.

The findings expand existing knowledge in the field of information security and cryptographic
engineering, offering practical insights for implementation in sectors such as education, cloud services, database
backend engineering, and IoT. Future research may build upon this model to further optimize cryptographic
efficiency and explore its adaptability to emerging technologies and distributed systems. Therefore, this study
proposes a hybrid cryptographic model that integrates RSA and AES within a hash chain system enhanced by
Merkle tree structures, aiming to ensure real-time data integrity verification and secure encryption in high-
throughput digital environments.

2. LITERATURE REVIEW

Integrating advanced cryptographic techniques is critical for improving system integrity and data
security. This review examines various studies that focus on using hash chains, Merkle trees, and hybrid
cryptography, collectively enhancing data protection in information systems. Nagaraj and Mohanraj
investigated one-way hash chain algorithms for selective data encryption, emphasizing their role in
maintaining data integrity. While effective, one-way encryption limits decryption capabilities, underscoring
the need for two-way hash chains or their combination with complementary strategies, particularly in systems
employing Merkle trees for robust verification [11].

Gaur et al. [12] conducted a comparative analysis of cryptographic algorithms, identifying AES as
particularly efficient regarding memory and execution time. AES’s efficiency supports its integration with
RSA in hybrid cryptographic models, which are well-suited for hash chain systems leveraging Merkle trees
for enhanced integrity checks.
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Jintcharadze and Iavich [6] explored hybrid encryption with AES and RSA, highlighting significant
security benefits and efficient vital exchanges. The conjunction of these algorithms within a hash chain
architecture offers robust protection and speed, with Merkle trees further reinforcing data verification by
establishing a secure audit trail.

Sholikhatin et al. [13] examined the execution time and avalanche effect of RSA and AES,
demonstrating AES’s superior performance. Zou et al. [14] further noted that the stability of hybrid
algorithms for processing large files is crucial for maintaining high integrity within hash chain systems
enriched by Merkle tree structures. Both studies highlight that the efficiency and stability of cryptographic
algorithms are critical factors in preserving data integrity, especially when applied to complex and large-scale
hash chain systems enhanced by Merkle tree structures.

Hash chains combined with Merkle trees provide a strong authentication and data integrity
framework. Zhao et al. [15] demonstrated the efficacy of hash chain-integrated setups. Han and Jiang [16]
proposed a secure communication method based on message hash chains, demonstrating improved message
integrity, non-repudiation, and transmission efficiency through chain-based authentication and signature
mechanisms. These approaches collectively inform strategies to enhance system integrity through the adept
use of hybrid cryptography and Merkle trees.

3. METHOD

Cryptographic algorithms enhance data security by transforming input into secure output through
defined steps. This paper examines RSA and AES encryption within a hash chain framework enriched by
Merkle trees. RSA, an asymmetric algorithm, secures key exchanges, while AES offers efficient symmetric
encryption. Merkle trees reinforce data integrity and verification. Together, these technologies form a robust
architecture that strengthens security, ensures data integrity, and delivers efficient cryptographic solutions
across applications.

3.1. AES

The advanced encryption standard (AES) is a modern symmetric cryptographic algorithm
introduced by NIST in 2001 to replace the data encryption standard (DES) [16]. AES was developed by Joan
Daemen and Vincent Rijmen and selected for its resistance to cryptographic attacks, computational
efficiency, and design simplicity [17]. AES operates with a block length of 128 bits and key lengths of 128,
192, or 256 bits, with the number of rounds varying based on crucial length [18].

AES employs five data units: bit, byte, word, block, and state. A bit is the smallest data unit, part of
the binary system, while a byte consists of 8 bits. A word is 4 bytes (32 bits), and a block is 16 bytes
(128 bits). The state is a block arranged as a 4x4 byte matrix [19]. The encryption process involves
transforming the state in several rounds, each comprising four transformations: SubBytes, ShiftRows,
MixColumns, and AddRoundKey. The number of rounds depends on the key length, and MixColumns is
omitted in the final round [19].

Decryption in AES is the reverse of the encryption process, with each transformation having its
inverse: InvSubBytes, InvShiftRows, and InvMixColumns. The procedures ensure the secure conversion of
encrypted data back to its original form, maintaining data integrity and confidentiality throughout the
transformation [20]. This reversal process not only restores the original data but also reinforces the reliability
of AES in secure communication systems where data accuracy and protection are paramount.

3.2. RSA

RSA is a widely recognized public-key algorithm, introduced in 1976 by MIT researchers Ron
Rivest, Adi Shamir, and Leonard Adleman [21]. Its security is rooted in the complexity of factoring large
numbers into prime factors. RSA’s computations rely on Euler’s theorem, with Euler’s totient function, ®(n),
representing the count of numbers less than n that are coprime to n. For prime numbers, ®(n) equals n-1, and
if n equals the product of two primes (p and q), then ®(n) is (p-1)(q-1) [22].

RSA’s encryption and decryption processes hinge on selecting two large random prime numbers, p
and q. These primes generate the modulus n = pq, which is used in the public key. The RSA key generation
involves calculating ®(n) and selecting an integer e as the public key, where 1 < e < ®(n) and e is coprime
with @(n). The decryption key, d, is determined by the relationship ed = 1 (mod ®(n)) [21].

RSA’s encryption involves converting the plaintext message into blocks, applying the formula
¢ = m° mod n to transform it into ciphertext. Decryption reverses this using m = ¢4 mod n, revealing the
plaintext. This process emphasizes secure vital exchanges and ensures data confidentiality, making RSA an
integral part of modern cryptographic protocols [23].
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3.3. Hash chain

A hash chain is a cryptographic technique for securing data by successfully generating a sequence of
related hash values. It protects data transmitted over communication networks by encrypting it using hash
values as encryption keys [24]. The hash function H is an algorithm that accepts an input message and a
fixed-length key, producing an output message of a fixed length referred to as the digest [4].

3.4. Merkle tree

The Merkle Tree, introduced by Merkle in 1979, is a method for organizing data into blocks,
computing hash values for each block, and inserting them into leaf nodes [25]. This process is repeated in a
binary tree structure until a single hash value, known as the hash root, is created. The hash root serves as a
signature for verifying the integrity of the data blocks. In blockchain technology, the Merkle tree is
commonly used to verify the integrity of block data [26].

A Merkle tree is particularly effective at handling large datasets by dividing them into blocks of a
specific size and placing them in corresponding leaf nodes. When synchronizing data to another node, the
Merkle root is extracted, allowing for a thorough integrity check. Even a single-byte error during data
transmission can be quickly identified by comparing Merkle roots, as every data block’s hash value is
compared with others, ensuring data integrity in blockchain environments [26].

As an essential component of blockchain technology, the Merkle tree enables secure data stability
and content verification. It is integral to blockchain architectures, facilitating the secure data exchange
between users by ensuring that all data remains consistent and error-free across the network [27]. This
mechanism ensures that any tampering or inconsistency within the data blocks can be swiftly identified,
making Merkle trees a cornerstone of trust and reliability in decentralized systems.

3.5. Methodological foundation and procedural design

The proposed cryptographic model is designed to enhance data integrity and security by combining
symmetric and asymmetric encryption techniques within a hash-based framework. This section outlines the
theoretical basis underlying the method selection and explains the procedural steps taken during the research.
By leveraging the complementary strengths of AES, RSA, and Merkle tree structures, the model establishes a
resilient cryptographic foundation capable of detecting tampering and ensuring secure data transmission
across distributed environments.

The model utilizes two foundational cryptographic algorithms: AES and RSA. AES is a symmetric
encryption algorithm widely recognized for its high computational efficiency, scalability, and suitability for
securing large volumes of data in real-time applications. It operates on fixed-size blocks and supports
multiple key lengths, making it suitable for high-speed data encryption [28]. RSA, on the other hand, is an
asymmetric encryption algorithm that provides secure key exchange and digital signature capabilities. Its
security is based on the mathematical difficulty of prime factorization, which ensures robustness in key
management [29].

To further strengthen the integrity verification process, the model incorporates Merkle tree
structures into a hash chain system. A Merkle tree is a binary tree of hash values that enables efficient and
scalable verification of data blocks. Each leaf node represents the hash of a data block, and internal nodes are
derived from the hashes of their child nodes. The root of the tree, known as the Merkle root, serves as a
cryptographic summary of the entire dataset [10]. Any modification to a single data block results in a change
in the corresponding hash, which propagates through the tree and alters the Merkle root, thereby enabling
immediate detection of tampering.

The methodological rationale for this integration lies in the complementary strengths of the
components. AES ensures rapid encryption and decryption, RSA secures the transmission of encryption keys,
and Merkle trees provide a reliable mechanism for verifying data integrity across distributed systems. The
hash chain structure links each data block to its predecessor, creating a sequential dependency that further
reinforces the system’s resistance to unauthorized alterations.

The research procedure is implemented as follows.

a. Initialization of empty arrays to store encrypted data blocks and Merkle tree leaf hashes.
b. Iterative processing of each data block:

— Compute the hash of the block.

— Encrypt the block using AES with a generated symmetric key.

— Encrypt the AES key using RSA with the public key.

— Append the encrypted block and encrypted key to the data chain.

— Generate a new AES key for the next block using the current block’s hash.

— Store the block hash in the Merkle tree leaf array.
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Construction of the Merkle tree from the collected leaf hashes.

Computation of the Merkle root to represent the integrity of the dataset.

Generation of verification proofs for each block hash and validation against the Merkle root.
Final output includes the Merkle root and the encrypted data chain.

This procedure ensures that the cryptographic operations are both secure and reproducible. By
combining AES, RSA, and Merkle tree structures within a hash chain framework, the model leverages the
strengths of each component. As a result, it offers a comprehensive solution for maintaining data
confidentiality and integrity in digital environments.

"o a0

4. PROPOSED MODEL

The proposed model employs hybrid cryptography, combining symmetric and asymmetric
encryption techniques to bolster data security within a hash chain system, further reinforced by Merkle tree
structures. This strategy harnesses the speed of symmetric key encryption alongside the robust security
provided by asymmetric key cryptography and Merkle trees. While hybrid cryptography is typically secure, it
may encounter challenges like slower processing speeds with large datasets.

As shown in Figure 1, this model combines fast data encryption using AES with secure key
exchange through RSA, all within a hash chain structure. Each data block includes a “Next key”, which is
generated from the hash of the current block and used to encrypt the next one—creating a secure link
between blocks. The AES key used to encrypt each data block is securely wrapped using RSA encryption—
referred to in the model as “RSA Enc”—which ensures access and decryption are restricted to authorized
users. To further enhance the system’s reliability, each block is verified through Merkle tree validation,
enabling quick and accurate detection of any unauthorized changes to the data. This layered approach yields
a cryptographic framework that is not only secure but also resilient and scalable in environments where data
integrity is crucial.

Chain 1 AES hash ciphertext Chain 2 AES hash ciphertext Chain 3 AES hash ciphertext
Data 1 Data 2 Data 3
. RSA Merkletres L] Next | | RSA Verkletree J| Next | | RSA |||
key Enc Hashing Verify key Ene Hashing || verisy key Ene

Figure 1. Proposed model of hash chain block

Within this framework, data is encrypted using a symmetric key, which is then secured with the
sender’s private asymmetric key. The receiver decrypts the symmetric key to access the data. Merkle tree
validation ensures integrity by verifying each block and detecting unauthorized changes. This process is
detailed in the accompanying pseudocode below.

BEGIN
1. Initialize:
- EncryptedDataChain[] « []
- MerkleLeaves[] « []
2. FOR each block in Datal[], DO
3. Compute the hash of the data block:
BlockHash « Hash (block)
4. Encrypt data block with AES:
EncryptedBlock « AES Encrypt (AES Key, block)
5. Encrypt AES key with RSA:
EncryptedAESKey « RSA Encrypt (RSA PublicKey, AES Key)
6. Append the encrypted block and encrypted AES key to the chain:
EncryptedDataChain.append ({EncryptedBlock, EncryptedAESKey})
7. Generate a new AES key for the next block:
AES Key « Hash (BlockHash)
8. Append BlockHash to MerkleLeaves:
MerkleLeaves.append (BlockHash)
END FOR

9. Construct Merkle Tree from MerkleLeaves:
MerkleRoot « ConstructMerkleTree (MerkleLeaves)
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10. Verify Merkle Tree:
FOR each BlockHash in MerkleLeaves, DO
VerificationProof « GenerateProof (MerkleLeaves, BlockHash)
ASSERT MerkleTree Verify(MerkleRoot, VerificationProof, BlockHash) == True
END FOR
11. Return MerkleRoot and EncryptedDataChain
END

The provided pseudocode outlines a secure data encryption and verification process using hybrid
cryptography, integrating AES, RSA, and Merkle trees. Initially, it sets up two empty arrays,
EncryptedDataChain for storing encrypted data and keys and MerkleLeaves for storing hash values
of each data block. For each data block, the process begins by computing its hash. The data block is then
encrypted using AES with a specified key, ensuring data confidentiality. The AES key is further encrypted
with RSA, securing the key itself. The encrypted block and the AES key are appended to the
EncryptedDataChain. A new AES key for the next block is generated by hashing the current block’s
hash, creating a chain of linked encryption keys.

Following this, the hash of each data block is added to MerkleLeaves, which are used to
construct a Merkle Tree. The root of this tree, MerkleRoot, represents the cryptographic summary of all
the blocks, ensuring integrity verification of the entire data set. To verify the integrity of the data, the
pseudocode generates a verification proof for each block hash and confirms it against the Merkle root. This
confirmation ensures that no unauthorized changes have occurred to the data blocks. Finally, the process
returns the Merkle root and the EncryptedDataChain, providing data security through encryption and
data integrity through the Merkle tree structure.

5. RESULTS AND DISCUSSION

This section presents the outcomes of the comprehensive evaluation of the proposed hybrid
cryptography model integrated with Merkle trees. The evaluation is structured across several sub-sections,
including preliminary tests, complexity assessments, and execution time analyses. The preliminary tests
focus on validating the model’s robustness and ability to maintain data integrity under various conditions.
Following this, the complexity analysis of the cryptographic algorithms is explored, offering insights into
their computational efficiency. Finally, execution times are assessed to determine the model’s performance in
real-time applications, ensuring both security and efficiency are upheld.

5.1. Integrity testing

The Merkle tree supports data consistency testing through its hierarchical structure. Each node
contains the hash of its child nodes, while the Merkle root serves as the overall integrity marker. This
structure is essential for maintaining data integrity in complex and distributed systems, ensuring that
information remains intact from origin to destination [3].

This approach ensures immediate detection of changes and offers high verification efficiency, even
with large datasets. Initially, a test using entirely valid data confirmed the system’s baseline integrity checks.
Subsequently, a second test involved altering one of the data blocks to assess the system’s ability to detect
discrepancies. Based on the results, the system successfully identified inconsistencies, providing outputs that
match those illustrated in the figures. This test evaluates the system’s reliability in anomaly detection,
ensuring consistent and accurate system functions. Analyzing the test results provides insights into the
system’s effectiveness in preserving data integrity.

Figure 2 demonstrates the cryptographic strength of the Merkle tree, which secures data blocks
through hierarchical hashing. This structure allows for precise detection of even minor data modifications. As
a result, the integrity of the entire data chain is preserved, protecting it from unauthorized alterations.

Figure 2(a) reflects the validation results of ten data blocks, all deemed “Valid” by the Merkle tree
verification process. This consistent status indicates that each block’s hash value aligns precisely with the
expected values, confirming that the data remains unaltered and secure. The uniformity across all entries
demonstrates the system’s effectiveness in maintaining data integrity through encryption and verification
mechanisms. The Merkle tree plays a critical role here, ensuring that even the slightest data modification would
trigger a discrepancy, thereby highlighting the robustness of this cryptographic technique in safeguarding data.

In Figure 2(b), a modification in block 6 triggers a ripple effect, resulting in an “Invalid” status for
block six and all subsequent blocks. This illustrates the Merkle Tree’s effectiveness in maintaining data
integrity, as even a single alteration disrupts the hash verification for all dependent blocks. The hash
inconsistency begins with the altered block and propagates through the chain, emphasizing the robustness of
this cryptographic method in detecting and preventing unauthorized changes.
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10 74234e98afe7498fb5daflf36ac2d78acc339464f950703b8c019892f982b90b Invalid
Showing 1to 10 of 10 entries Previous . Next
(b

Figure 2. Results of system testing: (a) all valid data scenario and (b) altered data block scenario

The integrity testing results underscore the system’s ability to detect even minimal data alterations,
which is essential for maintaining trust in distributed environments. This behavior reflects the Merkle Tree’s
strength in anomaly detection, where a single block change invalidates the entire chain. Critically, this
implies that the proposed model is not only effective in preserving data integrity but also serves as a
proactive mechanism for identifying tampering in real-time. Interpretation of these results suggests that
hierarchical hashing is a reliable strategy for ensuring data consistency. The implications are significant for
applications in blockchain-based education systems and secure cloud platforms, where data authenticity is
paramount.

5.2. Efficient testing

This section presents a comparative analysis of the efficiency of different cryptographic algorithm
combinations, explicitly focusing on AES+RSA, Twofish+El-Gamal, AES+El-Gamal, and Twofish+RSA.
By employing Big O Notation alongside execution time metrics [30]. The analysis aims to evaluate each
algorithm pair’s computational efficiency and performance speed, as shown in Tables 1 and 2 and Figure 3.
This approach allows for a comprehensive assessment of their suitability for secure data processing and real-
time applications.
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Table 1. Comparative complexity on a different algorithm

Algorithm Key Preparation Encryption Decryption
AES+RSA O(k*) (RSA) O(r-n?) + O(k?) O(r-n?) + O(k?)
O(r-n?) (AES)
Twofish+ElGamal O(k*) (ElGamal) O(n?) + O(k?) on?) + Ok*)
O(n?) (Twofish)

Table 2. Comparative time execution on different algorithms
Block Time Execution (ms)

AES+RSA Twofish+El-Gamal

1 0,266 7,120

2 0,644 6,725

3 0,981 7,758

4 1,340 11,209

5 1,758 12,614

6 2,205 12,721

7 2,671 16,390

8 3,016 15,181

9 3,668 16,544

10 3,995 20,309
25,000
20,000 S

2 15,000 / S
o —
£ 10,000 /”’
g7
5,000

0,000 P_M

Block
=@=AES+RSA (ms)  ==8==Twofish+ElGamal (ms)

Figure 3. Comparison of execution time between AES+RSA and Twofish+ElGamal algorithms

Based on Tables 1 and 2 and Figure 3, the analysis evaluates both algorithmic complexity and
execution time across different cryptographic combinations. This comparison highlights the relative
effectiveness and efficiency of each approach. Each algorithm exhibits distinct characteristics, making them
suitable for varying security requirements and application contexts.

AES+RSA demonstrates a well-balanced approach with efficient execution times ranging from
0.266 to 3.995 ms across different blocks. The complexity of O(k®) for RSA ensures secure vital exchanges,
while O(r-n?) for AES facilitates fast encryption and decryption. This combination ensures rapid data
processing, making it highly suitable for applications requiring both speed and security.

Twofish+ElGamal shows high execution times, notably peaking at 20.309 ms, which reflects its
significant computational overhead due to O(k®) complexity associated with ElGamal’s key management.
Although secure, this combination may not be optimal for environments demanding quick data processing.
The efficiency analysis reveals that AES+RSA achieves optimal performance compared to other algorithm
pairs, with significantly lower execution times. From a critical standpoint, the results validate the feasibility
of hybrid cryptography in real-time systems.

5.3. Discussion of findings and contribution to the field

The findings of this study confirm that integrating AES and RSA within a hash chain system,
supported by Merkle tree structures, significantly enhances both data integrity and encryption efficiency.
This aligns with prior research that highlights the individual strengths of these cryptographic components [6],
[12], but this study advances the field by demonstrating their combined effectiveness in a unified framework.
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The ripple effect observed in the Merkle tree validation—where a single data block alteration
invalidates subsequent blocks—illustrates the model’s robustness in anomaly detection [3], [16]. This
behavior is particularly valuable in distributed systems where real-time integrity verification is critical.

Compared to other algorithm pairs, such as Twofish+ElGamal, the AES+RSA combination
consistently outperforms in execution time and complexity. These results not only support earlier findings
but also extend their implications to high-throughput environments such as educational platforms, loT
networks, and secure cloud infrastructures.

Collectively, these insights underscore the practical relevance and technical soundness of the
proposed model. It achieves a balanced trade-off between speed, security, and integrity, thereby laying a
strong foundation for future research aimed at optimizing hybrid encryption systems and adapting them to
emerging technologies and distributed architectures. Moreover, the findings of this study have the potential to
contribute meaningfully to the scope of Information Technology and Information Systems, particularly in the
domains of security and cryptograph. Its emphasis on algorithmic performance, data integrity, and system
scalability directly addresses key concerns in modern digital infrastructure, making it highly relevant to both
academic researchers and industry professionals seeking robust solutions in cybersecurity and information
systems.

6. CONCLUSION

This study explored hybrid cryptography with RSA and AES to enhance system integrity within
hash chain frameworks augmented by Merkle trees. AES+RSA was identified as the most efficient
combination, providing swift processing and robust security ideal for data-intensive environments. The
integration of hash chains and Merkle trees significantly bolstered data integrity, ensuring rapid detection of
inconsistencies or unauthorized changes. While other combinations like Twofish+ElGamal remain robust,
their longer processing times highlight the superior efficiency of AES+RSA. Future work should further
optimize cryptographic strategies and explore IoT applications, leveraging hash chain and Merkle tree
frameworks to enhance data protection and system reliability in evolving technological landscapes.
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