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This study investigates cookie vulnerabilities, focusing on awareness,
privacy risks, and exploitation techniques. We used a mixed-method
approach that combines insights from a survey study and a systematic
mapping study of 27 papers from online databases to comprehensively
address the research topic. The results show a moderate level of user
awareness about cookie-related privacy risks, with significant concerns over
user tracking and profiling, identified in 88% of the reviewed studies. Key
risks include sensitive data exposure, privacy and consent issues, targeted
advertising, ineffective mitigation measures, and cyberattacks. Tracking via
cookies, and especially third-party cookies were found to pose the greatest
risk to end-users. Their widespread use for cross-site tracking and extensive
fingerprinting often occurred without users’ awareness or explicit consent.
These insights suggest the need for stricter privacy laws, better practices on
cookies, and improved user awareness to mitigate concerning risks.
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1. INTRODUCTION

With the evolution of internet use to various aspects of daily life, privacy has become a greater
concern in the digital era. Websites use cookies to track the user behavior, collect personal data and track
them for personalization, analytics and other various purposes [1]. Cookies are a widely used technology, but
they are also a subject of heated debate concerning their effect on user privacy. Online cookies, and more
specifically third-party cookies, have raised concerns over what data they collect and how this data can be
used.

Although cookies are widely used, users have a low understanding of privacy threats that may be
posed by cookies. Third-party cookies are particularly invasive of users' privacy because they make it
possible to track users across different sites, in the process of collecting sensitive data without users’ direct
consent. Even though cookie-related privacy threats have been researched in prior studies (e.g. [2], [3]), there
is a significant gap in users’ understanding of the associated privacy risks, especially in real-world contexts.
The objective of this research is to study the level of awareness and to explore the privacy risks presented by
cookies and exploitation techniques used related to cookies, especially in the context of online tracking. We
have used a mixed-method research design consisting of survey and systematic mapping study to achieve the
research objective.
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The contributions of this study include raising awareness of online cookie risks among university
students and identify knowledge gaps in security practices. It identifies the privacy risks cookies pose and
explores the exploitation techniques, offering insights into where cybersecurity measures can be improved.
These findings have practical implications for improving digital literacy through education, informing
privacy-focused campaigns, and guiding policymakers and web administrators in enhancing cookie
management and user data protection.

2. RELATED WORKS

There are various studies that have been conducted on third-party web tracking [4]. Although
cookies are virus-free, tracking technologies use them as means of collecting and storing data, which is
considered as problematic since the user's personal information is globally shared without their consent or
knowledge, and allowing the trackers to build users' profiles according to their online activity [5].
Takata et al. [4] highlighted that cookies are key to several functionalities, such as keeping a user logged in,
memorizing preferences, and gathering analytics data. However, the extensive usage of cookies, mainly
third-party cookies, raised serious privacy issues since advertisers and analytics firms typically used them in
order to monitor users' activities over multiple sites. This consequently facilitated the creation of fairly
precise profiles about the user that often drew no explicit consent from the user and often heightened
concerns over data privacy and misuse.

Previous studies analyzed third-party cookies, which are used to trace users and their behavior.
According to Mayer and Mitchell [6], third-party cookies help invade privacy by leaking sensitive
information, such as location, browsing history, and behavior patterns. Techniques like link decoration and
Canonical Name (CNAME) cloaking have been implemented to bypass browser-imposed restrictions on
cookie usage, as noted by Takata et al. [4] These evolving approaches highlight the inadequacy of the
privacy measures in mitigating the risks posed by cookies.

In addition, Shuford et al. [7] emphasized how user data might be accidentally exposed through
URL leaks and embedded content, which heightens worries about privacy violations made possible by
cookies. Bhatraju ef al. [8] investigated various cookie-based attacks, including cross-site request forgery
(CSRF), cross-site scripting (XSS), and cookie poisoning. Their findings indicated that security measures and
the enforcement of privacy regulations need to be greatly improved to reduce the risks posed by online
tracking technologies. Further, the analysis by Pantelic et al. [9] highlights the need for a balanced approach
to cookie usage and regulation by highlighting the dual role that cookies play in facilitating web functionality
and increasing privacy threats. While existing studies have extensively examined third-party cookies, their
functionalities, and associated privacy risks, none have specifically conducted a systematic mapping study to
comprehensively assess the privacy risks posed by cookies. Our research fills this gap by systematically
analyzing and categorizing privacy risks, offering a broader understanding of the implications of cookie usage.

3. METHOD

This study adopts a mixed-method approach [10], [11] by employing a survey and systematic
literature map to study about cookie vulnerabilities more comprehensively. The survey aims to measure
students' awareness of cookies and the associated privacy risks. A systematic mapping study (SMS) was
performed to investigate the privacy risks exposed by cookies and the exploitation techniques mentioned in
the literature regarding cookies' vulnerabilities. The SMS methodology was chosen because it offers a
structured and transparent process for reviewing broad research areas, allowing the identification of trends,
gaps, and classification of studies. In the next subsection, we will discuss the methodology for the survey and
the SMS.

2.1. Survey

Survey research explores the connections between different variables and provides a quantitative
description of particular characteristics within a population [12]. Creswell [11] mentioned that surveys are
used mainly to assess the present characteristics, opinions, behaviors or attitudes of a defined population. In
this study, the survey focuses on assessing the awareness and practices regarding cookie privacy risks among
undergraduate students at International Islamic University Malaysia (IIUM). The survey aims to answer
following research question:
RQI: To what extent are students aware of potential security risks when allowing cookies on online websites?
The following steps were taken to ensure comprehensive and accurate data collection and analysis:
a. Defining objectives: The survey aims to discover the level of awareness among students about privacy

risks related to cookies and their management practices.

b. Identify population: We used purposeful sampling targeting students from various faculty at [TUM.
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c. Develop questionnaire: A questionnaire that encompasses awareness of cookies, privacy risks and cookie
management practices was developed using a Google Form.

d. Identify key variables: The key variable is the level of awareness of privacy risks posed by cookies
among students.

e. Survey distribution: The surveys were distributed via group WhatsApp, Instagram, and Telegram.

f. Plan statistical analysis: We conducted descriptive analysis on the survey data to identify students’
awareness and attitudes on cookies.

g. Address ethical issues: We provided informed consent, confidentiality, and anonymity for all participants
before they complete the survey.

h. Survey analysis: Analyze the data to assess student’s awareness of cookie privacy concerns.

2.2. Systematic mapping study

Based on the insight obtained from the survey, we conducted an SMS in order to provide a
structured overview of the current knowledge on cookie vulnerabilities, privacy risks, and exploitation
techniques. We followed guidelines by [11], [13]. The main objectives of the SMS were to classify and
synthesize existing studies, identify trends and explore research gaps. The SMS aims to address the following
research questions:

RQ2: What do we know about the risks to user privacy posed by online cookies?
RQ3: What exploitation techniques regarding cookie vulnerabilities are identified in the literature?

As shown in Figure 1, the mapping study was executed in three key phases: planning, execution, and
reporting. The planning phase involved developing the research questions, a review protocol and defining the
inclusion/exclusion criteria. In the execution phase, literature search was conducted, the criteria were applied
to select relevant studies, data were extracted, and the findings were categorized based on a classification
scheme. The final phase involved reporting the findings from the studies included.

Start
Establish the mapping
oefnereseereh suestons
Define data extraction and Define search term and
classification theme selection criteria

Finalizefupdate SM
protocol

Execute strings on DB Select articles
Join meeting to verify
selection
Evaluate results.
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Figure 1. Systematic mapping process
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2.2.1. Phase 1 - planning

The coverage of the mapping study was established to focus on cookie vulnerabilities, privacy risks
and exploitation techniques. During this stage, two research questions were developed to guide the mapping
process. Based on the research questions, the search string constructed was (“Cookies” AND “Privacy” AND
“Risks”). This string was carefully constructed based on the following strategy:
a. The keyword “Cookies”: It will focus on the main subject, exploring their types and purposes.
b. The keyword “Privacy”: It will address concerns related to user data protection.
c. The keyword “Risks”: It will highlight potential vulnerabilities and security issues associated with

cookies.

To ensure relevance to the research topic, the inclusion criteria required that studies explicitly discuss cookie
vulnerabilities or risks to user privacy as shown in Table 1. A protocol was designed to extract and classify
data consistently. This included predefined categories for publication years, publication venues, and
dependent topics.

Table 1. Inclusion and exclusion criteria

Inclusion criteria Exclusion criteria
IC 01 — The title and/or abstract and/or keywords do(es) explicitly EC 01 — Papers that investigated cookies but not
mention(s) cookies, privacy, and risks to users related to privacy or risk.

IC 02 — Fully refereed journal and conference papers, and book chapters EC 02 — Articles where the full text is not accessible.
IC 03 — Full-text articles accessible through ITUM library subscriptions. EC 03 — Articles are not written in English.
IC 04 — Articles/chapters must be written in English language.

2.2.2. Phase 2 - execution

During this phase, the searching of studies was performed to retrieve studies published up until
2024. Selection of studies was conducted based on the inclusion and exclusion criteria. Titles, abstracts, and
keywords were used to filter the articles. Further review of introductions and conclusions was conducted for
ambiguous cases. Finally, data extraction activity was conducted based on selected studies.

2.2.3. Phase 3 - reporting

During this phase, extracted data were synthesized into a systematic map to identify trends, and key
insights related to privacy risks and exploitation techniques. Findings were documented to address RQ2 and
RQ3, highlighting privacy risks and exploitation techniques related to cookie vulnerabilities. To create a map
of studies on cookie vulnerabilities, privacy risks and exploitation techniques, we used topic-independent
(generic) classification and topic-dependent classification. In terms of general classification, studies were
organized according to publication year as shown in Table 2.

For topic-dependent classification, we selected categories based on the main themes of cookie
vulnerabilities. These included two main dimensions: the type of risks and the exploitation techniques reported
in the existing studies. The risks can be categorized based on privacy risks, such as user tracking and profiling,
privacy and consent issues, sensitive data exposure, ineffective mitigation measures, and data integrity issues.
The second category focuses on the various techniques used to exploit cookie vulnerabilities such as cookie
tracking, session hijacking and navigational phishing. This dual classification methodology ensured a
comprehensive framework for analyzing and synthesizing the literature. It enabled us to map out previous
studies in a methodical manner and identify study gaps related to cookies, privacy threats, and exploitation
strategies.

Table 2. Classification schemes
General classification Topic-dependent classification
Publication year Type of risks
Exploitation techniques

4. RESULTS AND DISCUSSION
4.1. Answering research question 1

We have collected responses from a total of 60 students through social media platforms and other
online channels. Among the respondents, 21 were male, and 39 were female. Most of the respondents
(61.67%) aware of the security risk of online cookies. On the other hand, 35% are either unsure or do not
know what these risks are, demonstrating a relatively poor understanding of the privacy implications of
cookies.
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In terms of awareness of security risks, the results showed that 68.33% of the respondents
understand the meaning of cookies in relation to the internet browser, 25% are not sure what they mean, and
6.67% do not understand the meaning at all. This indicates an overall decent level of awareness, although not
every student appears to have a solid understanding of how cookies actually work. This could be the reason
they face such issues with cookies, as a large number of the respondents usually use online websites
(83.33%), according to the survey.

Respondents are presented with cookie pop-ups the most, and the majority (41.67% always and
53.33% sometimes) accept the cookie pop-up. However, only a small number of respondents (5%) never
accepts cookies, indicating a common practice of data bypass or ignoring privacy settings for convenience.
The majority (43.33%) see the potential consequences of accepting cookies as tracking their online activity,
collecting personal information and showing targeted ads, while smaller groups see the potential
consequences as tracking their activity or only collecting personal information. While many students
recognize the security risks, their follow-up actions differ as only 40% are moderately concerned with
privacy issues, 20% are not concerned, and a very small number (13.33%) are strongly concerned. It is
important to note that 95% of the respondents use third-party cookie detectors or blockers, which shows that
they are taking control of their own online privacy. It was also common among them to use security measures
like clearing out cookies and history regularly, disabling third-party cookies and avoiding unclear links or
ads. Overall, the survey results indicate that there is a relatively high level of awareness among students
about the potential security risks they face with cookies, but there is still a need for better education and
understanding of the best practices for handling cookies in order to fully understand the risks and
implications of this technology. However, without fully grasping the potential implications, students still
easily accept cookies, indicating an inconsistency between the awareness and action spheres when it comes to
managing their online activities.

3.2. Demographics data from SMS

The results from Table 3 shows that a total of 75 studies were retrieved from online databases
subscribed by International Islamic University Malaysia (IITUM) library. Out of 75 studies, 61 were retrieved
from Scopus and 14 from IEEEXplore. Upon filtering based on the inclusion and the exclusion criteria, we
included 27 studies, in which 81% were from Scopus and 19% from IEEEXplore.

The bar chart in Figure 2 shows the number of studies over a specified period, highlighting a
significant peak in 2022. The data reveals a sharp increase in publications during this year, reaching a
maximum of six (6) papers, compared to two (2) in the preceding year (2021) and four (4) in the subsequent
year (2023). The trend demonstrates sustained level of academic interest in the subject in the last several years.

Table 3. Search results

Database Retrieved Excluded Included
Scopus 61 39 22
IEEEXplore 14 9 5
TOTAL 75 48 27

Number of Studies
wr & o

L
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3
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Figure 2. Number of studies published per year
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3.3. Answering research question 2

To answer this question, we reviewed from a mapping study a total of 27 studies that investigate the
diverse privacy risks associated with online cookies. The papers identified various vulnerabilities and
possible threats, raising awareness in this area and the need for mitigation techniques to improve user
privacy. Key risks identified in the literature include user tracking, sensitive data exposure, targeted
advertising, privacy and consent issues, poor mitigation measures, cyberattacks, data integrity issues, and
privacy policy failures. Collectively, these risks contribute to the decline of user privacy in the context of
online cookies. Table 4 provides the list of the types of risks available in existing studies and the total number
of studies.

Table 4. Types of risk

Type of risk Paper references Total
User tracking and profiling [2]-[4], [8], [14]-[19] [20]-[29] [30]-[33] 24
Sensitive data exposure [21, [14], [19], [22], [26], [28], [29], [31]-[33] [34] 11
Privacy and consent issues [21, [31, [81, [17], [18], [26], [28], [32], [34], [35] 10
Targeted advertising [2], [31, [14], [18], [27], [29], [30], [32], [36] 9
Ineffective mitigation measures [31, [4], [20], [22], [28] 5
Data integrity Issues [21, [16], [21], [25] 4
Cyber attacks [31, [22], [32] 3
Privacy policy failures [20], [33] 2

Results show that the most worrying privacy risk is user tracking and profiling, which have been
studied in 24 out of 27 studies (88.88%). All of the 24 articles in Table 4 explicitly emphasized that cookies
or commonly referred to as unique identifiers, including third-party cookies, are vital in enabling websites to
track user activity and perform cross-site tracking with the involvement of third-party websites. This tracking
capability is essential in building detailed user profiles based on browsing behavior and interactions,
exposing users to privacy threats and raising concerns about user privacy. This is because it makes it easier
for third-party advertisers and websites to gather and exploit personal data without user knowledge or
consent.

The second most common privacy risk mentioned in the literature is sensitive data exposure, which
is discussed in a total of 11 studies. Two articles [2], [34] highlighted that browsing habits reveal personal
details like gender, age, and political beliefs. One of the studies [22] stated that encrypted traffic allows
attackers to hijack the session cookies and passwords. Two studies [25], [28] noted that misconfigured
cookies can leak user data. Cookies store sensitive data such as IP addresses and geolocation which can be
exploited for specific ads according to three studies [29], [32], [33]. Three studies [19], [31], [34] pointed out
the sharing of personal data to third-party trackers and one more [31] showed that major advertisers are
capable of tracking over 90% of user's browsing histories, rendering users susceptible to privacy violations.
These results emphasize severe privacy risks in cookie management.

Next, privacy and consent issues were identified as the third most studied risk, addressed in ten (10)
studies. Users typically have no control over shadowy data harvesting activities [2], and impulsiveness or
social norms can expose them to privacy threats [35]. Only 28% of the websites allow users to get rid of their
data [17]. Users often incorrectly assume that privacy policies prevent sharing data with third parties or that
cookies cannot track behavior without asking for explicit consent from the users [18], [26]. Cookie banners
usually fail to ensure informed consent [34], and data continues to be collected through third-party cookies
despite users’ choice of opting out [28], [32]. Even the efforts of disabling or filtering cookies do not prevent
tracking, most cookies are sent without specific opt-in consent, resulting in unintentional sharing of the data
[31, [8], [32]. This gap in expectations further emphasizes the lack of transparency regarding how cookies are
used and the need for more responsible and open practices when it comes to data collection and usage.

The fourth most discussed privacy risk is targeted advertising, which is mentioned in a total of nine
studies. Several studies highlighted how online tracking and cookies are used for personalized ads. For
example, one article [2] explained that user's browsing habits are tracked and used to target users with
specific ads, raising privacy concerns. Another study [36] noted that cookies track users’ activities to help
advertisers serve targeted ads. Retargeted ads, which show users products they previously browsed, were also
mentioned as a significant concern [18]. Tracking mechanisms, as highlighted in one study [30], create
detailed behavioral profiles that can be sold to third parties. Advertising cookies are used to collect users'
online activity data and customize advertisements [29], [32]. These findings show how targeted advertising
practices not only compromise user privacy but also sustain a system of commercial surveillance.

The fifth risk is ineffective mitigation measures, which are mentioned in five studies. Two out of
five studies highlighted that the lack of secure network protocols like HTTPS and vulnerabilities in cookie
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management expose users to privacy threats, especially in sensitive situations [20], [22]. For example,
SamesSite cookies were not fully protected due to CNAME cloaking, which bypassed security features like
the HttpOnly attribute [4]. Other studies noted that major cookie-blocking browsers like Edge and Firefox do
not block all third-party cookies by default, allowing trackers to retain cookies despite opt-out actions [28].
Additionally, techniques like disabling third-party cookies or using filter lists were found insufficient to
prevent tracking effectively [3]. These findings emphasize that existing mitigation measures are insufficient
in fully protecting users' privacy. They underline the need for stronger, more effective strategies to manage
cookies securely, particularly in an era where data privacy concerns are escalating. These findings suggest a
clear need for improved browser settings, more robust privacy tools, and better user awareness of how
cookies function and how to control them effectively.

Data integrity issues were identified in four studies, highlighting the concern about the persistence
and misuse of cookies. One study [2] discussed how Flash cookies can regenerate deleted normal cookies,
preserving sensitive information. Another study [16] noted the European Union’s response to privacy
concerns by introducing consent requirements in the e-privacy directive to address third-party tracking.
Additionally, one article [21] pointed out the power imbalance between consumers and website operators,
who control the collection of private information. Cookies that retain user data for extended periods can
increase the risk of misuse if not managed properly, potentially allowing unauthorized access to sensitive
data and violating privacy regulations such as in the general data protection regulation (GDPR) by the
European Union [25]. This shows the importance of not only ensuring that cookies are securely managed but
also that users are educated about the risks associated with long-term cookie storage. Proper cookie
management and awareness of how cookies can affect data integrity are crucial to maintaining user privacy in
an increasingly data-driven world.

Three studies pointed out Cyber Attacks as a privacy risk, emphasizing the risk associated with
cookies vulnerabilities like Cross-Site Scripting (XSS) [4], [22], [32]. XSS attacks can be used to steal user
credentials, alter website behavior, or make a site unusable, allowing attackers to hijack user sessions or
launch phishing attacks [22]. Additionally, cookies can be leaked through XSS or network vulnerabilities,
exposing users to risks such as session hijacking and CSRF attacks [4]. One study also highlighted how XSS
and CSRF attacks can compromise website availability and steal sensitive data by exploiting cookies [32].
These cyber-attack risks underscore the importance of strong security measures in cookie management, such
as using secure and HttpOnly flags for cookies, implementing encryption for sensitive data, and enforcing
strong session management practices to prevent unauthorized access.

Privacy policy failures, discussed in two studies, highlight the significant gaps in user information
regarding data handling. One study [20] revealed that only 16% of websites had accessible privacy policies,
and just 4% provided a cookie consent banner, leaving users uninformed about how their data is managed.
Another study [33] found that only 32% of websites provided privacy policies, with most failing to disclose
tracking or data retention practices, leading to uncertainty and potential misuse of user data. These privacy
policy failures highlight the need for stronger regulations and better practices to ensure that websites
provide clear, accessible, and comprehensive information about their use of cookies and data collection
methods.

The bubble plot in Figure 3 highlights the number of papers mentioning cookie-related privacy risks
per year. User Tracking and Profiling is the most frequently discussed risk; reaches it peaks at five mentions
in 2022. Sensitive data exposure and privacy and consent issues also show significant attention, especially in
recent years. Targeted advertising remains consistently mentioned, with a peak in 2022. Less frequently
addressed risks, such as ineffective mitigation measures, data integrity issues, and cyber-attacks, appear
sporadically. Privacy policy Failures receive minimal focus. Overall, user tracking and profiling dominate the
discussion, reflecting its central role in privacy concerns.

3.4. Answering research question 3

To answer this research question, we examined 27 papers to find and classify exploitation
techniques of cookie vulnerabilities and identified 14 articles that either mentioned or discussed these
exploitation techniques. A cookie is an essential part of web functionality, enabling stateful interactions
between clients and servers [37]. However, their misuse or vulnerabilities can lead to severe security and
privacy risks [5]. Our approach focused on identifying exploitation techniques on cookies from the papers,
such as cookie synchronization, session hijacking, and CSRF attacks. Table 5 provides the list of exploitation
techniques available in existing studies included in this mapping study. The analysis identified exploitation
techniques in 14 studies out of the 27 studies (51.9%), while the remaining 13 studies (48.1%) did not
explicitly mention any exploitation techniques [3], [14]-[17], [21], [23]-[25], [29] [34]-[36]. Out of 14
studies, the discussion on the techniques varied. Some of the studies discussed more than one exploitation
techniques such as in [4], [19]. There are studies that briefly mention cookies in the exploitation technique
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discussion, but they are still considered in this research because the exploitation conducted had cookies being
implemented.
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Figure 3. Number of papers mentioning type of risk per year
Table 5. Exploitation techniques
Exploitation technique Paper references Total
Cookie tracking (third-party and first-party cookies) [21, [15], [18], [19], [27], [28], [30], [31] 8
Fingerprinting [19], [20], [28], [30], [33] 5
Cross-site request forgery (CSRF) [41, [8], [26], [32] 4
Session Hijacking [4], [30], [32] 3
HTTP respawning, flash cookie respawning [28], [33] 2
Cookie synchronization [18], [20] 2
Cross-site scripting (XSS) attack [22] 1
CNAME cloaking for cookie sharing [4] 1
Cross-origin state inference (COSI) [26] 1
Cookie poisoning and tampering [32] 1
Man-in-the-middle (MITM) attacks [32] 1
Navigation-based phishing [22] 1

With the highest count of papers, eight studies (29.6%) [2], [15], [18], [19], [27], [28], [30], [31],
highlighted Cookie Tracking involving either third-party or first-party cookies as the most common
exploitation technique where cookies are used to track users across multiple websites. To fully understand
cookie tracking, we must first understand first-party and third-party cookies. First-party cookies are used
when users visit a website for tasks such as storing login details or items in the shopping cart. Third-party
cookies, on the other hand, are set by external domains (e.g. advertisers) to track users across websites to
build personalization for targeted advertising [31]. As noted by Nikiforakis et al. [2], advertisers and
analytics organizations can track users’ visits to website to identify recurring users and monitor the status of a
particular session. Cookie tracking functions when a third party sets a cookie with a unique ID on the user's
browser to track the browsing activity every time that third-party services are used, even on different
websites [31]. However, privacy tools, ad blockers, and anti-tracking extensions (e.g. Privacy Badger and
Adblock Plus) are able to block known tracking domains and they can be used to mitigate cookie tracking
and cookies [19]. There are some preventive measures mentioned in [25], such as user consent mechanisms,
including comprehensive cookie consent tools that have been designed to meet GDPR requirements.

The second most used exploitation technique is fingerprinting, which is a stateless tracking
technique that recognizes and tracks users without the browser's storage utilization [38]. For example, when a
user visits a webpage with a fingerprinting script, various data points from the user’s browser and device can
be collected, which consequently form a unique fingerprint that can be used to recognize the user across
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different website and sessions [33]. WebGL fingerprinting was mentioned in [19], [30], demonstrating how
advanced methods allowed for user tracking without being blocked or detected by conventional cookie
management programs. These methods demonstrate how tracking technologies are becoming more complex
and the privacy mechanisms in place seem to be inadequate to successfully counteract them [24].

Third, CSRF is another prevalent method which has been studied in four papers (14.8%). In this
method, attackers exploit session cookies to trick users into performing unintended actions on authenticated
websites [26]. CSRF exploits session cookies by deceiving users into performing unintended actions on
authenticated websites such as transferring funds or altering account settings [8], [32]. Takata er al. [4]
discussed how CSRF attacks manipulate cookies to execute unauthorized activities, while Khodayari
and Pellegrino [26] highlight the exploitation of HTTP requests in these attacks. These findings underscore
the need for robust anti-CSRF measures, such as a proper configuration of the SameSite attribute [32]. In
order to mitigate these risks effectively, the proper implementation of the SameSite attribute can limit the
inclusion of cookies in cross-site requests [19].

Next, with a total of three studies that mentioned the cookies exploitation technique, Session
hijacking happens when attackers intercept or predict session cookies to impersonate users and gain
unauthorized access to accounts [30]. The technique mentioned in [30] utilizes shared resources and
timestamps to track and recreate users' browsing history (e.g. the synchronized browsing history of users
might be exposed when archived articles are accessed directly). The importance of security flags is
highlighted in [4], [32], where the Secure flag will ensure the transmission is sent through a secure SSL
channel, improving cookie security. Additionally, cookie synchronization is mentioned in two studies [18],
[20]. This technique allows third-party services to share user identifiers across websites, which could build
many user profiles. This technique is also called "cookie matching" [18]. It is vital in real-time bidding
(RTB) auctions since supply-side platforms (SSPs) and demand-site platforms (DSPs) share user information
through this technique. For instance, this happens via HTTP redirects, where the SSP deliver its cookie ID to
the DSP, which will connect it with its own cookie ID and identify users [18]. Similarly, HTTP Respawning
and Flash Cookie Respawning were discussed in two studies [28], [33]. This technique involves regenerating
deleted cookies through HTTP headers or flash local shared objects, undermining user efforts to block or
delete cookies. As mentioned in [33], HTTP respawning restores tracking cookies, enabling continued
monitoring of user activity even after cookies are cleared.

Subsequentially, another six exploitation techniques from Table 5 were analyzed, and each has one
(1) study (3.7%) that mentioned the techniques. First, XSS is a technique that involves the injection of
malicious scripts into trusted websites to steal users' cookies or other data [22]. In order to mitigate XSS,
Chen et al. (2023) [32] suggested turning on the HTTPOnly flag, blocking client-side scripts like JavaScript
from accessing the user's cookie. CNAME cloaking for cookie sharing was mentioned in one study [4]. This
technique works by disguising third-party cookies as first-party cookies to pass the security mechanisms
easily, similar to the SameSite attribute. This allows trackers to exploit and acquire users’ sensitive
information without authorization.

Furthermore, COSI, which leaks sensitive user information such as login status and account type,
was addressed in one study [26]. Chen ef al. (2023) reported technique known as cookie poisoning and
tampering and man-in-the-middle (MITM) attacks [32]. MITM attack is one of the most commonly used
methods to damage a system. The attacker will work as an interceptor and manipulator between two users
and it usually exploits vulnerabilities in protocols such as the address resolution protocol (ARP) [39]. Lastly,
navigation-based phishing was mentioned in one study [22]. This technique happens when attackers are able
to trick users into vulnerable websites using meta tags or scripts. This enables them to steal cookies to launch
phishing attacks or access user accounts without permission.

To summarize, cookie tracking persists as the most common exploitation method. It is also closely
related to the privacy risk of user tracking and profiling, which was the main concern in RQ2. CSRF and
fingerprinting demonstrated the evolution of complex exploitation methods that go around conventional
cookie protections, while cookie synchronization and hijacking sessions reveal session and cross-domain data
management flaws. These results showed the essentials for a development in privacy regulations in order to
promote safer environment on the internet. Figure 4 displayed the visualization of exploitation techniques on
cookies mentioned in the papers included in our mapping study. Each bubble represents the occurrence or
number of papers of a specific technique, in which the larger the bubble reflected the increasing counts.
Hence, some techniques, such as cookie tracking and fingerprinting, have received more attention throughout
the years. Results also showed that some techniques such as COSI, navigation-based phishing, CNAME
cloaking for cookie sharing, cookie poisoning and tampering, XSS attacks, and cookie matching were only
mentioned in 1 paper in the duration of 10 years, suggesting a research gap in addressing these vulnerabilities
in web environments. The following subsection will discuss the limitations and strengths we had encountered
in the research.
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Figure 4. Number of papers mentioning exploitation technique

5. CONCLUSION

This research highlights the pressing need to address the vulnerabilities associated with cookies,
particularly those that pose risks to user privacy. While cookies serve useful functions in enhancing user
experience, third-party cookies, in particular, raise significant concerns due to their ability to track users
across multiple sites. Despite their utility, these cookies often operate without users’ full awareness or
consent, making them a critical focus for privacy protection efforts. Our survey results revealed that while
68.33% of IIUM students understand the concept of cookies, only 40% are moderately concerned about
privacy issues, with a smaller proportion taking effective actions to manage their cookie settings. From the
literature review, 88.88% of the studies pointed out user tracking and profiling as the most frequent privacy
risk, and the second most frequent risk was sensitive data exposure (40.74%). Although not all papers
described the exploitation techniques, this study found several of them: cookie tracking was reported by
29.6% of the papers, fingerprinting by 18.5%, and CSRF attacks by 14.8%, illustrating the complexity and
variety of risks.

Trends in research publications demonstrate increased scholarly attention to cookie vulnerabilities,
with notable growth since 2019 and a peak in 2022. Thus, it is crucial to improve privacy knowledge,
establish more effective rules and regulations, and implement advanced technologies. This paper provides
insight in terms of recommendations for future works, highlighting the need to explore advanced exploitation
techniques and enhanced cookie management practices. Based on findings from the survey and the mapping
study, future work should focus on developing a robust mitigation strategy to address the privacy risks of
user tracking and sensitive data exposure, as these were identified as the most important issues in existing
research.
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