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ABSTRACT

To enhance the performance of long range wide area network (LoRaWAN), a
routing algorithm and a novel medium access control (MAC) layer protocol are
required. In addition to addressing scalability and security issues, the protocol
seeks to improve communication efficiency, dependability, and power consump-
tion. It presents a dynamic routing method that reduces energy consumption by
utilizing machine learning processes, adaptive routing tactics, and route opti-
mization approaches. Simulations in a range of deployment situations are used
to assess the suggested solutions. These results imply that the suggested proto-
col and routing scheme have the potential to greatly enhance the sustainability,
energy efficiency, and performance of LoRaWAN-based Internet of Things net-
works. The effectiveness of the proposed solutions is evaluated through exten-
sive simulations across diverse deployment scenarios. The results demonstrate
that the proposed MAC protocol achieves a throughput of 350 bps, outperform-
ing conventional protocols that typically reach only 220 bps. Latency is re-
duced to 50 ms from 85 ms, energy consumption is decreased to 2.5 joules from
4.5 joules, and the packet delivery ratio (PDR) is improved to 95%, compared
to 75% in existing approaches. These findings highlight the potential of the pro-
posed protocol and routing scheme to significantly enhance the performance,
energy efficiency, and sustainability of LoRaWAN-based IoT networks.
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1. INTRODUCTION
The Internet of Things (IoT) is revolutionizing digital and physical environments, leading to vast in-

terconnected networks of sensors, devices, and smart systems. Low power wide area networks (LPWANs)
have become crucial for IoT deployments due to their long-range connectivity and low energy consumption.
Long range wide area network (LoRaWAN) a widely adopted LPWAN protocol, is scalable, flexible, and
cost-effective, making it suitable for low-power, battery-operated devices. However, to fully realize the poten-
tial of LoRaWAN in large-scale IoT ecosystems, performance-related challenges at both the medium access
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control (MAC) and routing layers need to be addressed. LPWAN technologies enable IoT devices to commu-
nicate over long distances with minimal power consumption, and LoRaWAN has gained widespread adoption
due to its flexible architecture, low deployment cost, and suitability for low-data-rate, long-range communi-
cation scenarios. This study aims to address the need for reliable and energy-efficient communication in IoT
deployments. Standard LoRaWAN protocols, while adequate for basic operations, struggle in dynamic envi-
ronments with high node density, frequent data transmission, and intelligent decision-making. IoT applications
in smart cities, healthcare, and industrial automation require protocols that can adapt in real-time, consume
minimal energy, and maintain secure data delivery. Existing MAC protocols in LoRaWAN lack adaptability
and intelligence, prompting the development of enhanced solutions. Machine learning-based techniques are
integrated into routing and scheduling mechanisms to ensure data integrity and minimize energy consumption.
LoRaWAN operates on the LoRa modulation technique, which uses chirp spread spectrum (CSS) for long-range
communication. However, traditional advocates of linux open-source hawaii association (ALOHA)-based ac-
cess schemes result in increased collision probability, packet loss, and energy inefficiencies. Researchers are
exploring more advanced MAC and routing protocols for performance enhancement and energy optimization.

LoRaWAN is a versatile IoT communication protocol that offers long-range communication, low
power consumption, scalability, and cost-effectiveness. It supports thousands of end devices per gateway and
is energy-efficient, allowing devices to spend most of their time in low-power sleep modes. LoRaWAN also
supports bidirectional communication, enabling data transmission and remote control. It also supports mobil-
ity to some extent. However, LoRaWAN has limitations, such as a lower data rate compared to other wireless
technologies, increased network congestion and packet collisions in dense deployments, and limited quality
of service (QoS) due to its reliance on the ALOHA protocol. Basic implementations may also lack advanced
intrusion detection or anomaly mitigation mechanisms. These trade-offs highlight the need for continued opti-
mization in LoRaWAN protocol design to meet the evolving demands of IoT systems. LoRaWAN is a wireless
communication system that consists of three classes of end devices are class A, class B, and class C. Class A
is the most energy-efficient mode, ensuring minimal energy usage for battery-powered sensors used in agricul-
ture or utility metering. Class B synchronizes devices with beacons from the gateway, allowing for predictable
downlink communication. Class C, the most responsive class, keeps the device’s receiver open except during
transmission, providing the lowest latency for downlink messages. Each class caters to different IoT use cases,
with class A for ultra-low power needs, class B for balanced control and power, and class C for latency-critical
operations. However, the performance of LoRaWAN in demanding applications can be significantly improved
through the integration of intelligent MAC layer protocols and energy-aware routing strategies. These enhance-
ments are essential for scaling LoRaWAN to meet the requirements of next-generation IoT networks.

As depicted in Figure 1, the adaptive MAC protocol for LoRaWAN (AMAC-LW) is structured in a lay-
ered and modular fashion, enabling intelligent coordination of communication processes within IoT networks.
At the top, the application layer interfaces directly with the AMAC-LW protocol, which serves as the central
medium access control entity responsible for managing transmission requests, acknowledgments, and commu-
nication orchestration between end-devices and gateways. The AMAC-LW protocol is composed of three core
components: the MAC common part sublayer (MCPS), which facilitates data transmission and reception; the
MAC layer management entity (MLME), which oversees essential network management tasks such as joining
procedures and scheduling; and the MAC information base (MIB), which stores runtime configurations and
operational state data required for protocol execution. In addition to these primary elements, AMAC-LW in-
corporates several adaptive enhancements that further optimize performance. Dynamic duty cycling adjusts
device activity periods in response to traffic load and energy conditions, while congestion-aware routing selects
optimal paths to alleviate network bottlenecks. Energy efficiency optimization mechanisms are embedded to
prolong battery life without sacrificing reliability. Security is reinforced through integrated encryption, au-
thentication, and anomaly detection techniques. Scalability is addressed through dynamic parameter tuning,
enabling seamless network expansion. Moreover, the protocol benefits from machine learning enhancements
that leverage historical patterns to inform smarter decisions in both routing and MAC operations. Collectively,
these features enable AMAC-LW to deliver high-performance, energy-efficient, and scalable communication
suitable for modern IoT environments.

The existing medium access control (MAC) protocols in LoRaWAN face significant limitations when
deployed in dense or large-scale networks. The basic LoRaWAN MAC layer, which follows a pure ALOHA
scheme, suffers from high packet collision rates, lacks efficient scheduling and resource allocation strate-
gies, resulting in suboptimal throughput, increased latency, excessive energy consumption, and challenges in
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maintaining scalability and security. To address these shortcomings, an enhanced MAC protocol architecture,
called AMAC-LW, is introduced. This protocol integrates adaptive communication mechanisms and intelligent
decision-making capabilities, ensuring reliable, energy-efficient, and secure data transmission across IoT net-
works. Energy-efficient routing is also crucial in LoRaWAN, as traditional mechanisms often ignore dynamic
changes in network topology and node energy status, leading to uneven energy depletion, bottlenecks, and
reduced network lifetime. An energy-efficient and congestion-aware routing algorithm is proposed to ensure
sustained performance and balanced energy usage across the network.

Figure 1. Adaptive MAC protocol for LoRaWAN (AMAC-LW) architecture

2. RELATED WORK
Li et al. [1] proposed the CGBS-LoRa MAC protocol, which significantly improves the scalabil-

ity of LoRa networks and reduces device collisions. The protocol maintains a high packet delivery rate and
low latency, even as the LoRaWAN network grows. Chasserat et al. [2] introduced LoRaSync, a time-slotted
ALOHA-based access method that uses a clock drift model from real low-cost devices. Their solution enhances
throughput and energy efficiency, with performance validated through simulations and testbed implementation.
Paul et al. [3] developed a framework to assist LoRaWAN network designers in selecting or creating models
tailored to specific application requirements such as delay and device lifetime. The framework incorporates
simulation-based comparisons of single-hop and multi-hop routing. Jouhari et al. [4] conducted a comprehen-
sive survey of LoRaWAN scalability issues at the physical and MAC layers, focusing on capacity expansion and
interference reduction. The study highlights existing solutions such as spreading factor optimization, channel
assignment, and alternative topologies. Chen et al. [5] modeled class-A LoRaWAN devices using probabilistic
timed automata (PTA) to capture timing behavior, transmission schedules, and collision dynamics. They used
the PRISM model checker for quantitative analysis under various conditions. Leonardi et al. [6] also employed
PTA and PRISM to model and analyze class-A LoRaWAN behavior, emphasizing MAC layer interactions and
performance evaluation under different network scenarios.

Ahmar et al. [7] proposed a time-synchronized cryptographic frequency hopping MAC protocol that
enhances LoRa’s scalability, security, and reliability. The protocol demonstrates superior performance and re-
sistance to selective jamming compared to conventional LoRaWAN. Chen et al. [8] analyzed denial-of-service
(DoS) vulnerabilities in LoRaWAN’s MAC layer and proposed two targeted attacks on confirmed transmis-
sions. Their findings show that even a small number of attackers can significantly reduce packet success rates
and energy efficiency. Li et al. [1] further emphasized improvements in ALOHA-based LoRaWAN commu-
nication through geographical segmentation and optimized transmission parameters, showing enhanced scala-
bility and collision reduction in dense networks. Prasetyo et al. [9] proposed the LoRa multi-communication
(LMC) protocol at the application layer. Designed for IoT devices with limited energy resources, the protocol
improves battery life and packet reception based on experimental validation. Pirri et al. [10] proposed enabling
LoRaWAN end-devices to support multiple MAC protocols to meet the quality of service (QoS) demands in
industry 4.0 environments. Their method uses flow mapping to address various latency and reliability needs,
while also highlighting several design challenges.

Chen et al. [11] investigated the impact of greedy behaviors by compromised nodes in LoRaWAN’s
MAC layer. They proposed a double judgment detection mechanism. Although LoRaWAN remains fairly
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resilient, extensive greedy behavior degrades performance. However, their approach effectively detects such
activities. Leonardi et al. [12] conducted a simulation-based evaluation of the listen before talk adaptive fre-
quency agility (LBT-AFA) MAC protocol for LoRaWAN under varying MAC parameters and node densities.
Their findings guide MAC parameter optimization for improved latency and consistent performance. Dieng et
al. [13] introduced a real-time, collision-free scheduling technique for LoRaWAN based on graph coloring.
This method significantly enhances scalability and reliability for time-sensitive IoT applications, as evidenced
by NS-3 simulation results showing reduced packet loss and improved deadline adherence. Li [14] proposed
a hybrid access technique that combines S-ALOHA and TDMA to support both periodic and burst transmis-
sions in LoRaWAN. MATLAB simulations demonstrated reduced collision rates and better channel utilization
compared to standard LoRaWAN. Tsakmakis et al. [15] developed an adaptive hybrid MAC protocol based on
learning automation. The protocol was shown through simulation to substantially reduce transmission latency
when compared with conventional LoRaWAN approaches.

Cheikh et al. [16] provided a tutorial review of machine learning approaches for LoRaWAN resource
optimization, including transmission power control and spreading factor tuning. They also identified accessible
datasets, simulation tools, and outlined directions for ML-driven enhancements. Banti et al. [17] presented a
comprehensive survey of LoRaWAN MAC protocols with a focus on energy efficiency. The study compares
existing techniques, identifies limitations, and suggests future research directions. Alahmadi et al. [18] pro-
posed the SBTS-LoRa MAC protocol, where nodes adjust transmission parameters based on their distance
from the gateway. Simulation results showed significant improvements in throughput and scalability—up to
14×—compared to adaptive data rate (ADR) schemes. Xiao et al. [19] explored the integration of collision
decoding techniques with MAC protocols in LoRa networks. They categorized and analyzed various decoding
methods, examined their impact on MAC strategies, and proposed future research opportunities for massive
IoT connectivity. Triantafyllou et al. [20] introduced TS-VP-LoRa, a time-slotted MAC scheme that incorpo-
rates gateway-coordinated scheduling and channel hopping to enhance LoRaWAN’s scalability. Simulations
demonstrated improvements in packet delivery, reduced latency, and fewer collisions, all while preserving en-
ergy efficiency in dense deployments. Zhong and Springer [21] proposed a time-slotted MAC protocol and
edge-acknowledging architecture to improve reliability and energy efficiency in LoRaWAN confirmed messag-
ing. Their approach enhances packet reception and energy savings, though it introduces additional delay in
larger networks.

Chasserat et al. [22] presented TREMA, a traffic-aware and energy-efficient MAC protocol for LoRa.
TREMA dynamically switches between synchronous and asynchronous communication to balance energy con-
sumption and network capacity under varying traffic conditions. Farooq [23] developed a multi-hop routing
protocol with a software-defined networking (SDN) extension for LoRa, aimed at achieving high data rates and
extended coverage. Evaluations indicated a 5× increase in packet reception ratio and reduced energy consump-
tion compared to traditional LoRa settings. Chinchilla-Romero et al. [24] proposed the CARA method, which
uses efficient resource allocation, leveraging multi-channel access and spreading factor orthogonality. Both
simulation and experimental results showed up to a 95.2% increase in LoRaWAN capacity and full compati-
bility with existing devices. Triantafyllou et al. [25] also proposed FCA-LoRa, a beacon-based MAC protocol
designed to improve throughput in dense LoRaWAN networks. Simulations showed up to a 50% throughput
improvement over enhanced ALOHA-based protocols. Garrido-Hidalgo et al. [26] implemented a practical
low-overhead synchronization and scheduling system for class A LoRaWAN devices. Experimental results
using SF12 achieved packet delivery ratios of up to 29%, validating its performance in high-load scenarios.
Leonardi et al. [27] evaluated the performance impacts of updated ETSI regulation constraints on LoRaWAN
MAC protocols, focusing on pure ALOHA and listen before talk (LBT). Their work provides simulation-based
comparisons to assist with protocol selection under realistic traffic loads.

Table 1 presents a comparative analysis of several recent LoRaWAN MAC protocol enhancements
based on selected works from the literature. These protocols aim to improve aspects such as throughput,
energy efficiency, security, and scalability in IoT communication. For example, the work by Li et al. [1]
introduces a grouped bit-slot approach to improve channel utilization, while Chasserat et al. [2] focus on
energy-efficient synchronization through LoRaSync. Some studies, like that of Ahmar et al. [7], emphasize
robust communication by handling packet collisions and ensuring fairness. Meanwhile, Chen et al. [8] and
Jouhari et al. [4] analyze security concerns and DoS vulnerabilities in the MAC layer. Overall, the table shows
that while most protocols enhance throughput and energy usage, only a few give detailed attention to security
and large-scale deployment support.
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This highlights the need for a comprehensive solution like AMAC-LW, which addresses all these as-
pects effectively. Table 2 presents recent MAC protocol developments tailored for LoRaWAN. These protocols
vary from energy-efficient solutions like TREMA [22] and LoRaSync [2] to robust and secure models like the
one proposed by Chen et al. [8]. Hybrid and planning-aware approaches [3, 6] enhance flexibility and network-
wide optimization. Adaptive and event-triggered designs [1, 15] show promise in dynamic IoT environments.

Table 1. Comparison of selected LoRaWAN MAC protocols relevant to AMAC-LW
Work Throughput Energy Efficient Security Scalability

Li et al. [1] ✓ ✓ ✗ ✓

Chasserat et al. [2] ✓ ✓ ✗ ✓

Paul et al. [3] ✓ ✓ ✗ ✓

Jouhari et al. [4] ✓ ✓ ✓ ✓

Chen et al. [5] ✓ ✗ ✓ ✓

Leonardi et al. [6] ✓ ✓ ✗ ✓

Ahmar et al. [7] ✓ ✓ ✓ ✓

Chen et al. [8] ✓ ✗ ✓ ✗

Prasetyo et al. [9] ✓ ✓ ✗ ✗

Pirri et al. [10] ✓ ✓ ✗ ✓

Chen et al. [11] ✓ ✗ ✓ ✓

Leonardi et al. [12] ✓ ✓ ✗ ✓

Dieng et al. [13] ✓ ✓ ✗ ✓

Li [14] ✓ ✓ ✗ ✓

Tsakmakis et al. [15] ✓ ✓ ✗ ✓

Cheikh et al. [16] ✓ ✓ ✗ ✓

Banti et al. [17] ✓ ✓ ✗ ✓

Alahmadi et al. [18] ✓ ✓ ✗ ✓

Xiao et al. [19] ✓ ✓ ✗ ✓

Triantafyllou et al. [20] ✓ ✓ ✗ ✓

Zhong and Springer [21] ✓ ✓ ✓ ✓

Chasserat et al. [22] ✓ ✓ ✗ ✓

Farooq [23] ✓ ✓ ✗ ✓

Chinchilla-Romero et al. [24] ✓ ✓ ✗ ✓

Triantafyllou et al. [25] ✓ ✓ ✗ ✓

Garrido-Hidalgo et al. [26] ✓ ✓ ✗ ✓

Leonardi et al. [27] ✓ ✓ ✗ ✓

Table 2. State-of-the-art MAC Protocols for LoRaWAN
Ref MAC Protocol / Scheme Focus Area Strengths Limitations
[1] Circular Region Grouped Bit-Slot Collision Reduction Efficient channel use No security support
[2] LoRaSync Synchronization Energy-efficient sync Sync overhead
[16] Multi-layered MAC Energy Model Energy Efficiency Cross-layer optimized Integration complexity
[22] TREMA Traffic Awareness Energy-efficient load Complex coordination
[8] Secure DoS-resilient MAC Security Jamming defense Crypto overhead
[3] LoRaWAN Planning-Aware MAC Network Optimization Improved coverage/QoS Static assumptions
[9] Novel MAC for Non-LoRaWAN Alternative Framework Independence Compatibility limits
[6] Combined MAC Schemes Hybrid Design Versatile operations Coordination overhead
[15] Adaptive MAC for Event Detection Event-Driven Access Reduced latency Hardware dependency
[21] Confirmed Traffic-Aware MAC Reliability Enhanced ACK handling Confirmation overhead

3. PROBLEM STATEMENT
The current MAC protocols in LoRaWAN have limitations in data communication efficiency, relia-

bility, energy consumption, security, and scalability. A comprehensive analysis of these protocols is needed
to develop a new protocol tailored to specific IoT applications. Energy-efficient routing algorithms are crucial
for minimizing energy consumption in LoRaWAN networks, impacting device longevity and network per-
formance. Challenges include maintaining device security while reducing energy usage, managing network
congestion, and adapting to dynamic network conditions. Innovative solutions incorporating machine learn-
ing and artificial intelligence techniques, dynamic routing adaptations, and hybrid approaches are needed to
enhance the performance of routing algorithms and ensure energy efficiency and security within LoRaWAN
environments.

Int J Elec & Comp Eng, Vol. 16, No. 3, June 2026: 1626-1644



Int J Elec & Comp Eng ISSN: 2088-8708 ❒ 1631

4. PROPOSED SOLUTION
Addressing the challenges identified in the MAC layer protocols and routing algorithms in LoRaWAN

includes the following stages.

4.1. Proposed model: adaptive MAC protocol for LoRaWAN (AMAC-LW) model
The adaptive MAC protocol for LoRaWAN (AMAC-LW) is designed to address the key challenges

of data communication in LoRaWAN networks is as shown in Figure 2, focusing on optimizing efficiency,
reliability, energy consumption, security, and scalability. Below are the main features and functionalities of the
proposed model:
a. Dynamic duty cycling: The protocol implements adaptive duty cycling strategies that allow nodes to adjust

their active and sleep periods based on real-time traffic conditions. This optimizes energy consumption by
ensuring that nodes are awake only when data needs to be transmitted or received, extending battery life.

b. Congestion-aware routing: AMAC-LW integrates a congestion-aware routing mechanism that continuously
monitors network traffic and identifies congested paths. When congestion is detected, the protocol reroutes
data through alternative paths, reducing the likelihood of packet loss and enhancing overall network perfor-
mance.

c. Energy efficiency optimization: The model employs energy-efficient routing algorithms that minimize the
distance data must travel and the number of hops required. By optimizing these factors, the protocol reduces
energy consumption, which is crucial for battery-operated IoT devices.

d. Security integration: security measures are seamlessly integrated into the protocol without significantly
affecting energy consumption. The model employs lightweight encryption methods to ensure data confi-
dentiality and integrity during transmission, addressing concerns over data privacy in LoRaWAN networks.

Figure 2. Proposed model for energy-efficient MAC layer protocol with optimized routing in LoRaWAN

Table 3 outlines the integration of multiple security mechanisms within the proposed AMAC-LW
framework. At the physical (PHY) and MAC layers, AES-128 or AES-256 encryption ensures data confi-
dentiality during transmission using MCPS services. Authentication is enforced using a message integrity
code (MIC), particularly during the join procedure, leveraging MLME services to ensure message authenticity
and prevent spoofing attacks. Key management is handled dynamically through the NwkSKey and AppSKey,
which are managed via MIB configurations and MLME runtime services. Replay protection is achieved by
verifying frame counters within the MLME layer, safeguarding against message duplication and delay attacks.
Additionally, adaptive security is integrated through machine learning models that detect anomalies in traf-
fic patterns—such as abnormal message frequency or structure—allowing the system to adaptively respond to
emerging threats. This layered and integrated approach provides a robust foundation for ensuring both security
and energy efficiency in LoRaWAN-based IoT applications.

AMAC-LW: Adaptive medium access control for long range wide area network with ... (Sowmya M.)



1632 ❒ ISSN: 2088-8708

a. Scalability: the proposed model is designed to be scalable, allowing it to adapt to varying network sizes and
densities. It can efficiently manage large numbers of nodes and different communication patterns, making
it suitable for diverse IoT applications.

b. Machine learning enhancements: AMAC-LW incorporates machine learning techniques to improve routing
decisions based on historical and real-time data. This allows the protocol to learn and adapt to changing
network conditions, enhancing its performance over time.

c. Simulation-based evaluation: The model will be evaluated through simulations that replicate various de-
ployment scenarios, assessing its performance in terms of throughput, latency, energy consumption, and
reliability against existing protocols.

Table 3. Security integration in AMAC-LW: adaptive medium access control for LoRaWAN
Security Layer Technique Integration Point

Encryption AES-256 Applied at PHY and MAC payload levels through MCPS Services
Authentication MIC (Message Integrity Code) Enforced through Join Request/Accept via MLME Services

Key Management NwkSKey and AppSKey Managed via MIB runtime and supported by MLME layer
Replay Protection Frame counter verification Implemented within MLME Services to prevent duplication
Adaptive Security Machine Learning detection Integrated through MLME and Security Integration module

The AMAC-LW model represents a comprehensive approach to enhancing LoRaWAN data commu-
nication by focusing on energy efficiency, dynamic adaptability, and robust security features. By addressing
the limitations of existing MAC protocols and incorporating innovative routing strategies, the model aims to
improve the overall effectiveness and reliability of IoT applications in LoRaWAN networks.

4.2. Proposed method: implementation of the adaptive MAC protocol for LoRaWAN (AMAC-LW)
This proposed protocol integrates energy-efficient routing, dynamic network adaptations, and AI-

driven security, with emphasis on IoT device longevity and efficient data communication within LoRaWAN
networks.

a. Conduct a thorough literature review of existing MAC protocols in LoRaWAN to identify their strengths
and limitations. This analysis helps to inform the design of the AMAC-LW by highlighting areas for
improvement, such as energy consumption, reliability, and scalability.

b. The proposed method for developing the AMAC-LW involves a structured approach that begins with thor-
ough analysis and design, followed by algorithm development, simulation testing, and iterative refinement.

c. By focusing on the unique needs of IoT applications and leveraging advanced routing and energy-efficient
strategies, the AMAC-LW aims to enhance the effectiveness of data communication in LoRaWAN networks
significantly.

4.3. Mathematical model
The proposed adaptive medium access control for long range wide area network (AMAC-LW) defines

various parameters, variables, and equations representing the core components of the protocol. The model
captures duty cycling, routing algorithms, energy consumption, and performance metrics.

4.3.1. Key parameters and variables
− N : Total number of nodes in the network
− Di: Data rate of node i (bits/second)
− L: Average packet size (bits)
− R: Transmission range of each node (meters)
− Tactive: Time a node remains active (seconds)
− Tidle: Time a node remains idle (seconds)
− Ptrans: Power consumed during transmission (watts)
− Precv: Power consumed during reception (watts)
− Pidle: Power consumed during idle state (watts)
− Etotal: Total energy consumed by a node (joules)
− Ebattery: Battery energy capacity of a node (joules)
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− Tlatency: End-to-end latency (seconds)
− Tthroughput: Network throughput (bits/second)
− C: Channel capacity (bits/second)
− Psuccess: Probability of successful packet delivery
− Ccong: Network congestion metric

The AMAC-LW protocol incorporates energy-aware and traffic-adaptive mechanisms for efficient
MAC scheduling. The mathematical model below details energy consumption, latency, reliability, and adaptive
behaviors.

4.4. Duty cycling
Duty cycling reduces idle listening and overall energy consumption:

DCi =
T i

active

T i
active + T i

idle
(1)

The node adapts its duty cycle based on the local traffic load:

T i
active = Tmin + κ · Loadi (2)

where Tmin is a minimum active duration, κ is a tunable coefficient, and Loadi is a number of packets in the
buffer of node i.

4.5. Energy consumption model
a. Per-state energy

Etrans = Ptrans · Ttrans (3)
Erecv = Precv · Trecv (4)
Eidle = Pidle · Tidle (5)

b. Total energy

Ei
total = Ei

trans + Ei
recv + Ei

idle (6)

c. Energy per bit

Ebit =
Etotal

L
(7)

d. Energy efficiency

ηE =
L · Psuccess

Etotal
(8)

4.6. Latency and delay model

Tlatency = Tqueue + Taccess + Ttrans + Tprop + Tproc (9)

where Tqueue is a queuing delay, Taccess is a channel access delay, Ttrans is a transmission delay, Tprop is a
propagation delay, and Tproc is a processing delay.
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4.7. Throughput and efficiency
Network throughput:

Tthroughput =
L · Psuccess

Tlatency
(10)

Alternative form (if Nsuccess packets transmitted in Ttotal time):

Tthroughput =
Nsuccess · L

Ttotal
(11)

a. MAC throughput efficiency

ηMAC =
Tthroughput

C
(12)

b. Channel utilization

U =

∑N
i=1 T

i
active

N · Tcycle
(13)

4.8. Routing and packet delivery
a. Routing efficiency

Psuccess =
Number of successful transmissions

Total transmissions
(14)

b. Congestion metric

Ccong =
Total traffic load

C
(15)

where

Total traffic load =

N∑
i=1

Di · Tactive (16)

c. Success probability

Psuccess =
Nsuccess

Nsent
(17)

d. Routing cost metric

Z = α ·
(
1− Ei

Emax

)
+ β · 1

Tlatency
+ γ · Psuccess (18)

where α, β, γ is the tunable weighting factors, Ei is the current energy level of node, and i Emax is the
maximum (initial) energy.

4.9. Network lifetime
a. Lifetime estimate

Tlifetime =
Ebattery

Ētotal/Tcycle
(19)

b. Forecasting energy consumption
Using an AutoRegressive integrated moving average (ARIMA) model:

Êt+1 = ϕ1Et + ϕ2Et−1 + · · ·+ θ1ϵt + · · · (20)

where ϕi is a autoregressive coefficients, θi is a moving average coefficients, and ϵt is a white noise at time t.
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c. Objective function
The performance optimization goal of AMAC-LW is:

max
Z

[w1 · ηE + w2 · ηMAC + w3 · J − w4 · Ccong] (21)

Subject to the constraint:

Ei
total ≤ Ei

battery, ∀i ∈ N (22)

d. Performance evaluation
The protocol is evaluated using a multi-objective optimization framework targeting:

− Minimize total energy consumption: Etotal

− Maximize network throughput: Tthroughput

− Maximize delivery success: Psuccess

These objectives are subject to system constraints and resource limitations.

5. ALGORITHM FOR THE ADAPTIVE MAC PROTOCOL FOR LORAWAN (AMAC-LW)
The algorithm integrates the proposed model’s components including adaptive duty cycling, dynamic

routing, and energy-efficient communication in a LoRaWAN environment. Algorithm 1 outlines the working of
AMAC-LW, an adaptive medium access control protocol designed for LoRaWAN with integrated energy-aware
routing. The core idea is to optimize network communication by dynamically adjusting node activity based on
traffic load and selecting energy-efficient paths for data transmission. The protocol begins with initializing
network parameters and discovering neighboring nodes to form a communication graph. It employs adaptive
duty cycling, allowing nodes to enter active states only when necessary, thereby conserving energy. When
a node detects high traffic, it prepares for transmission and evaluates multiple routing paths using a scoring
function that considers hop count, energy, and latency. The best-scoring route is chosen to forward the data.
After transmission, the node updates its energy consumption status and uses time-series forecasting (ARIMA)
to predict future energy trends. The system continuously monitors network changes, such as node failures
or additions, and updates its topology accordingly. This adaptive approach ensures efficient communication,
prolonged network lifetime, and resilience to dynamic changes in the LoRaWAN environment.

6. RESULTS AND DISCUSSION
6.1. Dataset

The LoRaMAC layer dataset provides an extensive overview of features following the LoRaWAN
specification v1.0.4 and the regional parameters specification RP2-1.0.1, with resources like source code and
documentation available on GitHub. The LoRaMAC layer supports LoRaWAN Classes A, B, and C, offer-
ing varied communication modes suited for different application needs, from basic to continuous listening
with minimal latency. Regions covered include multiple ISM bands such as EU868, US915, CN779, AU915,
and more, making it adaptable for various global requirements. The layer integrates with popular radios like
SX1272, SX1276, SX126x, and LR1110, supporting flexible deployments. Additionally, it facilitates both
over-the-air activation (OTAA) and activation by personalization (ABP) for secure network joining. Region
selection is adjustable at runtime, enhancing adaptability, and the data structures enable comprehensive opera-
tions across the MAC layer, such as request handling, confirmation, and indication processes. This structured
API and robust implementation make it suitable for scalable and customizable LoRaWAN applications.

In the three scenarios evaluated, the Adaptive MAC protocol for LoRaWAN (AMAC-LW) is compared
against several established protocols under varying traffic conditions: low (10 nodes), medium (50 nodes), and
high (100 nodes).

Scenario 1 (low traffic) in Figure 3 shows that AMAC-LW significantly outperforms other protocols
in throughput, achieving a value of 360 compared to ALOHA’s 160 and LoRaWAN Class A’s 185. However,
latency remains higher for AMAC-LW (48 ms) than ALOHA (115 ms), indicating that while it is efficient in
data transmission, it may incur some delay. The energy consumption is minimal for AMAC-LW (2.4 mJ),
demonstrating its energy efficiency.
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Algorithm 1. Adaptive MAC Protocol for LoRaWAN (AMAC-LW)
1: Initialization:
2: Set transmission range R, cycle time Tcycle, and initialize weights α, β, γ.
3: Network Discovery:
4: Each node broadcasts discovery packets to find neighbors.
5: Construct network graph G(V,E) from discovered links.
6: Adaptive Duty Cycling:
7: for each node i do
8: Analyze current local traffic load.
9: Adjust the active time using:

T i
active = f(Traffic Loadi)

10: end for
11: Transmission Preparation:
12: for each node i do
13: if Traffic Loadi > Threshold then
14: Activate node i and prepare data for transmission.
15: end if
16: end for
17: Route Selection:
18: for each data packet do
19: Evaluate all candidate routes.
20: Compute route score using:

Z = g(Route Metrics)

21: Choose the route with the highest score Z.
22: end for
23: Data Transmission:
24: for each selected route do
25: Transmit data to next hop.
26: if transmission is successful then
27: Update energy consumption:

Eused = Etrans + Erecv

28: end if
29: end for
30: Energy Consumption Forecasting:
31: Forecast upcoming energy usage via:

Êfuture = ARIMA(Ehistorical)

32: Network Maintenance:
33: Monitor node status and discover new nodes.
34: Update the graph G(V,E) dynamically.
35: End of Cycle:
36: At the end of Tcycle, evaluate performance.
37: Adapt weights α, β, and γ for the next cycle.
38: Repeat:
39: Begin the next operation cycle with updated parameters.

Scenario 2 (medium traffic)in Figure 4 presents a similar trend, with AMAC-LW maintaining its lead
in throughput (340) while also exhibiting competitive latency (50 ms) and low energy usage (2.6 mJ). The other
protocols, like ALOHA and LoRaWAN Class A, experience a drop in performance, particularly in throughput,
showing the robustness of AMAC-LW as traffic increases.

Scenario 3 (high traffic) in Figure 5 continues this pattern, with AMAC-LW yielding a throughput of
330. While latency increases slightly to 52 ms, its energy efficiency remains commendable (2.7 mJ). In contrast,
ALOHA and LoRaWAN Class A struggle under higher traffic loads, with throughput dropping to 130 and 165,
respectively. Overall, AMAC-LW demonstrates superior performance in throughput, energy efficiency, and
consistent latency across varying traffic scenarios, highlighting its effectiveness as a MAC layer protocol for
LoRaWAN networks.
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Figure 3. Performance metrics comparison for scenario 1 (Low Traffic, 10 Nodes)

Figure 4. Performance metrics comparison for scenario 2 (medium traffic, 50 nodes)

Figure 5. Performance metrics comparison for scenario 3 (high traffic, 100 nodes)

In the three scenarios evaluated, the Adaptive MAC Protocol for LoRaWAN (AMAC-LW) is compared
against several established protocols under varying traffic conditions: low (10 nodes), medium (50 nodes),
and high (100 nodes). The performance metrics, including throughput, latency, energy consumption, packet
delivery ratio (PDR), and delay, are assessed and presented in the figure below.

Figure 6 illustrates that under low traffic conditions, AMAC-LW achieves a throughput of 360, demon-
strating its efficiency in data transmission compared to other protocols. As the traffic increases to medium and
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high levels, the throughput values decrease slightly to 340 and 330, respectively. Latency remains relatively
stable across scenarios, with values of 48 ms for low traffic, 50 ms for medium traffic, and 52 ms for high traffic,
indicating that the protocol can maintain performance even as the load increases. Energy consumption shows
minimal variation, emphasizing the energy efficiency of AMAC-LW across different traffic conditions. The
packet delivery ratio (PDR) and delay metrics also reflect the protocol’s robustness, showcasing its potential
for practical applications in LoRaWAN networks.

Figure 6. Comparison of performance metrics for scenarios with 10, 50, and 100 nodes

6.2. Performance comparison of protocols
The performance metrics for various communication protocols. Figure 7 illustrates the performance

metrics of five different protocols: AMAC-LW, ALOHA, LoRaWAN Class A, TDMA, and CSMA. Each
protocol is represented and the metrics evaluated include throughput, latency, energy consumption, packet
delivery ratio (PDR), and delay.

Figure 7. Performance metrics of existing protocols

Figure 8 provides performance metrics for the protocols. each axis represents one of the metrics
(throughput, latency, energy, PDR, and delay). The distinct lines for each protocol allow for a visual comparison
of their performance across all metrics simultaneously. This chart is particularly useful for highlighting the
strengths and weaknesses of each protocol in a multi-dimensional view.

The performance metrics for various communication protocols, specifically focusing on the quantita-
tive values obtained for each protocol across different metrics: throughput, latency, energy consumption, packet
delivery ratio (PDR), and delay.
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Figure 8. Radar chart of protocol performance metrics

6.2.1. Performance metrics
To evaluate the effectiveness of the proposed protocol, a comparative analysis is performed against

existing standards such as ALOHA and LoRaWAN Class A. The detailed performance results, encompassing
metrics like throughput, latency, energy consumption, and reliability, are presented in Table 4. This comparison
demonstrates the operational superiority of the AMAC-LW protocol in various deployment scenarios.
a. AMAC-LW exhibits the highest throughput (360) and packet delivery ratio (97%), indicating its efficiency

and reliability compared to other protocols. However, it has a moderate latency (48) and delay (68).
b. ALOHA shows the lowest throughput (160) and packet delivery ratio (62%), indicating it may struggle with

performance. Its latency (115) and delay (175) are also the highest among the protocols, suggesting it may
not be ideal for time-sensitive applications.

c. LoRaWAN Class A provides a balanced performance with a throughput of 185, a moderate PDR of 78%,
and a reasonable energy consumption (3.7). Its latency (95) and delay (140) values indicate some room for
improvement.

d. TDMA delivers a good throughput (305) and a high packet delivery ratio (92%), making it a strong con-
tender, particularly in scenarios requiring high reliability. Its latency (68) and delay (83) are favorable.

e. CSMA has a throughput of 230 and a PDR of 82%, which are decent, but it has a higher energy consumption
(3.9) and notable latency (80) and delay (98) compared to AMAC-LW and TDMA.

This data allows for an informed comparison of the performance of these protocols, highlighting their strengths
and weaknesses across critical performance metrics.

Table 4. Comparison of MAC protocols based on key performance metrics
Protocol Throughput (kbps) Latency (ms) Energy (Joules) PDR (%) Delay (ms)

AMAC-LW 360 48 2.4 97 68
ALOHA 160 115 4.9 62 175

LoRaWAN Class A 185 95 3.7 78 140
TDMA 305 68 2.7 92 83
CSMA 230 80 3.9 82 98

6.2.2. LoRaWAN device classes
The LoRaWAN architecture supports different device classes to accommodate diverse application

requirements ranging from ultra-low power sensing to real-time actuation. A systematic comparison of these
device classes—Class A, Class B, and Class C—regarding their energy profiles, downlink mechanisms, and
typical use cases is summarized in Table 5. This classification serves as a framework for understanding the
integration of the adaptive MAC protocol within the broader IoT ecosystem.

The performance comparison between AMAC-LW and existing protocols is depicted in Figure 9. The
metrics shown include throughput, latency, energy consumption, packet delivery ratio (PDR), and end-to-end
delay.

a. Throughput: AMAC-LW achieves a throughput of 350 bps, significantly higher than the 220 bps of existing
protocols, indicating better data transmission efficiency.
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b. Latency: AMAC-LW exhibits lower latency (50 ms) compared to the existing protocols (85 ms), highlight-
ing its responsiveness.

c. Energy consumption: AMAC-LW consumes 2.5 J, which is more efficient than the 4.5 J consumed by
existing protocols, showcasing its energy efficiency.

d. Packet delivery ratio (PDR): AMAC-LW achieves a PDR of 95%, outperforming existing protocols at 75%,
indicating better reliability in delivering packets.

e. End-to-End Delay: The end-to-end delay for AMAC-LW is 70 ms, lower than the 120 ms of existing
protocols, suggesting faster communication.

Table 5. Comparison of LoRaWAN Device Classes
Feature Class A Class B Class C

Power Consumption Lowest; ideal for battery-operated devices Moderate; requires synchronized beacons Highest; receiver always on
Downlink Capability Only after an uplink transmission Scheduled receive windows (periodic) Continuous receive window

Uplink Capability Device-initiated; event-driven Same as Class A Same as Class A
Latency Highest (downlink depends on uplink) Moderate (due to scheduled slots) Lowest (anytime downlink)

Use Cases Energy-constrained sensors Smart metering, periodic updates Real-time actuators, industrial
Synchronization Not required Required (uses gateway beacons) Not required

Figure 9. Comparison of performance metrics between AMAC-LW and existing protocols

Figure 10 focuses specifically on the throughput comparison between AMAC-LW and existing proto-
cols. AMAC-LW demonstrates a throughput of 350 bps, which is markedly higher than the 220 bps recorded
for existing protocols. This difference emphasizes AMAC-LW’s superior performance in data transmission
capabilities.

The latency comparison illustrated in Figure 11 indicates that AMAC-LW has a latency of 50 ms,
while existing protocols have a latency of 85 ms. This shows that AMAC-LW provides quicker response times,
which is crucial in real-time applications.

Figure 12 presents the energy consumption comparison between AMAC-LW and existing protocols.
AMAC-LW demonstrates an energy consumption of 2.5 J, significantly lower than the 4.5 J consumed by
existing protocols. This illustrates AMAC-LW’s efficiency in energy usage, making it a more sustainable
choice for applications that require continuous operation.

Figure 13 shows the comparison of the packet delivery ratio (PDR) between AMAC-LW and existing
protocols. AMAC-LW achieves an impressive PDR of 95%, whereas existing protocols only reach a PDR of
75%. This significant difference highlights AMAC-LW’s superior capability in ensuring reliable data transmis-
sion, which is essential for maintaining effective communication in networked environments.

In Figure 14, the end-to-end delay is analyzed for both AMAC-LW and existing protocols. AMAC-
LW demonstrates an end-to-end delay of 70 ms, while existing protocols experience a delay of 120 ms. This
indicates that AMAC-LW facilitates faster communication between devices, which is critical for applications
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requiring real-time data exchange and responsiveness. The reduced delay enhances the overall performance
and user experience in network applications.

Figure 10. Comparison of throughput between AMAC-LW and existing protocols

Figure 11. Comparison of latency between AMAC-LW and existing protocols

Figure 12. Comparison of energy consumption between AMAC-LW and existing protocols
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Figure 13. Comparison of PDR between AMAC-LW and existing protocols

Figure 14. Comparison of end-to-end delay between AMAC-LW and existing protocols

7. CONCLUSION
The performance analysis of the AMAC-LW protocol reveals its superior capabilities compared to

existing protocols across various metrics. The throughput of AMAC-LW is measured at 350 bps, significantly
higher than the 220 bps achieved by existing protocols. In terms of latency, AMAC-LW demonstrates a lower
latency of 50 ms, while existing solutions exhibit a latency of 85 ms. Moreover, AMAC-LW consumes only 2.5
Joules of energy, contrasting with the 4.5 Joules consumed by existing protocols, making it more suitable for
energy-sensitive applications. The PDR for AMAC-LW is an impressive 95%, compared to 75% for existing
protocols, indicating a more reliable data transmission. Lastly, AMAC-LW achieves an end-to-end delay of 70
ms, which is notably lower than the 120 ms recorded for existing protocols. These results collectively affirm
that AMAC-LW outperforms existing protocols in critical performance aspects and establishes itself as a highly
efficient choice for modern communication systems.

8. FUTURE WORK
Future work will focus on enhancing the AMAC-LW protocol’s performance by integrating adaptive

mechanisms to further optimize its energy efficiency and throughput. Investigating the impact of varying envi-
ronmental conditions on the protocol’s performance metrics will be crucial to ensure its robustness in diverse
operational scenarios. Additionally, exploring advanced machine learning techniques for dynamic resource al-
location and real-time network optimization can potentially improve packet delivery ratios and reduce latency.
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Further research could also involve the development of security features within the AMAC-LW framework to
safeguard against potential cyber threats, ensuring data integrity and confidentiality. Finally, conducting exten-
sive field trials to evaluate the protocol’s performance in real-world applications will provide valuable insights
into its practicality and scalability in future communication networks.
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