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 Wireless sensor networks (WSNs) are self-regulating networks consisting of 

several tiny sensor nodes for monitoring and tracking applications over 

extensive areas. Energy consumption and security are the two significant 

challenges in these networks due to their limited resources and open nature. 

To address these challenges and optimize energy consumption while 

ensuring security, this research proposes an adaptive – bald eagle search  

(A-BES) optimization algorithm enabled secure clustering and routing for 

WSNs. The A-BES algorithm selects secure cluster heads (SCHs) through 

several fitness functions, thereby reducing energy consumption across the 

nodes. Next, secure and optimal routes are chosen using A-BES to prevent 

malicious nodes from interfering with the communication paths and to 

enhance the overall network lifetime. The proposed algorithm shows 

significantly lower energy consumption, with values of 0.27, 0.81, 1.38, 

2.27, and 3.01 J as the number of nodes increases from 100 to 300. This 

demonstrates a clear improvement over the existing residual energy-based 

data availability approach (REDAA). 
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1. INTRODUCTION 

Wireless sensor networks (WSNs) includes group of tiny sensor nodes (SNs) that gather data from 

the surrounding environment [1]. Collected information is transmitted to a base station (BS) through multi-

hop communication using wireless radio communication for further processing [2]. Because of quick increase 

in the usage of sensing techniques, WSNs are made to be adaptable in harsh environments where human 

intervention is not welcomed [3]–[5]. Several researchers have developed several techniques to resolve a 

energy optimization issue in WSNs [6]–[8]. In WSNs, clustering is a major technique used to optimize 

energy consumption by grouping SNs into clusters of different sizes [9]. Each cluster in a WSN has a cluster 

head (CH) collects information from its cluster members (CMs) and transfers it to a BS for further processing 

[10], [11]. However, WSNs are vulnerable to malicious nodes from wide range of sources that include 

insecure management of keys, inadequate verification level, insider attacks, and attacks targeting the sensors 

https://creativecommons.org/licenses/by-sa/4.0/
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themselves [12]–[15]. Several security and routing techniques have been developed through researchers to 

maximize packet transmission range and identify optimal routes without compromising transmission 

reliability, which are the two critical challenges in WSNs [16], [17]. 

Roberts and Thangavel [18] implemented residual energy-enabled data availability algorithm 

(REDAA) on WSNs to increase network lifetime by electing route paths and cluster heads. Vinitha et al. [19] 

employed Taylor-enabled cat salp swarm approach (Taylor C-SSA) by integrating C-SSA with a Taylor 

series. Balachandra et al. [20] used multi-objective trust centric artificial algae algorithm (M-TCAAA) to 

secure transmission across WSNs. Kumar and Srimanchari [21] presented quantum behavior and gaussian 

mutation archimedes optimization algorithm (QGAOA) to secured cluster head and route selection. Asiri  

et al. [22] developed an improved duck and traveller optimization (IDTO)-enabled cluster multi-hop routing 

(IDTOMHR) technique to a selection of a secure cluster head and route selection. Kalburgi and Manimozhi 

[23]–[25] introduced taylor-spotted hyena optimization (Taylor-SHO) technique to secure CH and path 

selection. Existing methods were seen to carry the limitations including the failure to consider appropriate 

fitness functions of energy, distance, cluster density, and node degree, in addition to the high packet loss. 

These limitations increase energy consumption and affect the effectiveness of clustering and routing 

performances. In this research, adaptive–bald eagle search (A-BES)-based clustering and routing algorithm is 

proposed to enhance the network lifetime of WSNs. By considering these fitness functions for secure 

clustering and routing, the network lifetime is improved while the energy consumption and packet loss ratio 

(PLR) are minimized. The essential contributions of the research are: 

a. The A-BES algorithm is proposed to for secure CH selection from a group of clusters using different 

fitness functions. A secure CH selection ensures integrity and confidentiality of data transfer, and also 

minimizes energy consumption. 

b. The potential function is used to cluster the chosen secure CHs for communication. Network clutsering is 

employed to minimize the energy consumption of nodes. 

c. The A-BES algorithm is employed for selecting an optimal and secured route path to transfer the data 

with different fitness functions. The selection of a secure route path prevents malicious nodes from 

interfering along the route, thereby improving the WSN’s network lifetime. 

This manuscript is arranged as: section 2 explains brief description of a developed methodology. 

section 3 presents a results, comparisons, and discussion of a developed methodology. Finally, section 5 

gives a conclusion to this research. 

 

 

2. RESEARCH METHOD 

In this research, A-BES optimization approach is assigned for secure data transfer in WSNs. 

Proposed A-BES algorithm includes four main phases namely, sensor deployment, secure cluster head (SCH) 

selection, cluster generation, and secure route selection. By carefully selecting a secure CH and route, the 

algorithm efficiently avoids malicious nodes during data transmission, enhancing the overall structure.  

Figure 1 illustrates the functioning of A-BES-based secure clustering and routing. 

 

 

 
 

Figure 1. Process of A-BES-based secure clustering and routing 
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2.1.  Sensor deployment and SCH selection using A-BES 

The sensor nodes are randomly deployed in the network, and the optimal SCH and secure routes are 

determined using A-BES, which facilitates secure data transfer in the WSN. By leveraging various fitness 

functions, A-BES [26]–[28] selects the optimal CHs from a group of clusters, enabling secure data 

transmission over the WSN. The process of identifying the optimal CHs is briefly explained. 

 

2.2.  Representation and Initialization 

In A-BES, the bald eagle represents a group of nodes that are selected as CH from the clusters. This 

group of nodes is referred to as the SCH during the solution initialization phase. Each dimension of the bald 

eagle corresponds to the number of CHs in the network. Every solution is initialized with a random sensor ID 

from 1 to the Number of Sensors (NS). Furthermore, the 𝑖𝑡ℎ solution of A-BES is represented as 𝑥𝑖 =

(𝑥𝑖,1, 𝑥𝑖,2, … , 𝑥𝑖,𝑁𝐶), wherein 𝑁𝐶 denotes the amount of CHs and 1 ≤ 𝑑 ≤ 𝑁𝐶 denotes node ID from 1 to NS. 

 

2.3.  A-BES approach 

BES is novel metaheuristic optimization algorithm inspired by bald eagle’s hunting behavior. The 

A-BES algorithm mimics the condor’s hunting behavior when targeting prey and is divided into three phases: 

selection, searching, and swooping phases. These thress phases are explained in detail below, along with their 

corresponding mathematical expressions. 

a. Selection phase. In the selection phase, the search space is randomly chosen by the bald eagle when it is 

looking for its prey. The updated mathematical expression for the randomized parameter is provided in 

(1), and a position of a bald eagle during selection phase is described in (2). In (2), 𝛼𝑡 represents the 

updated control parameter of a bald eagle’s location, 𝑡 denotes a present iteration number, and 𝑇 

represents a highest iteration number. Term 𝐿𝑛𝑒𝑤𝑖 denotes a present location of a 𝑖𝑡ℎ  bald eagle, 

𝐿_𝑏𝑒𝑠𝑡 refers to a present best location, and 𝐿𝑖 represents a position of a 𝑖𝑡ℎ  bald eagle. Additionally, 

𝐿_𝑚𝑒𝑎𝑛 describes the average position of all the bald eagles, and r ∈ (0,1) represents a random number. 

 

𝛼𝑡 = 𝑒𝑥𝑝 (
𝑇−𝑡

𝑇
) − 1 (1) 

 

𝐿𝑛𝑒𝑤
𝑖 = 𝐿𝑏𝑒𝑠𝑡 + 𝛼𝑡 × 𝑟(𝐿𝑚𝑒𝑎𝑛 − 𝐿𝑖) (2) 

 

b. Searching phase. In this stage, a bald eagle flies in conical spiral within a chosen search space and 

searches to the prey. In a space of a conical spiral, bald eagle moves towards various courses for 

accelerating the search speed and identifying an optimal position. The mathematical expression for the 

position of a spiral flight of a bald eagle is given in (3) – (5). 

 

𝐿𝑛𝑒𝑤
𝑖 = 𝐿𝑖 + 𝑥(𝑖) × (𝐿𝑖 − 𝐿𝑚𝑒𝑎𝑛) + 𝑦(𝑖) × (𝐿𝑖 − 𝐿𝑖+1) (3) 

 

𝑥(𝑖) =
𝑥×𝑟(𝑖)

𝑚𝑎𝑥(|𝑥×𝑟|)
 (4) 

 

𝑦(𝑖) =
𝑦×𝑟(𝑖)

𝑚𝑎𝑥(|𝑦×𝑟|)
𝑎 (5) 

 

In (3)–(5), 𝐿𝑖+1 represents the following updated position of 𝑖𝑡ℎ bald eagle, where 𝜃(𝑖) denotes a 

polar angle on a spiral equation, and 𝑟(𝑖) signifies a spiral equation diameter. Finally, 𝛽 ∈ (0, 5) and 𝛾 ∈
(0.5, 2) represent a factors which control a spiral. The 𝑥(𝑖) and 𝑦(𝑖) describe a positions of bald eagles in 

polar coordinates with the values (-1, 1). 

c. Swooping phase: Once bald eagle has locked onto its destination, that rapidly diverges from optimal 

location and heads towards a target. Swooping phase's movement state remains in effect, and the 

mathematical expressions for polar coordinates are outlined in (6) to (8). In (7) and (8), 𝜆1 and 𝜆2 

represent the optimal and central positions of the bald eagles, respectively. 

 

𝐿𝑛𝑒𝑤
𝑖 = 𝑟𝑎𝑛𝑑(0,1) × 𝐿𝑏𝑒𝑠𝑡 + 𝛿𝑥 + 𝛿𝑦 (6) 

 

𝛿𝑥 = 𝑥1(𝑖) × (𝐿𝑖 − 𝜆1 × 𝐿𝑚𝑒𝑎𝑛), 𝜆1 ∈ [1,2]  (7) 

 

𝛿𝑦 = 𝑦1(𝑖) × (𝐿𝑖 − 𝜆2 × 𝐿𝑏𝑒𝑠𝑡), 𝜆2 ∈ [1,2] (8) 
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2.4.  Fitness functions for identifying the optimal SCHs 

The fitness functions considered to identify the optimal SCH using A-BES are, trust (𝑓𝑓1), residual 

energy (𝑓𝑓2), distance (𝑓𝑓3), node degree (𝑓𝑓4), traffic rate (𝑓𝑓5), and cluster density (𝑓𝑓6). The fitness 

functions are assigned to identify the optimal SCHs in the WSN, and a brief explanation of the fitness 

functions is explained below. In the (9), 𝐹 represents the single fitness function, and 𝛼1 − 𝛼6 represents the 

weight metric employed for every fitness function. The weight values for all six fitness functions are set to 1 

and normalized for further processing. 

 

𝐹 = 𝛼1 × 𝑓𝑓1 + 𝛼2 × 𝑓𝑓2 + 𝛼3 × 𝑓𝑓3 + 𝛼4 × 𝑓𝑓4 + 𝛼5 × 𝑓𝑓5 + 𝛼6 × 𝑓𝑓6  (9) 

 

a. Trust: the value of trust utilized in A-BES is a significant component that enhances security against 

malicious attacks. The value of trust (𝑓𝑓1) defines the relation between the number of forwarded and 

received packets in the nodes. In (10), 𝑃𝑇𝑠𝑖,𝑗
 and 𝑃𝑅𝑠𝑖,𝑗

 signify the number of packets transferred and 

received among 𝑖 and 𝑗 sensors, respectively. 

 

𝑓𝑓1 =
𝑃𝑇𝑠𝑖,𝑗

𝑃𝑅𝑠𝑖,𝑗

 (10) 

 

b. Residual energy: the data is collected by CHs from their CMs and is transferred to the desired nodes. A 

large amount of residual energy is required for the CHs to process the tasks. The sensors with high energy 

are the best solutions to identify CHs and mathematical expression for residual energy (𝑓𝑓2) is given in 

(11). In (11), 𝐸𝑆𝐶𝐻𝑖
 is the residual energy of the SCH candidate. 

 

𝑓𝑓2 = ∑
1

𝐸𝑆𝐶𝐻𝑖

𝑞

𝑖=1

 (11) 

  

c. Distance: the mean distance between the nodes of CMs and their CHs is considered as the next fitness 

function. Node energy distribution is primarily influenced by the path distance. The sensor’s energy 

degradation is lesser when the routing path is shorter and the mathematical expression for distance (𝑓𝑓3) 

is given in (12). In the below (12), 𝑑𝑖𝑠(𝑠𝑖 , 𝐶𝐻𝑗) is the distance among 𝑖𝑡ℎ and 𝑗𝑡ℎ CHs’ sensors, and 𝑐𝑚𝑗 

is the amount of nodes in the cluster. 

 

𝑓𝑓3 = ∑ (∑ 𝑑𝑖𝑠(𝑠𝑖 , 𝐶𝐻𝑗)/𝑐𝑚𝑗
𝑐𝑚𝑗

𝑖=1
)

𝑞

𝑗=1
  (12) 

 

d. Node degree: the next fitness function is a node degree that is determined as number of CMs for the 

corresponding CH. Mathematical expression for node degree is given in (13). In the (13), 𝑓𝑓4 represents 

the result of node degree fitness function, and 𝑐𝑚𝑗 represents the corresponding CM for the 𝑗𝑡ℎ sensor. 

 

𝑓𝑓4 = ∑ 𝑐𝑚𝑗
𝑞

𝑖=1
 (13) 

 

e. Traffic rate: the traffic rate is influenced by buffer utilization, packet drop, and network channel 

conditions. It is evaluated by taking the mean of these three parameters. For an effective network, the 

traffic rate should be minimized, and its mathematical expression is provided in (14). In (14), 

𝐵_𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 represents buffer utilization, 𝑃_𝑑𝑟𝑜𝑝 denotes packet drop, and 𝐶_𝑙𝑜𝑎𝑑 refers to the 

channel load. 

 

𝑓𝑓5 =
1

3
[𝐵𝑢𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 + 𝑃𝑑𝑟𝑜𝑝 + 𝐶𝑙𝑜𝑎𝑑] (14) 

 

f. Cluster density: the cluster density of the node enhances node communication by minimizing the 

interactions among nodes. When the density increases, it results in high packet drop and congestion. 

Every node in a cluster is integrated into all other nodes in the network and its mathematical expression is 

given in (15). 

 

𝑓𝑓6 =
1

𝑀
∑ |𝑌𝑖|

𝐴
𝑖=1  (15) 
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In the (15), |𝑌𝑖| represents the 𝑖𝑡ℎ cluster node, 𝑀 represents the whole nodes in the network, and 𝐴 

represents the whole CHs. By considering these six fitness functions to identify the SCHs using A-BES, the 

malicious nodes are effectively avoided. This approach leads to reduced energy degradation and packet loss 

during communication. 

 

2.1. Cluster generation 

In the cluster generation process, the ordinary sensor nodes are employed for SCHs. The residual 

energy and distance are considered as potential solutions for employing ordinary sensor nodes to the chosen 

SCHs. The mathematical expression for cluster generation is given in (16). 
 

𝑃𝑜𝑡𝑒𝑛𝑡𝑖𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛(𝑁𝑖) =
𝐸𝑆𝐶𝐻

𝑑𝑖𝑠(𝑁𝑖,𝑆𝐶𝐻)
 (16) 

 
2.2. Secure routing using A-BES 

After cluster generation, the secure routing discovery is performed using A-BES algorithm with 

various fitness functions. Secure routing using A-BES enhances the security and efficiency of data 

broadcasting in a network. The process of secure route discovery is explained. 

a. Initialization: Every bald eagle in the route discovery process is initialized to the possible transfer path 

between the source node and the BS. Dimension of every bald eagle corresponds to a number of CHs 

present in a respective transfer route. For the 𝑖𝑡ℎ bald eagle in A-BES during route discovery, it is denoted 

as 𝑥𝑖 = (𝑥𝑖,1, 𝑥𝑖,2, … , 𝑥𝑖,3), where 1 ≤ 𝑘 ≤ 𝑞 denotes the subsequent SCH. 

b. Route discovery process: The probable routes from the selected CHs to a BS are chosen as a main 

solutions for path identification. The fitness functions considered for route discovery include trust, 

residual energy, and distance, which are used to update the location of the solution. The mathematical 

expression for computing the fitness function is provided in (17). 
 

𝑅𝐹 = 𝛼1 ×
𝑃𝑇𝑠𝑖,𝑗

𝑃𝑅𝑠𝑖,𝑗

+ 𝛼2 × ∑ (∑ 𝑑𝑖𝑠(𝑠𝑖 , 𝐶𝐻𝑗)/𝑐𝑚𝑗
𝑐𝑚𝑗

𝑖=1
)

𝑞

𝑗=1
+ 𝛼3 × ∑

1

𝐸𝑆𝐶𝐻𝑖

𝑞

𝑖=1

 (17) 

 

In (17), 𝛼1, 𝛼2 and 𝛼3 are the weight parameters employed for fitness functions of the route 

discovery process. By considering these six fitness functions to identify the SCHs by using A-BES, the 

malicious nodes are effectively avoided. Therefore, the optimal secured paths are chosen to improve the 

network security while also increasing data delivery. 

 

 

3. RESULTS AND DISCUSSION 

The proposed A-BES-based secure clustering and routing is simulated through network simulator 2 

(NS2) with a system configuration of 16 GR RAM, an i5 processor, and Windows 11 OS. The performance 

metrics considered to evaluate the proposed algorithm are: packet delivery ratio (PDR), PLR, energy 

consumption, delay, throughput, and residual energy. Table 1 represents a simulation parameters of a 

proposed algorithm. 

 

 

Table 1. Simulation parameters 
Parameter Value 

Algorithm A-BES 

No. of Nodes 100, 150, 200, 250 and 300 
Area 1000×1000 m 

Initial energy 0.55 J 

Packet size 4000 bytes 
Simulation time 100 s 

 

 

In Figure 2, the evaluated PDR of the proposed A-BES-based clustering and routing algorithm is 

compared with the evaluated PDRs of different existing algorithms namely, cat swarm optimization (CSO), 

rsemora optimization algorithm (ROA), reptile search algorithm (RSA), and sine cosine RSA (SCRSA). 

Figure 3 illustrates the PLR, while Figure 4 represents the results of energy consumption, and Figure 5 

provides the results of delay. Figure 6 represents the analysis of throughput, while Figure 7 illustrates the 

residual energy of the proposed A-BES-based clustering and routing algorithm by varying the nodes from 

100, 150, 200, 250 and 300. 
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Figure 2. PDR analysis 

 

Figure 3. PLR analysis 

 

 

  
 

Figure 4. Energy consumption analysis 

 

 

 

Figure 5. Delay analysis 

  
 

Figure 6. Throughput analysis 

 

Figure 7. Residual energy analysis 

 

 

3.1.  Comparative analysis 

Performance of a developed algorithm is comparing to following previous algorithms, as shown in 

Table 2: i) the REDAA [18] method, simulated in a 1300×1300 m area with 250 nodes, ii) the Taylor C-SSA 

[19] method, simulated in a 100×100 m area with the number of nodes varying from 50 to 100, 2000 

simulation rounds, and an initial energy 0.5 J, iii) the M-TCAAA [20] method, simulated in a 200×200 m 

area with the number of nodes varying from 20, 40, 60, 80, and 100, and an initial energy 5 J, iv) the 

QGAOA [21] method, simulated in a 1500×1500 m area with 100 nodes, an initial energy 1 J, and a 

simulation time 500 s, and finally v) the IDTOMHR [22] method, simulated for 100 and 250 nodes. 
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Table 2. Comparative analysis 

Performance metrics Methods 
No. of nodes 

100 250 

PDR (%) REDAA [18] - 79 
M-TCAAA [20] 99.87 - 

QGAOA [21] 94.5 - 

A-BES 99.93 95.71 
Delay (sec) REDAA [18] - 8.3 

Taylor C-SSA [19] 0.456 - 

A-BES 0.207 1.179 
Energy consumption (J) M-TCAAA [20] 0.41 - 

IDTOMHR [22] 3.34 8.70 

A-BES 0.27 2.27 
Throughput (%) QGAOA [21] 96 - 

A-BES 97.24 99.59 

Residual energy (J) Taylor C-SSA [19] 0.129 - 
IDTOMHR [22] 2.97 2.98 

A-BES 3.64 2.29 

 

 

3.2.  Discussion 

This section discusses limitations of previous algorithms and the benefits of the proposed algorithm. 

REDAA [18], Taylor C-SSA [19], M-TCAAA [20], QGAOA [21], and IDTOMHR [22] methods have 

limitations, such as not considering appropriate fitness functions for energy, distance, cluster density, and 

node degree, as well as leading to high packet loss. These limitations increase energy consumption and 

negatively impact the performance of clustering and routing. Existing methods were seen to carry the 

limitations including the failure to consider appropriate fitness functions of energy, distance, cluster density, 

and node degree, in addition to the high packet loss. These limitations increase energy consumption and 

affect the effectiveness of clustering and routing performances. In this research, an A-BES-based clustering 

and routing algorithm is proposed to enhance the network lifetime of WSNs. The fitness functions considered 

for secure CH selection include trust score, residual energy, distance, node degree, cluster density, and traffic 

rate. By incorporating these fitness functions into the secure clustering and routing process, energy 

consumption and PLR are minimized, while network lifetime is significantly improved. 

 

 

4. CONCLUSION 

The A-BES algorithm is proposed to select the SCHs based on fitness functions that evaluate trust 

score, residual energy, distance, node degree, cluster density, and traffic rate. These selected SCHs reduce a 

energy consumption of nodes in every round, which extends a network’s lifetime. After SCH selection, 

clusters are formed and secure optimal routes are determined using fitness functions that evaluate residual 

energy, distance, and energy. By choosing secure optimal routes, the algorithm effectively avoids malicious 

nodes, improving the network’s overall lifetime. The proposed algorithm demands decreased energy 

consumption of 0.27, 0.81, 1.38, 2.27, and 3.01 J, respectively for varying nodes of 100, 150, 200, 250, and 

300, thereby proving to be more effective and robust than the conventional algorithms. In the future, the 

computation time of the network can be reduced to further enhance the network lifetime. 
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