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ABSTRACT

When multiple internet of things (IoT) devices interact, there are risks of privacy
breaches, personal data leaks, various attacks, and device manipulation. Security
is one of the most important technological research problems that currently exist
for the IoT. The main purpose of the present paper is to determine the level of
awareness of university students about existing security issues when using IoT
devices. The paper presented the methodology of the survey. A questionnaire
was developed covering four areas, such as fact-finding about general concepts
of the IoT, security measures when using IoT devices, security threats and the
presence of vulnerabilities of IoT devices, general policies, practices and shared
responsibilities. A methodology for calculating the Awareness Level Index is
proposed. This study has potential limitations. The effect estimates in the model
are based on a survey of undergraduate and master’s degree students in “Com-
puter Science” and “Software Engineering” within several universities. A total
of 370 undergraduate and master’s students participated in the survey. The data
processing resulted in the development of recommendations and suggested mea-
sures. This study will be useful for both stakeholders and researchers to develop
effective strategies and make informed decisions.
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1. INTRODUCTION
The development of wireless sensor network technology has led to different categories of internet of

things (IoT) devices with respect to the application area, including the consumer IoT, industrial IoT, medical
IoT, and others. Different categories of IoT devices in parallel with efficiency and convenience capabilities
may lead to new security issues, which in turn may violate privacy [1]–[5]. User awareness of threats and
security measures is critical to ensure that IoT devices operate reliably and protect personal data [6], [7]. In
a 2023 report, the Netgear security team noted that IoT devices with a high number of vulnerabilities include
routers (12%), digital video recorders (13%), smartplugs (18%), and smart TVs (34%) [8]. The intensity of
use, duration of operation, and regularity of software updates make devices vulnerable. Researchers highlight
the high risk of denial of service attacks (27.20%) and buffer overflow (28.25%) [5], [6]. These vulnerabilities
can lead to privilege escalation, memory corruption or overflow, leakage of important information, and in turn,
pose significant risks of unauthorized access and system compromise [8]. According to Bitdefender statistics
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for 2024, approximately 2.5 million threats are blocked every day [9].
Various applications using the IoT create a network of interconnected devices, making it an attractive

target for cybercriminals. In 2024, Roku, an American consumer electronics company, experienced a signifi-
cant increase in cybersecurity threats targeting IoT devices used in smart homes, with over 576,000 accounts
compromised. This incident highlights vulnerabilities and underscores the importance of securing devices to
protect personal and financial information and maintain the integrity of home networks [10].

Ensuring IoT security is a task that requires collaborative efforts from device manufacturers, service
providers, and end users. Only by working together can we create robust protection against cyber threats and
ensure a secure future for the IoT. The main goal of this work is to develop an understanding of the safe use
of IoT devices. The contributions of this article are as follows: a methodology for raising awareness of IoT
device security has been developed; a review and analysis of survey results among students are presented; and
recommendations for improving awareness and proper behaviour when working with IoT devices have been
formulated.

The rest of the article follows this structure. Section 2 analyzes related work in the research area.
Section 3 presents the methodology and content of the survey regarding students’ awareness of IoT device
security. The survey results and the main conclusions of the study, based on the results obtained, are detailed
in section 4. Section 5 presents the conclusion and outlines future work.

2. RELATED WORK
IoT devices continue to be actively integrated into various areas of our lives, and along with this,

the need for robust security mechanisms is increasing. Current research on IoT security covers a wide range
of areas, including traffic analysis [8], lightweight cryptography [4], machine learning, ensemble learning,
and federated learning for anomaly detection [7]–[11]. Importantly, special attention has been given to data
privacy, trust management, and protection against unauthorised access [12], [13]. Notably, the diversity of IoT
devices such as consumer IoT devices and industrial IoT devices, contributes to unique security challenges [14].
To address security challenges, researchers are developing new methods and algorithms based on analysing
device behaviour, detecting anomalies in network traffic, and applying lightweight cryptographic algorithms.
In addition, the growth of device-to-device communication in IoT networks emphasises the need for robust
security measures to prevent potential attacks and ensure secure data transmission [15]–[17].

Azrour et al. [18] in their study presented the results of vulnerability analysis of IoT systems, high-
lighting common threats such as denial-of-service attacks, data breaches, and privacy violations. The authors
propose a number of measures to improve the security of IoT systems, where they emphasise authentication,
encryption and access control mechanisms. In parallel, Meylani [19] reported their research results regarding
the application of IoT technologies in education. The authors noted that, despite the promising nature of this
direction, it is necessary to address a number of problems related to the security and accessibility of such sys-
tems, especially in developing countries. Moreover, Wambua [20] presented security challenges regarding the
architecture related to the sensor layer, network layer, middleware layer, gateways and application layer. The
authors discussed existing and proposed future solutions to IoT security threats via blockchain, fog computing,
edge computing and machine learning algorithms. In general, research efforts have focused on enhancing IoT
security through innovative approaches, collaborative initiatives, and the development of effective methods us-
ing cryptographic solutions to meet the stringent security requirements of modern digital ecosystems [4], [19],
[20]. However, these listed aspects of information security emphasise the need to develop robust measures
against cyber attacks. In addition, users’ awareness of possible cyber threats to the IoT devices they use is
important to ensure privacy and further develop the use of IoT devices [19]–[24]. In this context, it is important
to pay attention to the level of preparation of the society where IoT devices are actively used.

Numerous studies have identified factors that influence users’ awareness of cybersecurity risks [25]–[28].
For example, Pósa and Grossklags [27] presented the results of their research on cybersecurity risk awareness
in various categories, two of which are smart home devices and social engineering threats. The authors found
that cybersecurity risk awareness is largely associated with university students’ experience across a wide range
of topics and specific issues. Aljohani and Elfadil [28] proposed a tool to assess the level of cybersecurity
awareness among students. The study results indicated an average level of awareness, and the authors pro-
vided policy recommendations that should be implemented at their institution. Taha N. and Dahabiyeh L. [29]
presented an empirical comparison of cybersecurity awareness among students in terms of knowledge and be-
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haviour. The study revealed that students are well informed about some cybersecurity concepts. In [30], a
systematic review was conducted to examine the current literature on the role of individuals in strengthening
cybersecurity defences. The authors highlighted several open questions regarding the development of training
programs, awareness-raising campaigns, and information sharing about the nature and types of cyberattacks.

The security of IoT devices is a multidimensional problem that requires a comprehensive approach.
As a result of the analysis of current research, Figure 1 presents a taxonomy of IoT security issues. One of the
key factors determining the security level of IoT systems is the human factor. Empirical studies have shown
that users’ awareness of cyber threats is directly related to their behaviour in the digital environment. In this
context, one of the urgent tasks is to develop effective training programs aimed at increasing the level of cyber
literacy of users. The present study reveals a number of open questions that require further research.

Figure 1. Taxonomy of IoT security

The presented taxonomy structures the field of IoT security research around three main branches, such
as threat types, multidimensional approaches, and key research directions. The analysis of studies [1], [21],
[29]–[35] allowed us to systematise the spectrum of the most significant threats specific to IoT devices. The
comprehensive approach presents various methods and technologies that can be used to ensure security [4],
[15], [20], [32], [33], [36]–[42]. The key directions of the research area are as follows: analysing the security
of different categories of IoT devices; developing new protocols and cryptographic algorithms; and, along with
this, studying the impact of human factors. Research on human factors involves analysing the impact of human
behaviour on the security of IoT systems. The presented taxonomy emphasises that securing IoT systems
requires a comprehensive approach that includes both technical and organisational measures.

3. MATERIALS AND METHODS
This section presents the methodology and content of the survey. We present a formula for calculating

the index to obtain a general indicator of respondents’ awareness levels. The proposed classification of the index
of awareness levels helps reduce the obtained information to a single quantitative value for further analysis.

At the initial stages, a conceptual framework for the study was created, where the main variables and
indicators were defined; then, questions with answer options were compiled and categorised. Empirical data
were collected as part of a study at one university during the academic year 2023-2024. The survey involved
undergraduate and graduate students in Computer Science and Software Engineering programs. Before the
questionnaire was sent to the respondents, all the questions were checked by experts. After completing the peer
review and pilot study, the questionnaire was sent to the respondents via e-mail wia the MS Outlook service.
Typically, the survey approach involves a two-stage process, as shown in Figure 2. The first stage involves
the respondents, whereas the second stage analyses the answers received from the respondents. Each stage
consists of certain tasks. The survey was voluntary, and everyone was welcome to participate. Furthermore, all
the responses received were checked and analysed. At the final stage of the research, recommendations were
developed.

In the present study, we divided the methodology into two stages: survey and data mining. We divided
the questionnaire into four areas: general concepts, common security issues, existing risks and vulnerabilities,
and liability policies for the use of IoT devices. To ensure a clear and accurate understanding of each issue,
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we developed a set of clarifying questions, which are displayed in Table 1. The survey used a standardised set
of questions with predefined alternative answers, which simplified the data analysis. We also used an online
survey to cover a large audience and reduce the time required for data collection.

Figure 2. Survey methodology

Table 1. Research direction/research question
Research direction Research question

RD1. Understanding IoT devices RQ1. Are you aware of what the term IoT refers to and what it means?
RQ2. What do you think are the main functions of IoT devices?
RQ3. Which IoT platforms have you had experience with?

RD2. Security issues with IoT devices RQ4. How worried are you that someone might access your personal
data through smart devices?
RQ5. Which organizations, in your opinion, should be responsible
for IoT device security?

RD3. Security threats and vulnerabilities of IoT
devices

RQ6. Are you familiar with the vulnerabilities of IoT devices?

RQ7. What IoT security issues have you encountered or heard about?
RQ8. What are the most critical security threats?

RD4. Practices and general responsibility RQ9. The importance of built-in security features?
RQ10. Security measures adopted by participants?
RQ11. What do you think are the most effective ways to improve the
security of IoT devices?

The respondents were undergraduate and graduate students from various universities. We informed
the purpose of the research and guaranteed anonymity of personal data to a total of 370 respondents who
participated in the survey. Participation in the survey was entirely voluntary. Response duration averaged
between 7 and 10 minutes. Figure 3 shows the dashboard with the input of research data. The information
is presented by level of study (undergraduate, graduate), participants by gender, percentage of respondents’
participation by universities, possible indicators of awareness, and type of survey.

To obtain an overall measure of respondents’ awareness, we propose the use of the Awareness Level
Index (ALI). In this study, the ALI index is used to provide further recommendations. In our research, ALI is
calculated on the basis of responses to questions RQ3, RQ4, RQ5, RQ9, and RQ11. The ALI calculation is
performed via formula (1):
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ALI =
SUM(RQ weight ∗ User answer) ∗ 100)

Maximum possible score of RQ3, RQ5, RQ9, RQ11
(1)

where RQ weight, the weight of a question, reflects its significance for the overall assessment of the awareness
level. For example, questions about understanding basic terms may carry less weight than questions about
practical skills do.

Figure 3. Survey dashboard

User answer - score assigned to each user’s response. In our survey, the scale is divided by quality,
e.g., in RQ9, response options are ”slightly important,” ”important,” and ”very important”. Maximum possible
score - Maximum value, the highest score the index can achieve if the user answers all questions correctly. The
calculated ALI was classified into the following ranges:
− ( -100-0): Requires an increase in awareness level;
− (0–30): Requires attending training on secure IoT device configuration;
− (30–70): Requires a seminar on analysing the most common threats to IoT systems;
− (70–100): Adequate level of awareness.
These ranges help to consolidate the overall understanding of users into a single quantitative value and analyse
the results.

4. DATA ANALYSIS AND RESULTS
This section presents the results of the survey. The results for each question are shown both as per-

centages and in absolute numbers. 370 undergraduate and graduate students expressed a desire to take part in
the survey, but according to the results of the first question, the number of respondents was 351.

For the RD1 direction, two questions were included. Overall, for RQ1, the majority of the respondents
demonstrated familiarity with the concept of the IoT. 19 respondents indicated that they were not familiar with
it at all, whereas 101 respondents noted that they were somewhat familiar with the concept of the IoT. The
majority of the participants, 37.8% (140 respondents), stated that they were moderately familiar, and 29.7%
(110 respondents) claimed to be well acquainted with the term ”Internet of Things” and understood its meaning.
The analysis of the survey results revealed that the respondents generally demonstrated a sufficient level of
understanding of the IoT concept, which is important to form an adequate assessment of the relevant security
issues. 5.1% (19 participants) indicated that they were not familiar with the IoT concept; as a result, they were
thanked for their participation, and their responses were excluded from the analysis of subsequent questions.
The percentage distribution of responses to RQ1 is shown in Figure 4. Thus, the second and subsequent survey
questions are based on the answers of the 351 participants.
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RQ2 aims to provide a comprehensive view of respondents’ perceptions of IoT device functionali-
ties. The respondents were given options, including general functions such as data collection, device man-
agement, process automation, and security. Multiple categories can be selected. The results are displayed in
Figure 5. All the respondents selected data collection as a function, 98.3% chose security, 80.91% noted
process automation, and 64.1% selected device management.

Figure 4. Percentage of
participants for RQ1

Figure 5. Percentage of participants
for RQ2

RQ3 provides the most comprehensive information about which IoT platforms respondents are famil-
iar with and their level of experience. This allows us to assess the popularity of different platforms, identify
knowledge gaps and plan further recommendations. Analysing the results, we can note the three most popular
platforms among respondents: Microsoft Azure IoT Hub, Amazon Web Services IoT Core, and Google Cloud
IoT Core, for which there are even experts. The respondents are not at all familiar with the IBM Watson IoT
Platform, Salesforce IoT Cloud, or Kaa IoT Platform. The ThingWorx IoT Platform, Artik Samsung Electron-
ics, Cisco IoT Cloud Connect, and ThingSpeak were selected by the respondents as 1-2 times of use, and some
respondents noted that they were not familiar with them. The quantitative indicators by platform are shown in
Figure 6.

Figure 6. Quantitative indicators of respondents’ answers to RQ3

RD2 explores security issues in the use of IoT devices. The data from questions RQ4 and RQ5
provide insight into respondents’ understanding of basic security measures for IoT devices. Two questions
were formulated: RQ4 identifies how concerned respondents are about the security of IoT devices. RQ5 is an
open-ended question to identify perceptions of responsibility allocation. The results of the survey for RQ4 are
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shown in Figure 7, where 51.8% of the respondents showed serious concern, 32.1% of the respondents had a
medium level of concern and 16.1% showed a slight level of concern. For RQ5, there was a question about the
need to share responsibility between users, manufacturers and suppliers, which was answered with “yes” by
48.21%, “no” by 15.18% and “depends” by 36.61%, as shown in Figure 8.

Figure 7. Percentage of participants for RQ4 Figure 8. Percentage of participants for RQ5

RD3 determines the level of participants’ awareness of common IoT security vulnerabilities, their
familiarity with IoT security threats and their perception of the most important security threats. There are 3
questions to be answered for this strand. RQ6 establishes the level of familiarity with the common security
vulnerabilities of IoT devices. RQ7 establishes the level of familiarity with the possible threats posed by IoT
devices. RQ7 prioritizes the most important security threats.

For RQ6, we asked about their awareness of common IoT security vulnerabilities, and the majority
(63.2%, 222 respondents) identified weak or easily guessed passwords as vulnerabilities. Lack of regular secu-
rity updates and patches was the second most popular issue (47.29%, 166 respondents), followed by insecure
remote control access, lack of encryption in data transmission, and access to equipment by users with limited
knowledge, each with 36.75% (out of 129 respondents) admitting to it. In addition, 110 respondents (31.34%)
mentioned the vulnerability of inadequate user authentication and authorization. The results are summarized
in Figure 9.

Figure 9. Percentage of participants for RQ6

RQ7 identifies the most familiar IoT security threats to respondents. Figure 10 shows the results;
according to the findings, the most popular threat was unauthorized access; 66.3% of the respondents (233
respondents) were familiar with it. DDoS attacks were familiar to 63.9% of the participants (224 respon-
dents), and 31.2% (110 respondents) were familiar with physical attacks. A total of 27.3% (out of 96 respon-
dents) said they were familiar with spoofing, and 24.9% (87 respondents) chose MITM attacks. Only 17.01%
(60 respondents) chose the Sinkhole attack option.

Question RQ8 helps identify the most significant security threat from the respondents’ perspective.
Among the threats listed, unauthorised access was the greatest concern for 38.9% of the respondents
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(144 respondents). DDoS attacks were closely followed by 27.3% of the respondents (101 respondents), who
considered them the most serious threat. Spoofing attacks were considered the most important attack by 10,5%
(39 respondents), whereas Malware attacks were chosen by 10,3% (38 respondents). Only 29 respondents (8%)
considered MITM attacs to be the least important. The results are displayed in Figure 11.

Figure 10. Percentage of participants for RQ7 Figure 11. Percentage of participants for RQ8

Survey strand RD4 examines the importance of built-in security features in IoT devices, the security
measures they take to protect their devices, the importance of user education, and the most effective protection
methods for improving the security of IoT devices. Question RQ9 investigated how important built-in security
features are to respondents. As a result, 99 respondents (28.3%) indicated “very important”, with the “impor-
tant” selected by 168 respondents (47,8%) and “somewhat important” categories selected by 84 respondents
(23.9%), as shown in Figure 12.

Figure 12. Importance of the built-in functions of the RQ9

Question RQ10 also seeks to understand what measures participants take to protect their IoT de-
vices. The most common security measure was changing default passwords, a practice implemented by 56.12%
(197 respondents). The second most popular measure was using different encryption methods for data transfer
by 41.6% (146 respondents). The third place measure was monitoring network traffic for unusual data by 40.5%
(142 respondents). The regularly updating device firmware and remote device management were mentioned by
39.6% (139 respondents), and using devices with Secure Shell (SSH) security measures, with a share of 29.3%
(103 respondents). A total of 16.5% (58 respondents) mentioned using IoXT-certified devices. The results are
shown in Figure 13.

When asked by RQ11 about the most effective way to improve the security of IoT devices, 41.96%
(147 respondents) chose increased device security from manufacturers, followed by increased user awareness
and education (34.82%, 122 respondents), security technology development (16.96%, 56 respondents), and
stricter regulations (3.57%, 13 respondents). Nine respondents (2.68%) mentioned open source hardware as a
possible solution. The analysis of the results reveals different opinions on the most effective ways to improve
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the security of IoT devices, with an emphasis on the role of manufacturers and user awareness. The percentage
of participants is shown in Figure 14.

Figure 13. Percentage of participants for RQ10 Figure 14. Percentage of participants for RQ11

The present study compared learners’ awareness of IoT technologies, possible threats and vulnerabil-
ities in the use of IoT devices, policies and general responsibilities. The preliminary assessment demonstrated
that not all learners have a sufficient understanding, in general, of both IoT technologies and existing threats
and vulnerabilities. The survey was exploratory in nature, and participation was voluntary. Data were collected
from the learners where the issues of data security, integrity and confidentiality were covered in different areas
of learning. The questions that were designed assume that the respondents have experience using IoT devices.
In the survey, 5.1% of the respondents said they were not familiar with the concept of the IoT, and 27.3% said
they were somewhat familiar. These are relatively small numbers, but owing to the widespread adoption of
IoT technologies in everyday life, learners and users in general need to be aware of them and the implications
of their use. The need to increase the basic knowledge of users with a focus on security can also be noted.
In particular, training on the secure configuration of IoT devices, selection of strong passwords, and software
updates should be covered. Conducting training and workshops to analyse the most common threats to IoT sys-
tems, such as DDoS attacks, device hacking, and data breaches, can also increase the awareness levels noted in
Figure 15. In addition to further validation of this tool with other respondents, more research is needed on the
intention to utilise security best practices with respect to the IoT.

Figure 15. Directions of research

The research question concerning the awareness level of university students about existing security
issues when IoT devices are used is displayed in three main areas: raising user awareness, conducting training
and seminars and raising general awareness. The results of our study indicate the need for further research
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to develop effective methodologies to assess the level of cybersecurity of IoT device users. This will allow
for a more accurate assessment of the effectiveness of educational programs and the development of targeted
awareness-raising measures.

5. CONCLUSION
The study was conducted to develop an understanding of the safe use of IoT technologies. The pre-

sented research methodology for IoT device safety awareness assessment allows the level and directions for
future research to be determined. Moreover, we propose to use an awareness level index. The parsing and
analysis of the learner survey results demonstrated an average level of awareness, which demonstrates the need
for various integrated methods to increase awareness and develop skills for the safe use of IoT devices.

The results of the study show that the level of user awareness of the safe use of IoT technologies re-
mains at an average level, which is generally consistent with the data of previous studies. It is important to note
that, unlike the aforementioned works, the current study demonstrates a high level of knowledge among univer-
sity students, which is directly related to the increased availability of educational materials and the relevance
of cybersecurity issues. An important thing about this study is that it used both quantitative and qualitative
methods to collect data, which let the researchers get a better understanding of how users behave.

As a weakness, it is worth noting the relatively small sample (N = 370), which may reduce the pos-
sibility of generalizing the results to a wider audience. It was unexpected to identify the proportion of users
(more than 10%) who are not familiar with the concept of the Internet of Things. This indicates that, despite
the active distribution of IoT devices in everyday life, a significant portion of people are not aware of their
presence or do not associate them with the general concept of IoT. This may be because many devices, such as
smart speakers, smart home systems, and wearables, are perceived by users as standalone technologies rather
than as part of a unified ecosystem. This finding highlights the need for more active information education
about the Internet of Things and its security risks. A lack of basic knowledge can lead to misuse of such de-
vices, increasing the likelihood of cyberattacks, data leaks, and other threats. Further research can be aimed at
studying the influence of various factors on the level of cyber literacy of IoT users, as well as at developing new
methodologies for assessing the effectiveness of educational programs in the field of cybersecurity. In addition,
an interesting direction for future research is to study the relationship between the level of cyber literacy of
users and their online behaviour.
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