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This research is conducted to explore the impacts of digitalization and
artificial intelligence (AI) on the human environment during international
armed conflicts, aiming to identify trends, challenges, and potential solutions
to improve humanitarian aid, decision-making, and conflict resolution
strategies. To identify the main research issues about the effects of Al and
digitalization on the human environment in conflict situations, this work
employs a bibliometric analysis. A bibliometric analysis of the impacts of
digitalization and artificial intelligence on the human environment during
armed conflicts by examining 544 selected papers from Scopus database has
been conducted. Knowledge mapping techniques involving collaboration
analysis, co-citation analysis, and keywords co-occurrence analysis methods
are adopted in bibliometric analysis. Based on a comprehensive analysis of
literature, this work attempts to pinpoint the key areas of interest, knowledge
gaps, and new problems in this domain. The findings of this bibliometric
analysis contribute to a better understanding of the complex interactions
between technology, armed conflicts, and the human environment, with
implications for humanitarian action, international law, and conflict
resolution efforts. The bibliometric analysis reveals that the United States of
America (USA) is by far the leading country in research within this field,
with a substantial frequency of 181 documents. It significantly surpasses that
of other countries, indicating its dominant position in the research landscape.
In sum, the work offers suggestions for further research and policy
intervention.
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1. INTRODUCTION

War is a lethal force, but its repercussions go much beyond the immediate loss of life. Armed
conflict not only causes losses on the battlefield but also results in forced migration, refugee movements, the
flight of wealth, and the devastation of a society's infrastructure. Social, political, and economic institutions
suffer enduring damage. Conflict, particularly civil war, has significant negative implications for
development [1]. In addition, military operations discharge hazardous pollutants into the air, causing
respiratory issues in both combatants and civilians. Contamination of water sources and elevated public
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health hazards may result from infrastructure damage, including water treatment facilities and waste
management systems [2]. The need for resources such as timber and land can lead to deforestation and land
degradation, resulting in ecosystem loss and soil erosion. Disrupting natural carbon sinks and increasing
greenhouse gas emissions can exacerbate climate change. Compromised environmental protection and law
enforcement measures can also lead to wildlife trafficking [3], [4]. Therefore, it is mandatory to handle these
problems during armed conflicts.

The use of digitalization, modern optimization, and artificial intelligence during armed conflict has
the potential to enhance military operations significantly. Recent military conflicts between governments and
non-state entities have shown the future of warfare [5]. More and more, algorithms are being used to make
decisions. These systems use huge amounts of data created by improvements in uncrewed aerial vehicles
(UAVs), space, and sensor technologies [6]. This data is then combined in real-time with data from mobile
communications, social media, and other "publicly available information." This creates systems where the
military is constantly watching. Significantly, this could decrease civilian fatalities and collateral damage,
underscoring the humanitarian benefits of these advancements. However, these innovations' legal and ethical
effects on civilian populations are currently being assessed.

This progress could potentially lead to shorter wars and a significant reduction in the environmental
impact of prolonged combat, fostering a sense of optimism about the future of military operations. However,
it is crucial to consider the potential drawbacks. By increasing their dependence on digital technology,
military operations may become increasingly susceptible to cyber assaults, data breaches, and disinformation
campaigns [7]. These attacks can intensify conflicts and increase the probability of unintended incidents,
underscoring the need for caution. Moreover, the production and use of digital equipment contribute to
electronic waste, energy consumption, and resource depletion, all of which harm the environment [8]. To
prevent armed conflicts involving digitalization, modern optimization, and artificial intelligence from
disproportionately impacting the environment, it is crucial to carefully weigh the benefits of these
technologies against their potential risks and environmental consequences, guiding our decisions.

Armed forces now have access to better capabilities thanks to digitalization and artificial
intelligence (AI) [9], which have changed how wars are fought. These capabilities include cyber warfare
tools, autonomous drones, and real-time data analysis. When making strategic decisions, these technologies
are more efficient and precise. However, they also bring forth new ethical questions and dangers [10]. There
are concerns about the possibility of unintentional injury and a lack of human supervision with autonomous
weapons and cyberattacks may interrupt vital services by targeting civilian infrastructure. Therefore, to
reduce dangers and safeguard civilians in war zones, legislation and ethical frameworks are necessary to
address the complicated and ever-changing role of digitalization and Al in armed conflicts [11], [12].

Recent research reveals an extensive utilization of neural network technology in cyberwar [13], [14].
Some applications include dynamic foreign exchange (FX) conventional market forecasts, intelligent
transportation systems (ITS), environmental forecasting and evaluation, irradiance prediction [15] and
separating informative tweets from those containing rumors or undetailed useless data. This enhancer is the
most effective tool for enhancing capabilities and provides numerous benefits to the military [16]. Human
resources, combat and support vehicles, helicopters, state-of-the-art intelligence and communication
equipment, artillery, missiles, and infrastructure are just a few examples of the many resources and
capabilities that should be considered when making military decisions [17], [18].

Al stand for computer programs that can learn, reason, solve problems, and perceive and interpret
language in the same way as humans can [19]. Creating models and algorithms so computers can execute
activities typically requiring human intellect is what it is all about. Speech recognition in driverless cars is
only one example of the many Al uses [20]. Al is commonly used interchangeably with machine learning or
deep learning algorithms [21]. The seven Al patterns include systems driven by goals, systems that can
operate independently, conversations that mimic human contact, analytics that can forecast the future, hyper-
personalization, and systems that can assist with making decisions [22], as illustrated in Figure 1. Afterward,
Al is applied to a particular situation using one or more of these seven patterns [23]. Seven Al patterns
include: pattern and anomalies recognition, which identifies patterns in images and speech for example object
detection in military surveillance [24]; conversational and human interactions, enabling dialogue between
humans and machines including chatbots for military communication [25]; predictive analytics and decisions,
which forecasts outcomes based on historical data involving predictive maintenance for military equipment
[26]; goal-driven systems, that optimize actions to achieve objectives like autonomous drones [27];
hyperpersonalization, which customizes services based on user behavior such as adversarial networks for
personalized soldier training [28]; decision support, Al-assisted decision-making in military operations [29];
and autonomous systems, which allows self-driving military vehicles [30]. These seven Al patterns have
recently transformed military operations with their novel capabilities and use for tasks like object
identification, decision support, and conversational engagements.
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Figure 1. Al main patterns

Intelligent military systems can handle vast amounts of data better than traditional ones [22]. Al's
natural calculating and decision-making skills improve combat systems' self-control, self-regulation, and self-
actuation. Nearly every military application uses artificial intelligence, and expanding military backing for
novel and sophisticated Al technologies will raise demand for Al-driven systems [31]. These applications
include autonomous target recognition and tracking, surveillance, cybersecurity, logistics, robotics and drone
navigation, and healthcare.

The analysis goals to accomplish a clear understanding of how digitalization and Al affect the
human environment during armed conflicts, focusing on their role in decision-making, resource management,
and humanitarian response, while recognizing key trends, challenges, and prospects to improve conflict
management and resilience. In order to discover the optimal solution to complicated issues in many different
fields, including engineering, finance, machine learning, and many more, modern optimization uses
sophisticated approaches and tools [32], [33]. Optimization aims to maximize or minimize a function by
methodically choosing the ideal input values. The objective is to find the best potential solution while still
meeting all the limitations. Contemporary optimization techniques employ mathematical models, computer
tools, and complicated algorithms to solve difficult issues instead of more conventional methods [34]. These
approaches typically consist of:

a. Metaheuristic optimization algorithms [35], [36]: these optimization algorithms are widely used to resolve
complicated optimization issues that deterministic approaches have proven incapable of adequately
managing. These algorithms can be classified based on their strategies and working principles as:

- Population-based vs. single-solution: in each iteration, the algorithms either work on one solution or a
population of solutions. Genetic techniques (GA) and particle swarm optimization (PSO) are
population-based techniques, whereas simulated annealing (SA) is single-solution-based.

- Nature-inspired vs. non-nature-inspired: Natural concepts such as Darwinian theory, particle swarms,
and ant and bee behavior may inspire metaheuristic algorithms. On the other hand, mathematical or
physical strategies like simulated annealing or Tabu search are not nature inspired.

- Local search vs. Global search: Metaheuristic algorithms may explore the search space globally or
refine results locally. Iterative local search methods improve local solutions, such as hill climbing or
simulated annealing. Genetic and particle swarm optimization techniques are global search algorithms
that explore a larger search area.

b. Convex optimization [37]: convex optimization is a branch of mathematical optimization that concentrates
on minimizing convex functions over convex sets. Unique global minima facilitate the efficient and well-
structured solution of convex optimization problems. Fundamental algorithms like gradient descent and
interior-point methods frequently resolve convex optimization problems. In general, convex optimization is
essential for creating scalable and efficient solutions to a diverse array of real-world issues.

c. Stochastic optimization [38], [39]: these optimization techniques randomly choose possible solutions to
iteratively explore the solution space. These algorithms try to discover a satisfactory solution in a
reasonable time, particularly when the issue is complicated or when there is uncertainty or noise in the
system. Stochastic gradient descent (SGD) is one of the most used stochastic optimization algorithms [40].
It calculates the gradient of the loss function for an arbitrarily selected subset of data points or a single
data point. This randomness enables it to converge rapidly and circumvent local minima, rendering it
appropriate for large datasets. Nevertheless, SGD may necessitate additional computational resources and
be susceptible to hyperparameters and randomness.
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Modern optimization methods use sophisticated mathematics, vast computer resources, and creative
algorithms to solve complicated real-world problems effectively. In many businesses, these strategies
simplify procedures, boost efficiency, and foster creativity. The main steps to solve a problem using modern
optimization algorithms are illustrated in Figure 2.

The design and development of a future defense force is a complex and challenging issue, where the
defense sector has particular challenges that are not found in other application areas [41]. Modern
optimization algorithms have been used to address some problems related to the military sector to enhance its
performance. For example, they have been used to optimize the design of the UAV [42], to address the
complex military fleet mix and upgrade problem [43], cybersecurity enhancement [44], and so many other
applications. The analysis goals to explore how modern optimization impacts the human environment during
armed conflicts, focusing on their effectiveness in resource allocation, logistics, and decision-making to
advance operational efficiency, humanitarian aid delivery, and overall conflict management.

In sum, the research problem can be defined as the lack of a comprehensive understanding of how
digitalization and Al impact the human environment during international armed conflicts, which hinders the
progress of effective strategies to minimize negative impacts and improve humanitarian efforts. Finally, the
significance of the work is understanding how digitalization and Al can alter warfare and how they may harm
civilian populations and the environment in conflict zones makes researching the effects of digitalization and
Al on the human environment during armed conflicts important. Researchers can discover potential risks and
difficulties associated with the employment of these technologies in conflicts. Potential risks and difficulties
involve ethical concerns, technological misuse, data privacy issues, and the possibility of exacerbating
conflicts. Besides, ways to mitigate their negative effects and improve the protection of civilians and the
environment, by looking into and analyzing these impacts. This research has the potential to lessen harm and
protect human rights during times of war by assisting in the creation of laws and procedures that support the
moral and appropriate application of artificial intelligence and digitalization in combat situations.

The rest of the paper is organized as: Section 2 presents a proposed methodology and gives an
explanation about the bibliometric analysis caried out in this paper. Section 3 introduced the results and
discussed it including bibliometric overview, Research trends and hotspots and countries contribution and
collaboration. The man findings and recommendations are displayed in section 4.

Problem Formulation Algorithm Selection

Iterative Process Convergence Checking

Optimal Solution

- Solution Deployment
Identification ploy

Figure 2. Main steps of a modern optimization procedure

2. METHOD

The bibliometric analysis conducted in this research is divided into two main stages: data collection
and data interpretation. Scopus database was chosen due to several reasons, including accessibility, data
visualization, ease of export, and wide data availability. The following search query was considered:
(Digitalization OR "Artificial intelligence” OR Cyber) AND ("Armed conflict*" OR "Armed attack*" OR
"Armed force*"). A detailed representation of the methodology followed to conduct the present bibliometric
analysis is demonstrated in Figure 3. In this search query, the “*” was mainly used to include the plural of
these words, such as armed conflicts, armed attacks, and armed forces. The timespan was kept as default,
which resulted in generating results in the duration from 1993 to 2024. Regarding data interpretation, three
tools were employed. First, the annual number of publications and related subject areas were directly
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analyzed utilizing Scopus. The thematic clusters were created using the VOSviewer software, allowing for
analyzing the connection between the most occurring keywords. On the other hand, all other results were
visualized and analyzed using biblioshiny. Biblioshiny is a web interface for the bibliometrix R package.
biblioshiny enables interactive and user-friendly exploration of bibliometric indicators. The data exported
from Scopus was directly imported into biblioshiny. Once imported, various metrics could be analyzed by
selecting them from the available options in the interface and adjusting the preferences and parameters
accordingly. The results include keywords word cloud, keywords frequency over time, countries
contribution, annual scientific production of countries, and countries collaboration network.

(Digitalization OR "Artificial
intelligence" OR Cyber) AND
("Armed conflict*" OR "Armed
attack*" OR "Armed force*")

Timespan 1993-2024
production
Keywords Countries Countries
frequency contribution collaboration
clusters

Figure 3. Bibliometric analysis research methodology

Search query

Database

Data collection

Biblioshiny

Data interpretation

3.  RESULTS AND DISCUSSION
3.1. Bibliometric overview

The current bibliometric analysis spans from 1993 to 2024, capturing 544 documents with an annual
growth rate of 12.73%. Table 1 shows all details related to the main information of the present bibliometric
analysis, which was generated through biblioshiny. The documents are diverse, including 208 articles,
171 conference papers, 99 book chapters, and 22 books, suggesting a broad range of dissemination formats.
The analysis involves 1018 authors, with 249 contributing to single-authored publications and a low
co-authorship rate of 2.09 authors per document. International collaboration accounts for 11.76% of
co-authorships, which is also considered a low international collaboration. Additionally, the number of
single-authored documents is 298, which accounts for 54.8% of the total number of publications. This
tendency toward single-authored publications and limited international collaboration can be attributed to the
confidentiality and sensitivity inherent in research related to digitalization, artificial intelligence (Al), and
cyber warfare in armed conflicts. The strategic nature of these topics often necessitates restricted sharing of
research findings, resulting in more isolated academic efforts.

According to the results generated by Scopus, the most related subject area was Social Sciences,
with 289 publications (32%), reflecting a significant focus on the societal, political, and ethical implications
of these technologies in conflict scenarios (see Figure 4). Computer Science, with 226 publications (25%),
underscores the technical and computational aspects crucial for understanding and developing digital and Al
tools in such contexts. The third ranked subject area was Engineering, accounting for 130 publications (14%),
which indicates its role in the practical application and development of technologies. There is a gap between
the top three ranked areas and the remaining subjects, such that the following subject areas were mathematics,
decision sciences, and arts and humanities, accounting for 43 publications (5%), 37 publications (4%),
32 publications (3%), respectively. The "Others" category, comprising 153 publications (17%), includes
various sectors such as medicine, business, environmental science, economics, physics, psychology, and
materials science.
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Table 1. Main information of the bibliometric analysis

Parmeter Value Parmeter Value
Timespan 1993:2024 Article book chapter 1
Sources (journals and books) 336 Article review 1
Documents 544 Book 22
Annual growth rate % 12.73 Book article 1
Document average age 5.68 Book chapter 99
Average citations per doc 6.425 Conference paper 171
Keywords plus (ID) 1946 Conference paper article 1
Author's keywords (DE) 1437 Conference paper book chapter 1
Authors 1018 Conference review 8
Authors of single-authored docs 249 Editorial 2
Single-authored docs 298 Erratum 2
Co-authors per doc 2.09 Letter 1
International co-authorships % 11.76 Note 2
Article 208 Review 24

Percent. %

Social computer Enginnering Mathimatics Decision  Arts and Others
Sciences Science Science  Humanties

Subject areas

Figure 4. Related subject areas

3.2. Research trends and hotspots

From a modest beginning with sporadic publications in the 1990s and early 2000s, the number of
documents began to rise noticeably around 2011. As presented in Figure 5: annual number of publications.5,
there are several jumps that were observed, with a particularly sharp growth in 2020, reaching 71
publications. This trend likely reflects the rapid technological advancements and the increasing relevance of
digital and Al technologies in security and military contexts. A drop in the number of publications was then
observed in 2021 and 2022, which could be attributed to the disruptions caused by the COVID-19 pandemic.
After that, the highest peak was achieved in 2023, with 89 publications, resulting from continued research in
this field, possibly driven by recent global events or technological breakthroughs. Although the average
annual growth rate was not high at 12.73%, there were some years when the growth rate was considerably
significant. This is mainly due to the negative growth rate in a few years, such as in 2021. For instance, after
2011, the top three jumps accounted for annual growth rates of 125%, 109%, and 82%, which occurred in
2012, 2020, and 2023, respectively.

The present bibliometric analysis reveals a strong focus on the intersection of Al and cybersecurity
with armed conflict and security. "Artificial intelligence" emerges as the most frequent term (see Figure 6),
highlighting its significant role in modern conflicts and security studies. This keyword was considerably the
highest occurring word, with a frequency of 112. Concurrently, "cyber security”" and "network security" are
prominent, underscoring the importance of protecting digital infrastructure in conflict scenarios.
Additionally, the notable frequencies of "computer crime" and "computers" indicate an awareness of the
broader implications of technology in criminal activities and warfare. An illustration of the keywords’
occurrence is depicted in Figure 7, showing their frequencies over the investigated timespan.
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To further explore the interconnections between the keywords, the thematic clusters were generated
using VOSviewer, as shown in Figure 8. The number of occurrences was kept at the default setting, which
corresponds to a keyword frequency of 5. This resulted in the creation of thematic clusters comprising a total
of 129 words. As can be seen, six clusters were generated: dark blue, light blue, red, green, purple, and
yellow. The corresponding top occurring keywords in each of these clusters were artificial intelligence, game
theory, armed forces, international humanitarian law, war, and armed conflict, respectively. A huge
difference between the number of keywords in each cluster was observed: 39 in the red, 24 in the green, 22 in
the dark blue, 17 in the yellow, 17 in the purple, and 10 in the light blue.
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3.3. Countries contribution and collaboration

The bibliometric analysis reveals that the USA is by far the leading country in research within this
field, with a substantial frequency of 181, as shown in Figure 9. It significantly surpasses that of other
countries, indicating its dominant position in the research landscape. The United Kingdom follows with a
frequency of 63, and Germany is close behind with 55, but these numbers are notably lower compared to the
USA's output. Other countries, including India, Australia, and Canada, have even smaller frequencies,
underscoring the USA's preeminence in this area of study. The data clearly illustrates the USA's leading role
in advancing research related to the intersection of digitalization, artificial intelligence, cyber warfare, and
armed conflict. A detailed presentation of the number of documents published by each of the leading
countries in this field is shown in Figure 10.

The scarcity of international collaborations suggests that security and confidentiality concerns are
significant factors hindering more extensive international partnerships. Figure 11 underscores the limited
scope of international collaboration in this field, which was previously reported as 11.76%. The data reveals
that the most significant collaboration is between the USA and the UK, with only 9 publications shared
between them. This is followed by a modest 5 documents co-authored by researchers from the USA and
Germany. These numbers reflect an extremely low level of international cooperation, highlighting how
sensitive research topics in this area may restrict the extent of collaborative efforts.
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Figure 11. Countries' collaboration network
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4. CONCLUSION

Highlighting the impacts of digitalization and artificial intelligence on the human environment
during armed conflicts has been presented through a bibliometric analysis. The bibliometric analysis spans
from 1993 to 2024, capturing 544 documents with an annual growth rate of 12.73%. The single-authored
documents represent around 54.8% of the total number of publications. This tendency toward single-authored
publications and limited international collaboration can be attributed to the confidentiality and sensitivity
inherent in research related to digitalization, artificial intelligence (Al), and cyber warfare in armed conflicts.
The strategic nature of these topics often necessitates restricted sharing of research findings, resulting in more
isolated academic efforts. Based on the obtained data by Scopus, the most related subject area was Social
Sciences, with 32%, reflecting a significant focus on the societal, political, and ethical implications of these
technologies in conflict scenarios. Computer Science, with 25 %, underscores the technical and
computational aspects crucial for understanding and developing digital and Al tools in such contexts.
Compared with most of the literature reviews in the field, such as those focusing on Al in warfare, digital
transformation in crisis response, or cybersecurity in conflict zones, this study provides insights by revealing
the distribution structure of literature, the collaboration relationship and the dynamic change of research
trends with a transparent, repeatable and objective procedure.

While this study provides valuable insights, it also faces certain limitations. The bibliometric data
was sourced solely from the Scopus database, and although it is extensive, it may overlook relevant
publications from other indexing platforms. Moreover, the quantitative nature of bibliometric analysis limits
deeper exploration of the contextual and qualitative aspects of individual studies. Despite these constraints,
the findings reveal a growing research interest in the intersection of digital technologies and conflict,
emphasizing the urgent need for ethical frameworks and robust policy development to guide the application
of Al in sensitive and high-stakes environments. Further integration of Al technologies in conflict resolution
and optimizing digital tools for humanitarian aid during crises can be considered in future research.
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