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1. INTRODUCTION

Internet of things (IoT) comprises various forms of software and hardware connected in a larger
context to disseminate and analyze data from various application perspectives [1]. Irrespective of various
related concerns, security issues dominate the research communities, even if a more extensive set of security
solutions is being introduced for IoT [2]. From the perspective of IoT security, various challenges are
associated with performing frequent sets of operations, e.g., data encryption, access control, firmware
updates, and device authentication [3]. Some key security issues in IoT are mainly associated with scalability,
limited resources, diverse ecosystems, privacy concerns, and physical security [4]. There is an evolving
landscape of cyber threats in IoT, which are consistently being researched [5]. Out of various security
solutions, artificial intelligence (AI) has eventually played a robust solution to deal with this complex
security problem with various evolving machine learning algorithms [6]-[9]. Existing studies have noted the
adoption of AI in anomaly detection [10], adaptive security [11], automated threat response [12], and
predictive capabilities [13]. However, there are rising concerns about adopting machine learning algorithms
in IoT security, too. The primary limitation is associated with the dependency of massive data volumes for
machine learning models which is a rising concern towards sensitivity and data privacy. This problem is also
linked to the increasing requirement for training data of higher quality and model complexity. Further, there
is always the risk of overfitting thereby restricting the capability of the algorithm to adapt for fluctuating
data. However, one notable problem that is normally overseen by the majority of existing studies is that once
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the dataset is trained, the learning model completely depends on it for its predictive analysis. Under such a
scenario, if there is any form of deviation in the network scenario or if there is any form of unknown or
dynamic threats, the trained model fails to support the higher and more reliable threat detection by the
existing machine learning model. Hence, existing studies using machine learning may sound good, but in
reality, their applicability is restricted to static environment implementation only. Hence, the prime gap of the
existing study is mainly related to the non-updating process for the trained model during the actual
deployment process by existing machine learning models. Further, there is a need to develop such a model
that can further address the overfitting and reliability problems while using machine learning in order to
balance the demands of successful, updated, and reliable threat detection with a cost-effective learning
model.

The related background work of literature shows that there are various contributions of machine
learning-based approaches towards boosting the security features in IoT [14]. There are various studies
reviewed considering adopted methodologies, features, and datasets. Table 1 highlights the characteristic
being obtained from existing studies [15]-[30]. Hence, it can be seen that XGBoost, support vector machine
(SVM), random forest (RF), and decision tree (DT) are frequently adopted approaches noted in existing
approaches.

Table 1. Review of existing studies

Studies Methods Features Dataset
[15] Multilayer perceptron, SVM, RF Health-related WUSTL-EHMC2020, ICU-IOMT
[16] DT 18 sensor-related features WSN-DS
[23] Collaborative learning Traffic data ECU-IoHT
[24] XGBoost, Fisher score model, genetic algorithm 115 features from traffic data N-BaloT
[25] Ensemble 4 Features from network traffic NSL-KDD
[26] CNN, nature-inspired algorithm 34 features from network traffic TIoT-MQTT
[27] XGBoost, RF 115 features from traffic data N-BaloT
[28] SVM Data features related to activity, Synthetic, CSE-CIC-IDS2018
[29] 80-traffic feature
[30] SVM (multi-class), DT 20 features from IoT traffic Multistep cyber-attack dataset
[17] SVM, K-nearest neighbor, RF A large number of features Multiple datasets
[18] CNN Features for 25 classes MaleVis
[19] Machine learning, encryption Features related to traffic flow Synthetic dataset
[20] Multiple machine learning Traffic-related feature 1oT-23
[21] Multiple machine learning 45-features TON-IoT
[22] Multiple machine learning 6-features related to traffic flow NFUQ-NIDS-v2

The research problems associated with existing studies are manifold. With the advancement of
varied networking in large scale and distributed manner, there is also an immense increase in different
threats. Such threats have been reported to have high potential and can bypass any security monitoring
system in IoT (e.g. firewall). The existing security firewall system can only resist the threats already
considered while developing the security patch for the firewall. Hence, firewall systems cannot identify any
threats that are not declared and defined well in their standard database system. Hence, there is a need for an
innovative system capable of identifying a security threat of unknown form different from that used in
developing a firewall system.

Therefore, the proposed study aims to develop a computational model capable of harnessing the
potential of a machine-learning approach towards dynamic, unknown, and uncertain threat detection in IoT.
The value-added contributions in current work are as follows: i) a novel threat detection scheme has been
presented capable of learning the dynamic patterns and correlation of potential vulnerabilities, ii) a distinct
updating scheme has been introduced that can optimize the data quality of training model to realize the
dynamic events in incoming traffic, iii) a simplistic and yet innovative neural network based machine
learning model has been presented that can perform representation learning to extract more significant
underlying patterns of threats, iv) a unique masked indexing mechanism has been presented towards
safeguarding the labels of trained data from adversaries. The paper's organization is: Section 2 presents
a discussion of methods, while the result is discussed in Section 3, and the conclusion is presented in
Section-4.

2. METHOD
The proposed system aims to develop a novel detection scheme of potential threats by harnessing
machine learning towards securing future communication systems i.e. [oT. An IoT infrastructure is formed
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by considering a specific number of IoT devices that capture the data and forward it to a processing unit
hosted within an edge device. The processing unit, considering an additional 50+ features using a standard
dataset related to traffic flow, further executes the algorithms towards scrutinizing threats that are hosted in a
connected cloud environment. Analytical modelling is considered for developing the research methodology,
where the complete operation is classified into dual implementation stages. The first implementation is
towards identifying the potential threat, while the second implementation is about applying a neural network
based machine learning model to perform updating of incoming threats. Figure 1 highlights the adopted
architecture of the proposed methodology.

Indexed Data Unindexed Data
v Y
Neural Construction Reconstruction
Network Operator Operator Perform
) v Updating
A
| B Features Features
Correlation | - ! Generate
* Masked Index
Cost function |—»|Mean Regular Feature A
Threat
> Normal Distribution »| Detection

Figure 1. Architecture of proposed research methodology

According to Figure 1, the traffic information is split into indexed and unindexed data which is
subjected to a neural network model with an inclusion of construction and reconstruction operator. The
neural network model adopted towards performing learning of traffic data representation where the input
traffic data is initially subjected to forward pass where construction operator is used to generate a latent
representation while reconstruction operator is used to generate reconstruction of original input using latent
representation generated in prior stage. The operation yields feature that are subjected to correlation analysis
followed by using cost function with an objective to make the reconstruction matching with the original
input. The cost function adopted in the proposed system is basically designed for learning representation that
is capable of extracting both similarities and differences among data points. This is done with the objective to
incentives regular traffic and penalize malicious traffic. The novelty of this neural network model is that it
uses its operator and cost function to reduce the distance between the positive traffic data (representing
regular traffic) and increasing the distance between dissimilar data (representing malicious traffic).

The operations of the cost function result in mean regular features, which, along with extracted
values of normal distribution, are subjected towards assessment of regular and malicious traffic, thereby
accomplishing the threat detection operation. After the threat detection is performed, the next task is to
increase the adaptability of the model to perform detection over a stream of dynamic traffic information. The
same neural network model is trained with a random weight, resulting in the masked index which represents
a second layer of encoded value of labelled data of traffic. The beneficial aspect of this operation is that the
adoption of masked label offers further data integrity as well as data privacy as no attacker will ever be able
to compute the actual label information of the traffic data. Another beneficial aspect of this module is that —
the model can now be able to easily identify any form of spurious traffic if an attacker attempts to tamper
with either the data or the label of it. The tampered label of the data by the attacker is less likely to match
with the computed value of the masked index presented in the proposed system and hence strongly acts
similarly to a trapdoor function used in a conventional cryptography-based approach.

Further, the proposed study introduces updating operations in order to increase the capability of
coverage of trained data by the proposed neural network model to be able to resist potentially dynamic forms
of threats. Interestingly, the internal operation of the scheme is quite progressive and less iterative.
Eventually, it uses machine learning methodology which contributes towards an effective balance between
security features and computational features. An illustration of design implementation follows next:
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2.1. Potential threat identification

This is the first module of implementation that is responsible for threat identification. The prime task
of this algorithm is basically to perform the identification of potential threats, followed by the generation of a
masked index. Basically, the term masked index is meant for safeguarding the labels assigned for the
incoming traffic data, which otherwise could be tampered with or eavesdropped by an attacker. The steps of
the proposed algorithm towards threat identification are as Algorithm 1:

Algorithm 1. Algorithm for threat identification
Input: T

Output: TI

Start

1. init T (T:, Tm)

2. (Ty, Tm)e[((xr, Br) (om, Bm)]
3. compute p=fi(tri, try)

4. }\=f2(pl 6)

5. A1= aIrgmin (ZA)

6. TI=f3(p(r, m))

End

The illustration of the algorithm is as follows: The algorithm takes the input of T (traffic data),
which, upon processing, will lead to the generation of 77 (threat identification). The algorithm initializes the
traffic data T concerning regular traffic 7; and malicious traffic 7, (Line-1). Further, the traffic data is
represented in the form of input traffic vector (ar, am) of regular and malicious forms as well as associated
indexes (f, fm) of regular and malicious forms, respectively (Line-2). It will eventually mean that the traffic
data T will consist of input traffic vector a of s size while each index £ is initialized with a binary range of
[0, 1] where 0 and 1 depict regular and malicious traffic, respectively. The proposed algorithm considers the
trained representation associated with each input traffic data as t#(€TR), while the proposed neural network
model used for threat detection is represented by m., where w represents the weight associated with the neural
model.

The proposed system uses a unique cost function that targets to increase the correlation between
regular traffic (¢, fr:j) and decrease the same for reference sample #:; and malicious traffic trmk The
variable tr; represents the reference sample associated with regular traffic information while the value of the
subscripts (i, j) is (1, 2, 3, ....., I;), where variable I, represents the index for regular traffic. The value of
subscript & is (1, 2, 3, ....Im), where variable [, represents the index for malicious traffic. In the consecutive
part of algorithm implementation, the scheme computes correlation attribute p by constructing an explicit
function fi(x) considering input arguments of regular traffic information #; and #; (Line-3). The function
fi(x), which is intended to evaluate the similarity between pairs of traffic data points, is used by the system to
calculate the correlation attribute p. In particular, fi(x) computes the dot product of two traffic samples'
feature vectors and normalizes the outcome using the Euclidean distance. This process makes sure that the
correlation accurately represents how similar the samples are, which is essential for differentiating malicious
traffic from legitimate traffic. The neural network learns to distinguish between malicious and legitimate
traffic by using the correlation score as input to the cost function A. The computation of this explicit function
fi(x) is empirically expressed as (1):

fi(x) = (try. try). [abs(tr;, tr;)] " (D

After the explicit function fi(x) computation, the system computes the value of the correlation attribute p,
which is further utilized towards its consecutive steps for computing cost function A. A closer look into
Line-4 showcases that the computation of cost function A is carried out by developing another explicit
function f>(x) with an input argument of correlation attribute p and adjustment parameter J. The step-wise
computation of cost function A is shown as (2) and (3):

Ai,j = C.j—: (2)
A=["T A 3)

A closer look into the expressions (2) and (3) show that the proposed scheme initially computes
expression (2), which is then used in expression (3). In the initial computational step of expression (2), the
variable A4; represents an exponential form of correlation attribute p for (i, j) divided by adjustment parameter
0. At the same time, the variable A, represents the summation of the newly accomplished value of 4; and all
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additive values of 4, with the lower range of (i, k) and index range of (/;, /). In the next computational step
of expression (3), the variable / represents /:(/--1), where I; is the index for regular traffic and the second
component represents all additive values of expression (2). The algorithm minimizes the cost function
associated with both construction co and reconstruction re to efficiently learn the traffic representation to
obtain the new value of cost function 4, (Line-5). The variable 22 represents the summation of 4., and A,.. In
the final step of the algorithm (Line-6), another explicit method f3(x) is used for higher probability
assessment (HPA) in order to derive an accurate correlation score p with the normal distribution of traffic
with respect to both regular and malicious. This information of the identified threat is stored in matrix T1I.

2.2. Updating operation for incoming threat

This is the second part of implementation which is mainly concentrated towards performing updated
operations for all incoming threat-prone traffic. A closer look into the adoption of machine learning
approaches towards threat detection in existing systems is always found to depend on its predictive operation
on its trained data. The very assumption that all trained data will consist of complete possibilities of traffic
events upon exposing them in a deployment scenario is impractical, especially regarding dynamic threats.
Hence, the prime objective of this algorithm is to increase the adaptability of the threat detection model to
understand and realize the dynamicity involved in the traffic environment by generating updated information
on incoming threats. The core contribution of this model is its freedom from any form of demands of manual
indexing tasks while performing training operations over streams of traffic information. The algorithmic
steps are as shown in Algorithm 2:

Algorithm 2. Algorithm for updating incoming threat
Input: To, w

Output: up

Start

1. init w

2. train param

3. o, BE o, Bo

4. For i=ou

5. N[ (co, re) (r, m)]=fi(param)
6. For 3=0: (h-1) do

7. res (co, re)i+i=Imw (Xi+j)
8. B1=fs (param)

9. up (o, B)=fel (o, B), (cti+i, Bi+y)]
10. End

11. End

12. initiate training(paramz)

End

The above-shown algorithm takes the input of 7, (dataset for training) and w (weight), which, after
processing, yields an outcome of up (updated information of threat). Neural network framework m,, is
initialized considering weights w of arbitrary form (Line-1) is used for training the system considering a pilot
sample of indexed traffic information that consists of input traffic vector a, and associated indexes S,
considered for pilot epoch round e, (Line-1 and Line-2). The variable param represents input traffic vector
a,, associated indexes f, and epoch e, (Line-2). The input traffic vector o, and associated indexes f, are
further assigned to the new mapping attribute of input traffic vector a and associated indexes f (Line-3). The
following line of operation considers all the input traffic vector a; (Line-4), followed by an evaluation of the
normal distribution N (Line-5). For this purpose, an explicit function f4(x) is constructed to assess the
suitability of normal distribution considering param; representing pilot input traffic vector a,, input traffic
vector ¢, and neural network framework m,, (Line-5). The evaluated normal distribution suitability score is
then assigned to matrix N considering construction operator co, reconstruction operator re associated with
regular traffic » and malicious traffic m (Line-5). In simple words, this operation (Line-5) extracts the normal
distribution of construction operator co and reconstructor operator re using pilot traffic information 7.

Further, the algorithm generates the masked index (Line-5 to Line-8) followed by the generation of
updated information (Line-9 to Line-12). Considering the phases involved in Training ranging from 0 to (4-1)
as shown in Line-6, the algorithm obtains results res concerning construction operator co and reconstruction
operator re (Line-7). It eventually infers towards accomplishing results concerning input traffic vector a
(Line-7). In the consecutive process, the algorithm allocates the masked index to all the recently generated
input traffic ¢/ that has already been detected in the first algorithm using the Neural network framework 7.
The function f5(x) is meant for undertaking a decision considering newly generated result res in the previous
step concerning param; (Line-8) that can be further empirically expressed as (4):

p(co);yj>res(co),N(co,1),N(co,m) @)
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p(re)i j>res(re),N(re, ), N(re,m) 5)

In the expression (2) and (3), the {res(co), N(co,r), N(co,m)} and {res(re), N(re,r), N(re,m)}
together constitute of param,. The function fs(x) generates a value of masking index f as 1 if it finds error-
prone input followed by a flagging alert to the system. It will also mean that the previous algorithm plays the
role of inference to yield outcomes in this model while performing generation for masked indexes. Only the
outcome of masked index f;; that is found to have a higher score is considered further, followed by randomly
permuting masked index f. This algorithm's final step is updating both input traffic vector a and associated
masked indexes f (Line-9). For this purpose, function fs(x) has been constructed, which is mainly performing
union operations between a, o;+j, and fi+j while the Training is carried out on param,, which consists of a, j,
7w, and new epoch e; (Line-12). It can be seen that training dataset T is now expanded with the inclusion of a
new input traffic vector aj and its associated masked index f. Considering # number of incoming traffic
being newly identified, new epoch e; is used for adjusting the neural network model z,, which eventually
means that the final index consists of both ground-truth information index and masked index. The following
section discusses about accomplished results.

By doing away with manual labeling and ongoing retraining, the masked indexing mechanism
presents a revolutionary method for dynamic threat detection. By employing "masked indexes" to conceal
traffic labels and thwart label manipulation by adversaries, it enables the system to automatically identify and
adjust to changing threats in real-time. Even in dynamic, label-free situations, which are typical of IoT
networks, this approach guarantees reliable threat detection. Because iterative re-training of the system is not
necessary, it also reduces computing overhead, increasing efficiency. Because of the increased accuracy,
shorter processing times, and more trustworthy threat detection that results, it is especially useful in settings
where data patterns are ever-changing.

3. RESULT

The scripting of the proposed study is carried out on a python environment on a normal 64-bit
Windows environment considering two standard benchmarked datasets implemented on a standard 64-bit
Windows system with NVIDIA GeForce GTX with 16 GB RAM and Intel Core i5 processor. The
environment was retained the same for assessing the proposed existing system. The first dataset is the NSL-
KDD dataset [31], where 25 classes of malicious forms are considered for training operations encapsulating
attackers that attempt to explore various types of attacks as follows: i) Attacker Type-1: This type of
attackers exploit the weakness of network structure, e.g., Port scanning, ping sweeping, network mapping,
service enumeration, vulnerability scanning. ii) Attacker Type-2: This type of cyber-attack to gain
illegitimate access to control the network or machine of the victim node remotely, e.g., SQL injection, buffer
overflow, remote code execution. iii) Attacker Type-3: This type of cyber-attack is used for gaining access to
root administrative accounts illegally, e.g., Kernel exploits, misconfiguration of set group ID (SGID) or set
user ID (SUID). iv) Attacker Type-4: This attacker is meant to flood illegitimate requests in order to disrupt
the normal services from a server, e.g., Volume-based attacks, protocol attacks, application layer attacks,
denial-of-service (DoS), and distributed DoS (DDoS). The second dataset is the UNSW-NB15 dataset [32],
with more than 100 GB of raw traffic information extracted from artificially constructed adversaries with 9
classes of attack with 49 features. This dataset provides vulnerable environmental assessment for DoS,
worms, and malware. There is a total of 175, 341, and 82, 332 records used for training and testing. The
proposed scheme uses 5 layers with following sizes i) for first dataset (size of input layer=121, size of
constructor layer=64, size of hidden layer=32, size of reconstructor layer=64, size of output layer=121),
and ii) for second dataset (size of input layer=196, size of constructor layer=128, size of hidden layer=64,
size of reconstructor layer=128, size of output layer=196). The adjustment parameter 6 is set to 0.02 with
128 batch size, while 0.001 is set for the rate of learning considering rectilinear unit (ReLU) as the activation
function. The scheme uses gradient descent of stochastic form to play the role of optimization in the proposed
machine learning model. The NSL-KDD dataset consists of network-based attacks, while the UNSW-NB-15
dataset consists of more diverse attack coverage on more realistic scenarios of IoT. Adoption of these
datasets facilitates to simulation of general attacks based on network vulnerabilities in IoT. The outcome is
assessed for varied accuracy parameters (precision, recall, and F1-score), overall accuracy, and algorithm
processing time. The benchmarking is carried out by comparing the proposed system with existing machine
learning algorithms that are frequently reported in the literature, e.g., XGBoost, SVM, RF, and DT as shown
in Figures 2 to 6. The outcome of the analysis eventually shows the proposed scheme of a neural network to
perform better performance in contrast to existing machine learning approaches with respect to accuracy and
processing time-based evaluation metric.
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Discussion of accuracy outcomes is illustrated in Figures 2 to 5. The quantification of accuracy
outcomes shows that there is no significant difference in accuracy outcomes for the first and second datasets.
The proposed system is found to offer approximately 12% and 10% better accuracy scores recorded for the
first and second datasets, respectively, in contrast to existing machine learning approaches. The justification
is as follows: Although the XGBoost approach is known for its higher accuracy performance with better
handling capacity of imbalanced data, it is the computationally intensive model when exposed to a larger
dataset. It works well for small datasets, but its accuracy starts declining when exposed to streams of data. A
similar problem is also encountered for the SVM approach, and its performance is potentially dependent on
an appropriate kernel function selection. Although this selection is somewhat easier for smaller and static sets
of data its accuracy starts degrading when assessed with increasing random sizes of incoming traffic of data.
The performance of RF is found to be quite good in accuracy for the second dataset, while the DT approach
is found to be better for both datasets. However, the DT approach cannot be considered suitable in this
implementation scenario as it can lead to a higher degree of instability in case of smaller changes in data.
However, the proposed scheme offers better accuracy mainly because of the second algorithm towards the
updating process, minimizing all the extra time required to find optimal results. Owing to fitment testing with
processed features with normal distribution, the detection outcome is quite reliable with respect to its overall
accuracy score. The adoption of correlational score between trained representation offers a better form of
data representation considering optimal cost function associated with the constructor and reconstructor
operator. This is further justified by evaluating its computational efficiency with respect to algorithm
processing time results exhibited in Figure 6.

Discussion of algorithm processing time is illustrated in Figure 6. The quantified outcome shows
that the proposed system offers approximately 28% and 38% of reduced algorithm processing time in
comparison to the mean of existing machine learning algorithms for the first and second datasets,
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respectively. The justification behind this outcome is as follows: Both XGBoost and SVM are noted with
considerably higher algorithm processing time, which is mainly due to their extensive hyperparameter tuning
and slower computational process respectively. For both datasets, their performance is nearly the same. RF
algorithm generates a large number of trees that eventually leads to increased complexity especially during
the training operation. DT has better performance in contrast to XGBoost, SVM, and RF, which is mainly
due to its independence from normalization or feature scaling step; however, when exposed to unindexed
data, it is noted to be prone to overfitting, leading to inferior generalization of unseen data. However, the
methodology involved in the proposed scheme calls for unsupervised learning, while the identification of
outliers is easily done by estimating reconstruction error without much dependency on labelled data. Further,
the model is highly adaptive to complex patterns of new types of intrusion by finetuning the data, as noted in
the second algorithm of the proposed system. Hence, without the inclusion of any sophisticated iterative
steps, the algorithm can carry out progressive operations to identify even smaller changes in traffic with
higher accuracy. This ground of fact is attributed towards reduced algorithm processing time for the proposed
machine learning-based security scheme.

0.6
0.5
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0.3

0.2

Processing Time(s)

0.1

o =3
Proposed XGBoost SVM RF DT
Approaches

E NSL-KDD 3 UNSW-NB15

Figure 6. Processing time analysis

4. CONCLUSION

The adoption of machine learning algorithms has been frequently witnessed in existing literature
towards threat detection on various forms of network systems. Keeping aside the potential capability of
machine learning algorithms towards addressing security threats, one of the challenging problems identified
is that — a trained machine learning model is not sufficient to mitigate dynamic forms of threats, which is a
major gap in the literature. This gap is addressed in proposed system by following notable contribution:
1) proposed scheme implements a highly adaptable and flexible architecture which is capable of identifying
dynamic threats with faster response and higher accuracy, ii) neural network-based learning model has been
designed with an inclusion of two additional layers (construction operator and reconstructor operator) which
assists towards better form of learning representation of variable and uncertain traffic pattern, iii) proposed
scheme is completely free from any form of human intervention which can undertake its own decision threat
detection and updating process, iv) an innovative concept of masked index has been introduced to address the
task of labelling so that an involuntary threat detection scheme can be defined on dynamic environment, and
v) proposed system offers approximately mean of 11% increased accuracy and 33% of reduced processing
time when compared with frequently used machine learning towards cyber security. For real-world
applicability, the model needs to be synchronized with existing edge devices for particular service providers
of IoT-cloud systems. Various challenges that could surface are handling and processing massive incoming
traffic from IoT devices with respect to designated edge devices. The complete system operation is carried
out considering fault-tolerant processing carried out within edge devices and servers that execute algorithms
in a cloud environment. This dependency could be one of the prime limitations although it will not affect
algorithmic performance. Hence. Future work will be continued towards improving the same model with
more parametric inclusion of cloud attributes and edge device attributes apart from IoT devices, which was
the prime focus of this study. The future work will have an inclusion towards novel formulation of threat
prevention strategy considering large IoT environment.
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