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Algebraic digital signature algorithms with a commutative hidden group, which
are based on the computational difficulty of solving large systems of power equa-
tions, are promising candidates for post-quantum cryptoschemes, especially in
securing applications like the internet of things (IoT) and other information tech-
nologies. Associative finite non-commutative algebras are used as an algebraic
support of the said algorithms. Among such algebras, finite quaternion-type al-
gebras have been identified as strong candidates for providing algebraic support.
This paper investigates the decomposition of these algebras into commutative
subrings and explores their multiplicative groups, which can serve as poten-
tial hidden groups. The analysis reveals the existence of three distinct types of
subrings, with derived formulas for the number of subrings and the orders of
their multiplicative groups. These findings align with previous studies on four-
dimensional algebras defined by sparse basis vector multiplication tables. Using

the finite quaternion-type algebras as algebraic support, a novel post-quantum
signature algorithm characterized in using two mutually non-commutative hid-
den groups has been developed.
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1. INTRODUCTION

The United States National Institute of Standards and Technology (NIST) has emphasized the critical
importance of developing standards for post-quantum cryptography, underscoring the growing need for secure
cryptosystems in the quantum computing era [1]-[4]. One of the major challenges in this field is designing
practical post-quantum digital signature algorithms that are suitable for a wide range of information and com-
munication technologies. This has led to the exploration of novel approaches, including the use of associative
finite non-commutative algebras (AFNAs) as algebraic support for digital signature algorithms (DSAs) with a
commutative hidden group [S]-[7l]. Understanding the structure of AFNAs is crucial for assessing the security
of that DSAs [8]], [9]. For certain AFNAs, defined by sparse basis vector multiplication tables (BVMTs), this
structural problem has been addressed in previous works [10]], [L1].

Quaternion-type algebras, introduced in [6]], [12], have emerged as promising candidates for sup-
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porting post-quantum electronic digital signature algorithms (DSAs) with hidden groups, which rely on the
difficulty of solving large systems of power equations [7], [9]. This growing interest highlights the need for
a deeper investigation into the structure of quaternion-type AFNAs, particularly focusing on their decompo-
sition, where these algebras are viewed as finite non-commutative rings, into sets of commutative subrings.
The relevance of this scientific problem lies in the significance of its results for the development of practical
post-quantum DSAs on non-commutative associative algebras.

The present paper consideres decomposition of different versions of quaternion-type AFNAs, which
represent finite non-commutative rings, into a set of commutative subrings and show the similarity of the struc-
ture of these algebras. Based on the obtained results, a novel post-quantum signature algorithm is introduced
that uses two hidden commutative groups, where elements of one group are non-commutative with those of the
other. The developed algorithm is of interest as a candidate for a prototype of a practical post-quantum DSA.

2.  ASSOCIATIVE FINITE NON-COMMUTATIVE ALGEBRAS

A finite algebra can be defined as an m-dimensional vector space over a finite field, equipped with
a closed vector multiplication operation that is both left and right distributive over vector addition. Any
vector A in this space can commonly be represented in two ways: 1) As an ordered set of coordinates:
A = (ap,a1,...,am-1), 2) As a sum of scalar multiples of basis vectors a;e;: A = Z;T;Ol a;e;, where
e; are basis vectors and a; are elements of the finite field. This paper considers quaternion-type finite algebras
set over the ground field GF(p), where p is an odd characteristic.

To ensure the properties of closure and two-sided distributivity in vector multiplication, we define
the multiplication of two vectors A and B by multiplying each component of A with each component of B
according to the following expression:

m—1m—1

AoB= Z Zaibj(eioej) (D

i=0 j=0

where every one of the products e; o e; is substituted by a one-component vector Aey, indicated in the cell at the
intersection of the ¢-th row and the j-th column of some BVMT (for example, see Table . If the coordinate A
is not equal to 1, then it is called the structural constant.

If the defined multiplication operation is non-commutative and associative, then the resulting struc-
ture is an (AFNA). A unified method for generating AFNAs with a global two-sided unit (designated as E)
for arbitrary even dimensions m > 6 was introduced in [12]]. In the specific case of m = 4, this method pro-
duces symmetric BVMTs relative to the diagonal running from the upper-left to the lower-right corner. These
symmetric BVMTs define commutative finite associative algebras.

However, as show in [12], it is possible to modify such BVMTs by introducing several different non-
symmetric distributions of the structural constant A = 1, which define non-commutative multiplication opera-
tions. One of these non-symmetric distributions is presented in Table[I] and corresponds to a four-dimensional
AFNA known as a finite quaternion algebra. The use of AFNAs as algebraic support for digital signature al-
gorithms (DSAs) is of particular interest due to their potential in developing practical algebraic post-quantum
DSAs standard.

Table 1. Establishing the finite quaternion algebra with the unit element £ = (1,0,0,0) [13]

o eo el es es3
ey ep e1 es es3
el el —eo es —e2
[=D) eo —es3 —eq €1
e3 es €2 —e] —eo

Post-quantum public key cryptography leverages computationally difficult problems beyond discrete
logarithm and factorization problems. For instance, post-quantum algorithms have been developed based on
groups [14], algebraic lattices [15]], codes [[16], and hash functions [17]. Of particular interest are post-quantum
public key algorithms that rely on the computational difficulty of solving large systems of power equations
involving many variables [18], [19], as quantum computers are inefficient at solving such systems. This area
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of post-quantum cryptography is referred to as multivariate public key cryptography (MPKC) [20]. MPKC
algorithms are typically designed using hard-to-reverse mappings with a secret trapdoor. These algorithms are
known for their relatively high performance and compact digital signature sizes [21l]. However, a significant
drawback of MPKC algorithms lies in the exceptionally large size of the public key. Even with methods such
as those described in [22], which reduce the size of the public key by an order of magnitude, the public key
size remains substantially large.

To develop post-quantum DSAs with a small public key size, the studies in [5] and [6] propose utilizing
the computational complexity of the so-called hidden discrete logarithm problem. This class of algorithms
is referred to as algebraic algorithms with a hidden group. However, detailed analyses in [23], [24], and
[25]] have demonstrated the possibility of reducing known forms of the hidden discrete logarithm problem to
the standard discrete logarithm problem, rendering these algorithms vulnerable to quantum attacks. Another
class of algebraic algorithms with a hidden group, as described in [8] and [9], also achieves a small size for
both the signature and the public key by leveraging the computational complexity of solving large systems of
power equations. These algorithms can be classified as algebraic MPKC algorithms. This approach effectively
addresses the limitations of existing MPKC algorithms based on hard-to-reverse mappings and represents a
promising new direction in multivariate cryptography. It is particularly oriented toward the development of
practical post-quantum signature algorithms on AFNAs with a global two-sided unit.

A unique research problem associated with the development of algebraic digital signature algorithms
with a hidden group (that is commutative) lies in describing the possible types of commutative groups contained
within the AFNA used as algebraic support. This problem can be formalized as studying the decomposition
of a non-commutative ring, represented by the AFNA, into a set of commutative subrings. The papers [10]
and [[L1] propose a methodology for such studies and provide a detailed description of the structure (from this
perspective) of certain four-dimensional AFNAs defined by sparse BVMTs. When AFNAs defined by complete
BVMTs (i.e., BVMTs without zero values for structural constants) are used as algebraic support, a strengthened
interdependence is observed in the power equations describing the connection between elements of the secret
and public keys. This characteristic makes AFNAs defined by complete BVMTs particularly interesting for
cryptographic applications. Quaternion-like algebras belong to this latter type of AFNAs.

This article focuses on the development of signature algorithms on quaternion-type algebras.
Consequently, studying the structure of such algebras forms a significant part of the research. Based on the
obtained results, a new post-quantum algebraic MPKC signature algorithm is introduced. The novel features
of this algorithm include the following: i) the use of two hidden groups, where the elements of one group are
non-commutative with those of the other; ii) the incorporation of an auxiliary randomizing signature element
in the form of a hash function computed from the value of the fitting signature element; and iii) the use of
an auxiliary fitting signature element, represented by an integer, that serves as a degree in the verification
equation.

3.  QUATERNION-TYPE FINITE ALGEBRAS
The multiplication operation in the finite quaternion algebra is defined by Table [I] possessing the
following distinguishing features:
a. Symmetry of basis vector distribution: The basis vectors are symmetrically arranged along the main diago-
nal, which extends from the upper-left corner to the lower-right corner of the BVMT.

b. Asymmetry of the distribution of the structural constant A = —1: The structural coefficient A, equal to
—1, is distributed asymmetrically across the BVMT cells. This asymmetry results in the non-commutative
nature of the multiplication operation.

c. Associativity of multiplication: The multiplication operation within the algebra is associative.

In this paper, we refer to four-dimensional AFNAs defined by BVMTs exhibiting these properties as
quaternion-type (QT) algebras. Examples of such algebras can be found in references [6]], [12]]. It is evident
that quaternion-type AFNAs should be defined over finite fields GF (p*), where z is a natural number, with an
odd characteristic because, in the fields GF(2#), the values 1 and —1 are equal.

The QT-type algebras presented in [6]] and [12] ccan be extended by independently distributing the
structural constants, including —1 and other arbitrary non-zero values. This extension results in four distinct
versions of quaternion-type AFNAs, detailed in Tables and[5} Key characteristics of these versions are
as follows: i) Structural constants k, ¢, p, s, t, and v are independently assigned values of either —1 or 1; ii)
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Each constant is positioned asymmetrically relative to the main diagonal and is repeated in exactly four cells
within the BVMT; and iii) The design ensures that —1 is allocated to asymmetrically positioned cells, which
guarantees the non-commutative nature of the algebra.

Table 2. Establishing the QT-algebras of the e-version with the unit element £ = (1,0, 0, 0) [13]]

o eo e1 ez es

eo e el es es
e1 e1 qualeg kqsaes  ksulez
ez es rtuceg  rsafeg  stufei
es es qrtiez kqrBex ktA\Beo

Table 3. Establishing the QT-algebras of the ¢-version with the unit element E = (0, 1,0, 0) [13]

o eo ei e2 es

ep rualeir eg krties ktuaesa
el €o e1 €2 es

es gsules e2 kgBler ksuBeg
es qrsaes es qrtBeo stafel

Table 4. Establishing the QT-algebras of the j-version with the unit element £ = (0,0, 1,0) [L13]

o eo e1 e2 es

eo krales ktuaes eo rtuleq
e qrsaes qtafez e rstfeo
ez eo e1 es es

es kgsiei kquBeo es suBlez

Table 5. Establishing the QT-algebras of the k-version with unity £ = (0,0, 0, 1) [13]
o eo el es es
eo krBles ktsPea rtsiex eo
e1 rqufesz qgsafes rsuaeg ex
ea kqulei kqtaeg utades eg
€3 €eo el ez es

The structural constants «, 3, and A are symmetrically distributed along the main diagonal and can
assume any non-zero values. If any of these constants is zero, the algebra becomes degenerate. In quater-
nion algebras, the basis vectors eg, e, ez, and eg are commonly denoted as e, ,J, and k, respectively.
QT-algebras are classified based on the specific vector, such as e, %, 7, or k, that consistently appears along
the main diagonal, as shown in the titles of Tables and[5] By varying the combinations of the struc-
tural constants k, q,r, s, t,u, a, 3, and A, a diverse range of AFNAs can be created, corresponding to distinct
quaternion-type algebras like e-, i-, j-, and k-based structures. In [12]], the e-quaternion algebra was intro-
duced as a specific case in constructing an AFNA using a unified framework for defining associative algebras of
even dimensions. This approach results in non-commutative algebras for dimensions m > 6 and commutative
algebras for m = 2 and m = 4. However, in the four-dimensional case, [12]] highlights that non-commutativity
in multiplication can be achieved by assigning the structural constant —1 in an asymmetrical distribution. Sev-
eral examples of four-dimensional AFNAs are provided in [12]], one of which corresponds to a quaternion
algebra. Implementations are presented in Table 2] The %-, j-, and k-versions of the QT-algebras are explored
in [6], where they serve as algebraic support for DSAs with a hidden group. The authors provide extended vari-
ations of these three versions of quaternion-type AFNAs, detailed in Tables and[3] It is straightforward to
demonstrate that, for each studied algebra, the vector equations X o A = A and A o X = A, where X is the
unknown vector, have the same unique solution: the global two-sided unit E. Furthermore, the specific value
of E differs among the various versions of QT-algebras. These values are indicated in the titles of Tables 2} [3]
and 3

Additionally, it can be shown that in all QT-algebras, the equations X o A = Fand Ao X = E
either both lack solutions or both share the same unique solution X = A~!, referred to as the inverse vector
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of A. In the first scenario, where no solution exists, A is called an irreversible vector; in the second scenario,
where a unique solution exists, A is considered reversible. It is evident that the vectors A and A~1 commute
with each other.

Vectors of the form L = AE, where ) is a scalar factor from the field GF(p), are referred to as scalar
vectors. It is straightforward to demonstrate that any fixed scalar vector commutes with all four-dimensional
vectors within any given QT-algebra. The scalar vectors form a finite group of order p — 1, which is a subgroup
of every finite commutative group contained in the algebra.

4. STRUCTURE OF THE QUATERNION-TYPE ALGEBRAS OF THE J-VERSION

An examination of several arbitrarily chosen special cases of the k-version QT-algebras reveals that
the unit vector in these algebras is E = (0,0,0,1). This unit acts as a global two-sided unit for all possible
combinations of the structural constants k, q,r, s,t, u, a, 3, and A\, with each fixed combination specifying a
unique instance of the k-version QT-algebra. Previously, the case of the k-version QT-algebras, as specified in
Table [6] was investigated in detail from the perspective of decomposition into a set of commutative subrings
[13]. The method described in [13]] involves fixing A = (ao, a1, a9, a3) and solving the following vector
equation for an unknown vector X = (xg, 1, T2, x3):

XoA=A0X. 2

Table 6. The investigated case of k-version QT-algebras [13]]

o eg el ex es
eo Aes e2 ey eg
€1 —e2 €3 —€o €1
e —>\61 e —)\63 e2
€3 €0 €1 €2 €3

Using (2) and Table[6] the vector (4) can be reduced to the following system of three linear equations
in the finite field GF (p):

1T2 = G271,
asTo = agTa, 3)

ai1xrop = apry.

All solutions of the system (#]) compose the set ¥ 4 of vectors that commute with the vector A, the
set ¥ 4 being a finite ring. The results obtained in [13]] show the following:

a. If A is a scalar vector, then W 4 contains all vectors of the considered AFNA.

b. If A is a non-scalar vector, then W 4 contains exactly p? distinct vectors. The set ¥ 4 forms a finite com-
mutative subring of the considered AFNA, representing a substructure within the finite non-commutative
ring.

c. Every commutative subring of order p? includes all scalar vectors and p? — p unique non-scalar vectors.

d. The total number of commutative subrings W 4 of order p? is given by n = p% 4+ p + 1.

e. There are three distinct types of commutative subrings W 4 of order p?, each characterized by the structure
of their multiplicative group:

- The first type consists of a cyclic multiplicative group of order p?> — 1. The number of subrings ¥ 4 of the
first type is:

plp—1)

5 ©

m =

- The second type consists of a multiplicative group of order (p — 1)2, which exhibits two-dimensional

cyclicity (as defined in [26]), i.e., it is generated by two vectors of order p — 1. The number of subrings W 4
of the second type is:
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_rlpt1)

2 (&)

12

- The third type consists of a cyclic multiplicative group of order p(p — 1). The number of subrings W 4 of
the third type is:

ns =p-+ 1. (6)

For the security analysis of the developed DSAs on the QT-algebras, it is useful to describe all elements
of the W 4 subring using the coordinates of the non-scalar vector A. In the case a; # 0, the set W 4 is described
by the following formula [[13]:

Qo . . Q2 .
X:(IO,.’L‘l,l’Q,ZEg): <Oja]72jvk) ) (7)
a1 al
where j, k= 0,1,2,...,p — 1. The irreversibility condition for the vector A = (ag, a1, as, as) is given by:
a4+ a? — a3 — X = 0. 3)

5. THE DECOMPOSITION OF QUATERNION-TYPE ALGEBRAS OF OTHER VERSIONS

By applying the method described in [13], we analyzed the decomposition of AFNAs for various
quaternion-type AFNAs of the e-, 2-, and j-versions. Our study revealed structural similarities across all
specific cases of QT-algebras with the results presented in section 4 of [13]. For instance, the AFNA of the
e-version, defined by the BVMT in Table [/} contains vectors in the subring W 4, generated by the vector
A = (ag,a1,a2,a3). In the case az # 0, the subring is described by the following expression:

X = ($0,$1,$27x3) = (]7alkva2kak> 3 (9)
as as
The condition for the irreversibility of the vector A in the case az # 0 is given by:

ag — \a? — a3 + a3 = 0. (10)

Table 7. A representative model of the e-version QT-algebra [13]].

o €eg el ez €3
€o €o e1 €2 €3
ep e1 Jdeg —e3z —leg
€2 €2 €3 €o e1
es e3 Jdez —ei —)\eg

For the ¢-version QT-algebra, defined by Table the subring W 4, generated by the vector A = (ag, a1, as, as),
is described by:

. az . as .
X:((E(),Lﬁl,l'z,l'g): <]vk7 —7 .7> 3 (11)
Qg ap
The irreversibility condition for the vector A is given by:

Aag +a? — a3 — a3 = 0. (12)

Table 8. A representative model of the z-version QT-algebra [13]]

o eg el es es
€ —>\61 e )\63 —e2
€1 €0 €1 €2 €3
e —>\e3 e2 /\61 —egQ
€3 €2 €3 €0 €1
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For the j-version QT-algebra, defined by Table@ the subring W 4, generated by the vector A = (ag, a1, az, as),

is given by:
ag . . as .
X = (1‘0,33‘1,.132,.%'3) = (Jaj7 kv J) )
ai ai
The irreversibility condition for the vector A is expressed as:

a4+ a3 — a3 — a3 = 0.

Table 9. A representative model of the j-version QT-algebra [13]

o eo el €2 es
eo ez es eg ey
€1 —es €2 €1 —€o
€2 €0 €1 €2 €3
es —lei1 eg es —Ae2

6. A NEW ALGEBRAIC MPKC SIGNATURE ALGORITHM

(13)

(14)

The analysis of the decomposition of different versions of quaternion-type AFNAs into commutative
subrings demonstrates a broad structural similarity, emphasizing their suitability as algebraic support for DSAs
utilizing a commutative hidden group. This observed similarity holds significant promise for advancing practi-
cal post-quantum DSAs built on QT-algebras. Suppose a QT-algebra, for instance, defined by Table 6 over the
field GF(p) with prime p = 2¢ + 1 (where ¢ is a 128-bit prime), is used as algebraic support. In this case, to
calculate a public key, one can generate two non-scalar vectors P and G of orders p? — 1 and ¢, respectively,

such that PG # GP.

Algorithm 1. Algorithm for generating the vector P

1: Select random integers ag, a1, a2, a3 # 0

2: Ife = al_Q()\ag + a? — X\a3) is a quadratic residue modulo p, then go back to step 1. (For such e, the vector A = (ag, a1, a2, a3)
is contained in the subring ¥ 4 of the second type [13]]; note that this step ensures that the output vector A is contained in the subring

W 4 of the first type).

A~ W

: If the order wX # p? — 1 (where wX denotes the order of the vector X), then return to step 3.
5: Output the vector P = X.

: Select two random integers j # 0 and k # 0, and calculate the vector using formula X = (aoal_lj,j, agal_lj, k).

Algorithm 2. Algorithm for generating the vector G)

1: Select random integers ag, a1, a2, a3 # 0.

2: Ife= al_Q()\a% + a% — )\ag) is a quadratic non-residue modulo p, then return to step 1. (For such ¢, the vector A = (ag, a1, a2, as)
is contained in the subring ¥ 4 of the second type [13]]. Note that this step ensures that the output vector A = (ao, a1, a2, as)

belongs to the subring ¥ 4 of the second type).

: If the vector X is a scalar vector, then return to step 3.
: If the order wX # g (Where wX denotes the order of the vector X), then return to step 3.
: Output the vector G = X.

[N O

: Select two random integers j # 0 and k # 0, and calculate the vector using formula X = (aoaflj7 7, agaflj, k).

Algorithm 3. Algorithm for generating a public key

1: Generate three random integers: « (z < p — 1), u (u < p — 1), and w (w < p? — 1). Additionally, generate five reversible vectors

A, B, D, and F, which are pairwise non-commutative. These vectors are used as secret masking vectors.

2: Compute the seven vectors Y, Z, Uy, Uz, T, Ty, Ty, which compose the public key, using the following formulas:

Y =APA"!, Z=B'GB, Uy =B 'G*D™!, U;=B 'G'F!,
Ty = DPYA™!, T, = FP*™A™' T =DG" *F~1.

15)
(16)
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Since the vectors P and G belong to different commutative subrings, the inequality PG # GP
holds. These vectors P and G are used as generators of two distinct commutative hidden groups for computing
the public-key elements, which are masked elements of the first or second hidden group. Thus, the 450-byte
secret key (including elements x, u, w, A, B, D, F', G, and P) is fully established in step 1 of the algorithm.
The public key (Y, Z,Uy, Uz, T, Ty, Tz) has a size of approximately 450 bytes. The calculation of a digital
signature for an electronic document M is performed using the following algorithm.

Algorithm 4. Signature generation algorithm

1: Generate two random natural numbers k (k < p — 1) and ¢ (¢ < p? — 1). Then calculate the vector:
R=DP'G'F'. an

2: Using a specified 256-bit hash function @, calculate the first signature element e as the hash value of the document M concatenated
with the vector R: e = e1 || ea = ®(M, R), where the hash value e is represented as the concatenation of two 128-bit integers e1

and es.
3: If the integers w + e — xu — eje2 and p2 — 1 are not mutually prime, return to step 1.
4: Calculate the integers b and n: b = —zu — ejea mod (p2 —1), n=-z—ex modgq.

5: Calculate the fitting signature element as the vector S
S =AP'G"B. (18)

: Calculate the auxiliary randomization number p as the hash value of the vector S: p = ®(S).

: Calculate the first auxiliary fitting signature element as the integer s: s = t(w + e — 2zu — e1e2) "t mod (p? — 1).

: Calculate the second auxiliary fitting signature element as the integer 0: 0 = (k —u +z)(p +u — x — e2) "' mod gq.
: Output the digital signature (e, s, o, S).

O 00 3 O

The size of the generated signature is approximately 144 bytes. On average, step 1 is performed
twice. Therefore, the computational complexity of the signature generation algorithm is primarily determined
by three exponentiations to the 256-bit degree and three exponentiations to the 128-bit degree in the used finite
quaternion-type algebra (= 27,650 multiplications in GF(p)).

Algorithm 5. Signature verification algorithm

1: Calculate the hash value derived from the vector S: p = ®(S).
2: Compute the vector R’ using the following formula, which involves two entries of the signature element S':

R = (TyY°SZ2Uy)S T (T,Y12SZ°Uy)° . (19)

3: Calculate the hash value e’ from the document concatenated with the vector R": ¢/ = f(M, R’).
4: Verify the signature: If ¢’ = e, then the signature is genuine. Otherwise, reject the signature as invalid.

The computational complexity of the signature verification algorithm is primarily determined by three
exponentiations to the 256-bit degree and three exponentiations to the 128-bit degree in the finite QT-algebra
(= 27,650 multiplications in GF(p)). By substituting into equation [19] the public key elements expressed
in formulas [15] and [16], the correctness of the introduced signature scheme can be easily demonstrated.
Specifically, note that any reversible vector V raised to the power of zero equals the unity vector FE, namely:
P°=F and G'=E.

Correctness Proof
R - (DP"A™'(APA™')AP'G"B (B~'GB)" B*lcwpfl)s DG" " F~'x

(FP™ A" (APA™)" = AP'G"B (B~'GB)’ B~'G"F ) =
_ (DPw+e+bGn+eg+:cD—1>sDGu—J;F—l « (FP$u+6162+bGn+p+uF—1)U _
_ (DPw+e—.ml,—elegG—m—ez+eg+mD—1>5 DGu—mF—l % (FPmu+eleQ—xu—elezG—.t—eg+p+uF—1)o' —

— (DPw+€*CEU*€1€2GOD*1)S DGU71F71 X (FPOG7I782+p+uF71)U _
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_ DPw-l—e—wu—elezGOD—IDGu—zF—l _ DPSGuG—w—ez+p+uF—1 _ DPtGkF—l _ R
— ¢ =®(M,R)=3(M,R) =e.

The equality ¢/ = e proves that the signature is genuine, i.e., every correctly computed digital sig-
nature passes the verification procedure as a valid one. In comparison with the MPKC algorithms [7], [Ol,
the introduced algorithm is characterized by: i) Utilizing two commutative hidden groups associated with dif-
ferent commutative subrings (of types I'y and I's); ii) Employing the auxiliary randomization parameter p,
calculated as a hash value ®(.S) derived from the fitting signature element S iii) Incorporating two auxiliary
fitting signature elements s and o. The security of the described signature scheme relies on the computational
difficulty of solving a system of 12 vector power equations (as defined by formulas (15)) with the follow-
ing 11 unknowns: A, B, D, F,G,P,G, = G*,G, = G*.Gy_, = G*"*, P, = P" G,, = G"*,
which are determined by the formulas (26) and the pairwise commutativity relationships among the unknowns:
G G, G, : GG, =G, G, GG, =G6G,G, GGy_, =G,_,G, and similarly: P, P,, P,, : PP, =
P,P, PP, = P,,P.Using Table@ this system reduces to 48 quadratic equations with 44 unknowns over
the finite field GF(p), where p is a 129-bit prime. Based on the estimations provided in [27] (see Table 1 in
[27]), the security level of the proposed post-quantum signature algorithm is evaluated to be > 2128,

A more efficient attack involves exploiting the decomposition of quaternion algebras into commutative
subrings. Instead of solving the equations: GG, = G, G, GG, =G,G, GG, ,=G, .G, PP, =
P,P, PP,, = P, P,an attacker can represent each of the vector unknowns G, G, G,_, using four
coordinates of the vector G and two scalar unknowns (refer to formulas [7], [11], and [13] for details on differ-
ent QT-algebra versions used as algebraic support for the proposed DSA). Similarly, the vector unknowns P,
and P, can be expressed through four coordinates of the vector P and two scalar unknowns. In the framework
of such a modified attack, the system reduces to 24 power scalar equations with 30 scalar unknowns, yielding
a security estimation of ~ 28°. A comparison of these two attacks demonstrates that incorporating the results
from the decomposition of quaternion-like algebras significantly reduces the expected computational complex-
ity of the attack on the developed signature algorithm. This highlights a promising approach for constructing
post-quantum algebraic DSAs with two hidden commutative groups. While this method can be adapted for
various algorithmic implementations, exploring these possibilities is a subject for future research. Moreover,
to properly assess the security of the algorithms under development, it is crucial to understand the structural
properties of the algebras used as algebraic support.

Additionally, the applied novel technique, which utilizes the exponentiation operation to the degree p,
computed as a hash function value from the fitting signature element .S, plays a significant role in providing
high-level security against forging signature attacks. Such attacks involve solving the signature verification
equation for fixed values of R/, e, s, and o, with the vector S being the unknown. In the developed algebraic
post-quantum DSA, this type of attack is mitigated by the following two factors: i) The vector .S appears twice
in the signature verification equation; and ii) One of the degrees in the verification equation explicitly depends
on the value of S.

7. CONCLUSION

The results of the investigation into the structure of various versions of QT-algebras reveal a significant
structural similarity, highlighting their potential for the development of post-quantum digital signatures with a
commutative secret group. The observed similarities in the decomposition of different versions of QT-algebras
indicate that various types and versions of QT-algebras can be utilized in the proposed digital signature scheme
with two hidden commutative groups. Furthermore, a comparison of these findings with previous studies on
four-dimensional AFNAs defined by sparse BVMTs reveals a general similarity in the decomposition of such
algebras into commutative subrings when a global two-sided unit is present. Based on this, it can be concluded
that the developed algorithm has the potential to be implemented using a four-dimensional AFNAs defined
by a sparse BVMT, achieving an approximate twofold increase in performance. However, this optimization
represents an independent research task of practical significance. Even without this potential optimization,
the developed post-quantum DSA remains practically attractive due to the small size of the public key and
signature, along with sufficiently high performance. The proposed scheme is characterized by the use of two
hidden commutative groups that are mutually non-commutative.
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