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The internet of things (1oT) encompasses various devices for monitoring,
data collection, tracking people and assets, and interacting with other
gadgets without human intervention. Implementing a system for predicting
the development and assessing the criticality of detected attacks is essential
for ensuring security in loT interactions. This work analyses existing
methods for detecting attacks, including machine learning, deep learning,
and ensemble methods, and explores the federated learning (FL) method.
The aim is to study FL to enhance security, develop a methodology for
predicting the development of attacks, and assess their criticality in
real-time. FL enables devices and the aggregation server to jointly train a
common global model while keeping the original data locally on each client.
We demonstrate the performance of the proposed methodology against
structured query language (SQL) injection and brute force attacks using the
CICIOT2023 dataset. We used accuracy and F1 score metrics to evaluate the
effectiveness of our proposed methodology. As a result, the accuracy in
predicting SQL injection reached 100%, and for brute force attacks, it
reached 98.25%. The high rates of experimental results clearly show that the
proposed FL-based attack prediction methodology can be used to ensure
security in 1oT interactions.
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1. INTRODUCTION

The internet of things (IoT) includes various devices for monitoring, collecting data, tracking people
and assets, and interacting with other gadgets without human intervention. Many experts have noted the rapid
development of the loT. According to Statista, the global 10T market is expected to grow by 12.5% per year
in 2024. Rapid growth is anticipated in various areas, including smart cities, healthcare, the agro-industrial
sector, agriculture, and many other aspects of life where 10T continues to be deployed [1]. However, along
with these great opportunities, 10T also brings security and privacy concerns. In addition, the development
and implementation of the 10T should be accompanied by modern security and data protection measures. Any
data analytics performed via the 10T necessitates the development of new methodologies to work within a
limited computational resource. Moreover, one type of data analytics that finds states different from the norm
in a system is real-time prediction and criticality assessment of detected attacks [2]-[5].
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Therefore, it is important to note the increasing sophistication and number of attacks on 10T devices.
Consequently, the rapid proliferation of vulnerable 10T devices and the ability of attackers to detect them
have led to a steady increase in cyberattacks such as distributed denial-of-service (DDoS), phishing, spam,
and click fraud. Among these cyberattacks, DDoS attacks are some of the most prominent, often originating
from botnets based on vulnerable 10T devices. According to SonicWALL, the number of malware attacks in
the first half of 2023 reached 77.9 million worldwide, compared with 57 million in the first half of 2022 [6].
There are different types of attacks on 10T, including physical attacks that target 10T device hardware, such
as zero-day attacks, hijacking attacks, replay attacks, and data injection attacks [7], [8]. There are also denial
of service, structured query language (SQL) injection, botnet attacks, DDoS attacks, man-in-the-middle
attacks, malware attacks, credential attacks, firmware attacks, side-channel attacks, encryption attacks, and
brute force password attacks [9]-[12]. Admittedly, the loT has made its way into our daily lives by offering
intelligent services and applications based on artificial intelligence. However, traditional artificial
intelligence (Al) methods face difficulties related to the centralised management of processed data during loT
interactions. Therefore, we cannot rule out privacy issues. In this case, federated learning (FL) can help solve
the problem by training Al in a distributed manner and storing data on the 10T devices themselves [13], [14].

The aim is to investigate FL for improving security by developing a technique for predicting the
evolution of attacks and assessing their criticality in real-time. The major contributions of this article are as:
basic machine learning methods, deep learning methods, and ensemble methods are presented; the potential
of FL for improving security is analysed; and a methodology for predicting the development and assessing
the criticality of detected attacks in real-time is developed. The article is structured as follows: section 2
contains the related work. Section 3 presents the research methodology, section 4 presents the proposed
system for predicting the development and evaluating the criticality of detected attacks via FL, section 5
presents the experiments and results, and section 6 addresses unresolved issues and suggests new research
perspectives.

2. RELATED WORK

There are many studies aimed at providing security for 10T devices. In this section, we review the
research related to 10T attack detection via machine learning (ML) methods, deep learning (DL), and
ensemble (EM) methods and note the promising use of FL. ML and DL methods often use centralised data
processing techniques where there are risks regarding data privacy breaches. FL allows multiple devices to
jointly train a model without sharing their raw data, increasing privacy. In addition, interest in using FL for
0T security is growing, but it is important to realise that there are still gaps in effectively applying FL to
predict attacks in 10T environments.

The number of devices connected to the internet is increasing every day, offering many advantages,
but it is crucial to remember that these advantages come with security issues. The 0T, which generates
various types of information, can be targeted for various purposes, such as privacy breaches, identity theft,
and physical damage. Attack detection is an important aspect of security in 10T interactions [15]. ML, DL,
and combined methods have been successfully employed in this area. ML methods utilise algorithms to learn
from historical data and identify patterns, which are then used to detect attacks [16]-[19]. As noted in studies
[20]-[23], DL methods are based on neural networks and are trained on large volumes of data collected from
different devices. Studies [24]-[26] highlight the use of EM that combine ML and DL models. To detect and
predict attacks, a specific method is selected based on the task being solved and the available data. Table 1
presents the results of a review and analysis of the literature, showing the outcomes of applying ML, DL, and
EM.

The papers in Table 1 discuss various aspects of improving security in 0T environments via
innovative techniques such as ML, DL, dynamic quantization, hybrid learning models, and the integration of
blockchain technology over the period from 2021 to 2024. They emphasise the importance of developing
efficient, accurate, and scalable solutions to protect 0T networks from various cyber threats. Research in the
area of security and privacy preservation in the interaction of 0T devices has demonstrated the successful
implementation of methods for anomaly detection, attack detection, and prevention in wireless sensor
networks. In this paper, we propose a method for attack prediction in the 10T using FL. FL is a machine
learning method that allows training models on the devices themselves, without transmitting data to a server,
which enhances data privacy [27]. Ensuring data privacy and security are critical issues for 10T devices.

To identify open questions and current issues related to the use of FL for attack prediction, we
conducted a review of scientific publications. Our search revealed an increase in the number of publications
over the period 2020-2023, Figure 1. During this period, a total of 702 documents were found in the Scopus
database, including 40 publications in 2020, 89 in 2021, 208 in 2022, and 365 in 2023. The search was
conducted using the keywords “FL” and “loT security”.
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Table 1. A review of research papers on the application of ML/DL/EM

Paper Purpose Methods Dataset Performance
[16] A method for detecting DOS ML — decision trees (DT), random 10TID20 Accuracy
attacks in loT forest (RF), support vector machine
(SVM), k-nearest neighbors (kNN)
[17]  Todiscuss evaluating trust in data ML — k-means, SVM via k-means, Intel Lab SVM 99.7%;
collected by 10T sensors Gaussian mixture model (GMM), RF 99.9%
propagation, SVM, multi-layer
perceptron (MLP)
[18] A platform for intrusion detection ML — Long short-term memory BoT-loT N- DT 99.9%;
in 10T using edge computing (LSTM) BaloTUNSW-NB15 kNN 99.8%
[19]  An attack and anomaly detection ML — KNN, SVM, DT, RF, LR, MLP BoT-loT Accuracy
security system (ANN)
[20] A comprehensive security DL — hybrid LSTM-SVM classifier NSL-KDD MLP 91%
framework
[24]  The method of anomaly detection EL - KNN, NB, SVM, LR, MLP, Edge-110Tset2023 Accuracy 99.41%;
using ensemble learning was Voting, Boosting, Stacking, Bagging Detection rate
present 99.78%; Precision
98.50%
[27] A method for combining attack CICloT 2023 Accuracy
candidates using FL is proposed
[28] Presents a comprehensive ML, FL - SVM, One-class SVM, FL BoTloT DT 99.9%;
framework for a collaborative RF 99.9%
intrusion detection system
[29] Solves the problem of detecting FL - FL-DNN CICIOT 2023 Accuracy 97%;
faulty nodes in a wireless sensor Specificity 98%;
network (WSN) F1-score 91%;
Sensitivity 82%
[30] An approach for intrusion Centralized learning - Accuracy
detection aimed at minimizing the
required computational resources
is presented
[31] Presenting a realistic and complex ML - SVM CICloT 2023 kNN 0.85; NB 0.77;
dataset
[32] A hybrid optimized learning ML DL-BiLSTM CICloT 2023 SVM 0.88; LR 0.85;
model is proposed to improve
security in 10T networks
[33] The FedDetect method detects CICIDS 2017 MLP 0.89;
anomalous data on-device Voting 0.88;
[34] Anintrusion detection framework ML — RF, DNN, MLP, LR, AdaBoost N-BaloT Stacking 0.89;
using EL Boosting 0.93;
[35] The method using DL based on ML - MLSTM LANDER Bagging 0.89
intrusion detection system (IDS)
[36] A hierarchical intrusion detection FL — FedDetect 10T-23 BoT-loT F1-score 81%
model based on loT Edge-lloT
[37] The decentralized and EL — AdaBoost KDD99 TNR 91%
asynchronous FL infrastructure
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Figure 1. Growth of publications in the “Scopus” database
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The annual growth of scientific publications demonstrates the promising application of FL in
ensuring the security of loT. Figure 2 presents the results of an analysis of the geographical distribution of
these publications, highlighting scientific trends in the specified regions. The map uses a colour gradient
from red to green, where red indicates a lower contribution and green indicates a higher contribution.
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Figure 2. Geographical distribution of research papers

3. RESEARCH METHOD

In scientific databases, many studies related to FL for the loT exist. In this part of our research, we
present the methodology for searching and selecting the main literature to justify the relevance of our work. The
key literature has focused on FL applications in 10T security, particularly on preserving data privacy while
detecting attacks. Importantly, there are still unresolved issues related to data poisoning and attack patterns.

To date, researchers and practitioners have developed various approaches to protect data privacy in
loT systems. The approaches include the use of firewalls, intrusion detection systems, and other artificial
intelligence solutions. Subsections of artificial intelligence, such as ML, DL, and FL have been proposed to
address data privacy issues and predict potential threats in 10T interactions.

Our methodology for selecting the most relevant scientific publications for the literature review, as
illustrated in Figure 3, is outlined as follows. The keywords used for the search were “loT,” “security,”
“attack,” and “FL.” The study period was from 2020 to 2024. The search was conducted in the IEEE Xplore,
Google Scholar, Scopus, Springer, and ScienceDirect databases. An initial search of these databases yielded
354, 8540, 399, 1086, and 1631 documents, respectively. The following selection criteria were then applied:
removal of duplicate articles, availability of open access, publication in journals, indication of the study’s
purpose, level of citation, and alignment of the study title with the specified research questions.

The total number of selected research articles for the literature review on the application of FL in
ensuring loT security was 43. Figure 3 illustrates the general methodology for selecting relevant articles,
which consist of two main stages: an initial search and the application of strict selection criteria. As a result,
we obtained a set of relevant and high-quality research papers.

Kuppili and Jaidhan [38] presented a comparison of the effectiveness of centralised and FL
paradigms in the context of a regression task using simulated data in an loT interaction. The results show that
FL, when used with a ML framework, has significant potential for preserving privacy in distributed networks
[38]. Javeed et al. [39] demonstrated a horizontal FL model to address the issue of data diversity for attack
detection evaluation, as well as the performance and scalability of devices connected to the network. Their
approach for efficient intrusion detection combines elements of convolutional neural networks (CNNs) and
bidirectional long short-term memory (BiLSTM). The performance of this approach is compared with that of
a centralised federated intrusion detection system [39].
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Figure 3. Process of literature review

Attota et al. [40] proposed a method for intrusion detection via FL, where learning was conducted in
a decentralised format based on multiple perspectives of 10T network data to identify, classify, and protect
against attacks. They considered the advantages of ensemble learning, particularly its ability to maximise
training efficiency for various classes of attacks and the benefits of FL, where device data is processed
locally. The authors compared the proposed approach with traditional centralised methods, demonstrating
that the proposed approach achieves high accuracy [40]. Li et al. [41] reviewed major threats and challenges
to the security and privacy of edge IoT data. They also discussed the concepts and principles of edge
computing and FL, including the advantages and limitations of FL security models developed with different
security technologies [41].

The paper by Chaurasia et al. [42] presents a unique approach for intrusion detection in industrial
10T networks based on ResNet and FL. This approach proposes a privacy-preserving collaborative learning
framework. The experimental results demonstrate a high model accuracy of 99.16%. However, due to the
limitations of the proposed approach, FL is vulnerable to attacks such as data and model poisoning. Attackers
can inject corrupted data or models into the system, affecting the learning results. Additionally, the paper
mentions privacy issues: although the proposed method provides greater privacy than centralised learning, it
still exchanges a small portion of data to initialise a common model, which may lead to the leakage of
confidential information. The authors are aware of these problems and plan to address them in the future
[42].

The review paper by Gugueoth et al. [43] focuses on the application of ML algorithms, with an
emphasis on FL and DL, for loT security. This paper explores FL and DL methods for detecting various
security threats and potential attacks on the 10T. It provides an overview of new methods and presents the
results of the analysing multilevel attacks in the 1oT. The open questions covered in this paper represent
relevant areas for research in ensuring 10T security [43].

Yaacoub et al. [44] presented a comprehensive study of threats, limitations,and security, and privacy
issues, and analysed the latest solutions to mitigate their impact and reduce their probability of occurrence.
Several taxonomies have been proposed to explain different threats, attacks, and countermeasures for each
component in FL-10T [44]. By reviewing research studies on the application of FL for 10T security, we can
recognize its great potential. Moreover, in Table 2, we present the main ideas of different studies and the
limitations of various FL approaches. Additionally, as FL is still in the early stages of development, the list of
reviewed works is not exhaustive but may be useful for researchers who want to learn more about FL in the
internet of things.
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Scientific research using FL to predict attacks in 10T has made significant progress in ensuring
security and maintaining privacy. However, it is important to note that this area has not been sufficiently
explored; therefore, further studies are needed to improve optimization, scalability, and practical
applicability. Previous works [45], [46]-[49] have demonstrated relatively good results in ensuring the
security and privacy of data in 10T via FL. Studies [49], [50], [51] have focused on developing models for
detecting attacks and intrusions via FL. Proposals for optimising computational resources and increasing the
efficiency of FL have been presented in studies [46]-[49], [50], [52]-[56]. To increase the reliability and

security of FL, the studies [47], [48], and [51] integrate blockchain and other technologies.

Table 2. Research on FL

Paper Main idea Limitation
[45] Was presented an FL property modification scheme that The proposed scheme may increase the computational
enhances data protection in FL by modifying data properties cost due to additional data processing steps, potentially
before data exchange affecting the efficiency of the FL process
[50] Was presented a Pelican optimization algorithm combined The performance of the proposed model may vary
with FL for efficient attack detection in 10T environments, according to different types of 10T devices and network
which improves detection accuracy and efficiency. conditions, and its scalability in large-scale loT
networks requires further evaluation.
[52] The integration of blockchain technology with FL and digital The research mainly provides a theoretical foundation
twins is being explored, highlighting the potential benefits of and lacks empirical validation of the proposed
secure and efficient data management in 10T systems. integration in real loT scenarios
[53] An integrated approach to privacy-preserving learning based The proposed method requires further refinement to
on data in loT environments using fog nodes is proposed, effectively address data imbalance and diversity issues.
enhancing data privacy and learning efficiency.
[46] A method for effective privacy-preserving FL with secure The complexity of the structure and the potential
collaborative support verification is proposed. computational load on resource-constrained IoT devices
may limit its practical application.
[47]  Asecure and reliable FL environment using trusted execution The use of TEE may restrict the deployment of the
environments (TEE) to enhance the security and reliability of platform to 10T devices that support this technology,
loT applications is presented. potentially reducing its versatility.
[48] An FL framework that simultaneously preserves privacy and However, implementing a permissioned blockchain
is resilient to chaotic errors, using a permissioned blockchain may result in significant overhead in terms of
to ensure data integrity and security, is proposed. processing time and computational resources,
potentially affecting overall system performance.
[49] Fed-Inforce-Fusion, a federated reinforcement model The use of reinforcement learning may require
designed to enhance security and privacy in loMT networks extensive training and computational resources, which
by providing robust protection against cyberattacks, is can be challenging for resource-constrained loT
presented. devices.
[54] Vulnerabilities of FL models to data poisoning attacks in The research focuses on a specific type of attack and
autonomous driving applications are explored, highlighting application, which may limit the generalizability of its
critical security issues. findings to other 10T use cases and attack vectors.
[55]  FedDiSC, an efficient FL computing environment designed to  The effectiveness of the system may vary depending on
distinguish between power system failures and cyberattacks, different power system configurations and types of
enhancing reliability and security, is presented. cyberattacks, requiring further validation in various
scenarios.
[56] A robust and resource-efficient ML method for monitoring The method may require customization for different loT
10T security, emphasizing a balance between performance and  devices and environments, which could limit its out-of-
resource usage, is proposed. the-box applicability.
[57] A resilient FL platform using efficient encryption and the The reliance of the proposed platform on specific
Quondam signature algorithm to enhance loT security while encryption and signature algorithms may limit its
minimizing energy consumption is proposed. flexibility and applicability to other security solutions.
[58] A federated transfer-ordered-personalized learning framework The effectiveness of this approach in different driving
to address the above issues and tested on two real-world conditions and driver behaviors needs further validation
datasets with and without system heterogeneity is proposed. to ensure its reliability and adaptability.
[51] A FL-based network intrusion detection system that improves The performance of the system may be affected by the

the detection and prevention of cyberattacks in 10T networks
is proposed.

quality and heterogeneity of data collected from
different 10T devices, posing challenges for consistent
and accurate intrusion detection.

4. PROPOSED SYSTEM

In this section, we describe our FL-based approach, the dataset and its characteristics, and the
evaluation metrics used in section 5 to evaluate performance. The proposed FL-based approach allows
multiple devices to jointly train the model without sharing raw data, which preserves privacy and improves
data security. For the experimental study, we used the CICIOT2023 dataset, which includes various attacks.
The accuracy and F1 score were used to evaluate the performance of the proposed system.
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4.1. Federated learning

Currently, FL is gaining popularity in applications for cyberspace security because it allows for
collaborative learning without data leakage. FL is a decentralised approach to machine learning, where models
are trained on distributed datasets stored on multiple devices [59]. Moreover, the data itself is not moved
between devices; only the models are updated, which greatly improves security and privacy. One advantage of
FL is that it allows for the quick development and updating of cyber defence models using information about
different types of attacks (spoofing, hacking, anomalies, and DDoS) from the global network of devices. FL also
provides security at the network and device levels, reducing the risk of cyberattacks.

Figure 4 shows the process of applying FL to protect against cyber threats. In the FL algorithm, the
central server first provides the devices with the initial model, and then the devices train the model on their
local data without revealing the data itself. In the next step, the updated model parameters are sent back to the
central server. The central server then updates the model with the received parameters, and the cycle repeats;
with each cycle, the model is improved. FL is a promising technology that can significantly improve
cybersecurity during the loT era.

FL is ideal for our task because it enables several clients to collaboratively train a single model
without the need to share their local data. In this scenario, two clients use data attributes to construct the
intended deep learning model. Initially, the client receives the data and preprocesses it to extract useful
features. The clients then use the preexisting DL model.

Figure 5 shows the proposed model, which is based on a typical multilayer perceptron (MLP)
architecture that has been successfully applied to classification problems. The neural network consists of six
layers: one input layer, four hidden layers, and an output layer. The input layer transforms the input tensor
into a flat vector [60].
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Figure 4. Methodology for using FL to defend against cyber threats
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Using the activation function, neural networks generate more informative feature descriptions,
where the data are nonlinearly transformed. The nonlinear transformation is applied element by element to
the incoming data, which is then passed to the input of the next layer. For accuracy, the correct choice of the
activation function is necessary. The choice of a particular activation function depends on the specific task
and how well it fits with the data. It is recommended to experiment with and test different activation
functions to determine the best option for a particular case. The proposed neural network model solves the
classification problem; therefore, the Softmax function was chosen as the activation function at the output
layer [61]. The Softmax function generates probabilities for each class under consideration. The resulting
probabilities are then used to calculate cross-entropy, which measures the model error. The rectified linear
unit (ReLU) function was used as the activation function in the hidden layers of the neural network [62].

Model training takes place on a central server that aggregates information from clients and updates
the model weights according to the received data. In each iteration, the model is improved by using the
accuracy measure, the Adam optimizer, and binary cross-entropy as the loss function. The training is
performed on 32 batches over 10 epochs, and the effectiveness of the proposed model is assessed via a 20%
validation split. The validation split occurs both during and after training.

The presented process allows for the improvement of the model without disclosing the
confidentiality of customer data, which is the main advantage of FL. The suggested model has been
effectively applied to predict attacks in 10T interactions, demonstrating a high level of efficiency and priority
in terms of security. While this subsection presents the theoretical background of the proposed model, the
next subsection demonstrates the practical implementation of the model using a real dataset to address the
problem of data privacy preservation through attack detection.

4.2. Dataset

In part of the experimental study, the CICIOT2023 dataset, which was collected by the Canadian
Cybersecurity Institute in 2023 [63], was used. Wireshark was used to monitor the network traffic, resulting
in a file in “pcap” format. The dataset contains 46 features; normal data account for 38.3% of all the data,
while the rest are abnormal data. The dataset includes various types of attacks, such as DDoS, SQL injection,
brute force, and mirai. In our experimental study, two types of attacks—SQL injection and brute force—were
selected [64], [65]. For each category of attack, specific scenarios were developed to cover all types of
vulnerable devices. In each scenario, the attack activities were carried out via malicious 10T devices that
target specific vulnerable 10T devices. For example, web-based attacks target web-enabled devices.
Traditionally, 10T devices use a “login password” to connect to them. Often, most average users have no idea
about security issues, and even if they change the default password, devices still have hidden coded accounts
that are targeted after a leak. A brute force attack can guess the password and provide access to the device
[65]. The SQL injection and brute force attacks analysed in the selected dataset have lower
representativeness, which is a sign of imbalance, thereby constituting minor classes. This can cause attack
prediction methods to be biassed in favour of the dominant class (e.g. port scans), reducing their accuracy in
detecting minor classes. The number of SQL injection instances in the selected dataset is 5,245, whereas the
number of brute force instances is 13,064. Despite the problem of unbalanced data, we chose SQL injection
and brute force attacks for our study because they are common types of attacks that can cause significant
damage. We also choose a federated approach because it allows us to train the model on decentralised data
collected from loT devices. The selection of the above attack types plays an important role in ensuring the
scalability of the proposed method and protecting users’ confidential data. The problem of data imbalance is
addressed by applying the federated class weighting method. To better represent minor attack classes, the
federated class weighting method dynamically adjusts the weights of the updated model, taking into account
incoming data from different clients. As a result, we determined that the suggested method greatly enhanced
our model’s accuracy in predicting minor attack types.

4.3. Evaluation

The quality of the proposed system was measured via metrics such as accuracy and the F1 score.
The performance on a balanced dataset is represented by accuracy, which is the proportion of correctly
classified attack classes to the total number of predicted attacks. The F1 score is a measure that combines
accuracy and completeness via the harmonic mean. The formulas used to compute these measurements are
displayed in Table 3.

The metrics used provide a comprehensive evaluation of the proposed model’s ability to correctly
identify different types of attacks, considering both accuracy and recall. By analysing these metrics, we can
assess the overall performance of the proposed FL-based approach in detecting cyber attacks. The results of
the study presented in section 5 were obtained using these metrics.
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Table 3. Evaluation metrics

Metrics Definition Designation, formula
True Positive The total number of all recordings that were categorized as an attack P
True Negative The total number of all recordings that are categorized as normal n
False Positive The total number of all recordings that were incorrectly categorized as an attack ¢
False Negative Total number of all recordings that were incorrectly categorized as benign o
Accuracy The proportion of correctly categorized data A= ptn
p+n+é+o
Precision The proportion of correctly categorized objects among all objects 9 = L{
p+
Recall The proportion of objects of the positive class out of all objects of the positive class n=_"
ptao
F1 score The calculation of the harmonic mean between precision and recall o =gy 20
0+11

5. RESULTS AND DISCUSSION

To visually evaluate the performance of the proposed system across all clients for all rounds, loss
and accuracy graphs for training and validation were plotted. For the experiment with Brute-Force attack
data, round 5 yielded the best results. Figure 6 shows the accuracy and loss plots for training and validation.

The first graph in Figure 6 illustrates the change in training and validation losses with each epoch.
The training and validation losses are 0.399% and 0.616%, respectively. The decrease in the training loss
with each epoch demonstrates good learning properties. The validation error rate also decreases but in
smaller steps. As a result, it can be argued that the model improves its predictions based on the validation
sample. Importantly, if the difference between training and validation losses becomes less noticeable, this
indicates the probability of overfitting in the last epochs.

Accuracy is measured as a percentage and represents the proportion of correctly classified samples.
The maximum training accuracy was achieved in the last epoch and averaged 98.25%. The validation
accuracy shows growth, indicating that the model continues to improve its ability to predict classes based on
the validation data. Exceeding the training accuracy in the last epochs indicates the good generalisation
ability of the model.

For the experiment with SQL injection data, the best results were obtained in round 2. Figure 7
shows the accuracy and loss plots for training and validation. The graph on the right in Figure 7 displays the
training and validation loss curves. The training loss and validation loss are 0.062% and 0.063%,
respectively. The training loss decreases significantly with each epoch, reflecting the effective training
process of the model. The validation loss curve also decreases, indicating a good level of model fit to the
validation data. The loss curves for both training and validation data decrease during validation, further
suggesting a good model fit.

The training accuracy increases very quickly and reaches almost 100%. The validation accuracy also
increases and reaches 100% at the last epoch, indicating an excellent fit of the model to the data. As a result,
when predicting SQL injection and brute force attacks, the loss of training and validation data decreases with
each epoch. In conclusion, the model was successfully trained. When working with brute force attacks, the
loss of training and validation data was small, ultimately demonstrating a more effective model. The increase
in accuracy during training and validation confirms that the model generalises well to previously unseen data.
The second model achieves almost 100% accuracy, which may indicate its strong learning ability.

The second model achieves low loss and high accuracy faster, which may indicate a more efficient
architecture. Both graphs of accuracy and training and validation loss graphs for the second model have
smoother and more stable curves. Suggesting that the model is well-tuned and free of sharp fluctuations (e.qg.,
underestimation or overestimation of errors).

Overall, the created neural network model demonstrates high performance for the classification task
under consideration. It successfully reduces loss and increases accuracy on both the training and testing data.
The model used to predict brute force attacks performs at a high level, highlighting its ability to generalise
and achieve excellent results with virtually no classification errors. A high score indicates a well-chosen
architecture and correct model tuning for the task at hand.

The F1 score metric evaluates the model's performance in the presence of unbalanced data. The
metric emphasises the accuracy of positive predictions and the identification of actual positive records. It can
be used to determine how accurately the model reflects the results that matter to us. The F1 score attempts to
balance precision and recall to find the harmonic mean between the two. Figure 8 shows a plot of the F1
score for all rounds for both clients. The F1 score reaches 1 in 30 rounds, indicating that the model exhibits
perfect precision and recall, which is the highest quality measure for classification tasks. This means that the
model not only correctly classifies most of the samples but also does so without missing any important
classes, which is especially valuable in tasks requiring high accuracy.
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FL presents a new perspective for providing a high level of security to 10T devices. This study
introduced a methodology for predicting the development and assessing the criticality of detected attacks in
the interaction of 10T devices. The analysis of existing methods revealed that ML techniques demonstrate
high accuracy in detecting known attacks but are ineffective against new types of threats. DL methods show
good resistance to new attacks but require significant computational resources and large amounts of data.
Ensemble methods significantly improve the accuracy and reliability of attack detection, but they involve
high computational complexity. In our study, FL was proposed as a high-quality and promising method for
predicting attacks in loT environments. FL enables the training of models on distributed data stored on 10T
devices without centralised data collection, ensuring information privacy and security. The experiments
demonstrate high accuracy in predicting the evolution of attacks, allowing for timely responses to cyber
threats and minimising their consequences. This research represents an important step toward the
development of robust cybersecurity systems for the 1oT.
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Further research will focus on improving the attack prediction algorithm through other FL
approaches. By exploring different FL methodologies and utilising advanced ML algorithms, we aim to
enhance the model's ability to predict a wide range of network attacks and adapt to various types of threats.
This contributes to more resilient and secure interoperability of 10T devices.
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