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The security of mobile agents, which are autonomous software entities
capable of migrating between computers to execute tasks, remains a critical
concern in modern information technology. Cybersecurity has been a central
component of this technological revolution and continues to be one of the
most essential requirements for any software or platform. Despite advances in
security measures, protecting mobile agents, particularly those carrying
sensitive data, while they transmit over networks remains challenging. This
research proposes a novel hybrid security technique, abbreviated as pretty
good privacy and code obfuscation framework (PGF), which combines pretty
good privacy (PGP) with code obfuscation. PGF is designed specifically to
protect mobile agents, focusing on systems like Aglets. The technique aims to
safeguard the integrity and confidentiality of the agent's data during
transmission. Based on the mobile agent Aglets and the PGF technique, the
proposed model enhances security by introducing additional protection layers
during agent creation and transmission using PGP and code obfuscation. The
comparative analysis demonstrated that PGF outperformed other algorithms
in terms of time efficiency and security, effectively handling large data sizes
through its hybrid cryptographic approach, which combines asymmetric and
symmetric encryption. The model was implemented using the Aglets
framework in Java development kit (JDK) and NetBeans and showed high
reliability and practicality. However, its current design is tailored to Aglets,
and future work could focus on adapting the model to other platforms and
optimizing its resource efficiency for constrained environments.
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1. INTRODUCTION

Although the development of mobile agents has advanced dramatically, the security issue is still a
critical problem, especially for the Aglets platform. Many mobile agents like mongers, bullfrogs, and gander.
Aglets play an important role in distributed systems because they are self-moving and can perform many tasks
in the network. However, some existing agent platforms have been pointed out and supported by recent studies
of their weaknesses, especially concerning data integrity and security when in transmission. While general
security concepts dominate current literature, there is a less specific and informed dialogue as to how exactly
such problems might be encountered in the case of Aglets and what particular limitations they present, namely
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their dependency on the Java platform and inadequacy in contemporary cryptography requirements. This
research fills the gap by dealing with these specific weaknesses and introducing a proper security model
apposite to Aglets with a security model based on a blend of pretty good privacy (PGP) and code obfuscation
in protecting these features from new emerging threats.

Aglet is a sophisticated mobile agent platform that facilitates the creation, migration, and execution
of mobile agents in distributed computing environments. A mobile agent is a self-contained Java object that
has the unique capability to migrate from one host to another within a network. Aglets carry their state and
code with them, enabling them to resume execution at their destination seamlessly. The technological solution
brings multiple system benefits, including lowered network strain and independent computation management
alongside flexible processing in changing operational conditions [1]. Mobile agent technology differs from
standard data transfer methods in that it migrates towards data sources for direct processing, followed by result
delivery back to clients. The system applies this function to execute tasks more efficiently, particularly within
large distributed systems.

Aglets follow a protocol that permits execution suspension on one host, followed by network
transmission and resumption on another host with possible behavioral alterations according to encountered
environmental factors. The numerous operational possibilities of such systems result in major security risks for
the system. Mobile agents encounter untrusted environments after their movements between hosts because
these environments may present potential attacks. The system faces security threats from malicious hosts which
try to damage agent data and additional malicious agents that can compromise the system integrity [2]. Mobile
agents need essential security features to demonstrate effective functionality because their operation happens
across diverse distributed systems. Security policies require great difficulty to be uniformly applied over hosts
and networks when mobile agents move repeatedly between different administrative domains. The agent must
authenticate itself upon reaching any new host before it can access the local resources or services. The exchange
between system components for authorizations and permissions, along with passing information, creates
numerous security risks. The agent's data transmission between systems becomes vulnerable to man-in-the-
middle attacks, while distributed denial of service attacks use host overloads to disable the agent [3].

Hasan et al. [4] investigated how cryptographic methods protect mobile agents from MITM attacks.
Their findings showed that better encryption protocols applied to agent transmission substantially decrease
the chances of interception and tampering. Deshmukh and Chalmeta [5] researched the security challenges of
voice user interface (VUI) related to mobile agent security by introducing lightweight encryption protocols,
which offer powerful protection alongside minimum resource usage demands. The research demonstrates how
security measures compete against performance requirements, specifically when mobile agents run on
resource-limited devices.

The research by Zibaeirad et al. [6] performed a detailed risk assessment to identify mobile agent
system weaknesses against distributed denial of service (DDoS) attacks. Security experts discovered that
traditional security practices work well for protecting individual agents, yet the hosts and their entire system
need unified protection against attacks. The authors stressed the need to establish security platforms that protect
all elements, including agents and their target hosts, since future research requires complete threat management
capabilities.

Mobile agent security remains a complex issue even after these recent technological advancements.
Security challenges emerge when hostile environments, known as malicious hosts, attack mobile agents by
altering their state, redirecting execution, and leaking sensitive data [7]. Security issues become more complex
because rogue agents perform hijacking operations and manipulate data while altering code. The encryption
techniques that protect agents fall short of defending against every attack type, particularly those that target the
agent’s code execution process. The effectiveness increases when encryption works together with code
obfuscation to protect agent security.

The research introduces a dual-layer security system called pretty good privacy and code obfuscation
framework (PGF) that unites PGP encryption with code protection methods to protect agents from cyberattacks.
PGP provides encrypted and secure data transmission during all stages of communication to protect agents
from MITM attacks, data theft attempts, and sniffing attacks [8]. Code obfuscation works alongside PGP to
protect mobile agents by concealing their programming code so that potential attackers cannot analyze the
execution logic of mobile agents. The proposed PGF method combines encryption from PGP with code
obfuscation to deliver complete security to mobile agents operating in distributed systems, especially within
Aglet environments.

PGF provides its main advantage through dual protection of agents' data and execution process. The
encryption component safeguards data transmission between hosts, and the obfuscation component shields the
agent from being modified at the code level. This method solves multiple limitations found in current methods
because they secure either data or code but not simultaneously. Experimental testing of PGF exhibits superior
operational performance and better resistance against attack compared to previous approaches. The hybrid
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approach protects mobile agents effectively through its performance evaluation of time efficiency while
maintaining usability, according to research [9].

The study investigates security threats which affect mobile agents in distributed systems specifically
targeting Aglets-based systems. The research will result in the development of a hybrid security method known
as PGF. The PGF method protects data transmission security through PGP encryption and code obfuscation to
prevent MITM attacks and protect transmitted data from theft and sniffing, as well as shield agent logic from
reverse engineering attacks through compromised hosts' IT vulnerabilities. This research adopts these two
security techniques to develop an integrated solution that enhances the reliability of mobile agents together
with their host systems in distributed networks.

The PGF method presents itself as an effective solution to protect mobile agents operating in
distributed networks. By combining PGP and code obfuscation, the proposed technique addresses multiple
layers of the security problem, offering enhanced protection for both the agent and the host. Future research
should continue to explore the trade-offs between security, performance, and usability, particularly as mobile
agent systems become more prevalent in distributed computing environments.

2. BACKGROUND AND RELATED WORKS
2.1. Mobile agent

A mobile agent can be autonomous and sociable but may have to learn tendencies and the most
desirable behavior. A mobile agent, more specifically, is a process that gets migrated from one environment to
another and works fine in the second environment. The mobile agents themselves are the decision makers of
when and where they wish to move. A mobile agent only completes a step by replicating details about it. Mobile
agent mobility is when a mobile agent decides to move; the state is written, sent to a new host, and executed.
Mobile agents are autonomous software agents that can suspend their execution and resume at another computer
connected to the network. The mobility of the code and the state of this agent program are important. Like many
other software agents, most programs are self-directed; once they start, they decide where they will go and what
they will do. They can receive messages from other sources, but each mobile agent’s prerogative is whether to
follow them. Such agents may also wish to perform actions such as transferring an entity from one node to another
device, jesting, or Killing themselves or other agents in the network. Several mobile agent systems with
acceptable security degrees were developed, and some of them contain a strong security factor [7].

2.2. Overview of aglets

Aglet specifies an agent system implemented using Java. It travels to nearby distant hosts and deals
with events and messages, as shown in Figure 1. Saturated in continual support, an Aglet is defined by a
significant description written in Java-lightweight object relocation. The Java aglet builds upon the model of
portable code organization made well-known by Java applets. Before an aglet can visit another personal
computer (PC) on a local area network (LAN), it must have a host Java program running on that PC. Aglets
move from one aglet host to another as they are transferred within an organization. This is achieved by
implementing a protection method for every aglet that prevents the occurrence of ulterior Aglets. Hosts deliver
aglets via class loaders and class records. The state of an aglet can be recovered from a far aglet host.

| |#) Tahiti: The Aglet Viewer [atp://DESKTOP-SLQDSMU:4434 (aglet_key... — ]
| Aglet Mobility View Options Tools Help

(><]| create | | [ | | Retract |
examples.project.agent : Wed Apr 07 22:43:47 EEST 2021 Hello this is java a
< >
Receive : examples project.agent from DESKTOP-12E4QP8:6000

Figure 1. Aglet server
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2.3. Obfuscation

Code obfuscation can also be the disassembling of an executable file in such a way that will not be of
much use to the programmer anymore but is fully functional. Although changes made by this technique may
include modifications to the actual method instructions or the data records linked to them, these changes do
not affect the application output. However, there always comes a time when, with so much time and resources,
practically any code can be reverse engineered, for instance, on specific Java, Android iOS, NET, Xamarin,
C#, VB NET, and F# platforms that are downloadable decompiles that can quickly and rather easily reconstruct
initial code out of an executable or a library. Using an automated code has the purpose of making reverse
engineering, most of the time, both difficult and costly.

2.4, PGP algorithm

Pretty good privacy, or PGP, stands for an encryption system used for the security of transfer and
encoding of files and messages electronically. Due to the mathematical processes involved in encryption, at
this point, we will focus only on the basics of encryption. The operational mechanics of PGP encryption, at its
most elementary level, are as follows:

PGP then derives a random session key, the key that is used only once understood to be a vastly
extensive register of key possibilities difficult to crack. This session key is then encrypted using the recipient’s
public key. The public key is associated with a specific person’s identity to make it possible for anybody to
send them an encrypted message.

PGP is a hybrid cryptographic technique that borrows the best from conventional, symmetric, and
public key, asymmetric systems. The first operation performed when a user applies PGP to encrypt plaintext
is data compression. This process of compression reduces modem transmission time and saves disk space
simultaneously, increasing cryptographic security. Many cryptanalytic techniques attempt to break a cipher by
exploiting obvious characteristics of plaintext. The extermination of these patterns is achieved by compression,
enhancing cryptanalysis resistance by leaps and bounds. It is noteworthy that files that are too small for
compression or do not compress well are not included in this process.

Pretty good privacy (PGP) represents an encryption technique used with the aim of secure transfer
and secure encryption of sensitive documents as well as electronic communication. Due to the complexity of
the mathematical algorithms that are used in encryption, mine and ours will, therefore, only focus on the basic
particles for now. The operation of PGP encryption can be delineated at its most elementary level.

PGP starts the action by producing a random session key that is a unique key used only one time; it
has millions of variants, making it almost conceivable to guess. This session key is then generated from random
data, and the said random data is generated from mouse movements and keystrokes to enhance the randomness
of the session key. After this, the session key uses a highly secure and efficient conventional encryption
algorithm to encode the plaintext to ciphertext. After the data has been encrypted, the session key is then
encrypted with the recipient’s public key. For a detailed description of PGP functionality, see the diagram
displayed in Figure 2.
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Figure 2. PGP works
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3. RELATED WORKS

Advanced mathematical approaches enable the efficient transfer of mobile agents from their starting
to ending locations with minimum time requirements in the research. These technical procedures play an
essential role in improving both the agent's speed and delay minimization based on findings described in [10].
The research demonstrates how to use the itinerary design pattern alongside the ant colony optimization (ACO)
algorithm to determine the ideal patterns through which mobile agents should move. This methodology can
achieve both efficiency and dynamic environment adaptability.

The study in [11] explored a rationale advanced encryption standard (AES) in a framework that
requires only one key for message encrypting while the sender and receiver agents both possess the same key
for decrypting and accessing the data. AES protocol within a mobile agent architecture begins when the server
produces an AES key and passes it to the client. The entire message data can be encrypted using the AES key
by the client’s end and passed back to the server agent, who deciphers the message using the same AES key.
This agent then checks the importance of the message contents and goes on to validate the transactional process.
Therefore, this mechanism is effective in protecting the transactions over the internet because the AES key
length is 128 bits, which would make the task of hackers very difficult.

Similarly, Patel and Patel [12] applied the code obfuscation approach to protect the software industry
against illicit reverse engineering. In their study, they provided a detailed discussion of multiple methodologies
of obfuscation to strengthen the technical protection of software products. It relies on code transformation
applications similar to compiler operations; they used many transformers and evaluated them based on factors
such as stealth, reasonable price, and ease of use. They both propose the use of this technique in various fields,
including mobile agent systems.

Turab and Zraqou [13] presented a hew concept of safe communication whereby an encrypted cipher
is embedded into a series of images. For the colored frames of the particular video, the algorithm was applied,
and the results were scrutinized based on the text being concealed and eventually restored after the application
of the image filtration and video compression.

Peyravi and Latif [14] have described a framework to enhance the security of multi-agent filtering
systems by employing the PGP technique for encryption and decryption of messages between filtering agents.
Consequently, this approach proved highly beneficial in the redesigning of the agent filtering system to become
more efficient. The key rationale for implementing the PGP methodology was based on the belief that having
large quantities of information available to the public is not necessarily problematic, as long as this information
is spread across a huge variety of databases and sources.

Singh et al. [15] highlight the importance of a robust infrastructure in the development and widespread
use of agents. In the early stages of research, the scarcity of agent development tools significantly limited the
full potential and exploitation of this promising technology. However, with advancements in the field, a wide
variety of tools are now available to support the development of robust agent-based infrastructures. Their work
provides a comprehensive overview of these tools and offers a detailed comparison of the features they provide,
aiding developers in selecting the most appropriate tools for their specific requirements in agent-based system
development.

Ahmad [16] highlights that achieving optimal end-to-end quality for video streaming applications
requires the integration of advanced networking techniques and content processing strategies. Existing
techniques often focus only on the bit stream level, failing to delve into the media content itself. Ahmad
emphasizes that video content, which holds vast amounts of valuable information, can be leveraged to predict
bit rate and quality more accurately. In a content-aware video streaming framework, this visual content is
automatically extracted and utilized to manage video quality dynamically, accommodating both network
resource constraints and various quality manipulations.

Amro [17] traces the roots of this concept trace back to the 1960s, when mobile code first emerged in
the form of remote job entry systems. Today’s mobile agents range from simple distributed objects to highly
organized intelligent systems. However, with this evolution comes a rise in critical security issues. Amro
discusses the significant work being undertaken to address these challenges, aiming to develop trusted mobile
agent systems that can be easily deployed and widely accepted. This paper delivers an extensive analysis of
current threats targeting mobile agent systems alongside security targets and protective measures against these
dangers. The main goal is to maintain secure mobile agent systems which can find broad acceptance in the
market.

Ghosh et al. [18] developed an application-level active networking (ALAN) infrastructure that
resulted in the creation of the “funnelWeb” implementation. The paper provides an in-depth discussion of the
motivation behind this system, its architecture, and its implementation. The authors demonstrate how the
ALAN framework enables better web-based coaching and content delivery systems. The authors deployed an
active network and active service experimental platform through their infrastructure development. The paper
details their active research on application-level routing (ALR), which enhances network-level routing
efficiency through application layer integration of active networking principles.

Enhancing mobile agent protection using a hybrid security framework combining ... (Jamal Zragqou)
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Goswami et al. [19] evaluated the performance of three mobile ad hoc networks routing protocols,
which included ad hoc on-demand distance vector (AODV), dynamic source routing (DSR), and destination
sequenced distance vector (DSDV), using NS-2 for simulations running in large areas. The researchers assessed
performance differences of protocols through QoS metrics, which included packet delivery ratio (PDR) and
normalized routing overhead together with throughput and jitter when implementing the protocols in MANETS
covering expansive areas with fast mobile nodes. The authors used NS-2 simulation tools, AWK data analysis
tools, and Xgraph to visualize performance metrics. One-way analysis of variance (ANOVA) tools served to
confirm the accuracy of the obtained results. The analysis reaches its conclusion by selecting the routing
protocol which demonstrates the best performance based on established conditions.

Gunter and Braun [20] explain how a measurement infrastructure needs to exist for new internet
protocol (IP) technologies standardized by the Internet Engineering Task Force, including differentiated
services and IP security. Internet service providers can deliver better network-level services through these
technologies. The authors emphasize the need for a secure platform that provides monitoring capabilities to
customers regarding service quality and effective collaboration between service providers. Because of this
identified need, a mobile agent-based monitoring infrastructure was developed to measure and manage the new
and enhanced IP services.

Mobile agent technology serves as a revolutionary computing paradigm according to Jansen and
Karygiannis [21] because software agents can seamlessly continue their execution on another Agent-enabled
host after suspending execution on their initial host. The authors document mobile agents as developed from
their initial appearance in remote job entry systems during the 1960s into advanced software systems which
integrate intelligent components. Advanced computing sophistication has introduced major security threats to
the system. The paper delivers an extensive examination of mobile agent technology by presenting its overall
structure and discussing built-in security hazards. The paper presents current strategies for vulnerability
mitigation along with existing approaches to create secure mobile agent frameworks according to Jansen and
Karygiannis.

Kaur and Sra [22] introduced methods to boost wireless sensor network efficiency through their
deployment of sensor nodes in unattended areas to collect environmental data. These networks benefit from
mobile sinks instead of static sinks because they save energy while increasing network duration. Wireless
sensor networks (WSNs) that have both varying designs and battery limitations can successfully be managed
through multi-agent systems. The authors develop a genetic algorithm to create concurrent routes for smart
mobile data collectors which acquire sensor data throughout restricted timeframes using minimum energy
usage. The mobile agents independently modify their route plans to bypass any unforeseen system breakdowns.
The researchers applied their proposed algorithms throughout realistic WSN test networks and simulated WSN
environments. Empirical results generated through MATLAB version 7.10 confirmed the effectiveness of the
approach in various network configurations during multiple experiments and simulations.

Ismail [23] explores the role of security in the widespread acceptance of mobile agents as a paradigm
for distributed computing. In large-scale distributed environments, robust protection mechanisms are essential.
The paper also outlines a number of protection mechanisms that are specific to mobile agents, with
authentication and access control being the responsibility of the mobile agent platform.

The unique aspect of these mechanisms is that each agent can define its own access control policy
using an interface definition language (IDL), which promotes modularity and simplifies the programming
process. The proposed mechanisms have been evaluated, with performance measurements demonstrating the
overhead introduced by these security features. The key advantages of these mechanisms are their transparency
to the agents and the ability to port nonsecure applications into a secure environment. Both the mobile agent
system and the protection mechanisms have been implemented, with experimental results confirming their
feasibility and benefits.

Huhns and Singh [24] explain that ontology functions as a computational model which displays
elements from the actual world by using a semantic network structure with concepts or individual objects as
nodes and relationships or associations between them as arcs. The networks receive additional elements such
as properties, attributes, constraints, functions, and rules to control concept behavior. The formal definition of
ontology describes it as a mutual understanding of conceptualization through mechanisms which model domain
understanding and create semantic definitions for theoretical frameworks. Ontologies link the names of the
ontology links database elements, including classes and relations with human-understandable text definitions
that also include specific formal rules for interpretation and usage. Information systems and Internet
applications use ontologies to structure keywords and database concepts through semantic relationship capture,
which generates domain-specific abstract information spaces for users.

Singh et al. [25] investigates mobile agents as self-governing software platforms that learn
autonomously and move between systems to execute tasks for users. The research community now place
greater emphasis on mobile agents because of their capabilities in mobile computing applications. Mobile
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agents serve as tools for mobile computing, which finds applications in network management alongside
information management systems. The manuscript delivers a thorough examination of mobile agents, including
their definition, characteristics, types, and necessary applications and technical obstacles in mobile systems.
The included case study presents mobile agents being used for information retrieval purposes while exhibiting
high success rates in this domain.

Research project details about information overload mitigation for computer users are presented by
O'Riordan and Sorensen [26]. The project created precise information filtering software which controlled
online electronic information dissemination. The system's design integrated statistical information retrieval
techniques because they demonstrated scalability and reliability but included artificial intelligence (Al)
literature techniques to create the adaptive platform. INFOrmer represents the final system, which implements
intelligent agents for information management through machine learning algorithms alongside adaptation and
relevance feedback methods. During processing, the system uses weighted graph representations of
documents and graph manipulation algorithms, which improve its performance in information filtering and
delivery.

The research by Pandey et al. [27] demonstrates how Java enables maobile agent system development
by focusing on Java-based mobile aglet agents. Aglets serve as a promising technology that offers streamlined
procedures for developing distributed systems through easy design and improved implementation and
maintenance features. Systems achieve higher reliability and better fault tolerance when mobile agents operate
independently from their source process since they cut down network traffic and minimize latency issues. The
paper delivers a technical introduction about aglets, together with a security analysis of mobile agent systems
that utilize aglets effectively because they can spread harmful programs. The paper analyzes security concerns
along with potential attacks on aglets while presenting a security model which protects these agents. The paper
investigates aglet applications and their universal usage potential across multiple situations.

The research paper by Picco [28] establishes mobile agents as a modern abstraction which plays a
significant role in distributed application structuring. This paper demonstrates the research domain of mobile
agents through a demonstration of their beneficial features. The implementation of maobile agents generates
three key advantages through enhanced adaptability and decreased communication burden and enables
independent operation between different connected systems. The paper examines the core architecture and
supporting technologies of mobile agents together with their design and implementation aspects. The paper
acknowledges various outstanding issues that limit broader mobile agent paradigm adoption because of security
challenges, interoperability complexities, and performance-related constraints.

The research by Selamat and Omatu [29] explores mobile agent usage for internet data collection from
specified sites by optimizing the process duration. To ensure relevant network information collection, the
authors suggest determining a threshold value through the total number of mobile agent visits. Genetic
algorithms (GA) operate to improve mobile agent routing patterns which minimize query expense without
compromising path delays. The proposed routing algorithm achieves better performance across diverse
parameters during simulation tests, which establishes an efficient solution for data collection in mobile agent
systems.

Shekhar et al. [30] analyze the problems that MANETS face because of their use of flooding route
request messages to discover routes dynamically. The path discovery process through flooding route request
messages produces high latency and large bandwidth consumption, which makes such protocols inefficient for
real-time multimedia communication. The authors present MAMR as a mobile agent-aided multicast routing
protocol which addresses these issues. MAMR combines intelligent mobile agents with on-demand multicast
routing protocols by uniting multicast ad hoc on-demand distance vector (MAODV) and on-demand multicast
routing protocol (ODMRP).

4. THE PROPOSED APPROACH

A mobile agent application has been developed that moves between Aglet systems to execute tasks
while an encryption layer prevents code analysis yet remains confusing to human readers. The code retains its
operational integrity but possesses such complex interpretation that any programmer finds it impossible to
understand its content. During the third development phase, pretty good privacy (PGP) encryption joined our
application to protect agent information from information breaches while defending against man-in-the-middle
(MITM) attacks. Agent data encryption using the PGP algorithm at the fourth stage allows the secure
transmission to the host, where the PGP algorithm, for full operational readiness, decrypts the data.

Finally, we measured the time taken over ten cycles and made a comparison with other research papers
that utilized agents using different algorithms within mobile agent systems. The time factor stands out as one
of the key security parameters when protecting the mobile agents when in transit across the network; the transit
of the agents from one node to another ought to be executed in the least amount of time possible. The temporal
aspect was also a critical factor during the experiment because it is important to evaluate the effectiveness of
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PGP with various amounts of data and to investigate how effectively the technology of session keys secures
transmission and communication through the network [31].

4.1. PGP algorithm

First, the OpenPGP library is imported within the Windows operating system environment known
as Gpg4win. This library facilitates the generation of two distinct keys: public and private. The public key is
also involved in the encryption process and is defined as the ASC (ASCll-armored) file type that can be
modified. Retrieving the public key requires using the class PGPPublicKey embedded in the library.
However, it is necessary to pass the private key to the person who will perform the decryption task afterward.
The private key, like the public key, is an ASC file type and, like the public key, can be altered before
transmission. To get the private key, it is suggested to use the PGPSecretKey class, which is located in the
given library [32].

4.2. Code obfuscation

Obfuscation is the deliberate act of making the source code, or other computer code, as difficult to
comprehend to a human being as possible. Programmers may write code in such a way as to try to make the
purpose of the code difficult to determine, as well as the logic it uses and the values it embodies. The primary
motivations for doing this are to protect it from being changed, discourage people from understanding how it
works, or make it a game for anyone reading the source code. There are scenarios in which it will be done
manually, and there are others in which some tools will be used, which are most commonly used in the industry
being automated tools [33].

5. RESULTS ANALYSIS
5.1. Executing mobile agent

The Aglet framework is the development platform for mobile agents, through which programmers
create mobile agents. At this point, the system reaches full readiness to proceed to the next step, as shown in
Figure 3, while the agent code undergoes obfuscation. Code obfuscation increases the security of mobile agents
because it makes the underlying implementation harder to analyze or reverse engineer.

(&)

| [£] Create Aglet =
Aglet  Mobility View
Aglet name examples.project.agent
3==:| Create| - | P prel g | Retract
Source URL | |
Aglets List Add to List Remaove |

examples.simple.Displaviglet
examples.hello.Hellolkglet
examples.itinerary.Circulatefglet
examples.mdispatcher.Hellolglet
examples.http.WebServeriglet
examples.talk.TalkMaster
example.project.agent

Create | Cancel Reload Class and Create |
Dispatch : examples projsceag o a e T Lo 1

Figure 3. The graphical user interface of the Aglet remote agent management

5.2. Applying code obfuscation

The transformation of variable names to unrelated names so that they did not hold any meaningful
information regarding their content or functionality formed the aspect of code obfuscation. Also, we improved
the program's readability by adding more and more levels to the program’s variable steps so that people who
study the code cannot understand what the program does easily. Figure 4 shows another method of data
transformation used in the code of the agent-code obfuscation as performed in [34], [35]. This paper promotes
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promising future research in e-spam filtering by integrating an information gain processor, a wrapper grey wolf
optimizer feature selection algorithm, and a naive Bayes classifier.

public String a() {
String b = "";

try

(Exception g)
e.printStackTrace();
;eturn b;
Figure 4. Code obfuscation

5.3. Encryption

Having invoked the mobile agent with Aglet, the next step is performing any further operations with
the NetBeans Platform. Here, we use the PGP algorithm to encrypt the earlier computed session key with the
receiver’s public key. This documented session key is then used to encode and decode the agent’s data content.
Figure 5 illustrates how the content was encrypted as envisaged.

Security.addProvider(new org.bouncycastle.jce.provider.BouncyCastleProvider());

String privateKeyPassword = "h

PGPPublicKey pubKey = null;

try {
InputStream input;
input = new FileInputStream("sign-and-encrypt pub.asc");
pubKey = readPublicKey(input):

} catch (PGPException e) {

e.printStackTrace();
} catch (ICException a) {

a.printStackTrace();

t - encryptanddecrypt (run) >

examples.project.agent : Wed Apr 28 21:24:47 Hello this is java agent on AGLET server !!
Successfully read public key:

N2J1zi1Zf5uu3CH] TKehupd¥mw2bEHE FKCVWwTuFTwPL3e+0aJRVERzazQLgBaTVagxpqvsQi V40K
W12Mma7/IVnISLROwdOnK4DeBCPIETpl YUevwixId00mE SwMaJ+5

Figure 5. Applying encryption on the sender Aglet machine

5.4. Decryption

In the process of this stage, the encrypted agent’s content was decrypted using the PGP algorithm.
This involves the operation of encrypting the session key using the receiver’s private key on the destination
side. The secret data was decrypted using the session key after the session key was decrypted. As depicted in
Figure 6, the decryption was accomplished as desired.
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PGPSecretKey pgpSec = null;
try {
InputStream input = new FileInputStream("sign-and-en

popSec = readSecretRey(input);
} catch (ICException | PGPException e) {

e.printStacklrace():

String messageSignature = null;
try {
messageSignature = signMessageBytedrray(message, popSec,
privateKeyPasaword.toCharArray()):
+ catch (NoSuchfAlgorithmException | NoSuchProviderException

| SignatureException | ICException | PGPException e) {

e.printStackTrace();

Figure 6. Decryption of the destination Aglets machine

6. TIME ANALYSIS

asc");

When comparing adaptive algorithms, it is important to take quality and time of execution into
consideration. We did 10 independent runs on file sizes of 100, 500, and 1,000 kB presented in Table 1,
ensuring we recorded the elapsed time in each experiment. The performance of the PGF approach was then
compared with that of ACO, GA, and neural cryptographic algorithm (NCA) with the help of Figures 7-9,
respectively. When the data size is kept at 100 kB, as in the experiment's first phase, the average execution

time with the PGF is 460.290 milliseconds out of ten cycles.

Table 1. Accumulated results with data sizes 100, 500, and 100 kB

1000 kB 500 kB 100 kB
GA 3495.98 2058.34 491.32
NCA 2964.98 1697.14 431.26
ACO 2359.49 1447.81 414.33
PGF 2119.29 1566.18 461.29
800
700
500
500
E 400
=
300
200
100
0
1 2 3 4 5 5 7 8

=—GA 681464 563516 5BB415 | 5E1517 43082 460646 = 373184 | 368.071

MCA | 62051 609.225 = 527.364 | 452271 420.64 408615 = 336.427 330.52
=—pACD B03.214 530742 514616 420567 405554 387521 32277 313.458
=—PGF | 651.187 636570 557.891 516.8%4 455.73 434630 354810 349295

Iterations

Figure 7. Result at data size of 100 kB

9
358.679
310371
254 348
334525

10
336448
286.29
271511
311369
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3500

3000

2500

2000

Time

1500
1000

500

1 2 3 4 5 [ 7 8 9 10
(A 2862.140 2785447 247036 | 2435371 2081351 15822712 1567415 1546015 1506452 1413.082
MCA | 2452505 2406439  2080.077 175652 1660528 1614.00% 1328889 1305551 1225%B5 1130.846
e——pACD 2111244 2061522 180%.152 | 1503485 1415147 1356226 1129695 10587.105 1030.218 550.289
=—PGF 2214036 2186.323 1896.821 1757.441 15494532 1477742 1206312 1187603 1137.385 1058655

Iterations

Figure 8. Result comparison 500 kB

6000
5000
4000

3000

Time

2000

1000

1 2 3 4 5 [ 7 8 9 10
(A | 3485326 5353811 4743051 4675512 3957.794 3650.601 3009437 296B.349 2852388 2713117
MCA | 4267515 4187.204 | 3615334 3056338 2901319 2BB1.376 2312367 2271658 2135171 2003682
=AU | 33778992 3198435 2854643 2405576 2270.635 2161562 2018512 1855.365 1721.345 1580462
=—PGF 2981.949 2924511 2560708 2342545 2091801 1994952 1623521 1803.264 1535481 1429184

lterations

Figure 9. Result with data size of 1000 kB

In the next phase of our experiments, we extended the data size up to 500 kB. At this larger size, the
overall execution time of the PGF approach improved and became more acceptable compared to other algorithms
tested. It took an execution time of 1565.181 ms, significantly improving their performance. Finally, a 1,000 kB
of data size was used, and the 2109.292 ms was counted. Experiments were performed on a PC with Windows
10 64-bit OS, CPU 2.20 GHz, and main memory 16 GB.

7. CONCLUSION

This research paper provides a security and reliability model for Aglet mobile agents by implementing
the PGF technique alongside extended network transmission protection in agent creation and distribution. PGP
encryption and code obfuscation provided our defense against increasing cyber threats because they represent
established security mechanisms. According to our comparison study, the PGF method proves satisfactory
against alternative agent systems because of its time-efficient performance. The Aglet agent system achieved
better security and performance gains after implementing our method, among other systems that relied on
different algorithms during assessment.

PGF can cope with large data sizes because it employs both asymmetric and symmetric approaches to
data encryption. It uses both the public and session keys for encryption and decryption, respectively, thus
speeding up the time taken for decryption and overall concretization. This use of a session key can be credited
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with constituting an evolutionary feature of today’s cryptographic models. Last, the proposed model was coded
using Aglets in the Java development kit (JDK) while practicing in the NetBeans integrated development
environment (IDE).

8. FUTURE WORK

This study suggests a new security model that can improve the reliability of mobile agent Aglets by
adding extra security protection layers using the PGF technique during the creation of the agent and the
transmission of the agent all over the network. We use PGP encryption and code obfuscation as strong
protective measures to mitigate the constant rise in the diversity of attacks. In comparison with the other
agent systems where different algorithms were used, the proposed approach showed reasonable
performance, especially in terms of time needed for the execution of the task. The PGF method provides
more security and utilizes less computational time for large data sets than a conventional system because the
PGF uses both asymmetric and symmetric key cryptography. However, public key cryptography is used for
encryption. In contrast, a session key is used to implement the decryption, a new era’s philosophy of using
public and private keys. The model was developed using Aglets under the Java Development Kit - JDK and
NetBeans IDE.
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