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 In today's digital landscape, data breaches pose a substantial threat, with the 

dark web serving as a prevalent platform for malevolent actors to perpetrate 

such incidents. Currently, security analysts use various tools to solve the 

problem, which is very time-consuming. This paper introduces a novel 

framework that integrates data breach monitoring within the dark web, 

focusing on brand monitoring and data hunting. The framework starts from 

the scraping process and continues with the utilization of the Splunk 

dashboard. The dashboard provides an exhaustive overview of data breaches 

related to brands for both manual inquiries and rule-based detection 

mechanisms. The framework comprises five phases: data sourcing, data 

collection, integration, monitoring, and visualization. The visualization phase 

encompasses alert generation, notification mechanisms, and reporting 

functionalities. Moreover, the monitoring phase provides real-time 

surveillance, advanced search capabilities, brand monitoring, and threat 

intelligence integration. The integration phase involves security information 

and event management (SIEM) systems and security orchestration, 

automation, and response (SOAR) systems. This paper's result contributes to 

enhancing the National Institute of Standards and Technology (NIST) 

cybersecurity framework, offering a comprehensive solution to the data 

breaches challenge within the dark web and the frontiers of knowledge and 

security practices. 
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1. INTRODUCTION  

In the context of the rapidly evolving digital environments, the potential occurrence of data breaches 

[1]–[3] has become increasingly common. These breaches, which entail unauthorized entry into confidential 

data [4], present a significant peril to the integrity and security of information. In recent years, the escalating 

dependence on digital systems and the advancing complexity of cyberattacks have led to notable uneasiness 

surrounding data breaches. Since 2020, around 10.88 billion personal information (full name, email addresses, 

sexual orientation, chat and email transcripts, IP address and payment logs) has been stolen by cybercriminal 

[5]. These breaches can lead to significant consequences for both persons and organizations, including financial 

https://creativecommons.org/licenses/by-sa/4.0/
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disadvantage, harm to reputation, legal consequences, and compromised personal privacy [6]. The findings by 

Verizon data breach investigation report [5] observe that a significant majority, precisely 76%, of data breaches 

pertain to financial matters. Political motivations can also drive certain breaches, as shown when  

government-owned public data is exposed to express dissent or advocate for social justice. The exclusive 

driving force behind other breaches is the pursuit of financial benefit. Individuals addicted to seeking 

excitement may be the culprits behind security breaches, as they are motivated by a desire to test the limits of 

their damaging hacking skills. 

The fears have been further heightened by the rise of the dark web [7], [8], a hidden Internet sector 

that facilitates various cybercriminal operations, such as the illegal exchange of compromised data. The dark 

web refers to content unindexed by ordinary search engines, necessitating specialized software or prior 

authorization for access [9]. The content accessible on the dark web hosts a specific segment of the Internet, 

commonly called the darknet [10], [11]. Access to this specific portion of the Internet is limited to certain web 

browsers or specified network setups. 

Given this potential danger, the concept of brand monitoring in cybersecurity is emerging. However, 

previous works [12]–[14] have limitations on how the data breach affects companies' brands without suggesting 

or introducing methods to solve the problem. This work defines brand monitoring as an early threat detection 

to identify cyber threats. Examples of the threats are phishing attacks, fake websites and social media scams. 

These threats are breaches that manipulate company brands, customers and employees' data for illegal 

purposes. Brand monitoring includes collecting and analyzing content from various digital channels, detecting 

brand risks as they appear and allowing cybersecurity teams to remediate instances of brand abuse before they 

negatively impact the customer experience. In today's environment, where data breaches are increasingly 

common, proactively identifying and mitigating potential threats is essential. Current early threat detection 

methods rely on cybersecurity analysts' manual analysis of raw network traffic, utilizing frameworks such as 

the MITRE ATT&CK framework [15]. 

Furthermore, existing studies addressing data breach issues often overlook the need for real-time 

monitoring and analysis and the integration of advanced technologies, as noted in [16]–[21]. This oversight leads 

to inefficiencies in addressing data breach challenges. To tackle this problem, the integrated framework proposed 

in this research aims to incorporate threat intelligence. By utilizing data visualization on the dashboard, the 

framework facilitates real-time surveillance and provides a notification mechanism for any incidents. 

This research delves into the cyberspace environment of Malaysia, which distinguishes the distinctive 

challenges and opportunities. The increasing frequency and complexity of cyber threats [22] necessitate a 

comprehensive understanding of the nature of data breaches [23], [24], which holds significant importance. 

These breaches highlight the importance of proactive monitoring as a form of defense [25] as human mistakes, 

social engineering, and oversights in cyber hygiene often cause them. This study aims to establish a connection 

between cybersecurity and the human component, emphasizing their interrelationship.  

The main objective of this study is to develop a customized brand monitoring methodology 

specifically designed for the digital landscape in Malaysia. By utilizing data analytics and demonstrating 

expertise in cybersecurity, this project aims to reveal potential hazards within the hidden depths of the dark 

web. By engaging in this practice, the objective is to equip organizations with the necessary resources to detect 

potential security breaches [26] and understand the tactics employed by cyber attackers. Situated at the 

convergence of digital advancement and security complexities, this research is beyond theoretical discussion. 

This technology has the potential to provide practical insights that can strengthen the ability of both 

organizations and individuals to withstand and overcome imminent threats. The emphasis on Malaysia's 

cyberspace highlights the importance of implementing proactive cybersecurity measures and providing 

stakeholders with the essential knowledge to protect their digital domain. This study aims to explore the dark 

web, specifically its associations with data breaches, examine brand monitoring methods and develop a 

complete framework for enhancing Malaysia's digital security measures. The primary objective of this study is 

to enhance comprehension of data breach risks and implement measures to protect digital environments. 

This study enhances the detection phase in the National Institute of Standards and Technology (NIST) 

Cybersecurity Framework. NIST framework is the leading cybersecurity standard [27] and is referred to by 

many. One of the elements in the detect phrase is data breach, and this work introduces a new solution related to 

data breaches. It combines the data breach strategy with the brand monitoring concept in the cybersecurity domain. 

The phase in the new framework consists of data collection, integration, monitoring capabilities, open-source 

utilization, and data visualization, promises a holistic approach towards combating the evolving security threats.  

In summary, this research explores the evolving landscape of data breaches and brand monitoring in 

the ever-changing digital realm. Section 1, the introduction, has set the stage by highlighting the escalating 

Threat of data breaches, their far-reaching consequences, and the rising prominence of the dark web as a 

breeding ground for cybercriminal activities. It has also underscored the significance of proactive brand 

monitoring, and the unique challenges and opportunities present in Malaysia's cyberspace. Section 2 introduces 

the novel brand monitoring framework proposed in this study, shedding light on detecting data breach events 
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[28] across sectors and locations and their correlation. The introduction of the novel brand monitoring 

framework signifies a significant contribution to cybersecurity, offering an innovative approach to 

safeguarding brand integrity in the digital age. Next in section 3 is the methodology, which delves into the 

systematic framework employed for this research, encompassing data collection, integration, monitoring 

capabilities, open-source utilization, and data visualization, which includes alerts, dashboards, reports, and 

notifications. Section 4 contains the results and discussion, which provides a comprehensive analysis of the 

findings and comparisons with the existing work in the market. Finally, Section 5 is the conclusion, which will 

synthesize these insights, emphasizing the practical implications of this research in enhancing brand security 

and resilience in the face of emerging cyber threats.  

 

 

2. PROPOSED FRAMEWORK OF DARK WEB BRAND MONITORING (DWBM) SYSTEM 

The framework for detecting and monitoring data breaches comprises essential components that 

cooperate to deliver a comprehensive cybersecurity solution. Figure 1 shows the proposed integrated 

framework for data breaches on the dark web [29], [30] in brand monitoring data hunting. The collection of 

probable data breach signs [31] facilitates a variety of data sources, including dark web forums [32], 

underground channels, and the messaging platform Telegram. Python scripts utilize the purpose of extracting 

data effectively, while a Telegram bot is employed to simplify the ingestion of this data into the Splunk 

platform. In the context of Splunk, the data undergoes organized transformation, facilitating efficient 

processing and analysis.  

Real-time monitoring, incorporating rule-based detection [33], [14], constitutes a vital characteristic 

that rapidly notifies relevant stakeholders of potentially suspicious activities. Open-source tools utilize  

cost-effectiveness and optimize the utilization of resources. Data visualization plays a crucial role in various 

aspects, including providing real-time warnings, creating visual dashboards, generating comprehensive reports, 

and distributing notifications via Discord webhooks and Telegram channels. The presented comprehensive 

framework provides organizations with the tools to protect digital assets and effectively address emerging 

cyber risks promptly. 

 

 

 
 

Figure 1. The proposed data breach framework 

 

 

3. RESEARCH METHODS  

The diagram illustrated in Figure 2 offers a visual representation of the operational workflow related 

to the system's functionality in the context of real-time detection of data breaches and subsequent alerting. The 

first phase involves using a Python script to methodically collect and retrieve relevant information and data 

from Internet platforms on the dark web. After the first data-collecting procedure, the obtained data is ingested 

into the Splunk platform. The Splunk platform enables a thorough analysis process, which involves using 

custom rules that are carefully adjusted to successfully handle the distinct local brand names that are popular 

in Malaysia. The preceding regulations' design is to streamline the process of conducting daily searches by a 

predetermined schedule. If the data fails to meet the predetermined criteria for a data breach, the system will 

discard it promptly, leading to the completion of the complete procedure sequence. Once a data breach event 

identifies threats positively, the pre-established protocols within the Splunk system are immediately initiated. 

The initiation of Splunk prompts a series of actions in which notifications are disseminated to users through 

the utilization of a Discord webhook integration and a designated Telegram channel. This technique enhances 

the timely and efficient reporting of incidents, enhancing the overall efficacy of incident management. 
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Figure 2. Process flow of the brand monitoring framework (real time detection) 

 

 

4. RESULTS AND DISCUSSION 

Results are illustrated using several figures. Figure 3 is the dark web brand monitoring (DWBM) 

system interface. Figure 4 is the real-time alert process script for the alert notification in discord (as seen in 

Figure 5) and telegram (as seen in Figure 6). Table 1 shows the testing results of data breach trends in Malaysia 

and Table 2 displays the comparison with other available tools online.   

 

4.1.  DWBM system 

The DWBM system represents a significant advancement in the realm of cybersecurity. Figure 3 

shows the interface of the DWBM platform. The input for DWBM is time range, country and brand. These 

inputs act as a filter to search for potential data breach events. These events are displayed on the dashboard 

based on regions and sectors. There are three (3) regions: all regions or all over the world, Malaysia and others. 

As for sectors, there are four (4) sectors: government, education, banking and others. With its extensive 

coverage of data sources, including the Dark Web, stolen data underground forums, and channels, DWBM 

provides a broader view of potential brand threats. Its comprehensive set of features sets it apart, including 

real-time monitoring, advanced search functionalities, brand monitoring, threat intelligence, and offensive 

security features. Its seamless integration with security information and event management (SIEM) and 

security orchestration, automation, and response (SOAR) platforms allows for efficient collaboration and 

automation in the incident response process. Moreover, DWBM's open-source nature eliminates licensing fees, 

making it an asset for NGOs, businesses, and community initiatives. In an increasingly digital and 

interconnected world, DWBM emerges as a powerful tool to bolster cybersecurity, protect brands, and 

contribute positively to the broader community. Figure 4 shows the DWBM platform's real-time alerting 

process. When the rules triggered contain information about Malaya or Malaysia, notifications will be sent to 

Discord and Telegram. Figures 5 and 6 are examples of alerts related to Malaya Signature detected and notified 

using Discord and Telegram. The display in Discord shows the level of severity and the link for the system 

administrator to do further investigation. The message in Telegram contains the alert name, severity, and link 

for the system administrator to take further action.  
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Figure 3. The interface of the DWBM platform 

 

 

 
 

Figure 4. Example of the real-time alerting process 

 

 

  

  

Figure 5. Example of alert notification in Discord Figure 6. Example of alert notification in Telegram 
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Table 1. Most locations related to data breach based on the data findings 
Location Count Percent 

Shah Alam, Selangor 20 19.417% 
Kuala Lumpur, Wilayah Persekutuan Kuala Lumpur 9 8.738% 

Alor Setar, Kedah 6 5.825% 

Kota Kinabalu, Sabah 5 4.854% 
Bayan Lepas, Pulau Pinang 4 3.883% 

Melaka, Melaka 4 3.883% 

Kota Bharu Kelantan 3 2.913% 
Sitiawan, Perak 3 2.913% 

Sungai Petani, Kedah 3 2.913% 

Tasek Gelugor, Pulau Pinang 3 2.913% 

 

 

4.2.  Comparison with other tools available online 

In order to to assess the strengths and weaknesses of the proposed DWBM, a comprehensive analysis 

was conducted against three leading competitors: Dark Owl, Digital Shadows, and Flashpoint as depicted in 

Table 2. The comparison covers key features including data sources, monitoring capabilities, integration 

options, data visualization, data collection methods and subscription models. This detailed analysis was 

performed not only to understand how the proposed platform compares to existing solutions but also to identify 

areas where the proposed DWBM tool offers superior functionality, flexibility, and affordability. The goal is 

to provide businesses and security professionals with an advanced, open-source alternative that meets their 

brand monitoring and cybersecurity needs in a comprehensive and cost-effective manner. 
 

 

Table 2. The comparisons of a few DWBM platforms 
 Dark Owl Digital Shadows Flashpoint DWBM (Proposed) 

Data source 

covered 

Wide range of data 

sources 

Dark web and digital 

risk 

Underground forums Dark web, stolen data, underground 

forum, and channel 

Monitoring 
capabilities 

Real-time 
monitoring, advanced 

search 

Brand monitoring, risk 
scoring 

Threat intelligence, 
incident response 

Real-time monitoring, advanced search, 
brand monitoring, threat intelligence, 

offensive security 

Integration 
options 

Integration with 
SIEM, TIP, SOAR 

Integration with SIEM, 
TIP 

Integration with 
SIEM, TIP 

Integration with SIEM, SOAR 

Data 

visualization 

Graph, chart, 

dashboard 

Interactive dashboard, 

Customizable report 

Visualizations, 

relationship mapping 

Customizable dashboard, visualization, 

alerts, notifications, and report 
Data collection 

method 

Web scrapping, API 

integrations 

Web crawling and data 

scrapping 

Web crawling, 

OSINT collection 

Data scrapping, API integrations, web 

crawling 

Subscription Subscription-based Subscription-based Yes, Custom pricing No, Open Source 

 

 

5. CONCLUSION 

In conclusion, this study contributes to understanding how cybersecurity should integrate brand 

monitoring strategies to protect brand reputation, customer data, and the proposed Data Breach Monitoring 

Framework. The generalizations derived from the research findings underscore the pivotal role of proactive 

cybersecurity measures in mitigating data breach risks, fostering brand trust, and maintaining a strong brand 

presence in the dynamic digital landscape. 
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