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The internet of things (10T) refers to a network of physical devices that are
embedded with sensors, software, and network connectivity, allowing them
to collect and share data. The devices are the core of any loT ecosystem.
Browsing the extant literature, it emerges that the meaning of the term
device depends on the reference context. It follows that, it is an important
topic to investigate the reasons behind such a degree of indeterminacy. This
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paper elaborates on the evolution of the concept of device moving from loT
to artificial intelligence of things (AloT). The finding that comes from this
study is that this evolution is a direct consequence of the evolution of the loT
computing paradigms.
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1. INTRODUCTION

The internet of things (10T) is a network of physical devices, interfaces, and other items embedded
with sensors, actuators, electronics, and connectivity. Table 1 shows the number of 10T connected devices
worldwide from 2019 to 2023, with forecasts until 2028 [1]. At a high level of abstraction, an loT
infrastructure includes the following basic components:

Table 1. Connected loT devices in billions

Year Connected devices  Year  Connected devices

2019 8.60 2024 17.08
2020 9.76 2025 19.08
2021 11.28 2026 21.09
2022 13.14 2027 23.14
2023 15.14 2028 25.21

— Sensors gather real-time data from the environment. Figure 1 shows a generic device with three
embedded sensors (an alarm sensor, a temperature sensor, and a proximity sensor). Fridges, televisions,
wearables, smartphones, and cars are everyday instantiations of the generic device in the figure.

— A sensor converts a physical phenomenon, such as a sudden rise of the temperature in a room, into a
digital signal. That signal is then converted into a readable format that a human or machine can interpret
and act on. The power consumption and precision of sensors affect the quality of service of the loT
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solution. Sensors can function in either digital or analog mode. There are two main types of sensors used
in 10T systems: passive sensors (they detect changes in their environment without any dedicated power
supply) and active sensors (they require some form of power source to function, e.g., a battery). Self-
powered sensors are an interesting category of devices since they can generate their own power, typically
through kinetic energy or by using 5G, for example, as a power source [2].

— Microcontrollers process and manage the data collected by the sensors, often performing tasks like
filtering and calibration. A microcontroller is an integrated circuit that commonly includes a processor,
memory and input/output (1/0) peripherals. Microcontrollers are designed to govern specific operations.
According to a report by precedence research [3], the global microcontroller market was valued at USD
27 billion in 2022 and is expected to reach USD 69 billion by 2032.

— Communication modules transmit data over the network. Examples of this component include satellite,
Wi-Fi, or Bluetooth.

— Cloud supports 10T devices and applications. It includes the underlying infrastructure, servers and
storage, needed for real-time operations and processing.

— User interface (when present) converts the information for consumption. It could be a live monitoring
display or a notification when pre-set limits are reached.
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Figure 1. A “generic” IoT device with embedded sensors

As 10T devices special generate large amounts of data from different sources and type of sensors,
then artificial intelligence (Al) (and in special way machine learning (ML) a component of the more generic
Al term) will be functionally necessary to deal with these huge volumes to make more sense of that data.
Data is only useful if it creates an action. To make data truly actionable, it needs to be supplemented with
context. Artificial intelligence and internet of things together (shortly, AloT) are the context, i.e., connected
intelligence and not just connected devices [4], [5].

By browsing the largest curated databases (namely, ACM, IEEE, Scopus, Springer, and Elsevier) we
found that this acronym was mentioned for the first time in [6], but the paper was submitted in 2016. Al is
beneficial for both real-time and post event processing:

— Real-time processing allows responding quickly to specific situations in case of abnormal behavior. This
approach is very useful, for example, in the remote monitoring of elderly citizens staying at home.

— Post event processing, on the other side, allows identifying patterns in data sets and running predictive
analytics (e.g., setting a correlation between traffic and parking usage, or setting a correlation between air
pollution and chronic respiratory illnesses within a city center).

10T, augmented and enhanced by ML, is multiplying the impact and benefit to firms that are
adopting these complimentary technologies. In fact, Al can be an integral element for success in today’s [oT-
based digital ecosystems. The reason is simple. Combining loT with rapidly advancing Al technologies can
create “smart machines” that simulate intelligent behavior to make well-informed decisions with little or no
human intervention. As new technology applications emerge where 10T works hand in hand with Al — the
resulting innovations are proving how 10T can create new markets and opportunities, create value, disrupt
traditional business models and dramatically change the competitive landscape. The benefits deriving from
the marriage of Al and loT have been highlighted for all 10T application domains, such as: smart cities [7],
[8]; healthcare [9], [10]; retail [11]; and industry [12].

This study investigates the meaning of the term “device” in the following four occurrences: (10T)
device, smart (1oT) device, (IoT) Edge device (occasionally, the Edge (1oT) device diction is used. See for
example [13]), and (1oT) Edge computing device. The meaning is linked to the computing paradigms cloud,
Edge-cloud, and Edge Al. The research aims at clarifying what is the correct meaning of the four terms listed
above and where their denomination comes from. Therefore, it aspires giving a contribution to clarify when
each of the above four phrases should be used and why. This work is the result of the reading of a large

Evolution of the concept of device moving from internet of things to ... (Gaetanino Paolone)



7238 O3 ISSN: 2088-8708

number of studies appeared in the 10T/AloT literature. As sources, we retrieved papers published by ACM,
Elsevier, IEEE, and Springer; in addition, the Scopus curated database was queried. The selected studies span
the years from 2004 to 2024.

The paper is structured as follows. Section 2 recalls the cloud, Edge, and Edge Al computing
paradigms; while section 3 compares the definition of smart device given in two recent articles [14], [15].
Both those papers have investigated the meaning of the concept of smart device, its main features, as well as
its role in the 10T. In light of the content of section 2, 3 and 4 attributes the correct meaning to the four terms
mentioned above. Then, section 5 discusses the limits of the present study, while section 6 ends it.

2. COMPUTING PARADIGMS

This section recalls the cloud, the Edge, and Edge Al computing paradigms. Such a primer is based
on current literature. This excursus is necessary to point out their basic characteristics, a prerequisite
necessary to understand the conceptual framework where the meaning of the four terms mentioned in the
Introduction comes from

2.1. The cloud computing paradigm

In Gershenfeld et al. [16] described the scenario of one network (that they called internet-zero)
connecting “things.” In such a scenario, the things are all kinds of everyday devices that sense the
environment and send what they have sensed to either a local or global computer (the modern cloud).
Figure 2 shows the loT architecture that corresponds to such a perspective.

The perception layer consists of sensors and actuators. Broadly speaking, the sensors are things that
detect and respond to environmental changes, which may come from a variety of sources such as
temperature, pressure, light, proximity, and motion. Most of the sensors available on the market need a
battery, which poses the issue of the periodic battery replacement. An important line of research concerns the
development of battery-free radio frequency identification (RFID) tags (called passive sensors in [17]) as an
option in the deployment of future 10T systems.

The network/communication layer supports the connectivity among the devices being part of the
10T network. At this stage, a plenty of protocols may be involved (e.g., hypertext transfer protocol (HTTP),
message queuing telemetry transport (MQTT), and constrained application protocol (CoAP)). Kassab and
Darabkh [18] and Sobin [19] provide a lot of details about the communication protocols that play a
fundamental role in the orchestration of data transfer among the layers and the different participants in actual
10T systems.

The application layer is the front end of the architecture in Figure 2. This layer provides loT
developers with suitable software tools essential in the implementation of 10T applications in the well-known
domains of smart health, smart cities, smart homes, intelligent transportation, and so on [20]. The application
layer benefits of the resources featured by the cloud fundamental to process the big volumes of data that
come from the network layer, according to the applications’ requirements.

% Application layer
¢@ (@ Cloud)
HTTP MQTT Network/Communication
IoT gateway Bluetooth layer
Things (IoT devices: sensors & actuators) Perception layer

Figure 2. The cloud-oriented architecture of 10T systems

2.2. The Edge computing paradigm

For long time, the deployment model of 10T systems has been the cloud since it offers unlimited
storage and computing power on-demand. Unfortunately, connecting loT devices directly to the cloud poses
issues concerning, among the many, security, privacy, network congestion, and, consequently, performance
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degradation. To mitigate these concerns, it has been stressed that the architecture of modern 10T systems
should include, besides the things layer and the cloud layer, also an Edge layer and a Fog layer [21]-[25].
Given the purposes of the present study, in the following the Fog layer is ignored.

In the Edge-cloud (EC) architecture as shown in Figure 3, the Things layer consists of fixed-place
devices (e.g., smart fridges and smart surveillance cameras) and/or mobile devices (e.g., smart wearable
devices, smartphones, and vehicles) giving rise to specific applications (e.g., smart building, traffic
monitoring, and healthcare). These devices embed sensors and micro-controller units (MCUSs), so they can
carry out some degree of computation. The mode of communication between the things and the Edge devices
is wireless in nature, while the Edge can communicate with the cloud using both wired and wireless means of
communication. The Edge layer is supplied with dedicated routers and switches that act as gateways to the
cloud. Moreover, it is equipped with micro-data centers able to collect the sensed data by the 10T devices,
filter them, and off-load the filtered data to the cloud resulting in an enormous bandwidth saving.
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Figure 3. The EC architecture

2.3. The Edge Al computing paradigm

Running ML algorithms in the cloud is painless, while running them on edge-side electronic devices
is critical due to the lack of sufficient computing resources. It has been pointed out that distributing the
processing of ML algorithms between the Edge and the cloud is the solution that solves many of the
problems mentioned in subsection 2.2 [26]. Market research future predicts that the global EC technology
market could reach $170 billion between 2020 and 2030. This enormous growth in the market of hardware
devices and related embedded software that can process ML algorithms is combined with the great impulse
coming from the world of research where scholars are exploring how far the processing of big data can be
pushed in proximity of the 10T devices that collected the data, i.e., at the Edge side. The edge learning
machine (ELM) is an open-source framework able to support developers in designing and deploying ML
solutions on Edge devices [27]. ELM manages the training phase on a desktop computer and performs
inferences on MCUs. Currently, the framework implements three well-known supervised ML algorithms.
Microsoft is developing EdgeML (https://www.microsoft.com/en-us/research/project/edgeml/), a library of
ML algorithms that are trained on the cloud and can run on resource-constrained edge 10T devices.

The term Edge Al (or Al at the Edge) summarizes the scenario we are talking about. In other words,
the term Edge Al implies that the ML algorithms are run close to where the data is actually collected (usually
by making usage of MCUs directly connected to the sensors immersed in the physical environment and
which are part of the 10T system), or in a dedicated hardware (often called Edge server or micro-data center,
see subsection 2.2) located near by the sensors. Sipola et al. [28] is a very detailed review work on Edge Al.
It is divided into three parts concerning: the applications that can benefit from it; the hardware suitable for
implementing Edge Al and finally the APIs that facilitate pursuing this objective.

The term Edge Al and the sentence “Edge Al computing paradigm” coincide, respectively, with the
term Edge intelligence and the sentence “Al-based Edge-cloud architecture” in [29]. In light of recent studies
(e.g., in studies [30]-[32]), the architecture appropriate to implement the Edge Al paradigm is that shown in
Figure 4. The brain icon in the figure denotes that intelligence is present in both sides, which makes possible
a cooperative computation (i.e., the processing takes place part in the 10T device and part in the Edge server).
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Tiny machine learning (TinyML) is a field related to Edge Al. The TinyML community was born in
2019 with the aim of developing algorithms, software and hardware to make it possible to run ML models on
electronic devices with limited resources and at low cost. In study [33], the Edge Al paradigm has been
adopted to implement an Edge Al-based vehicle tracking solution as part of a smart parking system.

The emergence of TinyML has positively revolutionized the field of Al by promoting the joint
design of resource-constrained 10T hardware devices and their learning-based software architectures. By
adopting TinyML, 10T devices gain the ability to analyze data on their own, accelerating decision making,
while dramatically simplifying 10T system architecture. In [34], [35] are two in-depth surveys on the topic.
The deployment of pre-trained ML models on the cloud into edge devices is now possible, after performing
some compression of those models and optimization of the inference stage [36]. The consequence is that,
thanks to TinyML, it is becoming feasible the analysis and interpretation of data directly on the loT devices
and, when necessary, start reaction in real-time.

()
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Figure 4. The architecture that supports Edge Al

3. THE NOTION OF SMART DEVICE

Silverio-Fernandez et al. [14] carried out a survey in order to answer the following question: “What
does mean smart device/thing?” The goal of the work was to converge to a unifying definition for such a
notion, since at the moment the authors performed the study, the question was not answered. In light of the
review outputs, Authors [14] defined a smart device in terms of three basic attributes: Contextawareness,
Connectivity, and Autonomy. In turn, context-awareness means that smart devices are able to sense data from
the environment through sensors; connectivity is a precondition so that they can exchange data (either wire or
wirelessly) with other devices; autonomy denotes the capability of the electronic device to perform
autonomous computing.

Rokonuzzaman et al. [15] carried out another survey in order to answer the same question at the
origin of the survey carried out by Silverio-Fernandez et al. [14] (incidentally, this work does not mention the
previous one, likely because authors did not know about). In light of the review outputs,
Rokonuzzaman et al. [15] defined a smart device in terms of ten basic attributes: environmental agility,
autonomy, learning, real-time information processing, novelty, personality, ability to cooperate, two-way
communication, upgradable, and visual appeal.

Table 2 shows the correspondence between the attributes describing the device smartness according
to the two surveys we are talking about. The four attributes not included in the table (namely, novelty,
personality, upgradable, visual appeal) provide a characterization of smart devices from the consumer point-
of-view. Those attributes are not relevant from the perspective of the present study.

Table 2. Correspondence between [14] and [15]

Smart device according to [14] Smart device according to [15]
Context awareness Environmental agility
Connecting Ability to cooperate,
Two-way communication
Autonomous computing Autonomy,
Learning,

Realtime information processing
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4. RESULTS

In light of the considerations collected in the previous two sections, we are now able to assign the
correct meaning to the term device in the four instances listed in section 1., namely: (1oT) device, Smart
(1oT) device, (IoT) Edge device, and (IoT) Edge computing device. In the context of the cloud-only
architecture, the term “(IoT) device” denotes the sensor (either passive or active) that collects the data from
the surrounding physical environment and transmits it through the network to the cloud, where storage and
processing take place. The other three terms are not applicable (NA).

With the advent of the Edge computing paradigm, the term “(IoT) device” has taken on the meaning
of smart device, i.e., this term denotes the pair: sensor(s)+MCU. At the same time, the remaining two terms
were introduced (i.e., “(IoT) Edge device” and “IoT Edge computing device”). The notion (Mobile) Edge
computing device was firstly introduced in 2008 [37], in the context of large scale sensor networks.

Similarly, in the context of Edge Al the term “(IoT) device” should be attributed the declination of
smart device according to [14] and [15]. While the remaining three terms maintain the same meaning that
they have in the context of the Edge computing architecture. Table 3 summarizes what has been stated so far.

Table 3. Meaning of the four terms under investigation

Paradigm The terms Meaning of the term
Cloud-only (1oT) device Sensor
Smart (1oT) device NA
(loT) Edge device NA
(1oT) Edge computing device NA
Edge-cloud (1oT) device Smart device
Smart (IoT) device Smart device
(loT) Edge device Smart device
(1oT) Edge computing device Smart device
Edge Al (10T) device Smart device
Smart (1oT) device Smart device
(loT) Edge device Smart device

(loT) Edge computing device Smart device

5. THREATS TO VALIDITY

This section addresses potential threats to the validity of the findings of this study, discussing
internal, external, and conclusion validity. Internal validity measures the degree of confidence with which it
is possible to state that the results from a study are conclusive and cannot be influenced by other factors. We
investigated works published by ACM, Elsevier, IEEE, and Springer or indexed by Scopus; this method
guarantees that the selected researches have been peer-reviewed before publication. Furthermore, having
extracted works that cite “(IoT) device” either in the Title, in the Abstract, or as an Author’ keyword is
equivalent to basing our conclusions on studies focused on the loT domain which, therefore, are relevant to
build a map of the evolution of its meaning over the years.

External validity refers to the relevance of the results and their generalizability. About the relevance
of the findings, the more the retrieved studies are relevant, the more the findings are relevant. To address this
threat, we queried works published by ACM, Elsevier, IEEE, and Springer or indexed by Scopus. Such a
choice guarantees that the selected researches have been peer-reviewed before publication. The
generalizability of the findings of the study cannot be claimed given the goal of the research.

Conclusion validity refers to threats that can impact the reliability of the conclusions. The analysis
and interpretation of the results were conducted considering 36 relevant studies spanning from 2004 to 2024.
A potential threat might be caused by an incorrect interpretation of the concepts described in those papers. To
mitigate this threat, all the articles were carefully reviewed.

6. CONCLUSION

Language grows and continuously adapts, evolving as we come up with better words that reflect our
society or culture. In particular, it mirrors the complexity with which our lives intertwine with technology.
When our technology evolves quicker than ever before, so too does our language. Because, as with
technology, we strive to optimize language so we can communicate complex ideas, with the minimal amount
of ambiguity in the most efficient way.

This study investigated the evolution of the concept of device in the 10T ecosystem, in the period
spanning from 2004 to 2024. From the reading of a large number of Scopus studies, it emerged a direct
relation between the evolution of the 10T computing paradigms and the meaning of the word device in the
following commonly used four expressions: (10T) device, Smart (10T) device, (IoT) Edge device, and (10T)
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Edge computing device. Removing ambiguities in the interpretation of terms daily used by the loT
stakeholders is a precondition to improving the communication and cooperation among them.
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