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 Information-centric networking (ICN) has gained significant interest in 

recent years, attracting both academic and industry, it represents a paradigm 

shift and moving away from the host-based IP networks that dominate today 

landscape. As ICN technology matures and advances towards real-world 

deployment, the importance of addressing security and privacy concerns has 

grown exponentially. The ICN paradigm is deliberately designed to 

encompass numerous security and privacy features, including but not limited 

to provenance and privacy. These features, which are often lacking in the 

host-centric paradigm, inherently form a core aspect of ICN. Nevertheless, 

due to its relatively recent emergence, the ICN paradigm also presents a 

range of unresolved privacy challenges. This paper offers a comprehensive 

survey of the existing literature on privacy primarily focuses on major 

domains name privacy. We delve into the fundamental principles of existing 

research and evaluate the limitations of proposed methodologies. In name 

privacy, we also explore strategies to preserve name privacy. We have 

identified future research directions and highlighted ongoing challenges in 

the pursuit of enhancing ICN privacy. 
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1. INTRODUCTION 

As the internet has grown in popularity, use cases have extended beyond just the dissemination of 

multimedia content. TCP/IP, which stands for transmission control protocol over internet protocol, was 

developed with the main objective of improving the communication between computers within a network. 

Furthermore, online gaming and popular streaming services such as Netflix, YouTube, and Facebook 

contribute to rising number of IP traffic, with more than three times as many devices predicted to be linked to 

IP networks by year 2023. There will be 3.6 networked gadgets per person, up from 2.4 in 2018. The number 

of connected devices is expected to increase significantly from 18.4 billion in 2018 to 29.3 billion by 2023 

[1]. 

TCP/IP, initially designed for user information exchange, is now exclusively utilized for content 

distribution. Alternative methods such as peer-to-peer (P2P) networks, distributed hash tables (DHT), and 

content delivery networks (CDN), have been developed to improve content distribution over the internet. 

However, these solutions are unsuitable due to packet transport delay caused by network infrastructure. 

https://creativecommons.org/licenses/by-sa/4.0/
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As the internet continues to evolve, new architectures have been developed to address various 

issues. Content-centric architectures have gained popularity and the National Science Foundation (NSF) has 

suggested information-centric networks (ICN) as a potential future internet design. Named data networking 

(NDN) is promising candidate for network architecture design, revolutionizing content sharing by assigning 

unique names to each piece of content. This simplifies content retrieval for users. Additionally, NDN 

addresses concerns like domain name system (DNS) overhead, user anonymity, and mobility through its 

naming system. 

NDN content-centric approach has the potential to revolutionize the way we think about the Internet 

architecture and it remains as a promising candidate for future network design. NDN utilizes human readable 

hierarchical name that identifies the content and NDN users can get the content they want by utilizing this 

name. Naming components are separated by with the use of either forward slashes (’/’) or periods (’.’) and 

have a semantic relationship with a content. 

Content names may disclose significant information through their routable and non-routable 

components. Routable components demonstrate characteristics that are equivalent of a combination of DNS 

names and IP addresses. They have the characteristic of being easily readable by user, similar to DNS names, 

and they fulfill a comparable function to IP addresses by directing routers to the subsequent destination for 

data interests. 

In ICN-based architecture, privacy has always proven elusive. The native feature of NDN that 

exposes content names gives rise to concerns over the privacy of names. Name privacy refers to the level of 

public disclosure of content names in NDN, which has the potential to undermine user privacy. The 

hierarchical structure of the name in an Interest packet puts the contents at risk, establishing how important of 

preserving these names in order to ensure user privacy. The objective of reviewing existing name privacy 

approaches is to gain an in-depth knowledge of the processes, compromises, and effectiveness in maintaining 

the native features of NDN. 

This survey article focuses on the most significant name privacy challenges in NDN. While NDN 

able mitigates many security issues associated with IP and introduces interesting novel security features, it 

also presents new challenges that must be considered. Some of these concerns can be resolved through 

existing solutions, while others require significant architectural changes. By drawing attention to these more 

complex challenges, we hope to encourage greater interest and spur further research efforts. Not only that, 

this survey paper also provides an in-depth exploration of the concept of name privacy within the context of 

NDN. 

The rest of this paper is divided into four sections. In section 2, we reviewed through existing 

literature, finding a solution that preserve name privacy within the NDN architecture. We categorize these 

solutions into three techniques: name obfuscation, single-proxy-based methods, and proxy re-encryption. 

Each technique has its own unique strengths and potential weaknesses, by offering a comprehensive 

overview of these techniques, we aim to provide readers with an understanding of the different strategies 

used to preserve name privacy in NDN. Section 3, we described our review analysis and their research trend 

based on years. In this section also we described the challenges and open issues in terms of privacy in NDN. 

Finally, section 4 concludes the paper. 

 

 

2. PROPOSED SOLUTIONS OF PRESERVATION OF NAME PRIVACY IN NDN 

Incorporating name privacy into ICN-based infrastructures is not a straightforward process since it 

requires an upper-layer service to serve as a name prefix, which can be used to encrypt content or to 

segregate content ID and locator [2]. Preserving hierarchy in any form can lead to information loss and 

scalable routing cannot be accomplished without it. Integrating name privacy into ICN-based infrastructures 

requires balancing hierarchy and scalability while ensuring that the encryption process preserves content-

sensitive information. In addressing this challenge, the countermeasure can be classified into three groups: 

content name obfuscation, proxy-based name obfuscation, and packet overlay. 

 

2.1.  Content name obfuscation 

Name obfuscation is a technique employed to prevent eavesdroppers from identifying the person of 

interest [3]. However, message headers in NDN are not always confidential and security measures are limited 

to reply messages, despite the capability to secure application payloads [4]. Content names constitute a vital 

component of NDN forwarding structure, yet they can also disclose sensitive information such as the host’s 

identity, the prefix indicating the type of application running on the host, and the delivered content. To tackle 

this challenge, countermeasures can be categorized into three distinct group: symmetric key based, full name 

homomorphic encryption, and bloom filter-based obfuscation. 
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2.1.1. Symmetric key based name encryption 

Arianfar et al. [5] were the first to investigate the issue of preserving user anonymity. It involves 

producers blending sensitive content with ’cover content.’ When consumers request this mixed content, their 

true request remains partially hidden. While this approach enhances storage and bandwidth capacity, it lacks 

protection against malicious producers and does not establish unlikability between consumers and producers. 

In work [6], the author proposed a content name privacy (CoNaP) scheme that ensures attackers cannot 

obtain content information from the content name. The author uses symmetric keys in allowing consumers to 

encrypt the name in the interest packet. CoNaP initiates a three-way handshake at the intermediate node (IN) 

to obtain the key and decrypt the true name of the content, allowing the consumer to verify the authenticity of 

the received interest packet. 

This mechanism enables both the consumer and IN to verify each other’s identity. Despite the 

proposed mechanism ability to preserve name privacy through encryption, increase latency and mobility 

challenges can be seen in Table 1. A mechanism that relies on name obfuscation to protect a user’s privacy 

can create a conflict between users’ expectation of efficient system performance and the need for obscured 

data that requires additional processing time to disclose the actual data. This conflict will result in a decrease 

in service-quality expectation, which directly leads to an efficiency loss due to name obfuscation. 

 

 

Table 1. Summary of symmetric key based name encryption approaches 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Leshov et al. [6] 2019 NDN a) Interest satisfaction 

delay (ISD) 

Simulation showed proposed 

scheme has high ISR and less 

ISN compared to [7] 

Signature privacy will be 

compromised 

   b) Interest satisfaction 

ratio (ISR) 

Support in-network caching 

compared to existing methods 

Such security measures 

have an impact on 

latency and mobility 

 

 

2.1.2. Full name homomorphic encryption  

Another name obfuscation technique involves the full obfuscation of the content name through 

homomorphic encryption. Fotiou et al. [8] proposed an approach that involves a hierarchy of encrypted 

content brokers, where producers transmit an encrypted data to this hierarchy. The hierarchy then handles 

decryption, and consumers request content through brokers. Brokers respond with either references to child 

brokers or pointers to the original content producers. The technique utilizes additive homomorphic 

encryption to secure each query, enabling brokers to perform operations on them without requiring 

decryption. 

There are two primary types of searchable encryption (SE), the most widely used ones are public 

key with keyword search (PEKS) and searchable encryption scheme (SSE). Incorporating searchable 

encryption technology, Jiang et al. [9] introduces a Group-based naming scheme. Author also delves into 

recent advancements in searchable and attribute-based encryption technologies, while addressing the 

challenges associated with their integration to ensure network privacy. Next, Ko et al. [10] presented a 

strategy called PEKS in NDN and have an objective to preserve the confidentiality of content names. This 

innovative approach draws on principles from route strategic planning and multicast, which were initially 

introduced in work [11]. 

Searchable encryption (SSE) empowers users to securely move data to the cloud by sending a secret 

and restricted query to the cloud service provider to ensure data privacy. The ciphertext is the sole piece of 

information that the server interacts with that conceals the plaintext details. The server single-handedly learns 

the ciphertext through this disguised query and nothing else about the plaintext. To further preserve name 

privacy, producers initially publish their public key in a one-way function known as a trapdoor to both 

consumers and routers before distributing their public key. Using the producer public key, consumers employ 

PEKS to encrypt specific Interest packets, while routers represent alternative encrypted Interest names by 

matching them with widely distributed trapdoor functions. However, this approach encounters limitations 

when encrypting longer names, resulting in increased content size, higher storage requirements, and extended 

execution times. In response, the authors work in [12] presents an improvement in the form of a Two-Tier 

design, wherein each router is allocated different trapdoor capacities. This enhancement aims to address and 

evaluate the performance challenges posed by the original mechanism. 

In another work of homomorphic-based name obfuscation, the work presented in [13] introduces the 

privacy-aware transmission scheme in NDN (PATS NDN). This approach utilizes proxy re-encryption and 

blind algorithms to obscure content names. Similarly, in the work [14], a concept akin to name privacy 

preservation is explored, with different in cryptographic methods. Here, the author concentrates on protect 

named content by proposing hierarchical naming within sensory data centric named data networking  
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(SDC-NDN) and employs an elliptic curve-based name privacy protection mechanism. In Table 2, we 

summarize the approach that utilizes homomorphic based name obfuscation. 

 

 

Table 2. Summary of full name homomorphic encryption 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Fotiou  

et al. [8] 

2019 PURSUIT a) Communication 

overhead 
b) Computational 

overhead 

Proposed approach made for 

publish-subscribe paradigm but 
can be applied to content-centric 

networking (CCN) and others 

paradigm 

Such security measures may 

have an impact on latency and 
mobility 

Jiang  

et al. [9] 

2015 NDN a) System performance 

b) Retrieval time 

performance 

Mapping human-readable 

hierarchical naming to integer 

grouping can prevents attackers 
from snooping the router and 

leaks routing information Able to 

mitigate snooping attack 

- Proposed scheme may not run 

effectively in resource-

constrained environments. 
- Caching ability will have an 

impact to proposed naming 

scheme 
Guo  

et al. [13] 

2018 NDN a) Time for provider 

produces content 

packet 
b) Time for consumer 

extracts content from a 

content packet 

Name privacy of content name is 

secured due to full name 

obfuscation 

Multiple encryption/decryption 

process going on, result delay in 

data transfer 

He et al. 

[14] 

2019 NDN a) Producers operation 

b) Requesters 

operation 
c) Latency 

Caching longest name 

prefix matching is still remain 

preserved 

Packet name 

encryption/decryption, will affect 

time performance, latency, and 
storage space 

Ko et al. 

[10] 

2020 NDN a) Average download 

time 
b) Cache hit ratio at 

router 

Without a master secret key to 

extract private keys, the 
suggested technique can preserve 

privacy better 

- Searching names in network 

requires the PEKS algorithm to 
validate encrypted, reduces 

performance 

- Repeated process, high latency 

 

 

2.1.3. Bloom filters based obfuscation 

Maintaining name privacy in NDN can be achieved through the use of bloom filter, as highlighted 

by work [15]. In this approach, consumers construct a hierarchical bloom filter denoted as 𝐻𝐵 =
(𝐵1, 𝐵2, . . . , 𝐵𝑛), where Bn represents the bloom filter for name components up to the n-th level. To 

illustrate, consider the filtering of content for /ndn/pt/minho. A consumer generates B1 for /ndn, B2 for 

/ndn/pt, and B3 for/ndn/pt/minho. Subsequently, a router checks its cache for the presence of Bn and 

responds to the consumer if it exists there. If Bn is not found in the cache, the router consults the pending 

interest table (PIT) for Bn. If Bn is present in the PIT, the corresponding PIT’s bloom filter is updated by 

incrementing a counter, and the request is dropped, as it has already been forwarded. This method effectively 

obfuscates the name in the interest request, transforming it into a randomized bit string, thereby protecting 

user privacy. However, it is important to note that bloom filters may occasionally produce false positives in 

name matching. 

Massawe et al. [16] proposed SP-NDN, a scalable and privacy-preserving routing protocol for NDN. 

They employed bloom filters to enhance keyword search efficiency while protecting original keywords. 

Addressing the name privacy attack, they introduced a content-dependent key tree-based multicast encryption 

scheme. Both consumer and producer will utilize bloom filters to store shared names and secret keys of 

Interest packets, verifying them before forwarding to prevent leakage. However, multiple bloom filters may 

lead to memory overhead. While employing bloom filters to preserve name privacy by concealing keywords 

in names, there are drawbacks to consider. Attackers can learn to represent names using bloom filters, 

potentially disabling the filters that hide suppressed names [17]. Additionally, for the bloom filter to function, 

consensus on the hash functions among producers, intermediate routers, and consumers is necessary. Using 

the same set of hash algorithms for all system names may increase the likelihood of false positives [18] 

which can be seen in Table 3. 

 

 

Table 3. Summary of bloom filter-based obfuscation 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Massawe 

et al. [16] 

2013 NDN Probability of a false 

positive 

With the use of multiple bloom 

filter, author able to reduce 

false positive probability 

With multiple bloom filter 

usage, dynamic network 

environment will be a 

challenge 
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2.2.  Single proxy-based name obfuscation 

In this mechanism, the interaction between a user and the network system is simplified as the user 

only needs to engage with a single proxy. This proxy will serve a dual role, handling both the encryption of 

interest’s packet and the decryption of content, streamlining the process and enhancing the user experience. 

Mechanism that utilized single proxy-based name obfuscation is lightweight coding techniques like random 

linear network coding or Huffman coding to address privacy, security, data integrity issues efficiently with 

low resource consumption. These methods are not resource-intensive, making them suitable for various 

applications. In these approaches, a single proxy handle tasks like interest and content encryption/decryption, 

simplifying user interaction. Therefore, we classify these methods into Network coding and Huffman coding 

subcategories. 

 

2.2.1. Network coding-based approach 

Network coding [19] is a contemporary domain within information theory that enables intermediate 

nodes to generate new packets by merging packets received from incoming edges. A straightforward 

illustration in a wireless context involves a six-node topology, as depicted in Figure 1. Node A and Node B 

serve as source nodes, with node A transmitting to E and F, and node B doing the same to E and F. Instead of 

transmitting separately, when network coding approach is used the two packets from the source are combined 

by means of XOR operations at the intermediate node C and forwarded. 

 

 

 
 

Figure 1. Process between with and without network coding 

 

 

Linear network coding [20] is commonly employed to enhance network throughput. In this 

approach, network nodes linearly combine multiple packets for transmission, maximizing information flow, 

rather than merely relaying received packets. Random linear network coding [21] is a potent variant of linear 

network coding schemes. Author in the work [22] proposed network coding-based mutual anonymity 

communication protocol for NDN (NC-MANDN), Utilizes ICN’s inherent content chunking along with 

random linear network coding (RLNC). To request content, the user divides the interest into smaller 

encrypted chunks using a trusted proxy public key. Once enough chunks are received, the proxy reconstructs 

the original interest packet and forwards it to the content provider. Similarly, the content provider breaks 

down the content into chunks and sends them to the proxy. However, this scheme raises concerns about 

underutilized caching and the high cost of asymmetric-key cryptographic operations which can be seen in 

Table 4. 
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Table 4. Summary of network coding-based name obfuscation 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Tao et al. 
[22] 

2015 NDN N/A Use of a logical overlay network 
and random routing for 

forwarding can be effective in 

mitigating timing attacks 

Limited cache utilization 
and high cost of 

asymmetric-key 

cryptographic operations 

 

 

2.2.2. Huffman coding-based mitigation 

Huffman coding is a lossless data compression algorithm that operates by assigning variable-length 

codes to input characters. The length of each assigned code is determined by the frequency of its 

corresponding character. Tourani et al. [23] addressed the subject of censorship in NDN by introducing a 

lightweight anticensorship framework founded on Huffman coding. This framework relies on a distinct 

Huffman encoding table that is shared among each user and a trusted proxy. In order that will mitigate name 

censorship, the user employs partial encoding of the content name, with particular emphasis on the suffix. 

The user initiates an interest by encoding content name components using Huffman coding and appending a 

predefined plaintext prefix like ”/anonym.” This interest, with the plaintext prefix ”/anonym”. is then routed 

to a specific node in the ICN network called an anonymizer, which functions similar to a Tor exit node. 

Anonymizer can only access the content name requested by the user and serves it from its Content Store (CS) 

if available, or requests it on the user behalf. 

However, there are several drawbacks that arise from this approach. Initially, it necessitates extra 

communication overhead to reach the anonymizer before able to accessing any content, even if the content is 

cached along the path to the anonymizer. As a result, certain advantages of ICN, such as optimized in-

network caching are lost. Furthermore, due to the uniqueness of the encoding table, NDN encounters a 

predicament in terms of content reusability. In conclusion, if the anonymizer is curiosity-driven, it can 

potentially deduce user interests by analyzing the connection between these interests and their respective 

authors through the established security association, as shown in the summary in Table 5. 

 

 

Table 5. Summary of Huffman coding-based name obfuscation 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Tourani et al. 

[23] 

2015 CCN a) Average download 

time 

b) Protocol overhead 
c) Round trip time 

Lightweight framework 

suitable for mobile user 
Extra communication overhead 

to reach the anonymizer 

 

 

2.3.  Proxy re-encryption-based name obfuscation 

The primary objectives of proxy re-encryption techniques is to protect both the content and the  

associated names from network nodes responsible for delivering content to its intended recipient [24]. Simply 

preserving the name privacy is not sufficient because attacker could mimic similar interests packet. Even 

with cryptographic protocols in place, the possibility of content being obfuscated with irrelevant data, making 

it challenging for intruders to discern genuine content from the noise. However, the primary challenge with 

randomization is that it can make it a challenge to recover the original content from the noisy version. 

Additionally, this process introduces substantial communication overhead [25]. 

Asghar et al. [26] introduced privacy-preserving information lookup in content-centric networks 

(PROCTECTOR), aimed at securing names and content in CCN. Built on the foundation laid by Fotiou et al. 

[27], which utilizes proxy encryption, PROCTECTOR ensures users and CCN nodes to not share keys with 

one another. To protect user interests, clients first translate content name components into matching 

trapdoors, which are then sent to CCN nodes for encrypted matching. Upon a successful match, CCN nodes 

act as proxies, pre-decrypting content before delivery to users, who must perform the final decryption. 

However, this mechanism faces scalability and key management challenges. Users need unique proxy re-

encryption keys from a key manager upon startup, and computational complexity and storage/bandwidth 

linearly increase with the number of users, posing issues for large-scale deployment [28]. 

Authors also presented their implementation and evaluation studies in PrivICN [29], a scheme  

pre-serving user privacy in ICN through proxy-based encryption. This approach employs asymmetric 

encryption to preserve name privacy during content lookups and the message flow is still the same in ICN 

only author added step 1.4 and 6 in their proposed mechanism as seen in Figure 2. While effective, this 

method can introduce computational overhead. PrivICN represents an enhancement over the authors prior 

work, demonstrating their ongoing focus on preserving name privacy in ICN. 
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Figure 2. PrivICN Approach [29] 

 

 

NDN enjoys a built-in advantage for user privacy due to the absence of source and destination 

network addresses. However, ICN architectures, where data names serve routing and search functions, 

introduce challenges. Retrieval names have semantic links to the content, potentially revealing user 

information if monitored by attackers [30]. Additionally, NDN’s named content and advanced routers with 

ample memory and computational power can facilitate more straightforward and efficient Internet censorship 

[15]. The summary of proxy re-encryption technique can be found in Table 6. 

 

 

Table 6. Summary of proxy re-encryption-based 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Ashgar et al. 

[26] 

2019 NDN a) Average lookup time 

in the FIB table (ms) 

b) FIB table size (Mb) 
c) Download time (ms.) 

d) Delay 

The system prioritizes ease 

of user management, 

particularly in terms of 
adding and removing 

participants at a minimal cost 

Proposed mechanism has 

the potential to introduce 

delays and computational 
overhead 

 

 

2.3.1. Packet overlay 

Deep packet inspection (DPI) [31], one of the most precise techniques for analyzing and 

categorizing internet traffic that is applied by internet service providers (ISP). However, due to the significant 

memory and processor demands, establishing high-performance DPI solutions necessitates careful 

consideration of computer system design. In contrast to IP networks, ICN is vulnerable to attackers’ using 

DPI along the end-to-end communication channel to intercept unencrypted communication. DPI can also be 

used in ICN to determine content sensitivity. However, doing so can threatens user privacy [32]. 

Cui et al. [33], [34] proposed a scheme that is designed to counteract name-watchlist attacks and 

DPI through censorship techniques. Their primary goal is to develop an anti-censorship system capable of 

combatting Internet censorship while preserving privacy within the context of NDN. In their approach to 

circumventing censorship, author suggests disguising certain names as valid while preserving the censored 

name as the original name. This technique utilizes content stores, which cached data packets for future 

requests and allow intermediate routers to identify two names that refer to the same content. 

In the event of an attack, the producer discovers that the requested name is censored, DPI is 

deployed on cached data packets to flag sensitive keywords as censored [35]. If an interest packet contains 

these sensitive parameters, the request is blocked. This approach, however, poses a challenge to the 

effectiveness of anticensorship measures when caching features is fully utilized. To address this issue, the 

author suggests the use of smart routers to enhance network flow. These smart routers play a crucial role in 

recovering the original name from the genuine name, thereby distinguishing between the two disguised 

names. We categorize packet overlay into onion routing and VPN based tunnelling. 

a. Onion routing based tunnelling 

The onion routing [36] involves the use of multiple layers of coordinated encryption and 

intermediary nodes tasked with progressively removing these layers as data packets traverse through the 

network. Anonymous named data networking application (ANDa¯NA) [37] is an onion routing overlay 

network tailored for NDN, which offers heightened level of privacy and anonymity to end-users. ANDa¯NA 

has been purposefully crafted for NDN with an onion routing approach, aiming to provide a level of 

consumer anonymity on par with Tor, the most prevalent system for achieving user anonymity within the IP 

domain. To achieve anonymity using onion routing, encapsulated packets traverse through circuits, each 
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composed of multiple willing hosts referred to as anonymizing routers, or simply onion routers [35], [38]. 

This complex network configuration is designed to obscure the origins of data packets. 

ANDa¯NA relies on a multi-layered, paired-centric encryption system and directs data from the 

consumer through a sequence of routers as shown in Figure 3, before data transmission, the user establishes 

an ephemeral circuit by selecting a pair of anonymizing routers (AR) and securely shares them with two 

symmetric keys used for encrypting the packets within the circuit. The router located closer to the users end 

is referred to as the entry (AR1) while the other is known as the exit (AR2). Each data packet undergoes a 

process of encapsulation within layers of encryption. The consumer encrypts their Interest packet using the 

public keys of the corresponding AR. 

 

 

 
 

Figure 3. Dual proxies in ANDa¯NA model [37] 

 

 

On the return journey, the content packet is successively encrypted by each AR using the symmetric 

keys that were shared prior to the start of communication process [39]. Following this, advancements in 

ANDa¯NA were introduced in the work by Tsudik et al. [40], which demonstrates the application of onion 

routing to achieve session anonymity within the NDN framework. The proposed mechanism employs two or 

more AR along the path between the consumer and the producer. However, once the name-spaces become 

encrypted to the point where only the requesting entities can decipher them, the practicality of the CS 

diminishes, rendering it ineffective for consumers to retrieve content. 

Not only that, tunneling has the potential to degrade NDN performance, mainly because it neglects 

the possibility of in-network caching. The authors have advised that it should be reserved for situations 

involving privacy-sensitive content. Furthermore, Seo et al. [41] put forward a method that combines 

elements of Tor and a structure similar to ANDa¯NA, employing a two-layered encryption approach in 

content-centric networking (CCN). While this approach is effective in countering censorship, it comes with 

certain drawbacks, including a substantial computational burden and increased delays at routers due to the 

repetitive encryption and decryption processes. 

Additionally, routers encounter challenge of managing a large number of stored keys, which can 

overwhelm their storage capacity. Another variation of onion routing can be found in the work by in [42], 

where they embrace the approach outlined in [41] with some alteration. In this technique, public key 

encryption remains in use, but with an essential difference: the content name hash value is removed. Instead, 

a symmetric key is used to ensure content privacy, hence reducing the required number of encryption keys. 

As work in [37] perform a routing in the network as anonymous nodes with the ability to have all 

nodes to sign the packet, which may compromise the signers identity. Ling et al. [35] proposed a mechanism 

for CCN privacy protection that also adopts hybrid encryption method that consists of combining group 

signature and encryption in hiding signer’s real identities. Moreover, the proposed approach can take 

advantage of ubiquitous caching by implementing two layers of encryption. Author performed a comparison 

with the work in [37] and shows proposed mechanism only stored two symmetric keys as opposed to four 
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and this will resulting in lesser burden to routers. However, even with minimal computation and key storage 

overhead, it still in conceptual design without any actual implementation of it. Table 7 summarizes approach 

that utilize onion routing as packet overlay. 

 

 

Table 7. Summary of onion-routing overlay 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Dibenedetto  
et al. [37] 

and Tsudik 

et al. [40] 

2012 CCN a) Round-trip time 
(RTT) 

b) Download time 

ratio 

- Enable privacy and anonymity 
with cache-disabled configurations 

for perfect privacy 

- Mitigation for timing attacks 
 

- Tunneling can reduce 
NDN performance since in-

network caching is not 

feasible 
- Adds latency and 

computational overhead 

from repeated 
encryption/decryption, with 

limited applicability due to 

partial packet concealment 
Seao et al. 

[41] 

2017 CCN Average throughput 

(Mbps) 

 

The proposed approach is 

effectively resist local 

eavesdroppers 

- The high cost associated 

with performing multiple 

per-packet encryptions and 
decryptions 

Cui et al. 

[33], [34] 

2019 NDN Performance 

overhead: 
a) File receive ratio 

b) Average retrieval 

time 
 

- Security analysis reveals the 

proposed system capable of 
defending against both 

name-watchlist attacks and deep 

packet inspections 
- Performance evaluation show that 

under conditions of low network 

traffic density, proposed scheme 
outperforms the original NDN 

scheme in file receive ratio and 

average file retrieval time 

- Proposed solution did not 

effectively tackle the 
problem of covert 

communications in a 

contested environment 
- Lack security measures 

against compromised routers 

 

 

 

b. VPN based tunnelling 

Virtual private networks (VPN) further enhance name privacy within the NDN framework by 

establishing network tunnels for packet encapsulation. In work [43], authors aim to solve name privacy by 

designing NDN virtual private network. The design scheme encapsulates NDN inside NDN (NDN-in-NDN) 

which is the same as the traditional Internet architecture that utilize VPN (IP-in-IP). The proposed solution 

requires gateway as transparent proxy that are located on both side of consumer and producer. NDN-in-NDN 

retains the in-network caching benefits of NDN by using the same set of keys for encrypting and decrypting 

packets. However, a significant drawback of this mechanism is the vulnerability of the gateway; if an attacker 

gains control of the gateway, the entire network can be compromised. 

Another anonymity solutions can be found in work CCVPN [7]. The proposed approach utilizes a 

gateway on the consumer side, where the producer encrypts packets using a symmetric key included in the 

Interest packet. Compared with the work in [43], caching within the domain is disabled and partial part of the 

packets name will be visible for forwarding process. As the hierarchical naming [44] feature can be exploited 

in terms of Data packets that cryptographically signed by content providers. Liu et al. [45] proposed an 

identity privacy protection strategy for vehicle named data network (VNDN) [46] that is based on ring 

signature scheme. Ring signatures are implemented to conceal any correlation that may exist between a 

signature and the source of the data. The proposed scheme also employs a single layer of anonymous proxy 

to conceal the content requester’s true identity. Table 8 summarizes the VPN based approach. 

 

 

Table 8. Summary of VPN-based name obfuscation 
Ref. Year ICN model Evaluation metrics Strength Weaknesses 

Partridge 

et al. 

[43] 

2017 NDN N/A 

 

The proposed mechanism 

retains in-network caching 

functionality 

Gateway vulnerabilities cause 

network compromise if exploited 

Encryption and authentication to 
NDN network increase latency 

Nunes 

et al. [7] 

2017 CCN a) Network throughput 

b) Request-response 
round-trip time (RTT) 

Solid performance in 

network load capacity, even 
with added overhead from 

secure tunnel deployment 

With the increasing number of 

consumers, it may lead to 
cryptographic overhead 

Liu et al. 
[45] 

2019 NDN N/A 

 

The privacy of both the user 

and the data provider’s 

identities are protected 

Complexity of the encryption 

/Decryption processes result in 

significant transmission delays 
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3. STATISTICAL ANALYSIS AND RESEACH CHALLENGES 

In this section, we discuss the statistical analysis of recent research topics on NDN name privacy 

and their limitations. We examine the key techniques for existing name privacy approaches, categorize them 

based on their underlying mechanisms, highlight their strengths and weaknesses, and discuss common 

challenges faced by these approaches. Additionally, we aim to provide insights into potential research 

directions and contribute to more efficient name privacy solution in NDN. 

 

3.1.  Statistical analysis 

ICN infrastructures fetch content by name that is semantically associated with it and makes data 

searching and retrieval are more efficient. Content names and their corresponding content are broadcast 

across the network in plaintext, so every ICN node that forwards the data can view it. A malicious ICN node 

could engage in censorship by blocking the delivery of specific content. As a result, securing the names and 

the contents of the ICN is crucial if one is to preserve the user privacy and reduce the likelihood of these 

potential threats. 

More attention is need to be paid to the problem of name privacy in NDN, which has not been 

thoroughly investigated. Here, we present statistical charts to show the overview of recent research on 

technique to preserve name privacy, as shown in Figures 4(a) and 4(b). In Table 1 to 8, there is variety of 

different types of mitigation techniques used to preserve name privacy. Content name obfuscation in work 

[6], [8]–[10], [13]–[16], [47] single proxy-based name obfuscation in work [22], [23], [48], [49] proxy re-

encryption based in work [26], [29], and tunnelling in [7], [33], [34], [37], [40]–[43], [45]. 

 

 

 
(a) 

 

 
(b) 

 

Figure 4. Statical analysis for timing attack (a) technique for mitigating timing attack and (b) year wise 

research article 
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In summary, we notice a trend towards enhancing name privacy by completely obfuscating the 

original name through the use of proxies for packet encapsulation. However, this approach comes with a cost, 

as it requires the reliance on trusted proxies, hence will increase the operational complexity and expenses. It 

is also important to keep in mind that current proxy solutions frequently overlook safety issues when 

recommending changes to data packet names, which could jeopardize integrity of the data [50]. Improving a 

naming scheme effectiveness and security is still an ongoing task. A thorough plan that addresses this must 

incorporate essential metadata that involves digital signatures, provider identities, and content hashes. In 

addition to secure naming, content providers certifying the manifest which contains hashes and chunk names 

that representing various option. 

 

3.2.  Open issue and research challenges 

In this study, we have explored the current work in the domain of NDN name privacy. What we can 

summarize from this review is the negative impacts of suggested security measures or protocols on legitimate 

users can indeed be substantial, and it is crucial to examine the best strategies to alleviate these 

consequences. Many existing approaches introduce trade-offs between privacy, efficiency, and scalability, 

often resulting in increased computational overhead or reduced network performance. The adaptability of 

these solutions to dynamic network environments and real-world deployment remains a significant challenge. 

DoS attacks can be mitigated by employing techniques such as rate limiting on suspicious interfaces 

and name prefixes, but this comes at the expense of a reduction in quality of service provided to legitimate 

users. Several privacy-focused schemes, such as those that use tunnelling or request labelling to avoid 

content caching, unknowingly affect user quality of experience and quality of service. For instance, user who 

is concerned about privacy could unintentionally label most of its content as private, rendering caching 

ineffective. This would contribute to increased network throughput. 

Our analysis of various security vulnerabilities and potential attacks has led to the identification of 

several research issues that require further investigation in the context of NDNs. One of these issues is the 

development of a reliable mechanism for generating and verifying signatures in NDNs, which is a 

challenging task. Currently, NDNs use the SHA-256 algorithm for signature generation, but since signatures 

may need to be verified multiple times, the associated costs in terms of processing overhead, bandwidth, and 

verification time can be substantial. To mitigate these costs, it may be worthwhile exploring the possibility of 

developing an efficient batch signature verification system. 

A significant area of research in NDNs is trust management between producers and consumers. 

Given the native feature of NDN architecture, user have the ability to assess whether a public-key owner is a 

suitable publisher for a particular piece of data prior to submitting a request. However, effective procedures 

are required for routers to trust a public key associated with a producer while verifying the content under the 

NDN methodology. This situation may require access to multiple public-key certificates for authentication 

purposes. Although researchers have developed hierarchical trust models to address this challenge, their 

complexity imposes a significant computational burden on the network. Therefore, it is crucial to establish an 

efficient trust model to manage this difficulty. 

One of the most pressing research challenges in NDN is how to handle the privacy of names and 

content. Currently, data packets in NDN are signed by the content creator, but there is no standard encryption 

method to protect private content and data transmitted over the internet. Given that the names in NDN 

interest packets contain information about both the fetched material and the destination host, it is crucial to 

establish an encryption mechanism that can protect the content and data packet identity from potential 

interception or malicious attacks. 

Performance gains come from using human-readable content names can help with efficient caching 

and interest aggregation. Nevertheless, this compromises user privacy. For example, in a country with strict 

censorship, users cannot access blocked content by its name because censors can filter these names. If 

content is cached before being blocked, censors can delete it from caches by name. Additionally, attackers 

have the capability to store and analyze user interests. Even those who prioritize privacy do not want their 

interests monitored by publishing content names without protection. Therefore, ensuring name privacy is a 

major challenge in NDN. 

After conducting our analyses, we have concluded that the commercial adoption of NDN technology 

is uncertain. Original NDN concept has been enhanced through an application-driven, experimental research 

approach, resulting in significant progress. However, researchers have only scratched the surface of certain 

challenges, including security, trust models, scalable routing, data forwarding strategy design, and namespace 

structure. Several areas in NDN, such as lowering routing costs and protecting name and content privacy, 

require further research and development. The topics discussed in this article present opportunities for 

meaningful contributions to the field. 
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4. CONCLUSION 

NDN is considered a leading candidate for ICN due to its content-based security, which is secure 

than the current TCP/IP model. On the other hand, NDN leaves itself open to the possibility of new kinds of 

attacks. This paper starts by outlining the most recent developments, approaches, applications, and gaps in 

research on privacy in NDN. First, we discussed the theoretical foundations of NDN and the technical 

approaches used to complete these objectives. Then we presented a complete summary of the scientific 

progress made in preserving name privacy. Finally, we address several issues and conduct statistical analysis 

for name privacy in NDN. Given the significance of characteristics, it is important that we preserve the 

privacy and overcome the vulnerabilities that it carried. Furthermore, open research issues are outlined, 

emphasizing the need for further exploration of NDN security and privacy by researchers in the field. Our 

future efforts will prioritize on securely preserving user privacy with minimal network overhead. 
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