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Bitcoin wallet contains the information which is required for making
transactions. To access this information, user maintains the secret key.
Anyone with the secret key can access the records stored in bitcoin wallet.
The compromise of the key such as physical theft, side channel attack, sybil
attack, DoS attack and weak encryption can cause the access of transactional

details and bitcoins stored in the wallet to the attacker. The cloud-based key

split up technique is proposed for securing the key in blockchain technology.

Keywords: The key shares are distributed across virtual machines in cloud computing.

Bitcoin wallet The approach is compared to the existing key management approaches such

. . as local key storage, keys derived from password and hosted wallet. It is

Blockchain security observed that our approach is most suitable among the other key
Cloud computing

management approaches.
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1. INTRODUCTION

Bitcoin is digital currency, Satoshi Nakamoto in 2008 mentioned this word [1]. The bitcoins are
stored in wallet called digital wallet. This wallet can also place on mobile, laptop, hardware [2]. Bitcoin
transactions are happening without involvement of third party and in decentralized fashion. These
transactions are in-creasing day by day in many applications. The applications such as online retailers, peer-
to-peer transactions, investment and trading, crowdfunding, fundraising, smart contracts, and real estate. It
now uses blockchain technology. As per statistical information, the number of blockchain wallet users has
exponentially grown since 2011, leading to security issues for using blockchain technology [3].

There are numerous crypto currencies such Altcoin, Bitcoin, Ethereum, Litecoin, and Ripple. being
used [4]. But mostly bitcoin is preferred crypto currency in the world and obviously the Bitcoin is attacker’s
choice. Thus, securities of Bitcoin transactions are important [5]. Bitcoin user uses private key for
authentication as well as to access and spent the currency stored at wallet during the transaction. If the private
key is lost or grabbed by attacker or intruder, bitcoin user will not able to do transactions and thus loose the
currency.
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The following types of attacks occurred on wallet and bitcoin transactions [6]-[11]. Attacks on
wallet software — this is done by tampering or stealing the key. The attacker gets the control of wallet and
grabsthe money. Bitcoin exchange — in this system, user’s private key is stored by another party such as a
financial agency. The financial agency manages the bitcoin of the user on user’s behalf. Since it involves
another party, this is dangerous, and trust management between the user and the bank is essential. Denial-of-
service attack — attacker attacks on nodes, servers thus users are unable to use the service. Sybil attack — in
this attack, adversaries create multiple identities of the nodes which are involved in the Bitcoin transactions.
The genuineusers will be disconnected from blockchain network with this attack. Bait and switch — this attack
is occurredwhen the code inserted in source code of software to steal the Bitcoins. OzCoin which is one of
the largest Bitcoin mining pools confessed the attack by stealing BTC from Bitcoin wallet. Cross channel
attacks can alsocause to gain the key. Cross channel attacks [12]-[15] can be classified into time, traces and
access on channel. In time-based attack, the cryptography operation time is monitored and analyzed to extract
the key. In traced based attack, device power consumption or electromagnetic radiations are continuously
monitored to extract the key. In access-based attack, attacker checks cache to extract confidential information
and key, e.g., data and instruction cache. Due to these attacks, it is possible to grab the key by the intruders.

The challenge of managing secret keys in Bitcoin and blockchain technology in solving problem
[16]. If the secret key is missed, owner will unable to access their electronic assets. It poses risks in the event
of bitcoin theft. Thus, key management is required to proper handle the key in secure way. This paper
discusses existing key management methods. The cloud based key split management with multilevel key
splitting approach is proposed to protect the key from the attackers. This paper also describes and compares
the existing approaches for key management. Our contributions in this paper are as follows: i) Study of
existent key management techniques for handling bitcoin key; ii) Design and analysis of key split
management technique with multilevel approach; and iii) Security analysis of key split technique.

2. EXISTING KEY MANAGEMENT TECHNIQUE
In order to protect the digital wallet, person handling the bitcoin transactions, keeps private key
secure. Current approaches for key management of blockchain are discussed as below.

a. Local key storage [17]-[19]: The key is stored at local storage. The advantage is that key can be easily
accessed. But it is not safe due to attack on local storage by virus, malicious script, lack of updates, brute
force attacks, human error, online attacks, and forgotten passwords.

b. Wallet with password protection [20]-[22]: The wallet can be protected by the password. The
disadvantage of this approach is that if password is lost or password is gained by attackers, the bitcoin
owner will not be able to access the wallet. Finally, owner loses the currency stored in the wallet. Thus, it
leadsloss of access of funds. If you forgot wallet password, recovery options are not also available. Thus,
it challenges to regain the access of funds.

c. Key storage at offline place [23], [24]: Keys are maintained at place in order to avoid online access of the
same like universal serial bus (USB) or paper wallet. But it may not be easily accessed when it is required
due to physical lossor damage, human error, limited accessibility, and lack of updates.

d. Third party approach [25]: In this, keys are managed at third party by the owner of the key. The storingthe
key at third party is risky due to security concerns, centralization risks, regulatory risks, limited control of
the user as well as service downtime.

Bitcoin uses blockchain for transactions. Figure 1 shows blockchain structure. Each block contains the current

hash, previous block hash information, and transaction information.

Block1 Block 2 Block n
Previous block hash value Previous block hash value Previous block hash value
Hash value of the block Hash value of the block Hash value of the block
| Timestamp | | Nonce | Timestamp Nonce Timestamp Nonce
Body Body Body
transaction 1 transaction 1 transaction 1
transa.étion n transa.c.‘tion n tranz.c.tion n

Figure 1. Blockchain structure
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3. METHOD

Existing key management methods for bitcoin transactions have limitations as per discussed in the
section 2. Safeguarding the key is important. Thus, novel methodology is introduced. The methodology
indicates how to safeguards the key. Threshold cryptography with cloud enabling is presented. The owner
splits the key into multiple splits. These multiple splits may be shared in virtual machines of cloud computing
environment. Threshold is decided by the owner. If owner collects key splits at least threshold number of
keys, complete key can be constructed otherwise key will not be reconstructed. The Figure 2 indicates that
data’key owner splits the key into multiple key splits and distributes the key splits to virtual machines of the
cloud environment.

Threshold cryptography based Shamir’s approach [26], [27] is used to divide the key into parts as
per security requirements. The algorithm considers the threshold value. The key can be reconstructed from at
least threshold number. The threshold value can be decided by the owner of the key. The algorithm provides
flexibility for split and reconstructs the key. The threshold value is adjusted based on the security requirements.
The threshold value can be decided by the owner of the key. The novelty of the approach is that the threshold
value can be changeable as per owner of the key requirement. The increase in the threshold enhances the
security. This changeable threshold property allows the key owner to adapt to security needs.

Split the key
Key ovmer

Figure 2. Key split up for blockchain key management

3.1. Increasing degree of security by multiple splits

The key can be safe guarded by dividing it into multiple level. Initially, key is divided into n key
parts. At the subsequent level, each split of the key can be further divided into n partial key parts and so on. It
uses threshold cryptography (t,n) scheme. Figure 3 shows the multilevel key split by using threshold
cryptography (t, n) approach into key shares. The number of key parts at each level can be given by formula:

N =n!
where n is number of key parts after key divides at each level and [ is number of levels up to which key

divide has to be performed. For reconstruction of the key, back tracking up to level 0 is required. For each
level, threshold number of partial key shares needs to be collected to get back the key.

t=2,n=3
t=2n=3 %m‘r
park 1 park_l.
park_l.
8 Eark_zl.ll
r[ park ;' park_2.2
park_2.3
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Level 1 Level 2

Figure 3. Key split up time
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4. RESULTS AND DISCUSSION

Safeguarding the key is important for the security of bitcoins stored in wallet. The key divide is
employed to safeguard the key from various attacks. This section assesses the performance of the technique
by measuring the time taken for key divide. The security analysis is conducted in section 5.

The experiment was conducted by considering Shamir’s secret sharing algorithm. Key split up time
for different key sizes is calculated to see how much time is needed to divide the key. Key size was taken
as 256 bits similarly as advanced encryption standard (AES) algorithm. Initially threshold value was taken as
2. That means if any two key shares are taken from the pool of key parts that are spreader across the virtual
machines, complete key can be reconstructed. The total number of key splits varied from 10.50. The key split
time was as taken as performance indicator. It is found that as key shares are varied as 10, 20, 30, 40, and 50,
the key split up time is increasing. It is mentioned in Figure 4. This experimentation is performed because
there should not be any delay to access thebitcoin wallet due to such factors such key split and key formation
after getting threshold number of key splits (assume t). Obviously through our experiment, it is observed that
key split up time varying with increasing keysize and number of key shares.

We have also compared our approach to other key management methods such as keys in local
storage, password driven keys and hosted wallet. The Table 1 gives the comparisons. The parameters such as
malware resistance, offline key, trusted third party, resistant to physical theft, resistant to password loss and
cross deviceportability [14]. It is found that our approach of key management supports all these parameters and
secure fromother methods.
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Figure 4. Key split up time

Table 1. Comparison of existing key management methods

Parameters approach Malware Offline key ~ None trusted Physical Resiliency Cross device
resistance mediator barrier portability
Ours Yes Yes Yes Yes Yes Yes
Keys in local storage Yes
Password driven keys Yes Yes Yes
Hosted wallet Yes

5. SECURITY ANALYSIS

The security analysis deals with how it is difficult to attack by adversaries to get the key. The key
parts can be sent to virtual machines in cloud environment. It is not possible to form the key since adversaries
have to compromise at least threshold number of key splits. Further the key splits can refresh at each virtual
machine. Therefore, reconstructing the key from its parts is not feasible. Even if attackers obtain fewer than
threshold number of key parts, they cannot assemble the key through the key parts. The use of threshold-
based Shamir’s secret sharing prevents the attackers to capture the side channel information by refreshing the
key shares at virtual machines. Thus, it does not cause side channel attack. Even if the less than t number of
virtual machines crashed/becomes faulty, the key cannot be formed. Thus, it is resilience to loss/fault.
Multilevel key split up approach is enhancing key security at multiple levels. User has to define the levels up
to which key can be split up. Thus, enhancing the key security in blockchain network.
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6. CONCLUSION

Key management is crucial in case of Bitcoin management. The cloud-based key split up technique is
used to protect the key against intruders. Multilevel key splitting approach further enhances the security of key
management. We compared our approach to other approaches to in the context of security the key for
blockchain. transactions. It is found that our approach is proving the best compared to others. The security
assessment reveals that reconstructing the complete key is challenging for an attacker, thereby preventing
access to the Bitcoin wallet.
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