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Nowadays, intrusion detection and prevention method has comprehended the
notice to decrease the effect of intruders. Denial of service (DoS) is an attack
that formulates malicious traffic is distributed into an exacting network
device. These attackers absorb with a valid network device, the valid device
will be compromised to insert malicious traffic. To solve these problems, the
Bayesian decision model with a fuzzy logic system based on intrusion
detection and prevention (BDFL) is introduced. This mechanism separates
the DoS packets based on the type of validation, such as packet and flow
validation. The BDFL mechanism uses a fuzzy logic system (FLS) for
validating the data packets. Also, the key features of the algorithm are
excerpted from data packets and categorized into normal, doubtful, and
malicious. Furthermore, the Bayesian decision (BD) decide two queues as
malicious and normal. The BDFL mechanism is experimental in a network
simulator environment, and the operations are measures regarding DoS
attacker detection ratio, delay, traffic load, and throughput.
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1. INTRODUCTION

The modern creation of intrusion detection systems (IDS) growingly demands machine-controlled
and intelligent IDS to deal with threats, causing a rise in the number of encouraged attackers in the cyber
environment [1]. Specifically, there have been great necessitates for autonomous agent-based IDS solutions
that necessitate as little human interference as feasible when being capable of developing and enhancing
itself and developing into more robust to probable threats. Enhancing cybersecurity by detecting and
preventing intrusions at endpoints using machine learning algorithms is a successful strategy [2]. Traditional
intrusion detection and prevention methods often depend on signature-based approaches. However, these
methods may not be enough to identify fresh and complex assaults. On the other hand, algorithms that learn
via machine learning can evaluate patterns, behaviors, and anomalies within the data to detect possible risks

in real-time [3].
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Denial of service (DoS) and distributed denial of service (DDoS) are both well-known types of
assaults that have the same goal, which is to exhaust the computing capabilities of a host or target. Network,
making them inaccessible to legitimate users who are allowed to use them or adversely harming the
performance of their computer system in some way [4]. DoS attacks may be broken down into a few different
kinds, the most common of which are software vulnerabilities and flooding attacks [5]. When an attacker
utilizes software exploits, they are taking advantage of vulnerabilities in their target server to either
completely cease the services being provided by the server or drastically degrade the performance it is
capable of. In the event of flooding attacks, the attacker uses up all of the system's resources by sending
many incorrect requests, leading to the challenges discussed in the previous section. The most recent version
of the DDoS takes advantage of multiple network components' power to increase the threat caused by the
attack by distributing it across slave machines [6]. Implementing machine learning (ML) based intrusion
detection and prevention at endpoints requires carefully choosing appropriate algorithms, quality data, and
ongoing monitoring and adaptation. By continuously refining the models and integrating them into the
security workflow, organizations can significantly enhance their ability to detect and prevent intrusions at the
endpoint level [7].

Research gap: an intelligent IDS is introduced for the security internet protocol (IP) multimedia
subsystem (IMS) by applying ML to raise classifier accuracy, this mechanism chooses vital features to build
an IDS. This mechanism presents the decision tree (DT), support vector machine (SVM), as well as Naive
Bayesian classifier to measure intrusion detection efficiently. However, these classifiers cannot detect the
DosS attack efficiently [8]. To solve these issues intrusion detection and prevention using Bayesian decision
with fuzzy logic system is proposed. The remainder of the paper is structured as follows. Section 2 discusses
the Bayesian decision model with a fuzzy logic system based on intrusion detection and prevention. The
network simulation analysis is specified in section 3. Finally, we conclude the paper in section 4.

Intrusion prevention system (IPS) detects cyber-attacks by applying machine learning algorithms
like SVM and forest algorithm [9]. Hacking identification through the fuzzy logic system using the fuzzy
algorithms to notice the injection attacks [10]. However, it creates important errors. Graph-based intrusion
detection system introduces the sequence of interchanged messages. Though, it cannot notice attacks by
analyzing separated frames and also has an important error [11]. IDS is highly proficient, but it is also able to
detect threats. The anomaly detection system is capable of discovering anomalies with a lesser false positive
and false negative. This mechanism recognizes deep learning to enhance scalability and efficiency. Feature
standardization can utilize to raise accuracy. Different feature selection mechanisms to choose certain
features that can manipulate results better. However, this mechanism raises the network traffic [12].

A deep Q-learning method offers an auto-learning capability for an environment that can distinguish
several network intrusions. This mechanism caught and examined to notice malicious payloads in a self-
learning fashion. However, this mechanism does not use the cloud environment [13]. A neural network with
deep learning (DL) is the most appropriate for detecting DoS attacks that have reached high-performance
accuracy. However, this mechanism does not guarantee they optimally categorize unidentified packets
incoming through a web server because the identification possibility is high but has a degree of insecurity
[14]. The intrusion detection and prevention system apply model-based intrusion detection and ML-based
intrusion prevention to defend the network. The detection phase reduces network features and examines them
to determine whether the network is in a normal state. This mechanism utilizes Q-learning and, throughout
interactions, discovers the best scheme against an attack [15].

Cyber defense demands functions conducted in the cybersecurity field, defending mission targets to
recognize and avoid cyberattacks, including IDS, as well as intrusion prevention. Explainable Artificial
Intelligence algorithm for anomaly-based IDS in internet of things (loT) networks. Initially, the 1DSs
concentrate on anomaly-based detection techniques to offer trust and confidence. Next, utilize DL to
efficiently detect an anomaly, providing better performances [16]. ML algorithms act a vital task in building
an IDS. An ensemble method using random subspace in that an extreme learning machine is preferred as the
base classifier. An ensemble pruning method was established on the bat algorithm fitness function to enhance
the classifier subset [17]. A deep reinforcement learning algorithm that utilizes the Markov decision process
to enhance the IDS decision operation. This mechanism provides better detection performance and minimizes
the false alarm count. However, this mechanism does not detect the doubtful attacker [18]. A federated deep
reinforcement learning-based IDS in that several agents are distributed on the network, and these agents
extend a deep Q-network logic. It conceived every agent's data privacy occupied while designing the system,
and every agent does not distribute the data to other nodes [19].

Multi-agent feature selection-based IDS constitutes a feature self-selection and a deep reinforcement
learning attack detection. The feature self-selection method purchases multi-agent reinforcement learning that
specifies the issues of feature selection. Furthermore, it minimizes the complexity and improves the search
strategy to choose the feature. Moreover, the graph convolutional network method evokes deeper features
from the data. This mechanism enhances the accuracy [20]. The threat of DDoS has developed with the
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increase of intelligent information systems. This mechanism utilizes a decision tree-based model to detect
DDosS attacks [21]. Cyber security approaches to enhance the security evaluates against cyber-attacks.
Conventional security solutions describing and developing security threats [22]. The wireless fidelity
(Wi-Fi)-enabled energy observing for solar-powered buildings that will permit for daily and weekly learn of
energy utilize [23]. IDS purpose is to extend the security in an 10T environment [24]. Distributed multi-agent
IDS utilized learning agents separate the normal or attack based on network behavior [25]. The Bayesian
decision (BD) model established a reliable route formation and it separates an unreliable sensor and forward
the data efficiently [26]. The IDS using an ensemble model to design a smart homes to recognize the attacks
[27].

2. PROPOSED METHOD

The intrusion prevention system (IPS) is an extensive IDS that assists in observing all normal
models of traffic and transmits alerts in case of any difference from the normal model. Since the public can
granted access to the network, the data packets forward from intruders are combined into the network traffic
as input. It is essential to observe all inward and departing traffic. The data packets from the valid users come
into switches, whereas the data packets are corroborated utilizing features. Although the attackers are
intercepted, the compromised user's involvement is present in the network. The compromised users distribute
malicious packets to all nodes, draining the network resources. This mechanism detects and prevents
intrusion like DoS attacks based on packet and flow classifiers. Figure 1 explains the structure of the
Bayesian decision model with a fuzzy logic system (BDFL) approach.
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Figure 1. Structure of BDFL approach

From Figure 1, the upcoming data packet is validated by fuzzy logic system (FLS) membership
functions and the queue management validates the data flow. The inwards packets are classified malicious,
normal and doubtful; thus, separates an abnormal behavior. Then, the Bayesian decision algorithm checks the
doubtful packet queue. If checked the packet is an abnormal behavior type, it is distinguished as the attack
and invokes the alarm as a signal to the appreciated device holder. Thus, the BDFL mechanism utilizing
Intelligent IDS for determining whether the performance of traffic is normal or not.

2.1. FLS-based DoS attack detection

The packet-based validation module that detects the DoS by the FLS. Here, the input packet features
are excerpted from the packet header, like sender and receiver address, type of protocol, and sender and
receiver port [28]. The obtained inputs are confirmed with the principles, and it makes an output like normal,
doubtful, and malicious packets. The rightness of the packet feature defines the FLS. Figure 2 explains
FLS-based DosS attack detection and Table 1 shows FLS table.
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Table 1. FLS table

Type of Protocol Sender and receiver address  Sender and receiver port Output
High(H) High Low (L) Normal packet
Middle (M) Middle Middle Doubtful packet
High Low High Malicious packet
Fuzzy Rule
Input parameters IF Output parameters
Type of Protocol Sender and H M L

receiveraddress ///V

Sender and receiver Port ——
H M L Normal
<§ Doubtful
Malicious

THEN

Figure 2. FLS-based DoS attack detection

Inwards packets from normal users are purified, and therefore, the usage of overload bandwidth is
minimized. Bandwidth is a necessary resource to operate the arrived packets. Thus, the bandwidth deficiency
creates heavy packet loss. The inward packets correspond with the fields; the features are expressed for
purified action. The purification is an important function of key packets from individual users. The function
of filtration is to evade distributing malicious traffic at a preliminary stage. The FLS output displays normal,
Doubtful, and malicious packets. Then, the normal packets are transferred, the malicious packets are rejected,
and the packet bandwidth verifies the packet.

2.2. Queue management system-based DoS attack detection

In this mechanism, the doubtful packet is verified by the BD algorithm. The packet overflow is also
encountered in the queue because of the intrusion involvement. Before confirming the flow, the bandwidth
expenditure is evaluated. Because the bandwidth is the fundamental resource extremely engaged by
intrusions and is not appropriated for normal packets, it presents two queues, such as: normal queue (NQ)
malicious queue (MQ).

The data packets that are partly coupled with the fuzzy rule activity are treated. Alternatively, the
packets in doubtful are explicit within the port as well as out port number. All inwards doubtful packets are
treated one at a time using BD algorithm. The specified traces are applied in developing a rational decision
from true evidence. Here, the BD algorithm is applied to decide the possibilities of specific event types. The
trace is employed to calculate the conditional probability for variables with specified information regarding
packet queue. The BD algorithm in Bayes' rule is utilized to inform the possibility of evaluating a trace as an
additional confirmation. The BD algorithm applies to the NQ, and the MQ is specified in (1) and (2). Here,
n; denotes the total queue, MQ represents the malicious queue, and NQ explains a normal queue.

P(MQ)+P(n;|M Q)

P(MQIni) = 22T )
P(NQ|ni) = P(NQ):ZE:')”NQ) )

The queue possibility is greater than the threshold when the user queue is identified in action
detection; the BD determines whether normal or malicious queue. The value of the threshold is present
among 0 to 1. The threshold value is set to 0.5, and the possibility is better than a threshold that queue is
normal or malicious in the network.
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3. SIMULATION ANALYSIS

This mechanism utilizes a network simulator-3 to evaluate the network performance [29]. It builds a
flow table in the entity OpenFlow switch based on that inwards packet is either lost or transmitted. This
mechanism applies the simulation parameters to plan the proposed system. The objective of this mechanism
is to distinguish and alleviate the DoS attackers in the network; thus, the parameters preferable in this
mechanism are delay, detection ratio, throughput, and traffic load in the network [30]. The detection rate is a
vital parameter that represents the efficient forecasting of DoS attacks. Figure 3 explains a detection ratio of
SVM [31], DT, and BDFL approaches based on DoS attacker.
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Figure 3. Detection ratio of SVM, DT, and BDFL approaches based on DoS attacker

From this result, the BDFL mechanism has a greater detection ratio at raising an attacker count. This
raise is because of the suitable recognition of attacks utilizing FLS and BD algorithms. The preliminary level
i.e., without DoS attacker for BDFL, SVM and DT mechanisms detection ratio is 1, 0.97, and 0.95. The existing
SVM and DT-based IDS mechanisms that the packets are recognized as normal or malicious; however, it raises
the false alarm. The proposed BDFL mechanism detects the compromised packets efficiently, however, the
SVM and DT-based IDS mechanisms cannot detect the compromised packets efficiently.

Traffic load is a significant parameter in intrusion detection and prevention where the contribution
of the DoS attackers is noticed. Most regularly, the DoS attacker's objective is to exhaust all the resources.
The enlargement in irregular traffic load decides which attack packets may be involved. The traffic load for
DT, SVM, and BDFL is displayed in Figure 4, respecting the rise in number of DoS attackers.
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Figure 4. Traffic load of SVM, DT, and BDFL approaches based on DoS attacker
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The rise in traffic load depletes a higher amount of bandwidth. This is minimized by appropriating
normal users for requesting their service. In accordance with the DoS malicious packets, the BDFL mechanism
is correctly recognized based on categorizing queue; as a result, it minimizes the traffic load. However, the DT
and SVM algorithm does not accurately detect the malicious node; thus, it creates more traffic load.

Delay is a vital parameter, and the smaller delay will surely enhance the network performance.
Generally, a rise in attack packets will ultimately enhance delay and minimize the throughput. The BDFL
mechanism detects the DoS attack based on the FLS system and queue method. The development of
malicious packets utilizes greater resources, and it causes disgrace to the performances of normal packets.
Figure 5 compares delay parameters for SVM, DT, and BDFL mechanisms.
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Figure 5. Delay of SVM, DT, and BDFL approaches based on DoS attacker

The alleviation of dishonest users with the action of malicious packets modifies to enhance delay.
The delay increases with the rise in DoS attackers because of the participation of several DoS attackers who
can handle the packets. IDS utilizing SVM and DT algorithms detect the DoS attackers but cannot detect the
malicious packets efficiently. The proposed method uses the FLS and BD to detect malicious packets
efficiently, hence reducing the network delay.

The network throughput rises while accessibility of bandwidth resource is adequate for the packet to
procedure. In the network, the bandwidth utilization is a main restraint that will be engaged while the attack
packets raise. Figure 6 explains the network throughput of SVM, DT, and BDFL mechanisms based on DoS
attackers.
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Figure 6. Throughput of SVM, DT, and BDFL approaches based on DoS attacker
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In the proposed BDFL mechanism, the rapid rejection of malicious packets raises the bandwidth
availability by applying the BD algorithm. The FLS algorithm also separates the malicious packets
efficiently. Thus, the throughput is raised when compared with DT and SVM algorithms. But, the existing
DT and SVM algorithms cannot detect the malicious data packet, and data flow well since the participation
of DoS attacker is the main reason for raising attack packets.

4. CONCLUSION

In this section, a Bayesian decision model with a fuzzy logic system based on intrusion detection
and prevention mechanism is planned particularly to guarantee security. This mechanism detects and
prevents intrusion like DoS attacks based on packet and flow classifiers. The inwards packets are
authenticated by applying FLS that provides the output of the packet as normal, malicious, and doubtful
packets. Then, the doubtful packets are validated based on queue bandwidth. This mechanism applied the BD
algorithm to separate the normal and malicious packets in the network. The simulation results illustrate the
BDFL mechanism enhances the detection ratio and minimizes the network delay. Furthermore, the BDFL
approach reduces the traffic load since the queue management process did only doubtful packets; thus, it
reduces the network traffic load. In the future, we will utilize an ensemble learning algorithm to improve the
IPS in a large-scale setting.
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