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In this paper, a new encryption algorithm Twine-Mersenne was developed
based on the Twine algorithm with the addition of a random number
generator for the dynamic generation of S-boxes. Dynamic generation of
random numbers based on the Mersenne Twister helps to increase the
cryptographic strength of the proposed algorithm. The algorithm we propose
solves the issues of optimizing the costs of computing and energy resources
of internet of things (loT) devices, using a combination of lightweight
cryptographic principles and fuzzy logic, and also provides reliable security
and intelligent authentication of the mobile application user. The paper also
considers the practical implementation of the proposed algorithm based on
Arduino ESP32, a device with limited computing resources. In addition to
this, fuzzy logic has found its practical application in the field of intelligent
user authentication in developed mobile applications based on Arduino
Studio for mobile cellular applications. As a result, the proposed lightweight
encryption algorithm has proven itself to be an effective tool in ensuring the

security of data transmission and communication between 10T devices.
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1. INTRODUCTION

The application of internet of things (1oT) technology can be widely found in various fields such as
transportation, agriculture, medicine and smart cities. Mainly, 10T devices collect data from diverse sensors
and transmit it to the cloud. The number of 10T devices and their field of application is growing every year,
which leads to an increase in the volume of transmitted data. In most cases, those data are confidential and
sensitive, and most 10T devices have vulnerabilities. Consequently, they become the target of various fraud
schemes and cyberattacks [1]-[3].

To solve security issues during data transmission, various encryption algorithms and authentication
methods are used, but nevertheless, the usual traditional approaches are not suitable for 10T devices due to their
limitations. Encryption methods such as data encryption standard (DES) and Rivest-Shamir-Adleman (RSA)
provide a high level of cryptographic strength. However, they require high computing power and energy from
the 10T device. Nevertheless, it should be noted that there are solutions based on the DES algorithm and field-
programmable gate array (FPGA) platform for fast decision-making systems. But implementing such a system
is expensive. Even a modified advanced encryption standard (AES) encryption algorithm with faster encryption
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time and reduced central processing unit (CPU) usage has high requirements. Thus, the shortage of resources
forces engineers to develop new methods and models for encrypting data [4]-[11].

One of the proposed authentication methods was a novel signature-based secure authentication
mechanism implemented for the Core i3 processor. Since its implementation was executed for the computer
processor, and not for the ARM architecture, it would most likely be demanding in terms of computing power
and energy. It should be noted that solutions based on fuzzy logic can successfully solve the authentication
problem since they do not require powerful computing and are completed in a short period of time. Notably,
among decision-making and fault detection systems, systems based on fuzzy logic are popular [12]-[15].

This study we considered an enhanced cryptographic solution combining the characteristics of
symmetric, asymmetric encryption algorithms and a public key server to encrypt transmitted data [16].
However, the previously mentioned algorithm AES was used to encrypt and decrypt data and has drawbacks
due to the requirement of high computing power and energy resources. One of the works presented LoRa
[17]. It was also based on the AES-128 algorithm. There was a work suggesting a hybrid encryption method
[18] based on 10 methods, such as PRESENT-80, mCrypton, HIGHT, and others. Limited parameter analysis
was presented to select the optimal hybrid encryption method, which might lead to long response times. In
the next work [19], a dynamic data encryption algorithm with efficient encryption/decryption time was
considered. Unfortunately, that proposed approach had limitations in image encryption. The application of
blockchain technology has also found use in authentication and key exchange [20], [21]. However, the
further scaling of blockchain technology leads to a decrease in transaction speed. Notably, the relevance of
encryption extends beyond traditional fields, as evidenced by the innovative application of building damage
assessment technology [22], highlighting the diverse applicability of data protection techniques. As
previously noted, high-cost FPGAs are used for high-speed systems to solve complex tasks [23], [24], such
as image recognition and video processing. However, each of the encryption methods considered had various
disadvantages, such as high resource and power consumption, an expensive platform, moderate
cryptographic strength, and long encryption/decryption execution time.

The study aims to develop a lightweight encryption algorithm and authentication method based on
fuzzy logic for practical application on Arduino ESP32 with limited computing resources. The proposed
lightweight encryption algorithm significantly increases cryptographic strength due to dynamic generations of
S-boxes. The rest of the paper is organized as follows. Section 2 shows the process of identification and
authentication procedure, then describes the architecture of the proposed Twine-Mersenne algorithm and
compares it to other encryption algorithms. In section 3, the practical implementation of Twine-Mersenne
algorithm and authentication are presented on the mobile application. Finally, in section 4 we conclude the
paper with a brief summary and discuss the future work.

2. METHOD
2.1. Secure credential authentication

Secure credential (SC) authentication for IoT devices includes a multi-factor authentication
mechanism coupled with advanced cryptographic techniques for enhanced security. This process ensures that
only legitimate devices can connect to the network, providing strong protection against unauthorized access
and attacks. The authentication process algorithm is shown in Figure 1.
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Figure 1. Identification and authentication procedure
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2.2. Structure of intelligent authentication

Authorization in the digital world is key to ensuring access to information, traditionally relying on
binary logic where access is either granted or denied based on strict rules. However, this approach often
struggles with the complexities and nuances of modern access control scenarios. Fuzzy logic offers an
alternative by introducing degrees of truth, allowing for more nuanced decisions that better reflect the
ambiguity and variability of real-world situations. Implementing fuzzy logic in authorization systems enables
more flexible and context-aware access decisions, adapting to a wide range of conditions beyond the binary.
This adaptability is vital in today’s dynamic digital environment, yet it also presents challenges, such as
increased complexity and the need for a careful balance between security and usability. The relevance of
advanced computational techniques for enhancing security controls is further highlighted by a studies
[25]-[34] that examine the fundamental elements of secure systems, demonstrating the complex relationship
between hardware-level innovation and the effectiveness of authorization mechanisms. Fuzzy logic operates
with so-called "linguistic variables," and the general principle of operation is illustrated in Figure 2. These
linguistic variables represent fuzzy sets, where the elements are values of some physical quantity. Each value
of this quantity corresponds to a membership function, which takes values from 0 to 1, indicating the degree
to which this quantity belongs to a particular set. Fuzzification, an integral part of fuzzy logic, transforms
precise input data into fuzzy sets to manage ambiguity, enabling systems to make decisions with human-like
reasoning. This approach is particularly useful in password verification, where it evaluates similarities
between the attempted and expected passwords. The process relies on membership functions across three
input dimensions of password verification: length match, character match, and case match. The
implementation of fuzzy logic comprises four main modules:

— Rule base: This is a table of rules for evaluating various levels of criteria compliance and determining
corresponding actions or outcomes. It contains all the "if-then" rules and conditions proposed by experts
to manage the decision-making system.

— Fuzzification: This step helps convert input data into fuzzy sets and obtain the values of membership
functions p in the interval [0,1], where 1 represents complete truth and 0 represents absolute falsehood.

— Inference mechanism: This module calculates the membership functions for the output variable based on
given logical rules.

— Defuzzification: This process converts the fuzzy output values back into physical values. There are
various methods for defuzzification, so it is crucial to choose the optimal method best suited for use with
the expert system.

When determining the shapes of membership function curves, it is important to note that they are
constructed subjectively based on expert survey results and are, therefore, somewhat subjective. In practice,
the shape of the membership function curves is chosen based on the complexity of the calculations.
Triangular membership functions are most commonly used due to their versatility and lower computational
resource requirements for hardware implementation. Additionally, in the task of intelligent user
authentication for system access, it is necessary to have an exact match of parameters, meaning the
membership function u should be equal to 1 at only one point for all input dimensions. This is achievable
only with the use of triangular membership functions. The triangular membership function u is defined by a
triplet of numbers (a, b, ¢), and its value at point x is calculated according to the expression as shown in
Figure 3. If (a —b) = (b — ¢), then we get a symmetric triangular membership function, which can be
uniquely defined by two parameters from the triplet (a, b, ¢). The process of intelligent authentication in this
implementation relies on membership functions across three input dimensions of password verification:
length match, character match, and case match. Let's consider each of these criteria.

RULES
Crisp v
Input Fuzzy Input Fuzey Dutput Crisp Output
mey  Fuzzifier “ . Intelligence  * - Defuzzifier ===

Figure 2. Structure of fuzzy logic operation
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Figure 3. Triangular membership function

2.3. Length match criterion

=Y

This measurement evaluates how closely the length of the attempted password matches the expected
password length. The membership function for this criterion classifies the length match into ranges such as
short pgpore, adequate tagequates OF EXCESSIVE Lpycessive, allowing flexible responses depending on the
degree of match. In all three equations, L, denotes the number of characters in the attempted password, and
L. denotes the expected number of characters in the password. The membership functions for this criterion

are defined as:

— Short: indicates that the attempted password is significantly shorter than the expected one. The
membership function g, Tor this literal calculated as:

Le - La
L, '
0,

HUshort =

if Ly <L,

otherwise

— Adequate: represents a close or exact match in length between the attempted password and the expected

password length. The membership function (s gequate for this literal calculated as:

Lq .

L—e, if Ly <L,

= L,-L. . . ..

Hadequate =14 _ “L ¢ if 2L,>Ly,>L, Ui
e

0 otherwise i

— Excessive: indicates that the attempted password is significantly longer than the expected length. The
membership function g, c.ssive TOr this literal calculated as:

1 if Ly > 2L, L

L,-L., .. ..

HExcessive = L , if 2Lg >Lg > L, i
e

0 otherwise i

Character match criterion: this measures the similarity of characters between the attempted password and
the expected password. The evaluation determines the degree of character match, facilitating the next
stage of security control. It is based on calculating the percentage of matching characters in the attempted
password compared to the total number of characters in the password. The probability of character match
(Psymbot) is determined using the classic formula:

Py = Psymbol =m/n

where m is the number of matching characters in the password attempt, and n is the total number of
characters in the correct password.

Mismatch: Indicates a significant difference in characters between the attempted and the expected
password. The membership functions for this criterion iy ;smaccn are defined as:

Py
100

Umismatch = 1 —

Int J Elec & Comp Eng, Vol. 14, No. 6, December 2024: 6861-6873



IntJ Elec & Comp Eng ISSN: 2088-8708 O 6865

— Partial match: Reflects a moderate level of similarity in characters between the attempted and the
expected password. The membership functions for this criterion ppg tiqimaccn are defined as:

P, —50
1 - ]
_ 50
UpartialMatch = Ps

—, otherwise
50

if P.>50

— Complete match: Indicates a high degree of similarity in characters between the attempted password and
the expected password. The membership functions for this criterion pg,maccn are defined as:

Py
HruliMatch = m

— Case match criterion: This evaluates the case sensitivity of the password attempt compared to the
expected password, analyzing matches in terms of lowercase and uppercase letters, digits, or special
characters. The literals and membership functions for the "Case match™ input are identical to those for the
"Character match" input, with the only difference being that they consider the percentage of matching
cases (P.qse) instead of matching characters when the user inputs the password.

Let's consider the procedure for forming the rule base. Fuzzy rules are the foundation for decision-
making in fuzzy logic-based systems. They are formulated as conditional expressions that link input variables
to outputs, allowing the system to interpret and process ambiguous or partially true data to make decisions.
Fuzzy rules serve to model complex decision-making processes, mimicking human reasoning and providing
adaptability and flexibility under uncertainty. These rules are presented in Table 1, providing a clear structure
(rule base) for evaluating various levels of criteria compliance and determining corresponding actions or
outcomes.

Table 1. Rule base for the intelligent decision-making system

Length match Character match Case match Output parameter
Adequate Complete Complete Full access
Adequate Partial Complete Conditional access
Adequate Partial Partial Conditional access
Adequate Partial Mismatch Conditional access
Adequate Mismatch Mismatch Conditional access
Adequate Partial Partial Access denied

Short Partial Partial Access denied

Short Partial Mismatch Access denied
Excessive Partial Mismatch Access denied
Excessive Partial Mismatch Temporary lock

Fuzzy inference, determined by the aggregation of various input factors through fuzzy logic rules,
can be classified into four distinct outcomes:

— Full access: This outcome indicates complete approval of access without additional verification. It is
applied when the system's evaluation strictly meets the security criteria.

— Conditional access: This indicates granting access but with the requirement of additional verification steps.
This may involve re-entering the password or biometric confirmation to enhance security confidence.

— Access denied: Represents a scenario where access is not granted due to insufficient compliance with
security criteria. This indicates a moderate deviation from expected parameters and may include a
temporary restriction on access attempts.

— Temporary lock: Implies a significant deviation from access criteria or suspicious activity, leading to a
prolonged suspension of access attempts and blacklisting the source.

Each of these outcomes allows the system to tailor responses to various levels of verification
success, enhancing both security and flexibility in the authorization system. After application of fuzzy rules
to the fuzzified inputs, defuzzification aims to obtain a quantitative value (crisp value) for each output
linguistic variable. Formally, this is calculated by the formula:

L * X
y:Zﬂ. ;

Z,Ui
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Here, p; represents the membership degree of the i™ output fuzzy set, and x; represents the
corresponding output value. The use of fuzzy logic in password verification broadens the scope for
authorization systems by accounting for the complexity of human-entered data. This improves both security
and user experience, enabling effective decision-making in access control. In a fuzzy logic-based
authorization system, decision-making goes beyond binary outcomes, providing a more nuanced, intelligent
approach to access control. This not only allows for immediate rejection of service but also gives the user the
opportunity to correct input errors. In cases of radical non-compliance, such as in a brute-force attack on the
authorization system, the intelligent system can blacklist the source.

Data encryption algorithm Twine-Mersenne. Traditional algorithms such as RSA and elliptic curve
cryptography (ECC) are not suitable for most 10T environments due to the complexity of encryption and
decryption operations. The proposed method includes various security mechanisms to protect data and uses
clustering based on an intelligent algorithm, namely fuzzy logic, as well as data encryption in the form of a
lightweight Twine-Mersenne algorithm, the feature of which is the dynamic generation of S-boxes.

Algorithm for dynamic generation of S-boxes. Mersenne Twister (MT) is a widely used
pseudorandom number generator, and it is named after the Mersenne primes, a class of prime numbers named
after the French mathematician Marin Mersenne. Mersenne Twister is known for providing a very long
period (the length of the cycle after which the sequence of numbers of repeats) and for being fairly efficient
in computation. Another version of the Mersenne Twister algorithm that is widely used in scientific literature
is MT19937, which indicates that the period is 21971, which is the prime Mersenne number. There is also a
64-bit variant known as MT19937-64.

Using a shared initial key, the sender and receiver can independently create a matching series of
S-boxes, which is important for maintaining consistency in cryptographic protocols as shown in Figure 4.
This method allows for secure, efficient communication without transmitting actual S-boxes, minimizing the
risk of interception. It combines the benefits of randomness for security with the determinism needed for
strong encryption and decryption-called a diffusion layer. Each S-box is unique and generated from different
seeds derived from the Mersenne Twister, enhancing the encryption strength. Furthermore, this scalable
technique allows for synchronized encryption states and can adapt to various security levels, making it highly
practical for real-world applications.
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Figure 4. The flowchart of generating S-boxes using the Mersenne Twister algorithm
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Building the Mersenne Twister MT19937-64 algorithm implementation, let's extend the usage to
generate S-boxes. Each S-box generation will be based on a new pseudo-random number extracted from the
MT instance, which is seeded initially with a shared key. To create an S-box, we use an input counter from
0 to 255. This approach ensures both the sender and receiver, who know the initial shared key, can generate
the same sequence of S-boxes independently. This algorithm defines the Mersenne Twister class
(MT19937_64) as a deterministic shuffle function that uses Mersenne Twister to shuffle an array and a
function to create an S-box (create_sbox) by generating a seed for the shuffle using the shared key. The
create_sbox function initializes a list representing an 8-bit S-box, then shuffles it deterministically using a
pseudo-random number as the seed, ensuring both sender and receiver can generate the same S-box
independently as long as they share the initial key. The Tiny Mersenne Twister (TinyMT) is a variant of the
original Mersenne Twister designed for applications that require smaller state size and memory footprint. It
was developed to retain the original MT's strong pseudo-random properties while being better suited for use
in environments with limited resources, such as embedded systems or when handling multiple streams of
random numbers is needed in Figure 5. This algorithm defines the TinyMT64 class, which implements a
simplified version of the TinyMT algorithm for generating 64-bit pseudorandom numbers. It includes an
initialization method that sets up an internal state with a given seed and predefined parameters.

? TinyMT64.next sta%e)

Generate the next state of the generator

Define TinyMT64 class ¢

_ [
TinyMT64.init/J l

Update the state array with new values

TinyMT64.extfact_number/
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and predefined parameters e e A

) ¢ using temper()

Use seed and linear transformation Create_tinymt_sbdx/
to initialize state array = = v

Initialize TinyMT with shared key

TinyMT64.temper/ v
Y Create an 5-box with sequential values
Apply temper function to ¢,

improve output's statistical properties
\ P P prop Shuffle the S-box using
+ TinyMT-generated numbers

v

Return the shuffled S-box

\ F

wee (@)

Return tempered value

Figure 5. The flowchart of generating S-boxes using the TinyMT algorithm

The next_state method updates the generator’s internal state, and extract_number produces a
tempered pseudorandom number from the current state. The create_tinymt_sbox function demonstrates the
use of TinyMT to create a shuffled S-box, which is a key component in many cryptographic systems,
ensuring that a sender and receiver with a shared key can independently generate the same pseudorandom
sequence for secure communication or data encryption. In simulations with many instances of random
number generators (e.g., Monte Carlo simulations), TinyMT's smaller state size allows for more efficient use
of memory. This can be particularly beneficial in parallel computing environments or applications running on
GPUs where memory resources are shared among many threads.

Despite its smaller state size, TinyMT is designed to have good statistical properties for its outputs,
making it suitable for various applications, including simulations and games. However, it is important to note
that while TinyMT is designed for quality outputs, the specific requirements of an application (e.g.,
cryptographic security) should guide the choice of a random number generator. The proposed Twine-
Mersenne algorithm is a lightweight 64-bit block encryption algorithm based on the Twine algorithm with the
addition of a random number generator based on the Mersenne Twister for the (dynamic) generation of
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Shoxes. It is also capable of generating keys from 80 to 128 bits like the Twine algorithm but differs in that
Sboxes are generated dynamically for each session and this significantly increases the cryptographic strength
of the algorithm. It is worth noting that based on the generated keys of different sizes (80 and 128 bits), there
are two versions of the lightweight encryption algorithm, Twine-80 and Twine-128. In accordance with the
longest key length, Twine-128 has the optimal degree of data encryption security. However, unlike the
proposed Twine-Mersenne algorithm, the process of generating S-boxes in the Twine algorithm is static.

Comparative analysis of encryption algorithms. The analysis was conducted to compare the
performance of different data encryption algorithms on a desktop personal computer (PC) with a 3.10 GHz
Intel® Core™ i5 processor, 8 GB of random-access memory (RAM), and Windows 11 Professional.
MATLAB R2020b was used to model and evaluate encryption performance. Table 2 shows the comparative
effectiveness of several encryption algorithms in relation to Twine-80, Twine-128 and the proposed Twine-
Mersenne algorithm. Observations indicate that Twine's use of a 64-bit block is relatively standard and
efficient, compared to the block size of many other algorithms. On the contrary, unlike Twine-80, the key size
of Twine-128 is 128 bits, which is noticeably larger than its counterparts in the table. The things that stand out
about the Twine-80 and Twine-128 are the smaller code size of just 414 and 216 bytes, coupled with modest
RAM usage of 6.75 and 5.93 bytes. These attributes greatly highlight Twine's minimalist approach. To
quickly assess the cryptographic strength of various algorithms, a test was carried out with the generation of
short keys of no more than 5 bits in size. Subsequently, various attack scenarios were simulated, such as
saturation attack, impossible differential attack, key schedule-based attacks and others. The result of
cryptographic strength for various encryption algorithms is given in the last column of Table 2. The Twine-
128 algorithm runs for 36 and 24 rounds for Twine-80, which meets the need for robust security measures.
Minimal code and memory requirements make Twine a viable option for mobile 10T devices, radio-frequency
identification (RFID) tags, and other devices with limited computational resources, making it the most
optimal encryption solution in the field. However, the proposed Twine-Mersenne algorithm also runs for
24 rounds, and has a compact code size and minimal RAM usage, in addition to this, it has an increased
cryptographic strength.

Table 2. Comparative analysis between the Twine-Mersenne, Twine and other encryption algorithms

Encryption algorithm Block size, Keysize, Number of Codesize, RAM, Level of strong
bit bit rounds bytes byte cryptography
PRESENT 64 80 32 1738 274 Moderate
Simon 64 96 42 1370 188 Moderate
Speck 64 96 26 2552 124 Moderate
SIT 64 64 5 826 22 Moderate
AES 128 128 10 23090 720 High level
LEA 128 128 24 3700 432 High level
RC5 64 128 20 20044 360 Moderate
HIGHT 64 128 32 13476 288 Moderate
Lightweight encryption algorithm 64 128 9 823 144 High level
Twine-128 64 128 36 414 6.75 High level
Twine-80 64 80 24 216 5.93 Moderate
Twine-Mersenne-80 64 80 24 473 11.48 High level

This feature is also beneficial for devices with limited computing capabilities and the presence of
dynamic generation of S-boxes makes it an ideal candidate for deployment in the most vulnerable node of the
IoT network. In addition, it is worth noting the prospect of developing the Twine-Mersenne encryption
algorithm aimed at reducing energy consumption and increasing the efficiency of encryption/decryption
processes in real time. The proposed Twine-Mersenne algorithm has 16 subblocks of 4 bits each in Figure 6.
The pseudocode describes the encryption algorithm in Figure 7 Twine-Mersenne, which generates a secret
key. As previously noted, the proposed lightweight Twine-Mersenne encryption algorithm is ideal for its
implementation on embedded systems with limited computing resources.

The proposed Twine-Mersenne algorithm is easily implemented on 10T devices, in particular on
platforms such as FPGA, single-board computer Raspberry Pi and Arduino microcontroller. The choice of
device type depends on the task being implemented, its complexity, the required speed of the solution, the
speed of data encryption and financial capabilities. It is recommended to use FPGAs to solve complex
problems that require high processing speed. In turn, it is recommended to use Raspberry Pi to solve problems
using artificial intelligence. The Arduino microcontroller is quite suitable for simple data encryption tasks. The
implementation diagram of the general encryption process based on Twinne-Mersenne is presented in Figure 8.
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Figure 6. The architecture of the lightweight Twine-Mersenne encryption algorithm
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The Android Studio environment was used to implement this algorithm for cellular communications.
In our case, a microcontroller based on Arduino ESP32, the simplest and most common on the internet of
things environment, was used as an loT device for the simplest visualization of the data encryption process.
The Python programming language was used to implement the lightweight Twine-Mersenne encryption
algorithm. In this implementation, the input data to the Arduino ESP32 microcontroller is supplied in the
form of graphic images from a smartphone or digital video recorder (DVR). Next, the previously prepared
Twine-Mersenne data encryption algorithm implemented in the Python programming language is launched on
the Arduino ESP32. The algorithm performs a series of operations using XOR, dynamic substitution (S) and
permutation (p). As a result, encrypted data is transmitted over a secure communication channel to the cloud,
where end users already have the key to decrypt the data.

3. RESULT AND DISCUSSION

Figure 9 shows the result of encrypting input data in the form of images received from a smartphone
and a DVR using the lightweight Twine-Mersenne encryption algorithm. The development of a fuzzy logic-
based authorization algorithm is a significant advance in the field of Android application security. The
algorithm, created for the convenience of users, demonstrates the seamless integration of complex security
measures in the application. Figure 10 shows a diagram of the operation of fuzzy logic that implements
decision-making algorithms. These elements together form a robust structure that strengthens the application
and ensures a smooth user experience with security features.

Original Encrypted Original Encrypted
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Figure 9. Result of image processing using the Twine-Mersenne encryption algorithm
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Figure 10. Operating principle of fuzzy logic

The key features and advantages of the proposed model of cryptographic protection and authentication
for loT devices are:

— Ease of implementation and cost-effectiveness. The model promises to be cost-effective due to the use of
algorithms with small key size and low power consumption. This is important for 10T devices as they
reduce hardware and security costs.

— Applicability in various fields. The proposed model is not limited to specific 10T application areas such as
smart homes or medical wearables. It can be adapted for a wide range of applications, including cellular
security, making it versatile and attractive to developers.
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— Use of dynamically generated S-boxes. Dynamic S-boxes strengthen encryption security and make the
algorithm less vulnerable to various types of attacks. This significantly increases the reliability of the
proposed model in comparison with other lightweight ciphers.

— Practical implementation on Arduino ESP32. The successful practical implementation of the algorithm on
the Arduino ESP32 platform confirms its applicability in real-world conditions with limited computing
resources and power consumption. This is significant for 10T projects, where not only cryptographic
security is important, but also the economic efficiency of the solution.

4. CONCLUSION

Since the interconnected nature of 10T devices and cloud server systems makes them vulnerable to
various types of cyber-attacks, a scheme for providing cryptographic data transmission security and
intelligent authentication for 10T devices has been proposed. The use of the Twine-Mersenne algorithm with
dynamically generated S-blocks for encryption and the implementation of mutual authentication and
confidentiality will provide a high level of protection with inexpensive hardware implementation. The
proposed scheme is just one aspect of providing security for a wide range of applications in areas such as
smart homes, intelligent lighting systems, home climate control systems, security applications or wearable
sensors for healthcare applications.

In this paper, we considered a lightweight cryptographic algorithm that is used to ensure secure data
transmission and secure communication between the smart 10T devices and the cloud server. Considering the
small key size, low computing power, and low energy consumption, a simplified authentication and
encryption mechanism was proposed without compromising the quality of protection. For future works, we
will provide proof of concepts for protection against various attacks, the effectiveness of protection for
various hardware platforms, and the feasibility of using blockchain technology.
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