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ABSTRACT

The metaverse has emerged as an immersive and interactive virtual world that
has the potential to revolutionize various industries. The use of disruptive tech-
nologies, such as blockchain, artificial intelligence (AI), digital twin, internet of
things (IoT), cloud, big data, and cybersecurity, has and will play a significant
role in enhancing the capabilities of the metaverse. This paper provides a state-
of-the-art survey on the role of disruptive technologies in the metaverse. The
paper presents a taxonomy of the use of disruptive technologies in the metaverse
and a comprehensive literature review on the application areas of the metaverse
in education, healthcare, tourism, gaming, and smart cities. The paper com-
pares the adoption of technologies in the metaverse and identifies current and
future research directions. The paper contributes to understanding disruptive
technologies’ potential in the metaverse. It provides insights for researchers,
practitioners, and policymakers to explore the opportunities and challenges of
the metaverse.
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1. INTRODUCTION
Coined by Neal Stephenson in his 1992 novel “Snow Crash,” the metaverse is a term describing a

virtual universe without physical limitations, offering an immersive escape from real-life [1]. Recent techno-
logical advancements, particularly in virtual reality (VR), augmented reality (AR), Blockchain, and artificial
intelligence (AI), have propelled the metaverse concept into popularity. Rooted in early virtual worlds like Sec-
ond Life and World of Warcraft, the metaverse has evolved beyond these limited platforms. Today, it envisions
a fully immersive universe across various devices, allowing seamless transitions between physical and virtual
realms. Anticipated functionalities include socializing, business transactions, gaming, attending events, and
earning a livelihood. metaverse’s evolution has been driven by several factors: advances in technology, chang-
ing social norms, and the need for new forms of human interaction and collaboration. Technological advances
As society increasingly digitizes, the metaverse is seen as a natural extension of our online lives, offering new
opportunities for self-expression, community building, and economic growth.
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The ambitious metaverse concept necessitates the integration of diverse technologies to craft a lifelike
virtual world seamlessly. Achieving this objective entails metaverse developers embracing disruptive technolo-
gies like blockchain, artificial intelligence, virtual and augmented reality, 5G networks, and cloud computing.
The primary rationale for incorporating these technologies is to ensure scalability and interoperability. The
extensive computing power required for real-time interactions, complex simulations, and other functionali-
ties in a fully operational metaverse is addressed through technologies like blockchain, ensuring security and
transparency in digital assets and transactions. Virtual and augmented reality enhance user experience, while
artificial intelligence and machine learning contribute to the metaverse’s adaptive intelligence based on user
behavior. The speed and low latency of 5G networks guarantee a smooth user experience, and cloud computing
provides the requisite infrastructure for the metaverse’s growth. Adopting disruptive technologies is pivotal for
the metaverse’s success, facilitating the creation of a functional and captivating virtual world. Figure 1 shows
expected growth in the metaverse market value.

Figure 1. The expected metaverse market value in billion USD [2]

The paper contributions include a comprehensive survey of the role of disruptive technologies, namely,
blockchain, digital twin, IoT, cloud, big data, cybersecurity, and ai in the upcoming metaverse world presented
where the use cases/applications, benefits, and challenges of each technology are discussed. A taxonomy of
the use of disruptive technologies is created and analyzed, where the impact of each disruptive technology is
described, and related literature is summarized. The paper also presents a detailed comparison of the adoption
of technologies in the metaverse. Finally, the current and future research directions in adopting disruptive
technologies are also discussed and insights are presented.

The rest of the paper is organized as follows. Section 2 presents a state-of-the-art literature review
of the role of disruptive technologies in the upcoming metaverse world is presented. A taxonomy of the use
of disruptive technologies is developed and analyzed in section 3, where the impact of each disruptive tech-
nology is described. Section 4 presents a detailed comparison of technologies adoption in the metaverse. The
current and future research directions in adopting disruptive technologies are discussed in section 5. The paper
concludes with insights on the role of disruptive technologies in section 6.

2. LITERATURE REVIEW
In this section, we survey related work including some of the survey papers compiled in this area.

Furthermore, we will elaborate on implementing different disruptive technologies and their role in building
metaverse. There are many fields and areas in which metaverse will play a great role, but for this paper, we will
focus on some of the following areas.

2.1. Metaverse in education
The metaverse can redefine education by providing new and immersive ways of learning. For instance,

virtual classrooms where students can explore complex topics and collaborate with their peers and teachers,
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and immersive educational experiences that are difficult to replicate in the real world. The metaverse can also
overcome geographical barriers and provide personalized learning experiences that cater to individual needs
and preferences [3].

Kye et al. [4] explore using the metaverse for education with examples of using augmented reality
in medical education. They highlight benefits, e.g., new social communication and immersive experiences,
but also point out limitations like weaker social connections and potential maladaptation. Shu and Gu [5]
investigates the effectiveness of a smart education model enabled by the edu-metaverse in enhancing English
language learning outcomes. Results show that the engaged students demonstrated better performance than
those in traditional instruction. The study suggests improving teaching scenarios, focusing on core literacy-
based assessment, and enhancing teachers’ knowledge of the edu-metaverse to facilitate smart learning. Lee
and Hwang [6] explore how pre-service English teachers can use VR-making (VRM) and a metaverse platform
to design technology-enhanced learning environments. It finds that engagement with VRM can improve tech-
nological readiness and digital citizenship and lead to perceived pedagogical benefits, promoting sustainable
education.

The use of the metaverse as a framework for e-learning environments is proposed in [7], where a virtual
learning environment called e-learning environment (ELEM) is introduced. The authors discuss the challenges
faced by current e-learning systems based on the metaverse and suggest a framework for the metaverse specif-
ically for e-learning. Lee et al. [8] proposes a VR metaverse system for practical classes in remote education
due to COVID-19. The results show that the proposed system is more effective in acquiring knowledge than a
video training method [9].

2.2. Metaverse in healthcare
By creating virtual environments that simulate real-world medical situations in the metaverse, health-

care professionals can be trained and educated in a safe and immersive way. Patients can benefit from remote
consultations and treatments. Moreover, the metaverse can facilitate medical research and drug development
by providing a platform for simulating and testing new treatments.

The current applications of the metaverse in the healthcare industry is reviewed in [10]. The re-
view covers sub-domains of: telemedicine, clinical care, education, mental health, physical fitness, veterinary,
and pharmaceuticals, highlighting technical issues and solutions in each domain. The authors discuss research
challen ges that hinder the widespread adoption of metaverse technology in healthcare. Petrigna and Musumeci
[11] presents a literature review on the use of the metaverse in healthcare. This indicates the limited research on
the topic and discusses potential applications in health promotion, education and training, and research. Gondal
[12] explores how the metaverse, enabled by Blockchain and Web3 technologies, can revolutionize healthcare
by creating a virtual space for preventive-, personalized-healthcare, and collaborative treatment programs. Sim-
ilarly, Chengoden et al. [13] reviews the potential applications of the metaverse in healthcare, including medical
diagnosis, patient monitoring, training, surgeries, and therapeutics. The authors also identify challenges and
provide recommendations for future research directions. Risks and benefits from the metaverse for healthcare
are discussed in [14]. The discussion includes the use of AI-enabled technology to transform clinical workflows
and the risks for privacy and discriminatory outcomes. The authors recommend the development of regulatory
frameworks to ensure ethical standards are upheld.

2.3. Metaverse in tourism
Virtual tourism is being revolutionized by the metaverse, providing immersive and interactive experi-

ences for travelers. This allows people to explore destinations that may be inaccessible in real life, enhancing
their understanding and appreciation of cultural landmarks and heritage sites. In addition, personalized travel
recommendations and customized itineraries can also be generated to meet individual preferences and needs.

Monaco and Sacchi [15] discuss the potential benefits and challenges of the metaverse in the tourism
food and wine sectors. The authors highlight the impact of the metaverse on tourism sectors. Other re-
search [16] also explores the potential impact of the metaverse on the hospitality and tourism industry. The
authors propose a conceptual framework for creating metaverse experiences and identify research gaps and po-
tential agenda items that could benefit industry players. The work in [17] reports on their experiments on how
mixed reality (MR) can be used to enhance cultural heritage tourism experiences for Generation Z travelers.
They interviewed 18 Gen Z guests. Results show that MR technology can support the co-creation of experi-
ences between developers, service providers, destination marketing organizations (DMOs), and consumers.
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2.4. Metaverse in gaming
The metaverse has transformed the gaming industry by providing a highly immersive and interactive

virtual world for gamers. Players can create and customize their own avatars and explore vast virtual land-
scapes, interacting with other players and digital objects. The metaverse offers new and exciting gameplay
possibilities, including virtual sports and events, live concerts, and interactive storytelling experiences.

The work in [18] discusses the potential challenges and considerations for the gaming industry as it
moves towards a metaverse model. It highlights the importance of ecological responsibility and suggests mea-
sures that need to be implemented to protect minors and limit harmful content. Park and Kim [19] discusses the
potential of the metaverse as a medium for sustainable education and identifies five world types that can be used
for creating gameful experiences to enhance learning motivation. The study suggests that these world types can
be utilized in educational design created using the metaverse to provide innovative educational environments
and achieve sustainable development goals.

2.5. Metaverse in smart city
The metaverse virtual representation of cities enables live tracking and control of urban services, in-

cluding transport networks, utility systems, and security operations. Residents benefit from tailored services
that deliver personalized route suggestions and timely alerts about community events. Allam et al. [20] dis-
cusses the potential opportunities and challenges of the metaverse in smart cities, emphasizing environmental,
economic, and social sustainability. Suanpang et al. [21] presents a new open metaverse platform called the
”extensible metaverse” that promotes the concept of a smart travel destination as a new approach to using in-
novative information technology to support the hospitality and destination tourism industries. Allam et al. [22]
explore the potential contributions of the metaverse to environmental, economic, and social sustainability goals
in the context of smart cities. They acknowledge the ethical, human, social, and cultural concerns that need to
be addressed and offer insights for urban policymakers.

3. TAXONOMY OF USE OF DISRUPTIVE TECHNOLOGIES IN METAVERSE
In this section, we discuss seven disruptive technologies that we believe are foundational for the

success and the adoption of the metaverse. These technologies are further explored in Table 1 brief explanation
of each and a comparison of the categories. Table 2 shows the taxonomy of the disruptive technologies in
relation metaverse along with referenced papers. It demonstrates the main focuses of the cited papers.

Table 1. Disruptive technologies and their relation to the metaverse
Disruptive technology Explanation in relation with metaverse

metaverse and blockchain Blockchain technology is used in the metaverse to create secure and
decentralized applications and transactions.

metaverse and AI AI is used in the metaverse to enable natural language processing,
computer vision, and other intelligent features.

metaverse and digital twin Digital Twin technology are used in the metaverse to enable realistic
simulations and interactions with virtual objects.

metaverse and IoT IoT is used in the metaverse to enable real-time monitoring and control
of physical systems and objects.

metaverse and cloud Cloud can be used to host and deliver the infrastructure, applications,
and services that power the virtual world. For example, cloud-based
services can be used to support the development and deployment of

metaverse applications and games.
metaverse and big data Big data systems can be used to analyze the vast amount of data

generated in the metaverse to help identify patterns, trends, and
insights to inform the design, development, and deployment of

metaverse applications and services.
metaverse and cybersecurity Cybersecurity is essential to protect the virtual world and its users

from cyber threats. This includes securing user data and personal
information, protecting virtual assets, and preventing unauthorized

access to the virtual world.
metaverse and non-fungible token

(NFT)
Ownership of digital content such as digital art, virtual real estate, and
in-game items. NFTs enable creators to monetize their creations, prove

ownership, and establish a history of ownership, thereby increasing
their value and enabling their trading.
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Table 2. The metaverse applications taxonomy
Reference Blockchain AI Digital Twin IoT Cloud Big Data Cybersecurity NFT
[23]–[25] X
[26]–[28] X X

[29] X X X X X
[30]–[32] X X

[33] X X
[34]–[36] X

[37] X X X X
[38], [39] X

[40] X X
[41], [42] X
[43], [44] X X

[45] X X X
[46]–[48] X

[49] X X
[50], [51] X X X
[52] [53] X
[54]–[56] X

3.1. The role of blockchain in metaverse
MetaChain [23] is a newly proposed blockchain-based framework that addresses the challenges meta-

verse applications face. The framework uses smart contracts to manage interactions between metaverse service
providers and metaverse users and includes a sharing scheme to improve scalability. Using Stackelberg’s game
theory, an incentive mechanism is also developed to reward users for their contributions to the metaverse, at-
tracting more resources and users. Wei [26] propose gemiverse, a blockchain-based platform for professional
certification and tourism services that aims to address challenges in the traditional tourism industry. Gemiverse
offers specialized solutions and focuses on building immersive experiences for users. The platform aims to
become the first edutainment platform where players can turn their passion for career learning into real assets.
It combines career simulations and socially-focused games to engage players, and players can earn NFT and
tokens while learning.

A blockchain-based signature exchange protocol for the fair exchange of digital signatures in the
metaverse is proposed in [24]. The authors introduce a staking and time-out mechanism to ensure the protocol
is decentralized, verifiable, efficient, and autonomous. The authors conduct experiments on the live test network
of Ethereum and demonstrate that DFSE is feasible and efficient. Gadekallu et al. [29] provide a comprehensive
survey of the applications of Blockchain technology in the metaverse, discussing how Blockchain can help
address challenges in various aspects, including data acquisition, storage, sharing, interoperability, and privacy
preservation. The paper investigates the impact of blockchain on key-enabling technologies in the metaverse,
such as Internet-of-Things, digital twins, multi-sensory and immersive applications, artificial intelligence, and
big data. Yang et al. [30] provide a comprehensive overview of the integration of blockchain and artificial
intelligence (AI) in the metaverse, discussing the current state-of-the-art studies in the areas of digital creation,
digital assets, digital currency, and digital market, as well as the use of AI algorithms in the creation of avatars,
non-player characters, and AI-based activities within the metaverse. Additionally, the paper explores the role of
Blockchain in the metaverse and its use in cryptocurrency, transaction characteristics, Blockchain-empowered
markets and authentication, and governance.

A survey of the role of blockchain and intelligent networking technologies in the development of the
metaverse is presented in [25]. The survey discusses the development trend, characteristics, and architecture of
the metaverse, followed by a review of existing work on blockchain, networking, and the combination of the
two technologies, including overviews, applications, and challenges. Maksymyuk et al. [27] propose a novel
framework for managing decentralized service provision in the metaverse of things (MoT), which involves
synchronized data flows from operators and wearable devices. The method is based on dynamic fine-grained
data flow allocation and service selection using NFTs, which can be traded over the blockchain among users
and operators in a decentralized mobile network environment.

3.2. The role of AI in metaverse
MetaAID is proposed in [33] as a flexible metaverse AI technology framework, which supports the

development of digital twins and virtual humans using various AI technologies. The framework includes com-
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mon functional modules and interfaces for different industries, and the experimental results demonstrate that it
can support AI technologies in developing metaverse applications in different industries. Ali et al. [31] propose
using the metaverse, artificial intelligence, and Blockchain technology to create a secure and immersive health-
care system where patient data is stored on the Blockchain and analyzed by explainable AI models for disease
diagnosis and prediction. Chang et al. [34] discuss the potential of integrating 6G-enabled edge AI into the
metaverse and propose three new edge-metaverse architectures that leverage 6G-enabled edge AI to overcome
resource and computing constraints. The paper also highlights the technical challenges facing the integration
of 6G-enabled edge AI into the metaverse and provides a comprehensive introduction to advanced methods
for addressing these challenges. Huynh-The et al. [32] explore AI’s role in the metaverse’s development and
foundation. The authors provide a preliminary overview of AI and its role in the metaverse, followed by an in-
vestigation of AI-based methods related to six technical aspects (natural language processing, machine vision,
blockchain, networking, digital twin, and neural interface) and their potential for the metaverse. The authors
also explore several AI-aided applications, such as healthcare, manufacturing, smart cities, and gaming, and
how they can be deployed in virtual worlds. Ali et al. [36] explores the role of artificial intelligence (AI) in the
development and foundation of the metaverse and investigates AI-based methods for the metaverse. The paper
also explores several AI-aided applications and how they can be deployed in virtual worlds. The work in [35]
explores the use of simulation and virtualization technologies, artificial intelligence diagnostic tools, and meta-
verse healthcare systems in 3D immersive environments, which is instrumental in diagnostic and therapeutic
services, enabling remote patient monitoring in decentralized 3D VR environments.

3.3. The role of digital twin in metaverse
Banaeian and Rad [37] explore the digital twins use in the metaverse and propose a three-layer archi-

tecture for linking the physical world to the metaverse. Security and privacy challenges of using digital twins
in the metaverse are discussed, focusing on using Blockchain and non-fungible tokens. Lv et al. [38] discuss
using digital twins to map tangible and intangible real-world objects to the metaverse, including social relations
models. The paper highlights the potential of digital twins to reshape the physical world into a virtual digital
space and provides technical support for constructing the metaverse. The application of digital twins technol-
ogy and the metaverse in fluid machinery is discussed in [39]. The work in [40] proposes using digital twins to
assess and monitor personal health based on factors such as behavioral, vital signs, or observed symptoms.

3.4. The role of IoT in metaverse
Zhang et al. [41] propose a framework that integrates metaverse and intelligent transportation systems

to improve driving safety and decrease traffic accidents. Hancock [43] discusses using virtual and augmented
reality technologies, medical imaging devices, wearable biometric sensors, and AI-enabled healthcare deliv-
ery in immersive 3D virtual worlds and multisensory environments. They highlight the potential benefits of
using these technologies in healthcare,e.g., remote patient monitoring. The work in [44] discusses wearable
healthcare monitoring devices, 3D medical imaging data, and virtualized care systems in the decentralized and
interconnected metaverse. The potential of using virtual reality technology and wearable devices to diagnose
and treat health issues remotely in the metaverse is reviewed in [42]. An approach for converging physical
and cyber worlds through the IoT-inspired metaverse is presented in [45]. The authors present six typical IoT
applications in the metaverse and four pillar technologies, including responsible AI, high-speed data commu-
nications, cost-effective mobile edge computing, and digital twins. They highlight requirements for building
IoT-inspired metaverse and discuss the open issues and challenges.

3.5. The role of cloud in metaverse
A hybrid fog-edge computing architecture for metaverse applications is proposed in [46] that lever-

ages edge devices to reduce latency and improve visualization quality and can effectively solve issues associated
with centralized metaverse architectures. In the same line, Cai et al. [47] discusses how metaverse applications
will accelerate the merging of the cloud into the network, leading to highly distributed compute- and data-
intensive networks becoming universal compute platforms. The work describes the requirements of metaverse
applications and outlines a comprehensive cloud network flow mathematical framework for end-to-end opti-
mization and control. A comprehensive overview of the metaverse, covering its development status, technical
framework, social framework, hyperspace, social and temporal-spatial characteristics, first application areas,
challenges, and problems, is presented in [48]. Allison et al. [49] discuss scalability challenges in using im-
mersive 3D virtual worlds for education and explore the possibility of using cloud computing to support high,
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short-lived peak demand. It presents performance results of cloud-based virtual world hosting and develops a
context for deploying immersive education environments to meet scalability challenges.

3.6. The role of big data in metaverse
The work in [57] explores the potential of big data and metaverse technology in improving business

operations, particularly in Indonesia. The authors suggest that these technologies can help businesses under-
stand consumer behavior, needs, and wants, improving efficiency and reducing costs. However, there are still
challenges to adoption, including a lack of available talent and infrastructure. The recent developments in big
data technologies and their applications to the metaverse are surveyed in [50]. The survey investigates key ar-
eas of application and technologies adopted in the virtual world sector, suggesting that big data and metaverse
technology will merge and become the most influential areas in the following decades.

3.7. The role of cyber security in metaverse
Pooyandeh et al. [51] discuss the importance of cybersecurity in an AI-based metaverse, highlighting

vulnerabilities and attack types. Biometric data is the most vulnerable aspect of the network. The paper sug-
gests integrating blockchain to reduce risks associated with biometric authentication. The work in [52] surveys
existing security and privacy countermeasures and outlines open research directions for building future secure
and privacy-preserving metaverse systems. Figure 2 shows integrating the metaverse layered architecture with
disruptive technologies. A secure and efficient data-sharing scheme for metaverse healthcare systems using
attribute-based encryption (ABE) is proposed in [53], which supports constant encryption computation over-
head through a multi-server structure and provides cipher text validity and equivalence detection for secure
deduplication. The proposed scheme ensures the freshness of healthcare data while increasing the utilization
of the medical center’s private server.
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Figure 2. The integration of the metaverse layered architecture with disruptive technologies

3.8. The role of NFT in metaverse
Hwang [54] examines the effectiveness of incorporating a metaverse in maker education, specifically

creating NFTs and a virtual exhibition. The study found that participants who received the metaverse treatment
showed improvement in creative cognition, a sense of achievement, and ownership of their products. The paper
suggests expanding the thinking, making, sharing, improving (TMSI) model to thinking, making, improving,
owning, and sharing (TMIOS) to include ownership as a key aspect of maker education. The work in [55]
discusses how money, possessions, and ownership change as consumption shifts to the digital and virtual
realm. The paper examines the role of cryptocurrencies, algorithmic collectibles, and NFTs in this shift and
their implications for artists, art institutions, buyers, and investors. New forms of ownership, such as fractional
ownership and fractionalized property rights are aslo explored.

The challenges and prospects for intellectual property (IP) lawyers in the digitalized world of NFTs
and the metaverse are discussed in [56]. The paper examines the role of IP laws in protecting these assets.
The work argues that this technological advancement presents both promise and peril for content creators and
consumers and that IP lawyers have an important role in navigating the legal challenges that arise. In addition,
Kahramann [28] explores the development of virtual life and the positive and negative effects of the metaverse
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on people and real life. Technologies such as blockchain, deepfake, cryptocurrency, avatar, and NFT are
covered.

4. COMPARISON OF THE ADOPTION OF TECHNOLOGIES IN METAVERSE
In this section, we will compare metaverse’s disruptive technologies. When comparing and contrasting

these categories, there are a few key dimensions to consider: i) definition and scope, ii) application, and iii)
challenges. Table 3 shows a briefly explained comparison. The disruptive technologies discussed above have
several applications in different areas. Table 4 shows how much impact or application those technologies have
on some areas. Figure 3 shows the challenges and opportunities that arise for various disruptive technologies
when used in the metaverse context.

Table 3. Compare and contrast metaverse disruptive technologies
Description and scope Application Challenges

Metaverse and
blockchain

The integration of blockchain
technology with the metaverse for
secure and scalable decentralized

transactions.

Secure and decentralized
transactions, ownership of virtual

assets, digital identity, and
reputation systems.

Scalability, interoperability, and
regulatory issues.

Metaverse and AI The use of AI to speed up the
creation of lifelike virtual

environments.

Enhancing user experience,
intelligent agents, and generating
realistic virtual environments for

different domains.

Privacy, trustworthiness, and
security.

Metaverse and
digital twin

Creating and managing virtual
replicas of physical objects and
environments in the metaverse.

Remote monitoring, simulation, and
analysis of physical objects and
environments, as well as virtual

prototyping and testing.

Data integration and
synchronization between physical
and virtual worlds, ensuring the

accuracy and reliability of digital
twins.

Metaverse and
IoT

Enabling seamless interaction
between the physical and virtual

worlds.

Seamless interaction between
physical and virtual worlds, as well
as new applications in healthcare,
transportation, and entertainment.

Interoperability and compatibility
between IoT devices and platforms,

privacy and security.

Metaverse and
cloud

Enable users to access virtual
environments from anywhere in the

world.

Gaming, social networking,
e-commerce, education, and

healthcare.

Data volumes, scalability, and
availability.

Metaverse and
big data

Collection, analysis, and
visualization of data within virtual

environments.

Virtual market research,
personalized advertising, predictive

analytics, insights gaining, and
informed decisions.

Data volume, velocity, variety,
veracity, and value.

Metaverse and
cybersecurity

Secure virtual transactions,
communication, and protection

against virtual threats.

Secure virtual transactions,
communication, collaboration, and

protection against virtual threats
like malware and cyberattacks.

Identification and protection against
virtual threats, compliance with

relevant data protection and privacy
laws.

Metaverse and
NFT

Ownership of virtual assets,
authenticity, provenance, and their
monetization within the metaverse.

Digital arts, virtual games, virtual
marketplaces.

Cross-environment asset tracking
and ownership history, scalability of

transactions, as they rely on
blockchains.

Table 4. Innovative applications of disruptive technologies
No. Innovative application Cloud IoT Digital twin Cyber Sec Big data AI Block chain
1 Retail powerhouse platform Low High High Medium High High Medium
2 Service marketing Medium Low Medium High High High Medium
3 Customer support and engagement Medium Low Medium High High High Medium
4 Smart cities Medium High High Medium High High High
5 Health and safety High High High High High High High
6 Digital 3D printing Low High High High Medium High Low
7 Critical facility monitoring Low High High High Medium High Medium
8 Supply chain Medium High High High Medium High High
9 Digital currency Low Low Medium Medium High Medium High
10 Autonomous driving Medium High High High High High Medium
11 Electric cars charging Low Medium High Medium High High Medium
12 Virtual augmented reality Medium High High High High High Medium
13 Crowd monitoring Medium High High High High High Medium
14 Genomics applications Low Low High High Medium High Medium
15 Pandemic response Medium High High High High High Medium
16 Mass vaccination Medium High High High High Medium Medium
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Figure 3. Disruptive technologies opportunities and challenges in the metaverse

5. CURRENT AND FUTURE RESEARCH DIRECTIONS
A crucial research gap in the metaverse field is developing a fully functional version. Existing versions

have limited scope, necessitating further research for infrastructure, standards, and protocols to ensure seamless
integration of virtual worlds. Disruptive technologies like AI and Blockchain contribute to features such as
intelligent agents and decentralized virtual economies. Yet, challenges arise from the virtual world’s scale,
complexity, and decentralization. In the following, we discuss in more detail the research gaps.
a. Technical infrastructure: metaverse research focuses on scalable and secure technical infrastructure, em-

phasizing the challenge of a decentralized system for digital asset creation. Technologies like Blockchain
are explored. Efficient protocols for communication, data exchange, and resource management within the
metaverse are also crucial areas of investigation.

b. User experience: the metaverse’s success relies on a user-friendly experience with an immersive inter-
face. Designing for accessibility, including users with disabilities, is a challenge. Researchers explore
technologies like virtual reality, augmented reality, and natural language processing for more intuitive user
experiences.

c. Social dynamics: in the metaverse, understanding social dynamics involves researching identity systems
for privacy, trust mechanisms for safety, and the impact of social norms and cultural differences on user
behavior.

d. Accessibility: the metaverse should be accessible to everyone, regardless of their abilities. Researchers
could explore ways to create virtual environments that are accessible to people with disabilities, and develop
assistive technologies that can enhance the user experience for everyone.

e. Governance: in the decentralized metaverse, effective governance is crucial. This includes standards for in-
teroperability, dispute resolution protocols, and community governance mechanisms. Researchers explore
models like decentralized autonomous organizations (DAOs) for transparent and democratic metaverse gov-
ernance.

f. Economic models: the metaverse is expected to generate new economic opportunities, and there is a need
to develop sustainable and equitable economic models that can benefit all stakeholders. This includes the
development of mechanisms for creating and exchanging digital assets, protocols for micropayments, and
models for revenue sharing. Researchers are exploring new economic models, such as tokenization and
NFTs, to create new economic opportunities in the metaverse.

g. Legal and regulatory frameworks: as the metaverse grows, legal frameworks are needed to cover intellec-
tual property, liability, and jurisdiction. This includes regulations for digital assets, virtual currencies, and
dispute resolution. Researchers explore innovative legal structures like smart contracts and decentralized
arbitration for a transparent metaverse.

h. Ethical considerations: The metaverse prompts ethical considerations on behavior, privacy, and security,
requiring guidelines. This involves ethical virtual and augmented reality standards, responsible data use, and
user treatment. Researchers explore digital ethics and ethical AI frameworks for a responsible metaverse.
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6. CONCLUSION
The metaverse, a transformative digital frontier, has the potential to revolutionize interactions across

various industries. It creates an immersive virtual world by combining disruptive technologies such as
blockchain, AI, IoT, digital twin, cybersecurity, cloud, and big data. Blockchain enables secure peer-to-peer
transactions and virtual asset ownership, while AI enhances realism in the metaverse. IoT connects physical
objects to the virtual world, and digital twin technology creates replicas for training and simulation. Cybersecu-
rity safeguards user data, and cloud and big data handle vast amounts of information. However, the metaverse
poses challenges, particularly in cybersecurity and data privacy. Robust measures are needed to address hacking
and fraud; clear guidelines are essential for user data protection. The metaverse is a dynamic and transforma-
tive realm, requiring careful consideration of disruptive technologies and challenges to ensure a secure and
inclusive future. The metaverse will play a very important role in revolutionizing different industry areas like
real estate, healthcare, education, entertainment, retail, gaming, smart cities, tourism, banking systems, and
communication, and more research and development are needed to utilize and maximize the potentials of the
metaverse.
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