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 The internet of things (IoT) has transformed the way appliances and devices 

are connected and especially in the case of smart homes, in which smart 

devices can communicate through networks to improve everyday activities. 

However, it might be difficult to provide a high level of security for the data 

produced by these devices. Current security mechanisms might not always 

function adequately in all circumstances, especially when the number of 

devices increases. This research proposes an edge IoT-based smart home 

authentication scheme that adopts IPv6. For devices that use a smartphone 

application, it also offers a passwordless user authentication approach 

through the use of the smartphone ID and biometrics. The proposed 

authentication scheme was simulated to verify its ease of use and security. 

Security and cost analysis was also performed by reviewing and comparing 

the proposed scheme with previous research on IoT authentication systems. 

This research finds that the proposed authentication scheme is efficient at 

shielding home IoT networks from possible attacks, as well as maintaining a 

high level of usability. 
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1. INTRODUCTION 

The internet of things (IoT) has been identified as the next reasonable evolutionary expansion stage 

of the Internet into the physical world. IoT is the widespread connection of devices capable of interacting 

with one another and sharing data to a more extensive network, from which the shared data may be used to 

extract value. Each device must have a unique identifier and relies on embedded technology to detect and 

collect data about itself and its surroundings and transmit them to other devices or hosts. However, the 

expansion of IoT renders the local network behavior alien to traditional network administrators [1]. 

Subsequently, these devices, and their data, must be connected and examined to make better informed 

judgments. While the technological hurdles are intriguing in and of themselves, from an industrial and 

business standpoint, IoT represents tremendous potential to harness untapped data and knowledge to 

revolutionize and construct new industrial processes and business models. 

Previous research has identified that various definitions of IoT exist in different contexts. For 

instance, i) Gartner [2] defines IoT as a “network of physical objects that contain embedded technology to 

communicate and sense or interact with their internal states or the external environment”; ii) IBM [3] refers 

to IoT as “a network of physical devices, vehicles, appliances, and other physical objects that are embedded 
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with sensors, software, and network connectivity, allowing them to collect and share data”; and iii) the 

International Data Corporation (IDC) [4] refers to IoT as “a network of uniquely identifiable endpoints (or 

things) that communicate without human interaction using IP connectivity” [5]. 

Research in 2021 forecast that the number of connected IoT devices would reach 35.82 billion 

worldwide that year and 75.44 billion by 2025 [6]. The impact of IoT is predicted to be astonishing in the 

near future and the increasing connectedness will radically alter how users interact with everyday items. 

More decisions may be made based on evidence, rather than intuition or habit, and data-driven decision 

making will prove to be more efficient and lucrative in everyday operations. Industry processes and systems 

will be better controlled and monitored, increasing overall safety. Quality of life will also rise as a result of 

the time, money, and energy savings associated with these improvements. New services may also be 

developed in the resulting data-rich environment, enhancing human well-being [5]. 

A business that adopts IoT can expect improved security, efficiency, and convenience. Hazardous 

settings and workplaces can be more precisely quantified, and risks can be controlled more easily. Increased 

knowledge about working circumstances enables choices to enhance comfort and, as a result, productivity. 

For example, a more localized thermostat may indicate temperature variances between the different areas in 

certain workplaces. Adjusting the temperature or lighting in places that are being used could also lower 

energy expenditure and increase efficiency. Monotonous activities could be automated, resulting in less 

downtime and increased productivity, accuracy, and outcomes. Leveraging these advantages enables 

employers to increase employee satisfaction and retention, which could result in increased revenues and a 

reduction in the investment involved in staff turnover [5]. Another possible use of IoT technology is in the 

home, for the purposes of improving the quality of life, greater spending efficiency, and increased control of 

resources. Edge-based IoT computing connects smart devices, products, and appliances to the Internet to 

improve the consumer experience.  

Without a doubt, each change brings with it both rewards and obstacles that must be faced. For 

instance, security poses a challenge in the realm of IoT. It is essential to establish and maintain principles and 

functionalities that ensure a network’s functionality. This includes implementing measures such as 

authentication, confidentiality, end-to-end security, and integrity [7]. With the growth of technology and its 

widespread use, there is an increasing need for secure methods of communication and password storage [8]. 

Despite the advancements in internet-connected devices, online account passwords are still vulnerable to 

theft, cracking, and hacking. It is even possible for fraudsters to purchase user credentials from online media 

platforms. Numerous data breaches have occurred globally, affecting many international organizations. 

Therefore, passwordless authentication facilitates a more secure online account login [9], [10]. 

With regard to the advancements in smart home (SH) technologies, IoT data must be protected to 

ensure a high level of security and reasonable reliability. Due to the increasing number of IoT devices, 

however, current addressing systems and security protocols may not always work effectively, which leads to 

security vulnerabilities. Throughout the development and operation of devices and hubs, prioritizing security 

measures is paramount, including availability, authentication, and key management. Enhancing 

authentication methods can provide a safe, user-friendly, and convenient environment for all types of users 

who wish to use SH IoT systems. 

This research contributes to the body of knowledge by proposing a multifactor passwordless secure 

authentication scheme. The proposed scheme adopts internet protocol version six (IPv6) and provides a one-

time password (OTP), biometric authentication, user and device identification, and an encryption key. By 

doing so, the scheme aims to address a balance between security versus usability, which means increasing 

security while reducing complexity. In addition, the proposed scheme ensures a one-time setup mechanism, 

as well as enabling biometric verification in mobile phones and eliminating the use of passwords through a  

passwordless authentication method.  

The rest of the paper is organized as follows. Section 2 discusses related work. This is followed by 

the details of the methodology in section 3. Section 4 presents the experimental results and related discussion. 

Section 5 concludes this work and offers directions for future work. 

 

 

2. RELATED WORK 

IoT is an emerging concept that is increasingly being adopted in the contemporary wireless 

telecommunications landscape. The underlying principle of this concept is the ubiquitous existence of diverse 

entities or artifacts, including radio-frequency identification (RFID) tags, sensors, actuators, and mobile 

phones. These entities possess the ability to engage in interactions and collaborate with neighboring entities 

to achieve shared objectives through distinct addressing mechanisms [11].  

The fundamental advantage of IoT idea lies in its substantial impact on various aspects of everyday 

life and the behavior of potential consumers. IoT is expected to have significant implications for both 

professional and domestic domains, as perceived by individual users. In the given context, potential 
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application scenarios in the near future, such as home automation, assisted living, e-health, and enhanced 

learning, represent a limited selection of examples wherein the new paradigm is expected to have a 

substantial impact. From the standpoint of a business user, the value of this phenomenon is particularly 

evident in various fields, including automation and industrial production, logistics, business/process 

management, and the intelligent transportation of people and things [11]. Furthermore, IoT can be used to 

develop smart cities, smart grids, and intelligent logistics [12]. 

The Internet has made progress over the years by connecting billions of nodes worldwide. These 

nodes come in various sizes and with different capabilities and computing capacities, enabling them to 

support a wide range of possible applications. As a result, the traditional Internet evolved into IoT, which can 

now connect objects and incorporate intelligence into the system to analyze specific data from objects 

intelligently and make autonomous decisions that are beneficial. Therefore, IoT has the potential to create 

applications and services that users could not previously have imagined [13]. 

As stated earlier, IoT does not have a unified agreed-upon definition. Rather, different groups, such 

as academics, researchers, practitioners, innovators, developers, and business executives, have offered their 

own interpretations of the concept. However, the notion of IoT is commonly attributed to Kevin Ashton, a 

specialist in innovation. Although these groups have different definitions, they all agree that the initial 

iteration of the Internet primarily revolved around data produced by humans; the next version revolves 

around data generated by objects [14]. A comprehensive description of IoT is that it is a network of devices 

that can organize themselves autonomously. These devices are capable of exchanging information and 

resources among themselves, whereby they can respond and adapt to events and changes in their environment 

[14]. Interestingly, the concept of IoT went through a series of important key events, as summarized in 

previous research [15].  

The concept of IoT has become increasingly popular and widely discussed in the information 

technology industry. Over the past decade, for example, IoT has gained attention for its vision of a network 

in which physical objects can be connected and communicate with each other at any time and from anywhere 

[16]. By assigning an identifier to each object, IoT creates a network that facilitates communication between 

humans, between humans and objects, and between the objects themselves, essentially connecting everything 

in the world [17]. Use of IoT envisions a future in which almost everything can be interconnected and 

communicate intelligently. Whereas users usually associated a “connection” with devices such as servers, 

laptops, tablets, and phones, IoT takes it further by connecting sensors and actuators embedded in objects 

such as roads or pacemakers through wired or wireless networks, and sometimes using the internet protocol 

(IP) to connect to the Internet. The data collected by these networks are then sent to computers for analysis. 

When objects can perceive their surroundings and communicate within them, they become tools for 

understanding complexity and responding quickly. 

This technological advancement has improved many aspects, as it involves the implementation of 

information systems that can function independently. In practice, IoT refers to the process of coding and 

connecting everyday objects so that they can be easily identified and tracked using the internet [17]. A major 

part of the existing content related to IoT has been developed using RFID tags and IP addresses, which are 

connected to a network [18]. 

The idea of the smart home began in the late 1960s, when computer enthusiasts, such as Jim 

Sutherland, began installing computers in their homes for various reasons [19]. When personal computers 

became widely available in the late 1970s, the on-site control and automation of household appliances 

attracted enthusiasts. At a time when a domestic Internet service was not yet widely accessible, remote 

control was accomplished via decoding dual-tone multi-frequency signals sent over telephone lines [19]. 

Although research into smart homes has advanced, actual use remains very limited. Greichen [20], the 

development of the SH market came after a decade of study and deployment. Although it is anticipated that 

other needs may emerge as the concept of the smart home matures, the key requirements determined in 

previous research include heterogeneity, self-configurability, extensibility, context awareness, usability, 

security and privacy protection, as well as intelligence [19]. 

Stallings et al. [21] noted that insufficient confidentiality, integrity, and security of data in IoT can 

potentially jeopardize the technology’s broad adoption. As discussed before, securing IoT devices is further 

exacerbated by their resource-constrained nature, which suggests that solutions for attack mitigation and 

privacy protection that operate on conventional networks cannot easily be implemented on IoT networks. 

Once an IoT device is hacked, the attacker can also control how the device routes and forwards information. 

In addition, by targeting network devices, attackers can gain access to data collected and transmitted by IoT 

devices.  

Digital user authentication establishes trust in user identities supplied to an information system 

electronically. The authenticated identity may be used to assess if the authenticated person is permitted to 

execute certain duties. There are four distinct methods for verifying a user’s identity, which may be used 
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alone or in combination: i) something the person knows, ii) something the person possesses, iii) a physical 

characteristic of the person (i.e., static biometrics), and iv) a characteristic of something the person does (i.e., 

dynamic biometrics). Where more than one method is used, this is referred to as multifactor authentication. 

The effectiveness of authentication systems depends on the number of elements they incorporate. 

Implementation with two factors is considered stronger than that with one factor, and implementations with 

three factors are believed to be even stronger [21]. Numerous studies have been conducted on authentication 

systems. Each study explored authentication from a variety of perspectives. For instance, one comprehensive 

overview of existing researcher schemes considered criteria and commonalities [22]. 

In assessing what a person knows, one study [12] compared various authentication schemes and 

discussed in detail the authentication scheme presented in another paper [23], which presented the idea of 

having a control server for multiple cloud servers. The control server would ensure authentication when the 

cloud servers were spread out. To assess the authentication, password, and identity management capability, 

the researchers implemented six procedures: cloud server registration, user registration, registering for an 

account, authentication, resetting and updating the password, and altering one’s identity.  

Another authentication scheme proposed a resource-efficient secure remote user authentication 

(SRUA-IoT) strategy for the internet engineering task force’s IPv6-over-LoWPAN (6LoWPAN)-based IoT 

networks [24]. The proposed approach authenticates users before obtaining real-time data from sensors 

deployed in 6LoWPAN-based IoT networks. The technique accomplishes the authentication and key 

establishment procedure by using a lightweight, secure hash algorithm (SHA-160) and an advanced 

encryption standard (AES-192).  

A novel remote user authentication (RUA) technique for using smart cards to authenticate users in 

wireless sensor networks has also been discussed [25]. The researchers found that smart cards could 

authenticate and operate IoT devices by calculating a session key from the authentication key. In the same 

context, other research proposed an authentication scheme based on RUA for cloud-IoT applications [26], 

[27]. The system’s security defenses have six stages: pre-computation, registration, login, authentication, 

password change, and smart card revocation.  

Kumar and Chouhan [28] propose a smart card-based secure addressing and authentication 

(SCSAA) method that uses smart cards to give SH appliances and devices individual addresses. The main 

contribution of their work is divided into two parts: secure addressing and secure authentication. Their 

method uses a good balance between an addressing scheme and an authentication scheme that adopts the 

mobile IPv6 and a secure scheme utilizing multifactor authentication via a smart card, password, and 

biometrics. Their method focuses on SH IoT applications and how to allow remote users to control IoT 

devices securely. A distinctive identifier is the modified unique 64-bit interface ID (IID). For authentication 

purposes, the identification is saved on the user’s smart card, the edge server, and the home server. The edge 

server receives requests from users for access to SH devices and appliances by encapsulating the IID bits in 

each packet, which contains the packet’s final 64 bits of the IPv6 format.  

Subsequently, when a user requests a packet, the edge server retrieves the IID bits from that packet 

and checks them against the unique identification pre-stored in the edge server database. The home server 

stores this 64-bit object during the registration process and sends it to the user end via a smart card.  

Kumar and Chouhan [28] login authentication phase is triggered when the user receives the smart card and 

session key. The login and authentication procedure are based on multifactor authentication, which includes 

three characteristics: first, something you know (the password); second, something you are (biometrics); and 

third, something you have (the smart card). 

The authentication scheme proposed in the current paper is an enhancement of Kumar and Chouhan 

[28] scheme, which was proposed to enable edge IoT-based SH devices to manage authentication by 

presenting the SCSAA method. In this research, the smart card model is enhanced through a mobile phone by 

adding an extra layer of protection, an OTP, while maintaining better user usability by utilizing the 

encryption method through a user authentication server (UAS) to provide a much more convenient 

passwordless authentication methodology. Therefore, this research proposes a multifactor passwordless 

secure authentication scheme that uses IPv6 and will provide an OTP, biometric authentication, user and 

device identification, and encryption key for passwordless authentication. 

 

 

3. METHOD  

As stated earlier, this research builds on Kumar and Chouhan [28] scheme. However, instead of 

using a smart card, the proposed authentication depends on the mobile phone subscriber identity module 

(SIM) card for user registration. It also relies on a mobile authenticator application to provide login 

authentication using OTP or biometrics, which can be limited by the smartphone capability of either 

fingerprint or face recognition. As shown in Figure 1, the main difference between Kumar and Chouhan [28] 

scheme and the scheme proposed in this research is mobile phone enablement, which will increase the 
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usability and security of using and controlling SH devices and entities. The proposed authentication scheme 

has five main components: 

a. Home gateway: Enables the device to connect to the Internet in a home network. 

b. UAS: Stores user information such as mobile device ID, user ID, IP address, and a public key for 

authentication purposes. 

c. Edge node server (ENS): Acts as a centralized server for controlling and monitoring aspects of the 

SH system. 

d. Smart home server (SHS): Assigns addresses and identifies all SH devices/appliances. It also handles 

the encryption and decryption of data packets. New users can only register once they are successfully 

validated by the SHS. 

e. Smart home mobile application: Serves as the platform upon which users interact and communicate 

with the SHS and their connected devices. 

 

 

 
 

Figure 1. Comparison of Kumar and Chouhan [28] authentication approach and the proposed scheme 

 

 

As suggested in Figure 1, Kumar and Chouhan [28] authentication scheme consists of six phases: 

initial phase, addressing phase, registration phase, login authentication phase, session agreement phase, and 

password update phase. The proposed authentication scheme uses both the initial phase and the addressing 

phase without any modifications. However, as the proposed solution is a passwordless authentication scheme, 

the last phase was removed. In addition, the registration, login, and session agreement phases were enhanced 

as follows. 

 

3.1.  Summary of the enhancement of the registration phase 

In the proposed authentication scheme, the user makes a request to the SH mobile application via 

the user’s SIM card, whereby the UAS receives the registration request and sends an OTP asking for user 

verification. The OTP will expire after 60 seconds if the user is not verified. The SH mobile application will 

send the device ID and the user’s public key for future passwordless authentication. 
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3.2.  Summary of the enhancement of the login authentication phase  

As explained in the registration phase, the user will use a registered mobile phone for any further 

user login attempts to the SH network. In the login phase, the user will perform the following steps: 

a. The user will log in through the SH mobile application and send the registered public key to the UAS 

along with the biometric verification result from the mobile phone. The UAS will verify the information 

received. If it is not correct, the UAS will send an error message to the user. If it is correct, the UAS will 

generate a new session with an expiry time limit of 60 seconds, then encrypt it using the user public key, 

and send the session information to the user. 

b. The user will decrypt the message using a private key, then take the session ID and initiate a connection 

with the ENS that has the user device ID before the session expires. 

c. The ENS will validate the session from the UAS and add the user device ID to the 56-bits in the 

addressing scheme to allow the user access to the SH devices/appliances and save the session in detail in 

the SHS. 

The biometric verification cannot be misused due to the Google Android or Apple iOS mobile 

phone operating system [29]. The application must include a safeguard or encryption to protect biometric 

data from fraudster attacks, robust registration procedures, and policies to protect data during transmission to 

and storage on computer servers and to strengthen biometric authentication. The algorithm also examines 

whether the screen has remained static over a certain period of time. When the user logs out or the time limit 

expires, the system re-authenticates the user using that individual’s fingerprint, and the user can set the 

session timeout according to preference [30]. 

 

3.3.  Summary of the enhancement of the session agreement phase 

This phase shows how to safeguard network connections and construct a session key agreement 

using shared session keys. After registration, addressing, and login authentication, the session key agreement 

stage protects IoT network privacy and security via pseudo-identities [28]. The user retrieves the prior 

session key from a message and verifies the identity with the SH mobile app. Valid sessions continue and 

invalid sessions are discarded. 

 

 

4. RESULTS AND DISCUSSION  

This section discusses how the proposed authentication scheme behaved when various types of 

attacks were detected. The section then analyzes the performance of the proposed authentication scheme and 

provides a comparative analysis between the existing authentication scheme and the proposed one. 

 

4.1.  Simulation configuration and setup  

Automated validation of internet security protocols and applications (AVISPA) is a tool that aims to 

evaluate internet security protocols and applications. It utilizes the high-level protocol specification language 

(HLPSL) for encoding. HLPSL is a modeling language specifically designed for security protocols and 

communication. It defines the characteristics of each participant in a scenario with each role being distinct 

from the others. Roles receive data from parameters and communicate with other roles through channels. The 

HLPSL2IF converter is used to convert an HLPSL protocol into a standard intermediate format (IF). This IF 

standard serves as input to one of four backends: i) On-the-fly model-checker (OFMC), ii) Tree automata 

based on automatic approximations for the analysis of security protocols (TA4SP), iii) Constraint-logic-based 

attack searcher (CL-AtSe), or iv) SAT-based model checker (SATMC). These backends generate an output 

format (OF) based on their analysis.  

The proposed scheme also adopts the well-known Dolev–Yao (DY) threat model [28], which 

originated in 1983 and is still commonly used in protocol evaluation. In this model, the network is shown as a 

star, with the attacker as the center node. Accordingly, all communication is mediated by the attacker, who 

can alter messages, prevent them from reaching their intended destination, or deliver them intact [30]. Under 

the DY model, opponents can execute a wide variety of different assaults. The opponent employs an 

aggressive or passive assault that severely compromises the system and could also counterfeit, alter, or delete 

the communication received. 

In the proposed scheme, roles are considered in the system, including the User, ENS, SHS, and 

UAS. Utilizing the DY threat model, several phases are evaluated on HLSPL using the sharing of a session 

key (SK) in the proposed scheme. To ensure security, the proposed scheme’s roles are assessed using the 

AVISPA tool with CL-AtSe backends. This allows trusted users to validate security in the presence of 

attackers and prevents replay attacks. The protocol script is designed in such a way that these attacks cannot 

compromise security. By utilizing the CL-AtSe model checker, all defined roles meet the requirements. 

Figures 2(a) and 2(b) present a screenshot from the simulation illustrating how each session and environment 
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role is implemented in HLSPL inside the AVISPA tool. CAS+ language is also used to make the formulation 

and verification of security protocols simple and straightforward.  

 

 

 
(a) 

 

 
(b) 

 

Figure 2. Simulation illustrating how each session and environment role is implemented in HLSPL inside the 

AVISPA tool (a) CAS+ implementation of the proposed protocol and (b) AVISPA test result in AtSe 

 

 

4.1.1. User role 

The user role describes how the user interacts with the SH environment and how the user 

authenticates and connects the home devices, such as lights, security cameras, and sensors, securely. The user 
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starts the connection by sending an authentication request to the UAS, providing user details: username, user 

identity, and device identity. The UAS reacts to the request initiated by the user to verify his/her fingerprint 

using smartphone biometrics. The user sends the biometrics verification to get a session ID from the UAS to 

utilize with the ENS.  

 

4.1.2. UAS role 

The UAS is responsible for creating the user session ID, which is vital to the user being able to 

control the SH devices. The UAS is also responsible for managing authentication and authorization. The goal 

of having the authentication server on separate components is to separate this critical function from other 

roles, which will grant a better security layer. In Kumar and Chouhan [28] authentication scheme, the 

authentication is combined with the ENS, so the ENS is responsible for both controlling and monitoring the 

SHS and authenticating the users. Segregating the two roles into different components or servers will grant 

better security. In the case that the ENS is compromised, the user information will remain safe in the UAS 

and in the case of an intruder compromising the UAS, the ENS can still monitor and control the SHS without 

being affected by an intruder in the UAS. 

 

4.1.3. ENS role 

The role of the ENS is to act as a stage between the UAS and the SHS. The ENS controls and 

monitors the SHS and provides information to the SHS about the user. This information includes the user 

session ID, IP address, device ID, and whether the authentication status is valid or invalid.  

 

4.1.4. SHS role 

The SHS is the closest layer to the SH devices, such as lights, televisions, air conditioning units, 

printers, and closed-circuit television. The SHS has a direct connection to the smartphone user. Once the user 

has an active and valid session ID, the user will utilize the session ID to communicate with the SHS and 

control and automate the home environment remotely and securely. The SHS utilizes an excellent 

authentication scheme and very confined methods so SH users can access the devices remotely and securely 

and then utilize the home server components. 

 

4.2.  Security analysis of the proposed authentication scheme 

There are various types of attacks that could compromise the security of SH environments. This 

section presents the most widely known types of attacks. It discusses how the proposed authentication 

scheme could interact with different types of attacks. 

 

4.2.1. Man-in-the-middle (MITM) and denial-of-service (DoS) attacks 

An intruder could be between any two components in the proposed authentication scheme. All the 

data transmitted between the proposed scheme are encrypted. The only side the attacker can invade is if the 

intruder finds the session key. In that case, the attacker can use the session key to communicate with the SHS 

and hack the SH devices. The proposed authentication scheme solves this issue by utilizing the timestamp 

condition, which will be calculated: if the timestamp is in the range, that means the connection is legitimate; 

otherwise, the connection is dropped. 

In the instance that an attacker forges information and then uses a secret key to send a request to the 

home server, the intruder initiates the request and sends it to the SHS. The SHS then verifies the timestamp 

and analyzes if they are the same, in which case the transaction is accepted; otherwise, it is rejected. Once the 

request reaches the SHS, the SHS verifies the SK, which is the session key for the SHS, and verifies its 

session key ID. A timestamp condition does not satisfy the upper limit requirement of the timestamp if an 

attacker compromises the verification procedure, as shown in the following equation: [(𝑇2 − 𝑇1) ≤ ∆𝑇] 
where 𝑇2 and 𝑇1 are the first and second instances. If 𝑇2 and 𝑇1 are in the accept state, both can authenticate 

and communicate messages with each other securely. Similarly, in a DoS attack, if the attacker starts sending 

an enormous number of requests that do not match the timestamp condition, the system will drop the 

connection. 

 

4.2.2. Impersonation attacks 

Impersonation attacks can happen in three different ways: i) user impersonation; ii) SHS 

impersonation; and iii) device impersonation. For a user impersonation attack, the intruder computes the 

identities, such as authentication biometrics, user ID, or device ID, and calculates the current timestamp. 

However, with the proposed scheme, all the requests will fail since the identities of the device and the user 

are continuously updated because of the timestamp condition, and the value of the identity is regenerated 

randomly every time and, therefore, the intruder cannot detect it. 
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In the case of an SHS impersonation attack, the attacker attempts to decipher an authentication 

message. The attacker also calculates the timestamp and makes this request on behalf of the SHS to the user 

end as the following 𝐼𝐼𝐷 = ℎ(𝐼𝐼𝐷𝑖𝑛𝑡𝑟𝑢𝑑𝑒𝑟)||𝐼𝐼𝐷𝑑, 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 = ℎ(𝐵𝑖𝑜𝑚𝑒𝑡𝑟𝑖𝑐). The user validates the 

attacker’s authentication request. However, the secret key and timestamp are not computed using real keys. 

The computational keys and secret credentials of the SHS cannot be guessed. Finally, the attacker is capable 

of violating security; however, the proposed scheme protects confidentiality against this threat. 

In the case of a device impersonation attack, the intruder attempts an authentication message by  

𝐵 = ℎ(𝐼𝐷 𝑢𝑠𝑒𝑟||𝑟𝑎𝑛𝑑𝑜𝑚 𝑁||𝑇𝑖𝑚𝑒||𝑆𝐾). Subsequently, the intruder calculates the timestamp and then 

sends an authentication request to the user that is pretending to have originated from the SHS. The user will 

verify the authentication request as the following ℎ(𝐼𝐷 𝑢𝑠𝑒𝑟||𝑟𝑎𝑛𝑑𝑜𝑚 𝑁||𝑇𝑖𝑚𝑒||𝑆𝐾). However, the 

timestamp and secret key are not computed using the actual keys. It is impossible to guess the session key 

and, therefore, even if the attacker breaches the system, the proposed scheme will still be maintained. 

 

4.2.3. Anonymity and untraceable attacks 

Anonymity and untraceable attacks occur when an attacker passively listens to the network, without 

any interaction. Assuming that the attacker sniffs traffic between the user and the UAS, the attacker will not 

be able to read the messages since the traffic is encrypted by the user identity. A random number is generated 

every time, which will make decrypting the messages impossible for an intruder. Therefore, if an attacker 

breaches the network, the proposed scheme will protect the privacy of the user’s information and messages. 

In the instance that an intruder observes and eavesdrops on the communications between the trusted user and 

the SHS, all messages are computed using a secret pseudo-identity and a random number generator, making 

eavesdropping impossible. Using a timestamp with each requested packet will enable such assaults to be 

resisted and retain anonymity and addresses the fear of an attack being untraceable. 

 

4.2.4. Device compromise attacks 

An attacker may also conduct device compromise attacks by capturing user devices and then 

attempting to steal their secret parameters and unique IID bits. The attacker then transmits a login request to 

the SHS (IDintruder, IDdivice, IDuser, and biometrics). The SHS validates the request and computes the 

variable from the IDs. However, the SHS will reject an unauthorized request since the attacker did not use the 

trusted user and device secret identities, which only the trusted user knows. Existing techniques do not offer 

security against device compromise attacks; however, the proposed authentication scheme can provide 

security against this type of attack such that an attacker cannot circumvent the authentication process. The 

advantages of the proposed authentication scheme, especially in device compromise attacks, come from 

having several layers of authentication and multiple identities. 

 

4.2.5. Replay attacks 

An attacker may intercept all communication, acquire secret parameters, and then launch a replay 

attack by transferring all the identities stored in the user’s smartphones, such as 56-bit-IID and 8-bit-IID at 

timestamp Tat tacker, to the SHS. A replay attack cannot be attempted due to the verification of the message 

timestamp and the time interval [(𝑇2 − 𝑇1) ≤ ∆𝑇], where T is the mutually agreed-upon upper limit 

between the trusted entities. This time-sensitive condition applies to all messages received during the 

conversation. Finally, the SHS computes a time-bound token, rejects the attacker’s token, and denies session 

key access. The benefits of having a mutually agreed time are crucial in the proposed authentication scheme, 

since it makes the authentication unique and secure and provides a defense against multiple attacks. 

 

4.3.  Analysis of the performance of the proposed authentication scheme 

Similarly to the security analysis above, this section discusses the performance analysis of the 

proposed authentication scheme. This will help in determining the feasibility of the proposed scheme through 

a functional comparison and by considering the communication costs. Further details are discussed below. 

 

4.3.1. Functional comparison 

The security functionality of the proposed scheme was compared to Kumar and Chouhan [28] 

authentication scheme. The proposed authentication scheme utilizes the benefits of the biometrics 

authentication in a smartphone, which provides convenient and enhanced security for the SH user. The 

convenience of the proposed authentication scheme and its security are a result of the segregation of the 

authentication server. By placing the UAS between the user and the ENS, this step plays a vital role in 

segregating the control of the monitoring from the authentication.  

The proposed scheme allows for multiple layers of control that provide defense in depth. After 

segregating the authentication service from the control and monitoring service, the scheme obtains strong in-
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depth security by changing the architecture. However, adding an authentication server in a different 

component will result in higher costs, as more resources are needed. Furthermore, this will result in higher 

latency, mainly if the session is not generated, because the user will wait for the session creation and to be 

granted access in the ENS and on the user side. 

 

4.3.2. Communication cost 

The proposed scheme assumes that smartphone-based identities are a factor, which includes user 

biometrics and unique identification bits for both the user and the device. Smartphone IDs are included in 

each packet without increasing its size or the overhead. The proposed scheme utilizes the parameters as 

existing schemes to calculate the communication cost of the designed protocol. For example, the gateway 

identity is 32 bits, the timestamp is 32 bits, the hash is 32 bits, and the session key (SK) is 32 bits. A nonce r 

and XOR operation also take up 32 bits and the length of the shared keys is 160 bits. In the proposed scheme, 

three messages are used for authentication and login purposes compared to five messages in similar schemes. 

This reduces the communication cost to 959 bits, which is significantly lower than that of previous methods. 

 

4.4.  Summary  

As previously mentioned, the aim of this research is to increase the security of edge IoT-based SH 

networks while reducing complexity to achieve a higher usability level. It can clearly be seen in the analysis 

of the security comparison that the proposed authentication scheme can handle different types of attacks. It 

also proved its ability to provide a high level of protection to edge IoT-based SH networks. With regard to 

usability and the cost of implementing the proposed scheme, it was evident that the proposed scheme is 

capable of providing higher security functionality at a reasonable cost. The scheme also achieved a reduction 

in communication costs compared to previous schemes, which, in turn, makes it more feasible in real-world 

scenarios.  

 

 

5. CONCLUSION 

The primary objective of this research is to offer a method for the protection of a network from 

attackers and the provision of safe access to SH services while maintaining a very convenient user 

experience. In the proposed scheme, a smartphone offers biometric authentication to smart devices/appliances 

using their unique ID bits, allowing the server to identify them without resulting in extra expense. Moreover, 

the session key construction of secret keys and identities increases the network’s resistance to various threats. 

The overhead costs of this scheme are identical to those of the conventional IPv6. The AVISPA-based 

security analysis given in this scheme ensures that this scheme is safe and achievable.  

The collected findings suggest that the proposed authentication scheme offers greater security than 

the scheme provided by earlier scholars. The suggested scheme increases the security and enhances the 

usability of the home automation business. It allows home users to use home automation services from a 

remote place securely, without interruption from intruders. In addition, the strength of the proposed scheme is 

derived from the separation of the authentication server components. This provides higher security through 

the design of the SH environment, hence preventing several types of attacks and enhancing the security 

layers. 

Three paths of research could be conducted in future work. The first path is to focus on enhancing 

the current authentication scheme by increasing the security and reducing the steps required for 

authentication to make it faster and more convenient. The second path is to start implementing the scheme in 

a real environment to demonstrate the results and measure whether the user experience is convenient or 

complex. It would also be instructive to attempt all the expected attacks and see the efficiency of the 

proposed scheme in practice. Finally, the third path is to apply the proposed authentication scheme in another 

sector, such as healthcare, which utilizes similar roles and persona. 
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