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 Cloud-based group data sharing has gained huge popularity in recent years. 

Accomplishing the efficacy and security of the data in a cloud-computing 

framework is challenging. Sharing data in a cloud environment is quite 

challenging and needs to be resolved. Furthermore, while exchanging data on 

the cloud, it is challenging to achieve both anonymity and traceability. The 

main aim of this research work is to make it easier for the same group to share 

and store anonymous data on the cloud securely and effectively. This research 

work presents verifiable privacy-aware enhanced homomorphic (VPEH) 

encryption for multiple participants; moreover, the enhanced homomorphic 

encryption mechanism provides end-to-end encryption and allows the secure 

computation of data without revealing any data in the cloud. The proposed 

algorithm uses homomorphic multiplication to compute the hashes product of 

challenges blocks that makes it more efficient Furthermore, an additional 

security model is incorporated to verify the shared data integrity. The VPEH 

mechanism is evaluated considering parameters such as tag generation, proof 

generation, and verification; model efficiency is proved by observing the 

marginal improvisation over the other existing model by varying the number 

of blocks and several challenge blocks. 

Keywords: 

Cloud computing security 

Data sharing 

Homomorphic encryption 

Privacy 

Verifiable privacy-aware 

enhanced homomorphic 

This is an open access article under the CC BY-SA license. 

 

Corresponding Author: 

Jayalakshmi Karemallaiah 

Department of Computer Science and Engineering, Dr. Ambedkar Institute of Technology 

Bangalore, India 

Email: jayalakshmi_112@rediffmail.com 

 

 

1. INTRODUCTION 

The data generated via each organization is distinct in its form, which entails the importance of each 

organization, it forms the basis of groundwork incorporating information, and knowledge, and eventually, 

this forms the basis of wisdom to take accurate decisions and activities. This might involve a range of 

activities, including treating viruses, boosting an organization's general growth and, therefore, revenues, 

building a well-organized structure, achieving goals, and subsequently improving performance [1]. 

Henceforth, data sharing, storage, and investigation are the key services essential for an organization to 

elevate its performance [2]. Although the data generated by each of these organizations in enormous amounts 

results in explosive development, pressure arises on storing these huge volumes of data locally [3], [4]. This 

is quite challenging as each passing day discovers the data for its limited resources. Several businesses have 

switched to the cloud framework for these services due to the many advantages it provides, including on-

demand services, scalability, dependability, flexibility, quantifiable services, disaster recovery, accessibility, 

and many other significant advantages [5]. A platform called cloud-computing enables us to store enormous 

amounts of memory space and enormous amounts of processing capability at a good price. This becomes a 

reason for several users to obtain these services through various platforms despite the location and time 

consequently transferring widespread accessibility to the cloud users [6]. Cloud users can save by 

https://creativecommons.org/licenses/by-sa/4.0/
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transferring data management systems into the cloud for storage purposes based on cloud services, and 

enhance the management of production to accomplish projects and establish collaborations [7]. Individuals 

and their collaborations are consequently migrating to the cloud platform to utilize its services [8]. With the 

expansion of cloud computing techniques, it will be difficult to facilitate the migration of all enterprises to 

cloud platforms shortly [9]. Figure 1 shows the general framework for sharing environment. 

 

 

 
 

Figure 1. General framework for sharing environment 

 

 

Figure 1 here depicts a shared environment, where the organization’s crucial information needed to 

be shared on the cloud paradigm by the owners, because of the restricted storage and computational ability of 

the organizations and several other benefits provided by the cloud platform. Moreover, the data shared on the 

cloud is accessed by multiple users to accommodate various requirements based on its effectiveness. 

Nevertheless, the data may be leaked by the recipient upon receiving it. The data is leaked by the third party 

or the recipients; they may steal the data by unauthorized access and illegal means. The data that is disclosed 

or lost during the process may pose a serious threat to the confidentiality of the organization. The 

organization's reputation could be affected by the disclosure of confidential information, such as the value of 

its shareholders and its rank and standing [8]. The data of the enterprise is an essential asset, it is necessary to 

keep this asset confidential and secure. This leads to various solutions to preserve the integrity of data 

effectively in a shared environment. 

Besides several features, provided by the cloud-computing paradigm, this results in various 

obstructions that may hinder its growth if not handled properly [10]. By implementing a viable solution, the 

organization permits its employees and departments to store and share data via the cloud platform.  

By utilizing the cloud platform, the organization may be relieved of the maintenance and storage 

responsibilities [11], [12]. Consequently, this includes a variety of hazards that result in a range of concerns 

for cloud consumers [13]. Outsourcing data through cloud servers indicates that the data is not under the 

control of the user, which may cause distress and lead to the loss of sensitive and valuable information. In an 

open-source environment, the server becomes vulnerable to attack due to the constant dissemination of 

shared data across the operation. In the worst-case scenario, the cloud server may disclose user information 

for unlawful purposes [14], [15]. To improve the performance of the business, the data had to be shared with 

various stakeholders, such as business partners, employees, and consumers, via the interior or exterior of the 

enterprise's environment. The receiving end mishandles the data and intentionally or unintentionally discloses 

sensitive information to unauthorized third parties [16], [17]. 

Data authentication has become a challenging mechanism in the fields of information security and 

cloud computing recently. There is a need for robust methods that can effectively find solutions to the 

existing problems, by prohibiting data leakage and detecting the malicious activity that causes data leakage, 

this emerging challenge can be overcome to a significant extent. To protect and authenticate the data on a 

cloud platform, numerous approaches have been developed. Even though several solutions are presented to 

address existing problems, there is always room for a comprehensive examination of the existing solutions 

pertinent to these applications. In the field of cloud computing, the significance of a greater comprehension 

of the current trends for securely sharing cloud-based data is discussed. This research designs and develops 

verifiable privacy-aware enhanced homomorphic (VPEH) for secure group data sharing in the cloud, further 

contribution of research work is as follows: i) VPEH is a privacy-aware enhanced homomorphic-based 

security framework in the cloud that aims to verify the users and data; ii) Developed enhanced homomorphic 

mechanism uses homomorphic multiplication to compute the hash product of challenged blocks to be more 

efficient; and iii) The additional security layer is developed for privacy, verification, and trust; VPEH is 
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evaluated considering the different challenged blocks over the different parameters i.e. tag generation, proof 

generation, and verification. 

This research is organized as follows: the first section of the research starts with the background of 

cloud computing, its security, and the importance of group data-sharing protocol. Further, this section 

concludes with the motivation and contribution of research work. The second section discusses various 

existing security protocols along with their shortcoming. The third section presents the framework of VPEH 

along with the algorithm and mathematical model, VPEH is evaluated in the fourth section of the research. 

 

 

2. RELATED WORK 

Security has been a major concern in the cloud since the development of computing models as they 

are vulnerable due to access from anywhere characteristics, moreover, there have been several aspects of 

security including confidentiality, integrity, and participants' privacy, this section of the research discusses 

some of the efficient model developed in recent past to conquer the security concern. In study [11], the 

confidentiality, integrity, and authenticity of data are proposed via cryptographic-based algorithms. To 

guarantee the integrity of the data, symmetric keys, and hash codes are utilized as a part of a cryptographic 

function. The validity and integrity of the data are guaranteed by the elliptic curve digital signature technique. 

In addition, the complex encryption standard-Galois counter mode and the powerful whirlpool hash function 

are integrated to offer authenticity and secrecy. Liang et al. [12] suggested to use a ciphertext-policy 

attribute-based proxy re-encryption system for the secure sharing of cloud data. Re-encryption is being 

improved, along with the key-generation stages that go with it, to lower computation costs and enhance 

communication. The data owner encrypts the data access rights given to others on a cloud-based platform.  

A file hierarchy attribute-based encryption approach for cloud-based data authentication and security is 

proposed by Sreedhara et al. [13]. 

Assuming decisional bilinear Diffie-Hellman (DBDH), this mechanism acts as an access structure to 

show the security of the file hierarchy ciphertext policy-based encryption (FH-CP-ABE) approach, which 

tends to successfully block some plaintext assaults. The results show that cipher text policy attribute-based 

encryption (CP-ABE) requires substantially more computational complexity and storage space for encryption 

than it does for decryption. The disadvantage of this approach is that the calculation cost increases 

considerably whenever a data owner wants to estimate common attributes and an integrated ciphertext just 

once. Liu et al. [14] provided a proposal for the fair regulation of cloud-based data access. The system 

employs a fair key generation mechanism to prevent unauthorized access to shared data, and none of the 

users relocated their shares. The recommended method for concealing the decryption key for shared data 

results in the creation of a large number of fictitious keys. A theoretical analysis of this method reveals that 

some shares are consistently offered by their respective users, allowing them to consistently recover the 

correct decryption key. The performance study also revealed that the authentication system was still 

ineffective despite reductions in transmission costs and computation time. 

Liu et al. [15] proposed a CP-ABE strategy to reduce the computational cost of intensive decryption 

at the user end, which increases with the complexity of the access policy. This system allowed for the 

outsourcing of decryption, the revocation of attributes, and the updating of rules when user attributes 

changed. While the efficiency of the recommended approach has been rigorously evaluated in terms of 

processing and storage overhead, privacy protection is one area where it falls short. Li et al. [16] present a 

lightweight data-sharing technique (LDSS) for mobile cloud computing. LDSS enhanced the structure of the 

access control tree to enable the mobile cloud-relevant procedure by employing the CP-ABE technique. 

Using this approach, a sizable portion of mobile devices' calculations are delegated to outside proxy servers. 

As users exchange data under mobile cloud settings, LDSS reduces the load on the mobile device. An 

approach for privilege-based multilevel organizational data sharing in [17] is proposed, privilege-based 

multilevel organizational data-sharing scheme (P-MOD). P-MOD extends the attribute-based encryption 

method by introducing a privilege-based access structure, making it simpler to distribute and manage massive 

data sets. Tests demonstrate that for implementing encryption and decryption as well as generating keys in a 

hierarchical system with many layers, the P-MOD technique may be superior to CP-ABE [18] and  

FH-CP-ABE [19]. The P-MOD scheme also has fewer operations overall when compared to the multilevel 

systems hierarchy attribute-based encryption (HABE) [20], [21], and FH-CP-ABE [19]. 

In a cloud-based setting, Li et al. [22] introduced a linear secret sharing technique (LSSS) matrix 

access structure based on a successful CP-ABE approach to dynamically upgrade the file and increase the 

efficacy of the policy. The plan's objectives are to defend against chosen-plaintext attack (CPA) and reduce 

the computation, connectivity, and storage expenses for both the data owner and the proxy cloud service 

provider (PCSP). Theoretical analysis and practical simulation show that the proposed approach outperforms 

policy update CP-ABE [23] in terms of efficiently administering policy changes and file updates.  

Zhang et al. [24] provide a privacy-preserving hidden access policy CP-ABE, hidden access policy cipher 
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text policy attribute-based encryption (HP-CP-ABE) system with an efficient authority verification to ensure 

data security and protect user privacy. Zhong et al. [25] developed a novel migration model among the cloud 

provider to develop a key agreement and mutual authentication model on the elliptic curve cryptographic 

(ECC) scheme for peer-to-peer cloud, this scheme aims at developing trust among the participants. Shen  

et al. [26] developed a novel paradigm of data integrity without using private key storage, in here biometric-

based data is used as the user’s private key. Furthermore, a linear sketch with error correction and coding is 

utilized for user identification confirmation. A novel signature was designed for supporting block-less 

verifiability. 

 

 

3. PROPOSED METHOD 

In cloud computing, security possesses various aspects including data integrity, development of trust 

among the participants, and preserving the privacy of participants, cloud security model needs to be both 

secure and efficient considering the above aspect, this research work designs and develops a VPEH 

mechanism for overall secure data transmission among the multiple participants in groups. At first, we design 

and develop an enhanced homomorphic encryption model that utilizes the homomorphic encryption for three 

approaches i.e. tag generation, verification, and proof generation, unlike the existing protocol. A further 

additional level of security framework is incorporated to develop trust as a well-verifiable model. 

 

3.1.  Enhanced homomorphic encryption 

This approach is novel as it uses homomorphic multiplication to compute the hash product of the 

challenge blocks, which increases security and efficiency. Moreover, the formation and verification of the 

signature are very secure because of elliptic curve encryption. A further additional level of security 

framework is incorporated to develop trust as a well-verifiable model. Below algorithm shows the enhanced 

homomorphic encryption. 

 

Algorithm 1. Enhanced homomorphic encryption 

Step 1: Enter the verification file and the frequency of challenge blocks (K). 

Step 2: Divide the file into blocks of fixed size 𝐷, where 𝐷 is the 𝑏𝑙𝑜𝑐𝑘_𝑠𝑖𝑧𝑒. 

Step 3: Select a random number l that is comparatively prime irrespective of the elliptic curve group that is 

denoted as β. 

Step 4: Generate β (private key, public key) 

Step 5: Select 𝑅𝑁 such that, 1 < 𝑅𝑁 < 𝐾 − 1 

Step 6: Evaluate the product of the challenge blocks through the homomorphic multiplication:  

𝑃 = 𝑃1 × 𝑃2 × …× 𝑃𝐾 

Step 7: A tag for the file, J = G × RNl 𝑚𝑜𝑑 𝑐, where 𝑐 is the order of 𝛽 

Step 8: Evaluate the significance of the tag, Sign=l−1 × (J + a × G) 𝑚𝑜𝑑 𝑐, where a denotes the private key 

Step 9: Transfer the 𝑡𝑎𝑔, 𝑓𝑖𝑙𝑒, and 𝑠𝑖𝑔𝑛 to the recipient. 

Step 10: On the recipient side, divide the file into blocks of size 𝐷 

Step 11: Calculate the product of the hash (K), where P = P1 × P2 × … .× PK, is the homomorphic multiplier. 

Step 12: Verification of signature upon computing J′ = VSign × zP 𝑚𝑜𝑑 𝑐, here 𝑉 is the generator of β, 𝑧 is 

the public key, 𝑃 is the product of hash, and (K) 

Step 13: If J′ = J, file = authentic, else not authentic 

 

3.2.  Generation and updation 

In this section, the data file is generated which is encrypted using symmetric encryption. Upon 

encryption a cipher text is generated the user amongst the group submits the data that is encrypted and further 

transferred to the μ. The μ is further provided with the public key and the private key, the public key is 

responsible to μ encrypts the re-encrypted message. 

 

3.2.1. Data encryption 

The following tasks are performed when a data file is to be uploaded by the user. The user here 

encrypts the data file ε for symmetric encryption 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝜒() which is the common conference key χ. The 

cipher text 𝐶𝑖𝑝ℎ𝑒𝑟 𝐺𝑀 is determined by 𝐶𝑖𝑝ℎ𝑒𝑟 𝐺𝑀 = 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝜒(), here the user amongst the group submits 

the data that is encrypted to the µ that consists of given in (1). 

 

(ADGM, ADdata, CT MG, νdata, μ) (1) 
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Here 𝜇 is the signature extracted from the group member by 𝐺𝑆( ) 𝑣𝑑𝑎𝑡𝑎 estimates the current 

time. Here the µ checks the validity of the member by 𝑉𝑎𝑙𝑖𝑑𝑎𝑡𝑒𝑆𝑖𝑔𝑛𝑎𝑙( ) and 𝑉𝑎𝑙𝑖𝑑𝑎𝑡𝑒𝑅𝑉. Once 

successful validation is done, the µ picks two parameters x and y that determines = xy . Based on RSA 

public-key encryption [27]. The µ here picks a large integer u estimates the adjacent s, that satisfies  

𝑢𝑠 ≡ 1 𝑚𝑜𝑑 (𝑥 − 1)(𝑦 − 1). The public key for the µis given by (u, x) whereas the private key is 

determined as (s, x). The public key for this μ encrypts the re-encrypted message CTG as given here in (2). 

However, CTcloud is uploaded to the cloud to the μ. Henceforth to validate a legal user. To authorize a legal 

user, the μ determines in (3). Where ai is the random number given and selected by the μ and W = s(ℝ,ℝ) 
that necessarily generates a group sign for the row known as (CTcloud , Gs). Along the secret key given as 

(HC, jC) issued by the cloud, which supports authentication of the messages uploaded. The tuple is given as 

(CTcloud , Gs) with the sign μ is uploaded to the cloud. 

 

CTcloud = (CTG)
t (2) 

 

Gs = (ℝ
s.a, s, Fa) (3) 

 

3.2.2. Group member repudiation 

In this section, the repudiation of the group users is achieved by the μ who manages the PO. The PO 

consists of a tuple (Hi,   ji, Ti) depicts the member i along the private key (Hi,   ji)  repudiated by time Ti. In 

addition to this PO is bound with 𝐴𝐷𝐺𝑀 and 𝑠𝑖𝑔𝑛(𝑃𝑂) to identify PO. Based on ValR(), a repudiate member 

is not validated to the cloud. 

 

3.2.3. Key updation 

The process of upgrading a key consists of two steps: first, updating the µ common conference key 

denoted as χ and private key (s, x). Noting down the encryption mechanism once more, along with the access 

control, and outsourced data, this prevents the collision performed on the cloud and repudiated randomly.  

In this proposed scheme the χ is updated in a specific period. Here PO is transferred and updated to the 

random χ. In contrast, the group's private key (s, x) is updated whenever the number of group members 

changes. From the below functions considered here, the update of the µ is determined. The repudiated user 

does not pose any threat due to the reason for access control and the µ. 

a. The µ produces new public/private key pairs (s∗, x) and (u∗, x) and selects a new random a∗. 
b. The µ here estimates the Gs

∗ = ( ℝs.a, s, Fa) generates a group signature on the message through GS().Gs
∗ 

and the corresponding signature is uploaded to the cloud. 

c. The cloud platform replaces Gs by Gs
∗ upon successful validation of signature. It then estimates. 

 

CTcloud
∗ = (CTcloud)

u∗
u⁄  (4) 

 

3.3.  File access and traceability 

3.3.1. Access file  

To retrieve the data stored on the cloud, the following processes are performed. In addition, 

responds to the data requested as req to the user. The authenticated user obtains the required group data for 

the encryption secret key for the µ and the common conference key for the group. 

a. The user here transmits the data request that consists of(ADGM, ADdata,, v, μ) for the µ, where ADdata  
denotes the shared group data. AD Here depicts the current time and μ is the group signature on the 

message ((ADGM, ADdata,, v ). 

b. The µ transmits an authorization function determined as sGM→L = ℝ
ke up⁄  to the cloud after the successful 

validation of ValS() and ValR().   sGM→L depicts the authenticated data from the µto group user. ke 

depicts the secret key of the group member and up is the present private key of the µ. 

c. Upon receiving the authenticated data from the µ the cloud platform estimates: 

 

req = (s(ℝke up⁄ , Rup.ap), up. M
ap) 

  = (s(ℝ,ℝ)ke.ap , up. M
ap) (5) 

 

d. Upon receiving the data requested and req from the cloud, the user with the secret key performs 

encryption ke obtains the encryption secret key by the µ estimated as: 

 

up = (up. M
ap)/( s(ℝ,ℝ)ke.ap)1 ke⁄  (6) 
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3.3.2. Tracking 

In this section, the µ is responsible to track the actual identity of the data owner when an argument 

occurs. The argument generated for the data file is given as ADdata , the µ obtains a signature βdata on the 

file. After validation of the signature’s correctness and a repudiation validation, the µ performs the specific 

operations. 

a. To compute Na = O3 − (ζ1. O1 + ζ2. O2 ) by the master key (ζ1, ζ2). 
b. By analyzing the user list to determine the real identity of the data owner. 

 

3.4.  Security analysis 

Here in this section, the security of the system is determined via data confidentiality, fault-tolerant 

property, anonymity, traceability, and access control. In this scheme where a users, the user, and the 

volunteer in the model are probabilistic polynomial time Turing machine as the opponent. A passive 

opponent is a person that attempts to learn the information about the outsourced data overheard on the 

communication bandwidth to capture the common conference key. 

 

3.4.1. Security analysis for data confidentiality 

In this scheme where a users, the user, and the volunteer in the model are probabilistic polynomial 

time Turing machine as the opponent. A passive opponent is a person that attempts to learn the information 

about the outsourced data overheard on the communication bandwidth to capture the common conference 

key. An opponent has access to the system parameters like that {ℝ, D, v2(KDa)|0 ≤ a ≤ x − 1}, thereby  

the session key ia for the user, a is protected from the opponent. If S ≈ plY in the model depicted as  

secure against a passive attack. S ≈ plY shows two tuples of random variables. C = {ℝ, α, v2(KGa), 

s(ℝ, ∑ ia
x
a=1 κa)|0 ≤ a ≤ x − 1}, and D = {ℝ, α, v2(KGa),

b

0
≤ a ≤ x − 1, b ∈ Mh

∗  }, cannot be distinguished. 

Here  b ∈ Mh
∗  is a randomly selected number. If S ≈ plY for all the polynomial parameters the probability to 

distinguish C and D is smaller when compared to 
1

2
+

1

O(v)
 for all O(v). Here v ∈ Z+ A security parameter in 

the key agreement model that determines the size of ρ, all the polynomials function in probabilistic time with 

v as the input. If the condition for Sa ≈  pla
Y holds for all the usersa , then S ≈ plY. For the reason of a 

discrete logarithmic problem on elliptic curves when V has a high value of more than 512-bits long we get 

Sa ≈ pla
Y. Hence, we prove that ⋀ Ca

x−1
a=0 ≈pl  ⋀ Da

x−1
a=0 , ( C ≈pl D). 

 

Ca={ ℝ, αPB, V2(KGa), s(ℝ, ∑ ia
x
a=1 κa)|0 ≤ a ≤ x − 1} (7) 

 

Da={ ℝ, αPB, V2(KGa), Da} (8) 

 

C = ( ℝ, αPB, V2(KGa), s(ℝ, ∑ ia
x
a=1 κa)|0 ≤ a ≤ x − 1) (9) 

 

C = ( ℝ, αPB, V2(KGa), s(ℝ, ∑ ia
x
a=1 κa)|0 ≤ a ≤ x − 1) 

 = ( ℝ, αPB, V2(KG0), V2(KG1),…, , V2(KGx−1), 
s(ℝ, i0κ0). s(ℝ, i1κ1) …… . . s(ℝ, ix−1κx−1)  

 = ⋀ Ca
x−1
a=0  (10) 

 

D = ( ℝ, αPB, V2(KGa), d|0 ≤ a ≤ x − 1, b ∈  Mh
∗ ) 

 = ( ℝ, αPB, V2(KG0), V2(KG1),…, , V2(KGx−1),d)  

 = ⋀ Da
x−1
a=0  (11) 

 

3.4.2. Security framework for unknown 

Here the original identity of the user who performs the signature is preserved, which implies the 

anonymity of this scheme. The group signature μ an entity acquires constraints such asβ1, β2 and β3.  

The entire constraint cannot reveal the user who signs identity, given as;  

 

Ri= β3 − ( ζ1 β1 + ζ2 β2). 

 

3.4.3. Security framework for verification 

The original identity of the user who signs can be tracked via the µ that involves tracking the 

scheme. The µ acquires Ri through the master key (ζ1, ζ2) in an efficient manner. To reveal the original 

identity of the KGa  of the user who signs by examining the user list maintained. 
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3.4.4. Validation of the group signature 

It is not possible for the attacker or intrudes to generate a group signature, a polynomial-dependent 

time-algorithm δ occurs that is capable of forging a group signature without any probability. In a random 

oracle, the algorithm ξ generates two valid signatures (H, μ0, f, μ1) and (H, μ0, f
′, μ1

′). Consequently, this 

algorithm obtains a secret key (y′, C′ ) by estimating y′ =
∆ch

∆v
 andC′ =  β3 −

∆cm+∆cn

∆v
, here 𝑞 is used to forge 

a valid group signature. 

 

{
  
 

  
 
μ0 = (β1, β2,β3, f,ℳ1,ℳ2,ℳ3,ℳ4,ℳ5)

f = j(ℊ, β1, β2,β3,ℳ1,ℳ2,ℳ3,ℳ4,ℳ5)

f ′ = j′(β1, β2,β3, f,ℳ1,ℳ2,ℳ3,ℳ4,ℳ5)

μ1 = (cm, cn, ck, cρ1 , cρ2)

μ1
′ = (cm

′ , cn,
′ ch,

′ cρ1
′ cρ2

′ )

 (12) 

 

{
 
 

 
 
cm = gm + km          cm

′ = gm + c
′m

cn =  gn + kn          cn
′ = gn + c

′n

ch =  gh + kh          ch
′ = gh + c

′h

cρ1 = gρ1 + kρ1          cρ1
′ = gρ1 + c

′ρ1
cρ2 = gρ2 + kρ2          cρ2

′ = gρ2 + c
′ρ2

 (13) 

 

3.4.5. Security framework for access control 

The proposed model achieves effective access control from the above we can conclude that a 

successfully registered user who has not been repudiated is capable of accessing the cloud and the repudiated 

user is not able to access the cloud after repudiation. Users, which have not been able to access the cloud 

after repudiation. The algorithm 𝑉𝑎𝑙𝑖𝑑𝑎𝑡𝑒𝑆𝑖𝑔𝑛𝑎𝑙() for users who are not repudiated the following equations 

are established: ℳ1 = ℳ1 , ℳ2 = ℳ2, ℳ3 =ℳ3 ,ℳ4 =ℳ4, ℳ5 = ℳ5. Henceforth the hash value 𝑐 is 

equal to q1(ℊ, β1, β2,β3,ℳ1,ℳ2,ℳ3,ℳ4,ℳ5), the algorithm returns ‘true’. We can prove that ℳ1 =ℳ1 by 

the given in (14). Similarly, to this we have ℳ2 =ℳ2, ,ℳ4 = ℳ4, ℳ5 =ℳ5. Although ℳ3 = ℳ3 for the 

following reason. This is mathematically represented in (15). The users here are repudiated by the µ who 

does not access the cloud after repudiation. Accordingly, the signature of the group is developed by a 

repudiated user, there exists an 𝑙𝑔 that shows the equation s(ℳ3 − lg, QZ ) = t, as mention in (16). 

 

ℳ1 = cm. G – c. β1 

= (gm +  km). G − c.m. G 

= gm . G 

= ℳ1 (14) 

 

ϖ3 = (
s(ℳ3, P)

s(K, K)
)

C

. s(ℳ3, K)
ch . s(Q, P)−cm−cn 

= s(Q, K)−cρ1−cρ1  

= (
s(ℳ3, P)

s(K, K)
)

C

. s(ℳ3, K)
rh+kh . s(Q, P)−rm−cm−cn−cn 

= s(Q, K)−rρ1−khm−rρ1−khn 

= (
s(ℳ3,P)

s(K,K)
)
C

. s(ℳ3, hK)
c. s(−(m + n)Q, P + hK)C 

= s((ℳ3, P)
rh . s(Q, P)−rm−rn . s(Q, K)−cρ1−cρ1  

= (
s(ℳ3, P)

s(K, K)
)

C

. s(ℳ3, hK)
c. s(−(m + n)Q, P + hK)C. ϖ3 

= (
s(ℳ3, P)

s(K, K)
)

C

. s(ℳ3 − (m + n)Q, P + hK)C 

= s(ℳ3, P)
−c. ϖ3 

= (
s(ℳ3, P) + hK

s(K, K)
)

C

. ϖ3 
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= (
s(

1
(h+o)K

,(O+h)K)

s(K,K)
)

C

 . ϖ3 

= ϖ3 (15) 

 

s(ℳ3 − lg, QZ )  

= s (lg + ( m + n). Q − lg, QZ) 

= s(m. Q. QZ). s(n. Q. QZ) 
= s(m. A. ζ1. QZ). s(n . B, ζ2. QZ) 
s(ℳ1, Q1). s((ℳ2, Q2) (16) 

 

 

4. PERFORMANCE EVALUATION 

In this section, the cost comparison is carried out along the proposed system with the existing 

system. The performance is evaluated through a series of experiments carried out. In the first graph, a 

comparison is carried out between the proposed and the existing methods. For performance comparison, the 

method consisting of the same function as the proposed system (PS) is evaluated. The proposed method is 

compared with three methods, one is the research development and innovation center (RDIC) scheme with 

privacy protection, and the other is used in dynamic updation. 

 

4.1.  Experimental setup 

VPEH is evaluated on computing cost, there are three major computations i.e. tag generation, Proof 

generation, and Proof verification; The no of data blocks considered in this approach are 200, 400, 600, 800, 

and 1,000. The PS is evaluated on the methods that implement the signature operation. The cost is high and 

the time linear increases as the number of blocks is increased. The cost of data integrity is exponentially 

increased in comparison to the PS with the existing system. The timer is increased for the blocks from 200 to 

1,000 upon each iteration of each analysis. The performance is evaluated for each data-integrity proof 

mechanism and the graphs are plotted for each. 

 

4.2.  Computation cost 

The following notations are considered to denote operations in the proposed method. Assume Cef, Cmf, 
Cpo for the first group irrespectively. z denotes the total no of blocks, j denotes the challenge blocks, Cgen and 

Cver for generation and verification of signatures. In the PS considered a block is segmented into various 

sections, henceforth resulting in a reduction of storage cost. The methods by [27]–[29] divide the file into z 
blocks into h sectors. Segmentation and exponential blocks are expensive and mainly estimates the cost. 

Functions such as segmentation and exponentiation estimate the PS’s cost. The other methods such as hashing 

and addition have the least costs, which upon further analyses are neglected. The cost is compared for three 

methods [27]–[29]. Further, the existing model [30] is also considered for comparison with VPEH. 

 

4.3.  Experimental results 

4.3.1. Tag generation 

Figure 2 presents the comparison of tag generation over the various number of blocks considering the 

different existing models. The tag generation is evaluated wherein RDIC, identity-based RDIC, data 

deduplication, and Identity-based remote data possession checking existing system (RDPC-ES) are compared 

with the proposed system, and the graph is plotted for 200, 400, 600, 800, and 1,000 blocks. In RDIC, for 200 

blocks the value observed is 2.3, identity-based RDIC for 200 blocks observes a value of 2.5, data 

deduplication observes a value of 3.2, identity-based remote data possession checking (RDPC) observes a 

value of 3.4 and PS observes a value of 0.000101. In RDIC for 400 blocks the value observed is 4.7, in 

identity-based RDIC for 400 blocks observes a value of 5, data deduplication observes a value of 5.2, 

identity-based RDPC observes a value of 5.7 and PS observes a value of 0.001672. In the RDIC, method for 

600 blocks the value observed is 6.8, identity-based RDIC for 600 blocks observes a value of 7.2, data 

deduplication observes a value of 7.6, identity-based RDPC observes a value of 8 and PS observes a value of 

0.0008. In RDIC for 800 blocks, the value observed is 8.3, identity-based RDIC for 800 blocks observes a 

value of 9, data deduplication observes a value of 9.5, identity based RDIC observes a value of 10.1 and PS 

gives a value of 0.000344. In RDIC for 1,000 blocks the value observed is 12, in identity-based RDIC for 

200 blocks the value observed is 12.3, Wu et al. [29] observes a value of 13, Bian et al. [30] observes a value 

of 13.8 and PS observes a value of 0.000234. 
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Figure 2. Tag generation comparison 

 

 

4.3.2. Proof generation 

Figure 3 present the proof generation evaluation is compared with the proposed system and the graph is 

plotted for 200, 400, 600, 800, and 1,000 blocks. In RDIC for 200 blocks, the value observed is 1.2, in identity-

based RDIC for 200 blocks, the value observed is 1.25, data deduplication for 200 blocks observes a value of 

1.4, identity-based RDPC observes a value of 1.6 and PS observes a value of 0.010395. In RDIC for 400 blocks, 

the value observed is 1.7, identity-based RDIC for 400 blocks observes a value of 1.8, data deduplication 

observes a value of 2.1, identity-based RDPC observes a value of 2.4 and PS observes a value of 0.003271.  

In RDIC for 600 blocks, the value observed is 2.5, identity-based RDIC for 600 blocks observes a value of 2.6, 

data deduplication observes a value of 2.8, identity-based RDPC observes a value of 3.1 and PS observes a 

value of 0.002026. In RDIC for 800 blocks, the value observed is 3.3, identity-based RDIC for 800 blocks 

observes a value of 3.4, data deduplication observes a value of 3.6, identity-based RDPC observes a value of 3.8 

and PS gives a value of 0.002026. In RDIC for 1,000 blocks, the value observed is 3.9, identity-based RDIC for 

200 blocks observes a value of 3.95, data deduplication gives a value of 4.2, identity-based RDPC observes a 

value of 4.56 and PS observes a value of 0.002098. Figure 3 shows the proof generation comparison. 

 

 

 
 

Figure 3. Proof generation comparison 

 

 

4.3.3. Verification 

Figure 4 depicts the verification comparison, the verification mechanism is evaluated here wherein the 

existing system is compared with the proposed system, and the graph is plotted for 200, 400, 600, 800, and 

1,000 blocks. In RDIC for 200 blocks, the value observed is 2.2, identity-based RDIC for 200 blocks observes a 

value of 2.5, data deduplication observes a value of 2.8, identity-based RDPC observes a value of 4.1 and PS 

observes a value of 0.057744. In RDIC for 400 blocks, the value observed is 3.1, identity-based RDIC for 400 

blocks observes a value of 3.2, data deduplication observes a value of 4, identity-based RDPC observes a value 

of 7.5 and PS observes a value of 0.002558. The RDIC for 600 blocks observes a value of 4.3, identity-based 

RDIC for 600 blocks observes a value of 5, data deduplication observes a value of 5.8, identity-based RDPC 

observes a value of 11.2 and PS observes a value of 0.001421. In RDIC for 800 blocks, the value observed is 

7.2, identity-based RDIC for 800 blocks observes a value of 7.4, data deduplication observes a value of 8, 

identity-based RDPC observes a value of 13 and PS observes a value of 0.001257. In RDIC for 1,000 blocks, 
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the value observed is 8.8, identity-based RDPC for 200 blocks observes a value of 9, data deduplication 

observes a value of 9.5, identity-based RDPC observes a value of 15.2 and PS observes a value of 0.001319. 

 

 

 
 

Figure 4. Verification comparison 

 

 

4.4.  Comparative analysis 

The comparative analysis is done here for cost computation purposes. The evaluation is carried out by 

comparing the existing system with the proposed system for target generation, proof generation, and 

verification. The detail of each is explained in the below section which depicts the comparative study for each. 

 

4.4.1. Tag generation 

The comparative analysis is carried out for the tag generation, the PS is compared with the existing 

system, for 200 blocks the existing system (ES) value observed is 3.4 whereas the PS value is observed at 

0.000101 For 400 blocks the ES value is observed at 5.7 and PS value is observed as 0.001672. For 600 

blocks, the ES value observed is 8 and the PS value is observed as 0.0008. For 800 blocks, the ES value 

observed is 10.1 and the PS value observed is 0.000344. For 1,000 blocks, the ES value observed is 13.8 and 

the PS value observed is 0.000234. In the end to conclude that our PS performs better than the existing 

system, concerning cost computation the time utilized is less in comparison with the existing system resulting 

in an overall improvisation of 200%. Table 1 gives the comparative analysis for tag generation for the no of 

blocks considered. 

 

 

Table 1. Tag generation comparative analysis 
No of blocks ES PS 

200 3.4 0.000101 

400 5.7 0.001672 

600 8 0.0008 
800 10.1 0.000344 

1,000 13.8 0.000234 

 

 

4.4.2. Proof generation 

The comparative analysis is carried out for the proof generation, the PS is compared with the existing 

system, for 200 blocks the ES value observed is 1.6 and the PS value observed is 0.010395. For 400 blocks, 

the ES value observed is 2.4 and the PS value observed is 0.003271. For 600 blocks, the ES value observed is 

3.1 and the PS value observed is 0.00216. For 800 blocks, the ES value observed is 3.8 and the PS value 

observed is 0.002026. For 1000 blocks, the ES value observed is 4.56 and the PS value is observed as 

0.002098. In the end to conclude that our PS performs better than the existing system, concerning cost 

computation the time utilized is less in comparison with the existing system resulting in an overall 

improvisation of 200%. Table 2 shows the proof generation comparative analysis. 

 

 

Table 2. Proof generation comparative analysis 
No of blocks ES PS 

200 1.6 0.010395 

400 2.4 0.003271 

600 3.1 0.00216 
800 3.8 0.002026 

1,000 4.56 0.002098 
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4.4.3. Verification 

The comparative analysis is carried out for verification, the PS is compared with the existing system, 

for 200 blocks the ES value observed is 4.1 and the PS value is observed as 0.057744. For 400 blocks, the ES 

value observed is 7.5 and the PS value is observed as 0.002558. For 600 blocks, the ES value observed is 

11.2 and the PS value observed is 0.001421. For 800 blocks, the ES value observed is 13 and the PS value is 

observed as 0.001257. For 1,000 blocks, the ES value observed is 15.2 and the PS value is observed as 

0.001319. In the end to conclude that our PS performs better than the existing system, concerning cost 

computation the time utilized is less in comparison with the existing system resulting in an overall 

improvisation of 200%. Table 3 shows the verification comparative analysis. 

 

 

Table 3. Verification comparative analysis 
No of blocks ES PS 

200 4.1 0.057744 
400 7.5 0.002558 

600 11.2 0.001421 

800 13 0.001257 
1,000 15.2 0.001319 

 

 

5. CONCLUSION 

A secure cloud-computing model has been in demand since the development of a particular 

computing model, recent development in technologies and high computation power has made security more 

vulnerable especially when there are multiple participants involved. Furthermore, considering the framework 

of the group-based model, privacy becomes even major along with verification and access control. This 

research work designs and develop a novel VPEH encryption model for secured group data sharing; at first 

novel homomorphic, encryption is designed for block computations, and further additional security 

framework is incorporated for group-based verification and access control. Verifiable PEH is evaluated by 

considering parameters such as tag generation cost, proof generation cost, and proof verification cost by 

varying the number of blocks and challenge blocks. The comparative analysis carried out ensures that the 

proposed approach ensures better performance in comparison with the existing system with an overall 

improvisation of 20% for target generation, proof generation, and verification. Although VPEH provides 

marginal improvisation over the existing model, the recent development of blockchain and deep learning 

architecture can be incorporated for further efficiency in terms of the integrity of the data. 
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