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 In today’s world, the need for higher levels of security in storing and 

transferring data has become a key concern. It is essential to safeguard data 

from any potential information leaks to prevent threats that may compromise 
data confidentiality. Therefore, to protect critical and confidential satellite 

imagery, this paper proposes a novel encryption method based on the 

combination of image bands scrambling with chaos and the advanced 

encryption standard (AES). The proposed approach aims to enhance the 
security of satellite imagery while maintaining efficiency and robustness 

against various attacks. It possesses several appealing technical 

characteristics, notably a high level of security, a large key space, and 

resilience to single event upsets (SEUs) and transmission errors. To evaluate 
the performance of the proposed encryption technique, extensive 

experiments have been conducted by considering factors such as security 

level, resistance to SEUs, and computational efficiency. Our results 

demonstrate that the proposed method achieves a high level of security and a 
large key space, ensuring the confidentiality and integrity of satellite 

imagery data. Furthermore, the method exhibits resilience against SEUs and 

transmission errors, and offers efficient processing, making it suitable for 

real-world applications. 
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1. INTRODUCTION 

Nowadays, huge quantities of various types of digital data including text, image, and video are 

exchanged through different kinds of communication networks. Subject to possible high risks, such 

information must be protected and secured because it contains private and confidential data. In particular, 

earth observation satellites (EOS) and remote sensing (RS) are disrupted by random or intentional attacks on 

images. Since digital images are transmitted on different kinds of networks, their security becomes a 

necessity [1]. Referring to the US Computer Security Institute study [2], internal unauthorized file access 

accounts for 59% of threats, hence the need for efficient means to solve this problem and ensure the security 

of information systems. Among the security techniques employed, cryptography is the most widely used way 

to ensure the privacy, integrity or authentication of text and image data transmission processes and storage 

from unapproved users. This common technique, based on two functions called encryption and decryption, 

has found a great impact and became an interesting research theme in the area of information security  

https://creativecommons.org/licenses/by-sa/4.0/
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[3]–[5]. Furthermore, encryption is also used to ensure information transmission in communication networks. 

This task can be performed by using standard image encryption algorithms such as digital encryption 

standard (DES), international data encryption algorithm (IDEA), triple data encryption standard (3-DES), and 

advanced encryption standard (AES) [6]. However, DES and IDEA pose challenges due to their intricate 

nature and slow performance when tasked with encrypting large satellite image datasets. Moreover, both 

DES and 3-DES exhibit security vulnerabilities attributable to their limited key size. Among these encryption 

algorithms, AES is considered as a new generation of world encryption standard that was adopted by the 

National Institute of Standards and Technology (NIST) [7]. In the last two decades, AES has been most 

commonly used as an excellent choice for many critical applications seeking confidentiality and the secure 

exchange of information such as satellite imagery [8], [9]. These classical methods, while effective in certain 

contexts, may exhibit drawbacks when applied to large-size or bulky satellite image data. 

In the past twenty years, chaotic maps have emerged as a viable tool for image encryption, thanks to 

their attractive characteristics such as pseudo-randomness, unpredictability, ergodicity, and sensitivity to 

initial conditions [10], [11]. Chaotic maps provide opportunities for developing novel image encryption 

methodologies or modifying conventional algorithms [12], [13]. A comprehensive review of recent studies 

on image data security and cryptographic analysis is presented in [8].  

Existing cryptographic systems utilizing chaotic maps can be divided into two main categories: one-

dimensional (1-D) and multi-dimensional (M-D) chaotic maps. Chaotic dynamics of certain 1-D chaotic 

maps like the Logistic and Sine maps are often deemed insufficiently secure due to inherent limitations 

stemming from the predictable nature of their simple orbits and the ability to forecast their control and initial 

parameters [14]. Consequently, classical 1-D chaotic maps are deemed unsuitable for image encryption. As a 

result, numerous endeavors have been undertaken to propose novel M-D chaotic maps to enable rapid and 

highly secure image encryption [15]. Compared to 1-D chaotic maps, these complex schemes exhibit greater 

unpredictability and superior chaotic behavior, rendering them more suitable for data encryption [13], [16]. 

However, the main limitations of M-D chaotic maps for image encryption include computational complexity, 

high dimensionality, and challenges in key management. Security analysis can be complex and may impact 

encryption performance and the overall security of the system. 

In the context of image encryption, where the confidentiality and integrity of data are critical, the 

integration of AES with chaotic techniques holds particular significance [13], [17], [18]. In particular, 

satellite imagery often contains sensitive information related to national security, environmental monitoring, 

disaster management, and other applications, necessitating robust encryption mechanisms to protect against 

unauthorized access and tampering [19]–[21]. Recent developments in satellite image encryption have 

explored novel approaches that combine AES with chaotic techniques to achieve high security levels [13], 

[22], [23]. By incorporating chaotic dynamics into encryption algorithms, such as AES, researchers aim to 

introduce additional layers of randomness and complexity, making encrypted data more resistant to 

cryptographic attacks. 

To increase the security level of AES, a combination of AES and chaos using Arnold’s cat map to 

shuffle pixel values and Henon map to generate random sequences was proposed for satellite imagery 

encryption [22]. Another approach based on the combination of a customized version of the AES and the 

Arnold cat map to derive the encryption key was introduced in [24]. Similarly, A chaotic system with four 

dimensions was utilized to produce keys and enhance the AES standard [25]. Also, an adjusted AES 

cryptographic system featuring dynamic random keys derived from chaos synchronization was proposed in 

[18]. While these enhancements strengthen encryption keys, they come with a significant computational load, 

making them less suitable for processing large satellite images. 

An implementation of chaos-AES combination was proposed to reduce the processing time and 

adhere to the time-sensitive requirements [8]. In this implementation, a correction strategy based on the 

properties of chaos theory is suggested to address the inherent limitations of the AES algorithm parameters 

[8]. Another efficient chaos-based encryption method was proposed to encrypt multispectral satellite images 

onboard Earth observation satellites [12]. The experimental results demonstrate that the proposed approach 

achieves a satisfactory level of security with minimal hardware complexity, power consumption, and 

computation time. However, the system may be susceptible to single event upsets (SEUs) induced by natural 

space radiation. 

These encryption methods are inadequate for securing images onboard remote sensing satellites due 

to the avalanche effect, which is a crucial property in encryption where a small change in the input, such as a 

single bit, results in a significant change in the output. Furthermore, given that remote sensing satellites 

function within a challenging radiation environment, all onboard electronics, including encryption systems, 

are vulnerable to radiation-induced defects [26]. Consequently, there is a need for encryption techniques that 

achieve a compromise between computational efficiency, security strength, and suitability for encrypting 

large-scale satellite image data in a harsh radiation environment. 
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In this work, a novel encryption scheme, based on the use of chaos combined with an information 

scrambling process, is proposed to enhance the security level of AES. Firstly, the pixels of the various bands 

of the original satellite image undergo a meticulous scrambling operation. Subsequently, employing the 2D 

Standard map, the scrambled bands undergo the second step of encryption. Finally, the encryption process 

continues with the application of the AES algorithm based on the counter (CTR) mode. This method ensures 

comprehensive data security, demonstrating a structured and effective approach to safeguarding sensitive 

satellite imagery. Moreover, it achieves a balance between computational efficiency, security strength, and 

suitability for encrypting large-scale satellite image data within a harsh radiation environment. 

The main contributions of this paper can be outlined as follows: 

− We introduce a novel super-encryption technique that combines image scrambling, 2D standard map-

based chaotic encryption, and CTR mode to bolster the security level of AES. 

− We conduct a comprehensive performance evaluation and comparison of our proposed method against 

conventional image encryption approaches. Our findings demonstrate that the algorithm offers fast 

processing, high security, and robust resistance against brute-force, chosen and known plaintext, 

statistical, and differential attacks. The proposed algorithm is also tolerant to SEUs and transmission 

errors. 

This paper is organized as follows: the theoretical principle of AES is presented in section 2, while 

the proposed technique is described in section 3. Detailed experimental results will be reported and discussed 

in section 4. Finally, a summary of the present work will be given in section 5. 
 

 

2. BACKGROUND INFORMATION 

2.1  AES description 

Since the beginning of the 2000s, several chaotic encryption methods have been used to create 

confusion and diffusion properties for symmetric ciphers with the aim to ensure high level information 

security [27], [28]. Consequently, in an image encryption process, the confusion operation obscures pixel 

patterns within the image by randomly shuffling the positions of pixels. Therefore, the actual locations of 

those pixels are changed in the diffusion operation. Recently, the AES algorithm is strongly used as a 

symmetric key encryption standard. AES is also called “Rijndael algorithm” in reference to its designers 

Vincent Rijmen and Joan Daemen. 

AES is a symmetric key block cipher, which encrypts information using an iteration process of 

transformation rounds called substitute bytes (SubBytes), shift rows (ShiftRows), mix columns 

(MixColumns) and add round key (AddRoundKey) [29]. Moreover, AES is a round-based encryption 

algorithm handling blocks of 128 bits and using keys of 128, 192 or 256 bits that set the number of rounds to 

10, 12, or 14, respectively [7], [30] as shown in Figure 1. The block diagram of the AES encryption process 

is depicted in Figure 1(a), while Figure 1(b) represents the decryption process. 

In an AES iteration process, we distinguish four transformations called layers where the round 

operation is the basic unit. Also, each round has a round key and transformation steps that generate data 

called States organized in 4×4 matrix of bytes array consisting of four rows and number of columns. In the 

encryption/decryption operations, the data and key blocks are processed through Nr rounds which are 

obtained from key size K of length Nk. On the other hand, let us note Nc the number of columns in a state 

matrix and which depends on the block size. Some variants of keys, blocks, and rounds are used and 

exhibited in Table 1. 

 

 

Table 1. AES combinations [31] 
AES type Nk Nc Nr 

128 4 4 10 

192 6 4 12 

256 8 4 14 

 

 

AES operates such as a network of substitution and permutation where the four following basic 

transformations are performed as follows: 

− SubBytes: In this transformation, each byte in a block is substituted by another from the substitution-box 

(S-box) according to a lookup table. A nonlinear substitution in the cipher is achieved using the S-box 

which is obtained from the chaotic map in Galois finite field GF(28) [32], [33]. 

− ShiftRows: In this step, the first row is unchanged and a circular permutation is applied to each of the last 

three block rows. Hence, each byte of a row is shifted to the left by one, two, and three for the second, the 

third and the fourth row, respectively.  
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− MixColumns: This transformation is a mixing operation which affects the columns where the four bytes 

of each column of the state are combined using a linear transformation. 

− AddRoundKey: This step combines each byte of the state with the round key. For each round, a round 

key is generated from the initial key using the key schedule. The round key is added to each byte of the 

state by the eXclusive OR (XOR) function. 

 

 

  
(a) (b) 

 

Figure 1. The architecture of AES (a) AES encryption process and (b) AES decryption process 

 

 

Throughout the encryption process, data undergoes four transformations in each round, resulting in 

a substantial alteration of information. This property, known as the avalanche effect, significantly enhances 

the security of AES by ensuring that even a minor change in either the original image or the encryption key 

leads to about half of the image being modified. This effect causes slight modifications in pixel values to 

propagate and impact neighboring pixels and regions in a complex manner. However, in space applications 

where data storage and transmission are critical and often susceptible to various environmental factors such 

as radiation and electromagnetic interference, the avalanche effect can pose challenges. Bit upsets resulting 

from these factors can corrupt the original data, creating a noticeable difference between the original and 

decrypted images [13], [26]. Furthermore, AES is susceptible to cryptanalysis, including brute force attacks. 

Consequently, addressing these issues necessitates a more robust encryption technique that fulfills certain 

criteria for data confidentiality: 

− Resilience against cryptanalysis by providing extremely high complexity through the simultaneous 

operations of image scrambling, chaotic encryption, and AES.  

− Tolerance to SEUs by using the counter mode of AES to reduce error propagation during image 

encryption.  
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3. PROPOSED ALGORITHM 

In this paper, inter and intra-band information scrambling is performed jointly with 2D standard 

map based chaotique encryption to improve the security level of satellite image encryption using AES. AES 

and 2D Standard map are used in the cryptosystem as very effective encryption mechanisms against 

computer attacks and data leakage. The detailed procedure and the block diagram of the proposed encryption 

algorithm are shown in Figure 2. 

The proposed encryption process is carried out using the following steps:  

Step 1: Perform inter and intra-band scrambling operation for the pixels of the different bands of the original 

satellite image. 

Step 2: Encrypt the obtained scrambled bands using the 2D standard map.  

Step 3: Utilize the AES-CTR algorithm to encrypt the acquired images. 

The proposed encryption approach involves mixing pixels within and between bands of a satellite 

image to introduce confusion into the data. By dividing the clear image into layers and then manipulating the 

arrangement of pixels methodically, the algorithm aims to obscure the underlying information, making it 

harder for unauthorized users to decipher. Additionally, this encryption scheme utilizes a chaotic system 

based on the 2D standard map, which adds an extra layer of security. The chaotic behavior of the 2D 

Standard map system enhances the encryption process by introducing unpredictability and complexity. It 

helps in generating highly random sequences that are difficult to replicate, improving the resistance against 

various cryptographic attacks. Furthermore, to ensure robust security, the algorithm concludes with the 

application of AES-CTR encryption, a widely adopted and well-regarded encryption standard known for its 

strong cryptographic properties and widespread compatibility. The combination of inter- and intra-band pixel 

mixing, chaos based on the 2D standard map, and AES-CTR jointly contributes to establishing a robust and 

secure encryption mechanism. 

 

 

 
 

Figure 2. Flowchart of the proposed encryption algorithm 
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3.1.  Step 1: Scrambling process 

The initial encryption step in the proposed approach, prior to the application of the 2D standard map 

and AES, facilitates the mixing of pixels in a highly organized and rapid manner. This function transforms 

the different spectral bands of the plain image of size [𝑀 × 𝑁] to a vector of size [𝑀 × 𝑁 × 𝑃 ], where 𝑃 is 

the number of bands. Notably, this scrambling step enhances the confusion and diffusion properties of the 

overall encryption process. The pixels within these bands form the elements of the specified vector. Their 

positions are determined first by their chronological order. Subsequently, the order of the bands further 

organizes their placement. At the end of this process, the resulting vector will be transformed into 𝑃 images 

of a size [𝑀 × 𝑁]. Figure 3 shows an example of the principle of the scrambling process on an NRGB image 

of size [5×4]. The results of image scrambling are depicted in Figures 4(a)-(d), where Figure 4(a) and  

Figure 4(c) exhibit the original images. The effects of the scrambling process on these images are illustrated 

in Figure 4(b) and Figure 4(d), respectively. 

 

 

 
 

Figure 3. Example of NRGB image scrambling 

 

 

    
(a) (b) (c) (d) 

 

Figure 4. Results of the proposed scrambling process (a) Alsat-2 image of Ouargla (Algeria), (b) Alsat-2 

image after applying the proposed scrambling process, (c) Lena Delta Reserve image, and (d) Lena Delta 

Reserve image after applying the proposed scrambling process 

 

 

3.2.  Step 2: Chaotic encryption of the scrambled bands 

The 2D standard map can be utilized in image encryption as a chaotic mapping function to introduce 

randomness and complexity into the encryption process. It effectively disrupts pixel positions, enhancing 

security. This added complexity makes the encrypted image significantly different from the original. 

The encryption process involves two key phases: permutation and diffusion. 

− Permutation: During this phase, the image pixels undergo a random rearrangement. This step obscures the 

original pixel sequence in the encrypted image. Employing the 2D standard map function, which operates 

as a chaotic map, adds intricacy to this process. Chaotic maps are highly sensitive to initial conditions, 

making it challenging to predict their output even with known input. Consequently, reversing the 

permutation to recover the original image without the encryption key becomes exceedingly difficult. 
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− Diffusion: In this phase, pixel information is spread across the entire image, making individual pixel 

values indiscernible in the encrypted image. Utilizing the 2D standard map function, which serves as a 

nonlinear map, further complicates this stage. Nonlinear maps do not maintain original input-output 

relationships, making it difficult to deduce any single pixel's value solely from the encrypted image. 

The combination of permutation and diffusion makes the 2D standard map function a secure and efficient 

way to encrypt images. 

The 2D chaotic map known as the Standard map is defined as [34]: 

 

[
𝑥𝑖+1 = (𝑥𝑖 + 𝑟𝑥 + 𝑦𝑖 + 𝑟𝑦) 𝑚𝑜𝑑 𝐿

𝑦𝑖+1 = (𝑦𝑖 + 𝑟𝑦 + 𝐾 ∗ 𝑠𝑖𝑛
𝑥𝑖+1

𝑁

2𝜋
)  𝑚𝑜𝑑 𝐿

]  (1) 

 

where 𝑥𝑖 and 𝑦𝑖 represent the current positions in the phase space, and 𝑥𝑖+1 and 𝑦𝑖+1 represent the next 

positions after the map iteration. Parameter 𝐾 is the strength of the nonlinearity of the system. For small 

values of 𝐾, the system exhibits regular motion, with periodic orbits that are confined to specific regions of 

the phase space. As 𝐾 is increased, the orbits become more complex, and the system can manifest chaotic 

behavior, with trajectories that are sensitive to initial conditions. Note, 𝑟𝑥  and 𝑟𝑦 are two parameters that both 

vary from 0 to 𝐿 − 1, and are used to shift the image in the horizontal and vertical directions [34]. Moreover, 

the parameter space of the 2D standard map exceeds that of the Cat map and Baker map, making it a 

favorable option for data encryption [34]. 

Within this section, the 2D standard map function is applied to the scrambled bands obtained after 

the application of the scrambling process. The encryption process involves specifying the desired number of 

rounds, denoted as n, and establishing the initial condition to initiate this operation. Each band obtained from 

the scrambling function must undergo this chaotic encryption process. Eventually, we obtain a set of 𝑃 

encrypted images, each with dimensions [𝑀 × 𝑁], as illustrated in Figure 2. 

The application of the proposed chaotic map in this stage of image encryption can significantly 

enhance its security. This is because without knowledge of the precise control parameters and initial values, 

an unauthorized individual would be unable to predict the chaotic sequence generated by the system. In 

essence, the inherent chaotic behavior of this system introduces an additional security barrier, making it 

highly challenging for unauthorized parties to decipher encrypted images. Figure 5 shows the block diagram 

of the proposed chaotic image shuffling using the 2D standard map. Figures 6(a)-(d) illustrate the results of 

applying the proposed chaotic map to shuffle the scrambled images. Specifically, Figure 6(a) and Figure 6(c) 

exhibit the initial scrambled images, while Figure 6(b) and Figure 6(d) reveal the outcomes of encrypting 

these images using the chaotic 2D standard map, respectively. 

 

 

 
 

Figure 5. Block diagram of the proposed chaotic process based on 2D standard map 

 

 

    
(a) (b) (c) (d) 

 

Figure 6. Results of the application of chaotic encryption to two different images (a) Scrambled image of 

Alsat-2 image, (b) Alsat-2 image after 2D standard map function, (c) Scrambled image of Lena Delta 

Reserve, and (d) Lena Delta Reserve image after 2D standard map function 
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3.3.  Step 3: AES-CTR encryption 

AES in counter mode is a block cipher operation that utilizes a counter, initialized with a 

predetermined value, along with a nonce resembling the initial vector, to generate a key stream. The 

generated key stream is subsequently combined with the plaintext through an XOR operation to produce the 

ciphertext.  

CTR mode has several advantages over other block cipher modes of operation. Firstly, it has the 

capability to overcome error propagation [21]. Secondly, it does not necessitate padding plaintext to match 

the block size of the cipher. Additionally, each plaintext block's encryption is independent of the encryption 

of previous blocks, enabling highly parallelizable architecture [21]. Overall, CTR mode is the preferred 

choice for block ciphers, offering efficiency, versatility, and high optimization for both hardware and 

software implementations across various platforms. 

In the last stage of our proposed algorithm, an initial vector (IV) is concatenated with a 32-bit 

counter value to generate the keystream for encryption. This process uses AES encryption with a secret key 

of 256 bits. Each block of the keystream is fixed at a length of 256 bits. Figure 7 illustrates the principle of 

the CTR mode. It should be noted that the size of the generated keystream is equivalent to that of the original 

plain image. Afterward, images obtained through chaotic encryption will be processed through AES encryption 

using CTR mode and a single shared key, as depicted in the diagram presented in Figure 2. The final output of 

this encryption stage is a cipher image of size [𝑀 × 𝑁 × 𝑃] containing 𝑃 bands. Figures 8(a)-(d) illustrates the 

results of the application of AES-CTR encryption on the shuffled images obtained from step 2 of the proposed 

encryption scheme. The original shuffled images are presented in Figures 8(a) and 8(c), whereas the final 

encrypted forms of these images are depicted in Figures 8(b) and 8(d). 

 

 

 
 

Figure 7. Counter (CTR) mode encryption 

 

 

    
(a) (b) (c) (d) 

 

Figure 8. Results of the application of AES to two different images (a) ciphered Alsat-2 image, (b) Alsat-2 

image after AES encryption, (c) ciphered Lena Delta Reserve image, (d) Lena Delta Reserve image after 

AES encryption 

 

 

3.4.  The decryption process 

Given that the suggested encryption scheme is symmetric, the deciphering procedure utilizes an 

identical encryption key (chaos and AES key) and an IV to decrypt the ciphered image. Consequently, this 

results in the generation of an indistinguishable permutation key and keystream. 

− At the beginning of the decryption process, AES is used in conjunction with a secret key to generate a 

keystream based on the same concatenated initial vector and counter value. The encrypted image needs to 

be fragmented into 𝑃 images, and each image will undergo the standard AES decryption process using the 

confidential key. 
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− The next step involves a procedure that enables the restoration of the shuffled images obtained by 

utilizing the reverse of the disorderly permutation. Initially, the decryption process generates the key 

through 2D standard's mapping, incorporating the preselected count of iterations utilized during the 

encryption process, thereby initiating the decryption operation. The recipient merely requires the initial 

parameters and can obtain the corresponding encryption key using these values. 

− In the third stage, the intermingled pixels across 𝑃 images are subsequently reorganized based on their 

sequential orders, constructing the bands of the unencrypted image. 

− Ultimately, the aforementioned 𝑃 layers above are reassembled into a [𝑀 × 𝑁 × 𝑃] pixel array in 

sequence, and the resulting image is the decrypted image. The decryption of the ciphered image is 

completed. 

The results of encrypting and decrypting different satellite images by using the proposed method are 

shown in Figures 9 to 11. On the left, Figure 9(a), Figure 10(a), and Figure 11(a) display three distinct 

original images. The central images, Figure 9(b), Figure 10(b), and Figure 11(b), present the encryption 

results obtained using the proposed algorithm. On the right, Figure 9(c), Figure 10(c), and Figure 11(c) 

illustrate the corresponding decryption results. 

 

 

   
(a) (b) (c) 

 

Figure 9. Lena Delta Reserve© USGS EROS Data Center-NASA (a) plain (original) RGB image,  

(b) encrypted image, and (c) decrypted RGB image 

 

 

   
(a) (b) (c) 

 

Figure 10. Sculpting a Basin, Iraq’s Ga’ara Depression, Landsat 8 - OLI © NASA (a) plain (original) RGB 

image, (b) encrypted image, and (c) decrypted RGB image 

 

 

   
(a) (b) (c) 

 

Figure 11. Sand Rush in Wisconsin © Landsat 8 - OLI_NASA (a) plain (original) RGB image,  

(b) encrypted image, and (c) decrypted RGB image 
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4. RESULTS AND DISCUSSION 

The simulation tests were performed on a computer featuring an Intel® Core™ i7-5700HQ 

processor (Quad-Core 2.7 GHz) and 12 GB DDR3-RAM operating at 1600 MHz. The system was running 

Windows 10 (64-bit). The implementation was carried out using the MATLAB programming language. Tests 

were performed on various images, including “Lena image”, and several satellite images “Lena Delta 

Reserve © USGS EROS Data Center-NASA”, “Sculpting a Basin, Iraq’s Ga’ara Depression, Landsat 8 - OLI 
© NASA”, and “Sand Rush in Wisconsin © Landsat 8 - OLI_NASA”, with sizes of 512×512, 3100×3100, 

4627×4627, and 2848×2848, respectively. 

 

4.1.  Histogram analysis 

Using the proposed algorithm, the histogram analysis was performed on several encrypted images as 

shown in Figure 12. The original image's histogram in Figure 12(a) serves as a baseline for comparison. 

Figure 12(b) illustrates the histogram after the initial scrambling step. Figure 12(c) shows the histogram after 

applying the 2D standard map. Finally, Figure 12(d) presents the histogram of the final encrypted image 

obtained after applying AES-CTR. As evident from the displayed figures the frequency distributions of the 

ciphered images exhibit a uniform characteristic. Therefore, the experimental results indicate that our 

proposed encryption process is well-suited to guarantee highly secure and reliable outcomes for satellite 

imagery. The uniform distribution of pixel values helps prevent statistical analysis and potential attacks. 

 

 

 
(a) 

 

 
(b) 

 

 
(c) 

 

 
(d) 

 

Figure 12. Original image (Lena) and encrypted image histograms (a) Histogram of the original image,  

(b) Histogram of the scrambled image obtained after the application of the scrambling process (step 1),  

(c) Histogram of the encrypted image after the application of 2D standard map (step 2), and  

(d) Histogram of the final ciphered image using the proposed scheme (after applying AES-CTR) 

 

 

4.2.  Sensitivity analysis of the proposed algorithm 

4.2.1. Differential attacks analysis 

For image-based cryptosystems, security performance analysis should be carried out by optimizing 

two parameters: number of pixels change rate (NPCR) and unified average changing intensity (UACI), which 

are widely used to analyze the cipher's resistance to differential attacks [35]–[37]. NPCR refers to the 

percentage of pixels that change in the encrypted image when one pixel of the original (plain) image is 

modified. In contrast, UACI calculates the average difference in intensity between corresponding pixels in 
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the plain and encrypted images. For a reliable cryptosystem against the known differential attacks, the 

recommended values of NPCR and UACI are typically as 99.61% and 33.46%, respectively [38].  

To define NPCR and UACI, we consider ciphertext images as 𝐶1 and 𝐶2 with the same size, before 

and after a one-pixel change in a plaintext image, respectively. In this case, the pixel values at grid (𝑖, 𝑗) are 

defined as 𝐶1(𝑖, 𝑗) and 𝐶2(𝑖, 𝑗) in C1 and C2, respectively. Thus, the corresponding bipolar array D can be 

calculated by (2). 

 

𝐷(𝑖, 𝑗) = [
0, 𝑖𝑓 𝐶1(𝑖, 𝑗) = 𝐶2(𝑖, 𝑗)

1, 𝑖𝑓 𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
 (2) 

 

NPCR can be computed using (3): 

 

𝑁(𝐶1, 𝐶2) = ∑
𝐷(𝑖,𝑗)

𝑇
100%𝑖,𝑗  (3) 

 

where T indicates the total number of pixels in the ciphertext. On the other hand, UACI can be calculated 

using (4): 

 

𝑈(𝐶1, 𝐶2) = ∑
|𝐶1(𝑖,𝑗)−𝐶2(𝑖,𝑗)|

𝐹.𝑇𝑖,𝑗 100% (4) 

 

where F denotes represents the maximum pixel value compatible with the format of ciphertext image. The 

simulation of the previous (3) and (4) led to the test results which are summarized in Table 2.   

In Table 2 we considered two encrypted images with the same key and a single bit change in the 

plaintext image. As shown in Table 2, the computed NPCR and UACI results closely approximate their 

respective theoretical values: 99.61% and 34.46%. These results confirm that the proposed image encryption 

algorithm has strong sensitivity to plain image changes and hence can resist differential attack analysis. 

 

 

Table 2. NPCR and UACI results for plain image sensitivity 
Image NPCR UACI 

Lena 99.6306005859375 33.4561 

Lena Delta Reserve 99.5147807617188 33.4276 

Sculpting a Basin, Iraq’s Ga’ara Depression 99.5846606445313 33.4475 

Sand Rush in Wisconsin 99.4925740699157 33.3958 

 

 

4.2.2. Key sensitivity analysis 

In cryptography, a good encryption algorithm should be highly sensitive to tiny modifications of the 

key to withstand an exhaustive attack. This sensitivity is typically examined through two aspects: 

a. Encryption: a minor change of the key on the same input data should produce a different cipher image. 

For this purpose, we have encrypted the four images mentioned before with two slightly different 

AES 256 keys (Key1 and Key2), then an evaluation of the NPCR and UACI parameters is made to assess the 

susceptibility of the proposed encryption approach to the key. 

 

Key1 = [208 231 33 254 159 25 70 136 237 238 39 247 233 118 193 35 101 218 188 227 155 9 198 

217 157 175 171 90 149 245 251 8] 

 

Key2 = [208 230 33 254 159 25 70 136 237 238 39 247 233 118 193 35 101 218 188 227 155 9 198 

217 157 175 171 90 149 245 251 8] 

 

As shown in Table 3, the obtained results confirm NPCR and UACI values are close to 99.60% and 33.46%. 

b. Decryption: any non-compliance with the encryption and decryption keys inevitably results in failure 

within the cryptographic system, leading to obscured deciphered images.  

To check this aspect, we applied our algorithm using the same keys to encrypt the Lena Delta 

Reserve. The plain image of Figure 13(a) was first encrypted with Key1, resulting in the ciphered image 

shown in Figure 13(b). Subsequently, the ciphered image was decrypted using Key1, and the obtained 

decrypted image is shown in Figure 13(c). Next, we further encrypted the plain image with the second key 

(Key2). The resulting ciphered image is shown in Figure 13(d). We then used Key2 to decrypt the second 

ciphered image in Figure 13(d), resulting in the decrypted image shown in Figure 13(e). Similarly, this 

decrypted image resembles the original plain image. However, decrypting the images leads to different 
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images from the plain image if the initial encryption key differs from the decryption key. Figures 13(f) and 

13(g) show the deciphered images of image Figures 13(b) and 13(d) by using Key2 and Key1, respectively. 

These images confirm that the original information can only be restored with the correct key, highlighting the 

proposed method's extreme sensitivity to any slight key variation. 

 

 

Table 3. NPCR and UACI results for key sensitivity 
Image NPCR UACI 

Lena 99.6106005859375 33.4216 

Lena Delta Reserve 99.6000807617188 33.4578 

Sculpting a Basin, Iraq’s Ga’ara Depression 99.4146606445313 33.3862 

Sand Rush in Wisconsin 99.5355740699157 33.4126 

 

 

    
(a) (b) (c) (d) 

    

    
(c) (d) (e) (h) 

 

Figure 13. Key sensitivity analysis: (a) the original Lena Delta Reserve image, (b) the encrypted image using 

key1, (c) the decrypted image from (b) using key1, (d) the encrypted image using key2, (e) the decrypted 

image from (d) using key2, (f) the decrypted image from (b) using key2, (g) the decrypted image from (d) 

using key1 (h) the difference image between (b) and (d) 

 

 

4.2.3. Key space analysis 

The size of the key space needs to be adequately extensive to withstand brute-force attacks. In the 

proposed encryption scheme, the secret keys encompass the AES key, which possesses a key space of 2256, 

alongside the scrambling and chaos keys. The initial and control parameters of the used 2D standard map 𝐾, 𝑥0, 

𝑦0, 𝑟𝑥  and 𝑟𝑦 constitute the chaos key. Since the parameters 𝑟𝑥  and 𝑟𝑦 vary from 0 to 𝐿 − 1, then each one has 𝐿 

possible values. 𝐿 represents the highest intensity level (e.g.: 𝐿 = 255 if the image pixels are coded using 8 bits 

and 𝐿 = 1023 if the number of coding bits is 10). For the case of 8-bit coding, the two parameters 𝑟𝑥  and 𝑟𝑦 

have 256 possible values each and the key space for these two parameters is 256 × 256 = 216. In this case, the 

computer's processing precision is set to 10−15 and the size of parameters 𝐾, 𝑥0,  𝑦0 is 52 bits. Consequently, 

the total key space for the chaotic system's parameters becomes 216 × 252 × 252 × 252 = 2172. 

The total key space of the proposed algorithm is 2256 × 2172 = 2428, which largely exceeds 2100. 

This vast key space provides robust protection against brute-force attacks. Accordingly, it ensures a high 

level of security. 

 

4.3.  Correlation coefficients analysis 

In cryptography, correlation coefficient analysis [39] is a conventional technique for assessing 

similarity or dissimilarity between the original and encrypted images. The proposed image encryption 

scheme is assessed using the correlation coefficient between random variables 𝑥 and 𝑦. Considering adjacent 

pixel values 𝑥 and 𝑦 as random variables, correlation coefficients are computed as (5): 
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𝑟 =
𝑐𝑜𝑣(𝑥,𝑦)

√𝐷(𝑥).𝐷(𝑦)
 (5) 

 

where 𝑟 is correlation coefficient; 𝑥, 𝑦 is intensity values of chosen adjacent pixels; 𝑐𝑜𝑣(𝑥, 𝑦) is covariance 

of 𝑥, 𝑦; 𝐷(𝑥) is variance of 𝑥; and 𝐷(𝑦) is variance of 𝑦. 

Both 𝑐𝑜𝑣(𝑥, 𝑦), 𝐷(𝑥) and 𝐷(𝑦) are calculated using their respective expressions as (6)-(8): 

 

𝑐𝑜𝑣(𝑥, 𝑦) =
1

𝑁
∑ (𝑥𝑖 − 𝐸(𝑥))(𝑦𝑖 − 𝐸(𝑦))𝑁

𝑖=1  (6) 

 

𝐷(𝑥) =
1

𝑁
∑ (𝑥𝑖 − 𝐸(𝑥))2𝑁

𝑖=1  (7) 

 

𝐷(𝑦) =
1

𝑁
∑ (𝑦𝑖 − 𝐸(𝑦))2𝑁

𝑖=1   (8) 

 

where 𝑁 is number of adjacent pixel pairs in the plain and encrypted images. 𝑥𝑖 and 𝑦𝑖 are mathematically 

considered as two series with their corresponding means 𝐸(𝑥) and 𝐸(𝑦), respectively and expressed by (9) 

and (10): 

 

𝐸(𝑥) =
1

𝑁
∑ 𝑥𝑖

𝑁
𝑖=1  (9) 

 

𝐸(𝑦) =
1

𝑁
∑ 𝑦𝑖

𝑁
𝑖=1     (10) 

 

To check the correlation (horizontally, vertically, diagonally, and anti-diagonally) between the 

adjacent pixels of the plain image and those of the ciphered image, the correlation coefficients are determined 

utilizing (5), and the obtained results are summarized in Table 4. To accomplish this, we used four images as 

input: Lena, Lena Delta, Sculpting a Basin, Iraq's Ga'ara Depression, and Sand Rush in Wisconsin. Each 

image was subjected to three encryption experiments: using only the 2D standard map, using only AES, and 

lastly, employing our algorithm. 

 

 

Table 4. Correlation coefficients of pixels in plain and cipher images 
Images Test Algorithms Correlation coefficient 

Horizontal Vertical Diagonal Anti-diagonal Average 

Lena T1 2D STD Map 0.001920 0.002099 0.002036 0.001176 0.001808 

AES-CTR 0.000776 0.001139 0.000581 0.007882 0.002594 

Proposed 0.000068 0.000076 0.000181 0.000031 0.000243 

Lena Delta 
Reserve 

T1 2D STD Map 0.62791 0.62951 0.56136 0.87726 0.67401 
AES-CTR 0.0004757 0.021568 0.0009027 0.010358 0.0083261 

Proposed 0.0027112 0.0006647 0.0013403 0.002285 0.0017503 

T2 2D STD Map 0.004309 0.0006207 0.001702 0.000106 0.001684 

AES-CTR 0.005022 0.0075562 0.003430 0.018989 0.008749 

Proposed 0.001204 0.0001255 0.000383 0.002866 0.001144 

T3 2D STD Map 0.0039604 0.0006230 5.3009e-05 0.0014537 0.0015225 

AES-CTR 0.0008493 0.011719 0.0033124 0.01409 0.0074929 

Proposed 0.0046167 0.0019267 0.0010631 0.0032056 0.0027030 

Sculpting a Basin, 

Iraq 

T1 2D STD Map 0.45591 0.45847 0.37094 0.83265 0.52949 

AES-CTR 0.017314 0.010482 0.0089327 0.0006947 0.009355 

Proposed 0.0019682 0.0013057 0.0005234 1.1165e-05 0.000952 

T2 2D STD Map 0.0034801 0.0033211 0.012286 0.024194 0.01082 

AES-CTR 0.0131426 0.011949 0.0073954 0.0010647 0.008387 

Proposed 0.0001748 0.0015572 0.0084658 0.0004967 0.002673 

T3 2D STD Map 0.0019221 0.0021067 0.0007294 0.0034544 0.0020531 

AES-CTR 0.0047796 0.0033896 0.0043567 0.014266 0.0066979 

Proposed 0.0007446 0.0008999 0.0013427 0.0026373 0.0014061 

Sand Rush in 

Wisconsin 

T1 2D STD Map 0.30559 0.30918 0.2209 0.83094 0.41665 

AES-CTR 0.0095929 0.016175 0.029382 0.012609 0.01694 

Proposed 0.0015861 0.011554 0.013131 0.0075847 0.0084641 

 

T2 

2D STD Map 0.0013397 0.0028617 0.0011548 0.0078261 0.0032956 

AES-CTR 0.001792 0.0068657 0.0083733 0.0076681 0.0061748 

Proposed 0.004062 0.0019855 0.0058628 0.0003535 0.0030659 

 

T3 

2D STD Map 0.0054668 0.0004256 0.0033708 0.006466 0.0039323 

AES-CTR 0.0050823 0.0080286 0.018492 0.01273 0.011083 

Proposed 0.0007681 1.3632e-05 0.0055312 0.0026489 0.0022404 

Note: T1: test with 5 iterations of 2D standard map; T2: test with 10 iterations of 2D standard map; T3: test with 20 iterations of 2D 

standard map; bold value represents the best result for each test; gray cell represents the best image result for all tests 
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Table 4 presents the statistical findings of the correlation coefficients for each image component. 

The outcomes reveal that the correlation coefficients for the encrypted images tend to approach 0, 

indicating the effectiveness of the encryption technique in reducing pixel correlation compared to using 

chaotic encryption or AES alone. Around 30% of the cipher images exhibit absolute correlation 

coefficients below 0.0005. Additionally, the ciphered test images demonstrate a minimum correlation 

value of 1.1165×10−5. 

Besides, to better visualize the change in correlation before and after encryption, a random selection 

of 10,000 adjacent pixel pairs was extracted from the ciphered image in all directions. Correlation 

distribution charts were then plotted for the original image and its encrypted versions along the horizontal, 

vertical, diagonal, and anti-diagonal directions. Figure 14 shows the correlation distribution of adjacent 

pixels. The columns from left to right show the input image and the ciphered images after each step of the 

proposed encryption namely Scrambling, 2D STD map, and AES, respectively. 

By comparing the scatter plots of the plain and encrypted images, we observe a clear linear 

correlation in all directions between adjacent pixels in the original image. However, in the final encrypted 

image, the pixels are uniformly distributed and exhibit minimal correlation. This means that the pixel 

correlation in each direction has been almost completely eliminated. 

 

 

 
 

Figure 14. Pixel correlation distribution charts 

 

 

4.4.  The ability to withstand radiation-induced upsets and transmission errors  

For satellite computer systems operating in harsh radiation environments, it is crucial to analyze the 

capability of the proposed algorithm to resist transmission errors and radiation-induced upsets. Radiation-

induced errors, known as SEUs, primarily manifest as bit flips in satellite onboard computers. Additionally, 

satellite images are prone to transmission errors during their transfer to ground stations. Hence, it is 

imperative for the encryption algorithm utilized onboard to be resilient against both radiation-induced upsets 

and transmission errors [13], [26]. A proposed solution to mitigate data corruption due to SEUs and 

transmission errors involves combining the Hamming error detection and correction code with AES 

encryption [26]. This combined cryptosystem can identify and rectify double faults and single faults injected 

during data encryption. Understanding error propagation, in succeeding blocks affected by single-bit errors 

during encryption and transmission, is pivotal in selecting the appropriate fault detection and correction 

technique. 

Thankfully, the proposed encryption scheme employing the AES-CTR mode meets this criterion 

effectively. In the event of a single SEU occurring during image scrambling or chaotic encryption, only one 

pixel of the entire image is affected, without propagating errors to other pixels. Within the AES-CTR 
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encryption process, a single-bit error (SEU) occurring during keystream generation will only corrupt the 

corresponding ciphertext block (256 bits) upon decryption, with no errors spreading to subsequent blocks. 

This characteristic holds during transmission as well. A single-bit error affecting a pixel within a ciphertext 

block will only impact the corresponding decrypted pixel, with no error propagation to other pixels. The 

effect of error propagation and SEUs during transmission is demonstrated in Table 5. NPCR and UACI 

between two encrypted multispectral images are utilized to assess these impacts. 

To analyze the impact of SEUs on AES encryption, a plain multispectral image of Alsat-2 is used 

along with two keystreams. One keystream is generated using a specific key and initialization vector (IV), 

while the other is intentionally altered by one bit at a random position to simulate an SEU occurring during 

keystream generation. These keystreams are subsequently utilized to generate two encrypted images, and the 

UACI and NPCR between the resulting ciphertext images are examined to determine the extent of changes. 

The impact of SEUs during image scrambling and chaotic encryption has been verified by injecting a random 

error during each process to generate a corrupted cipher image. Similarly, to evaluate the effects of 

transmission errors, the plain image is encrypted using the identical secret key and initialization vector (IV). 

Assuming a bit error rate of 10−6 for a typical low Earth orbit satellite transmission, errors (bit flips) are then 

injected at random pixel positions to produce the erroneous cipher image. The NPCR and UACI between the 

cipher images, obtained before and after error injection, are compared to assess transmission errors' impact as 

well as the effect of SEUs on the processes of image scrambling and chaotic encryption. The obtained UACI 

and NPCR values in Table 5 affirm that the encrypted images exhibit minimal differences, with SEUs 

affecting only one data block (26 pixels), and transmission errors do not propagate to the other image pixels. 

A total number of 13 pixels could be affected during the transmission of the Alsat-2 image multispectral 

image (4 bands of 1750×1750 pixels, each). Thus, the proposed encryption scheme demonstrates resilience 

against error propagation caused by SEUs and transmission errors. 

 

 

Table 5. Effects of SEUs and transmission errors on Alsat-2 multispectral image  

(4 bands of 1750×1750 pixels, each) 
Error Category Number of affected pixels NPCR UACI 

SEUs Scrambling 1 8.16e-6 7.98e-8 

2D Standard Map 2 1.63e-5 6.38e-7 

AES-CTR 26 2.12e-4 2.65e-5 

Transmission errors 13 1.06e-4 3.46e-6 

 

 

4.5.  Entropy 

Usually, entropy is a measure of the randomness of a value as described in the literature [39], [40]. 

In information cryptosystems, entropy is used to quantify the amount of information contained in an image, 

usually in bits or bits/symbol. The entropy denoted by 𝐻(𝑚) of an image can be calculated using the 

following relation [41]:  
 

𝐻(𝑚) = − ∑ 𝑃(𝑚𝑖)
2𝑁−1
𝑖=0 𝑙𝑜𝑔2(𝑃(𝑚𝑖))     (11) 

 

where 𝑃(𝑚𝑖) represents the probability of symbol 𝑚𝑖. 

Ideally, for an 8-bit random image emitting 28 symbols with equal probability, 𝐻 achieves its 

maximum value of 8. Thus, for encrypted satellite images, information entropy should be equal to the ideal 

value 8. The calculated information entropies are listed in Table 6. As demonstrated in Table 6, the computed 

information entropies of encrypted images are almost equal to the ideal value of 8. Therefore, the suggested 

method for image encryption is effective against the analysis based on information entropy. 
 
 

Table 6. The calculated information entropies 
Image Original Image Scrambling Scrambling + 2D 

Standard Map 

Encrypted image using 

proposed scheme 

Lena 7.0087381088 7.4524782524 7.9684189808 7.9994867985 

Lena Delta Reserve 7.0522700926 7.6002563699 7.9734236973 7.9997410604 

Sculpting a Basin, Iraq 7.1239736813 7.4470071897 7.9682244176 7.9990379651 

Sand Rush in Wisconsin 7.0454760535 7.5696391447 7.9750892917 7.9992744103 

 

4.6.  Time analysis 

The execution speed is an essential parameter to evaluate the performance of an image encryption 

algorithm. For this reason, we analyzed the computation time of the encryption/decryption process. This 

analysis is based on the results presented in Table 7. 
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Table 7. Computation times of encryption/decryption algorithm 
Image Encryption process Decryption process All the process time (s) 

Scrambling 2D STD AES Total Scrambling 2D STD AES Total  

Lena 0.0921 0.0921 19.973 20.1572 0.09528 0.0918 19.9889 20.1759 40.3331 

Lena Delta 0.07944 0.0964 20.7857 20.9615 0.07808 0.0908 20.6357 20.8045 41.7661 

Sand Rush 0.07929 0.0932 20.6325 20.8049 0.07299 0.0957 20.6547 20.8233 41.6283 

 

 

4.7.  Performance comparison and discussion 

To assess the efficiency of the suggested encryption algorithm, a comprehensive comparison was 

carried out with various techniques, as depicted in Table 8. In order to substantiate this comparison, rigorous 

cryptographic assessment techniques, such as correlation coefficients, information entropy, NPCR, and 

UACI were meticulously employed to analyze a [512×512] Lena image. These metrics serve as reliable 

benchmarks for evaluating and contrasting the effectiveness of the proposed algorithm against other existing 

methods. 

The analysis of correlation coefficients in Table 8 demonstrates the proposed algorithm's 

effectiveness. It consistently achieves the lowest and better correlation coefficient values across all axes, 

outperforming all listed references (horizontal, vertical and diagonal), indicating a significant reduction in 

correlation between neighboring pixels in the cipher image approaching almost zero. This demonstrates the 

algorithm's excellent performance against known attacks and its ability to eliminate the high correlation 

among pixels in the original image. 

Additionally, the results indicate that the proposed algorithm's information entropy closely 

approximates the theoretical value of 8. The proposed scheme has the third highest entropy value among all 

the algorithms listed in Table 8 and reveals a more favorable random performance when compared to 

references [42]–[49]. This means that the proposed algorithm has stronger security and produces more  

random encrypted images, which makes it more difficult to attack the encrypted image using statistical 

methods. 
 

 

Table 8. Performance comparison of the proposed algorithm vs. literature 
Techniques Correlation coefficient NPCR UACI Entropy 

Algorithms Horizontal Vertical Diagonal Average 

1999 AES 0.001516 0.002648 0.006318 0.003494 99.55 33.41 7.9982 

 Proposed T1 0.000068 0.000076 0.000181 0.0001083 99.61 33.41 7.9993 

 Proposed T2 0.000094 0.000001 0.000221 0.0001053 99.59 33.55 7.9992 

 Proposed T3 0.000745 0.000001 0.000027 0.0002576 99.63 33.42 7.9968 

 Proposed T4 0.000121 0.000133 0.000076 0.00011 99.60 33.43 7.9981 

2023 [49] NA NA NA 0.0004 99.61 33.45 7.9994 

[50] -0.00020 -0.00045 -0.00474 0,001796 99.63 33.03 7.9985 

[51] 0.00311 0.00266 -0.00188 0.00255 100 50.20 7.7043 

2022 

[42] -0.0003 -0.0037 0.0020 0.002 99.64 33.49 7.9972 

[43] 0.0033 0.007 0.0027 0.004333 99.61 33.44 7.9991 

[45] 0.0019 0.0035 0.0008 0.002066 99.62 33.46 7.9959 

[52] -0.00084 -0.0047 0.00008 0.001873 99.60 33.46 7.9993 

[53] 0.00182 0.00193 0.0023 0.002016 99.61 33.48 7.9993 

[54] -0.0018 0.0001 0.0005 0.0008 99.61 33.45 7.9968 

[55] NA NA NA 0.0003 99.61 33.48 NA 

2021 

[44] -0.0059 -0.0064 0.0003 0.0042 99.62 33.04 7.997 

[56] 0.0004 0.0019 0.0012 0.001166 99.62 33.52 7.9996 

[57] -0.0076 0.0004 0.0019 -0.001766 99.64 33.43 7.9993 

2020 [58] -0.00013 -0.00125 -0.00088 -0.000760 NA NA NA 

2019 
[24] 0.0027 0.0012 0.00031 0.001403 99.63 33.47 7.9974 

[13] 0.0004 0.0005 0.0003 0.0004 99.61 33.48 7.9994 

2018 [59] -0.0016 0.0012 0.0105 0.004433 99.62 33.46 NA 

2017 

[60] 0.0041 0.0031 0.0019 0.00303 99.62 33.48 7.9993 

[61] -0.0045 -0.0001 0.0053 0.0033 99.59 33.42 7.9993 

[46] -0.0042 0.0005 -0.0036 0.002766 99.61 33.49 7.9992 

[47] -0.0230 0.0019 -0.0034 0.009433 99.62 33.51 7.9974 

[62] 0.001801 0.004798 0.002753 0.003117 NA NA NA 

2015 [48] 0.0020 -0.0007 -0.0014 0.001366 99.65 33.48 7.9970 

Note: N.A: not available; T1: test with 5 iterations of 2D standard map; T2: test with 10 iterations of 2D 

standard map; T3: test with 20 iterations of 2D standard map; T4: test with 30 iterations of 2D standard map; 

bold value represents the best result 

 

 

Furthermore, to ensure a rigorous assessment, this study employs stringent methodology. A test 

image is selected, and a single pixel is randomly chosen for modification, specifically altering its least 
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significant digit. This process is repeated multiple times, with iterations of 5, 10, 20, and 30 for the 2D 

Standard map function. Subsequently, the resulting encryption outputs are used to calculate NPCR and UACI 

values. The average values derived from these repeated tests are shown in Table 8. Regarding the NPCR 

parameter, our scheme attains the second highest average value, closely approaching 99.6184%. In the same 

context, through a comparative analysis with the anticipated results of other studies, it is validated that the 

proposed algorithm outperforms the majority of methods in terms of both the theoretical and the mean value 

of UACI, showcasing its superior performance exhibiting the capacity to deliver sufficient security, even in 

the face of intense differential attacks. 

 

 

5. CONCLUSION 

In this paper, a refined encryption algorithm based on the combination of the 2D Standard Map and 

AES with a scrambling process is proposed with the aim of securing confidential data in satellite imagery. 

The proposed algorithm was successfully implemented, and detailed experimental results were presented and 

discussed to perform security performance analysis. The combination of image scrambling and chaotic 

encryption has been utilized to enhance the security of the cryptosystem while retaining the benefits of the 

AES-CTR mode. Security assessments indicate that the proposed approach offers a broader key space and 

increased sensitivity to the secret key. Experimental findings demonstrate that the proposed algorithm 

outperforms both the classical AES-CTR and certain recent chaotic cryptosystems in performance. In fact, 

improved scrambling has been attained with a notable increase in execution speed. Additionally, the 

proposed scheme exhibits robustness against SEUs and transmission errors. Also, the experimental results 

show that the proposed cryptosystem can resist differential, statistical, and plain image attacks. Thus, the 

proposed approach is indeed suitable to ensure highly secure and reliable results for satellite imagery. 
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