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 A wireless ad-hoc network (WANET) is a decentralized network supported 

by wireless connections without a pre-existing architecture. However, the 

mobility of nodes is a defining characteristic of WANETs, and the speed 

with which nodes may act poses several security risks. As a result of these 

wicked nodes, more data packets are lost, which might cause a significant 

delay. Thus, it is very important to identify wicked nodes in WANET. This 

work provides a support vector machine approach for detecting (SVMD) 

wicked nodes in the internet of things. The number of characteristics is 

reduced using the linear correlation coefficient (LCC) technique. With the 

LCC technique, we can precisely measure the strength of the connection 

between any two nodes while clearing the field of irrelevant information. 

Further, the support vector machine (SVM) algorithm may identify the 

wicked nodes by analyzing metrics such as the packet received ratio, packet 

delay ratio, and remaining energy ratio. The next step is to reach a verdict in 

which the wicked nodes are punished by being rendered inoperable. The 

simulation results show that the network latency is minimized, and the 

chance of missing detection is decreased using this method in WANET. 
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1. INTRODUCTION 

A wireless ad-hoc network (WANET) is a leading technology for executing the internet of things 

(IoT) structure [1]. Several approaches utilize for transmission, and messaging are the key necessities of an 

IoT system. IoT is a promising dynamic cyber-physical network that facilitates smart devices to supervise 

and modify the world. WANET faces recognized problems because operations in harsh and unattended 

surroundings, like attackers, can attack the network by cooperating with the sensor nodes with sensitive 

information like identity and position [2]. The interaction of IoT with WANET is vulnerable to a diversity of 

attacks that could damage security. The identification is utilized in cryptographic operations like encryption 

and decryption. Though, this identification is altered through actually accessing the nodes. Thus, many 

investigators introduced different approaches to concentrate on this problem. Support vector machine (SVM) 

is a machine learning technique that complements the intrusion detection system function and minimizes 

false alarms [3]. SVM is a better classification technique in security applications like identification of wicked, 

intrusion recognition, and spam filtering [4]. But, SVM can integrate with real-world security and cope with 

attack patterns to mislead the learning method. The SVM kernel operations established classifiers to 

differentiate the malevolent nodes from kind ones by measuring the variance in their driving pattern matrices 

https://creativecommons.org/licenses/by-sa/4.0/
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[5]. This approach can reach a low error rate with a high detection rate. The SVM method categorizes normal 

and abnormal network nodes [6].  

Problem statement: Wireless IoT devices applying low power and lossy networks lacking 

centralized security management are enormously susceptible to attacks, as a wicked node can falsify several 

identities and perform attacks. Many approaches have been examined to avoid attacks; however, vital 

restrictions remain. A physical identification-based trust path routing (PITrust) approach applies the received 

signal strength indicator and a centralized trust method to enhance attack detection and improve the packet 

delivery ratio [7]. However, this approach cannot enhance the wicked node detection in the network. 

Work contribution: The wicked nodes detection system is intended to distinguish and perform 

against network violations by observing and recognizing abnormal nodes. Thus, it ensures the accessibility 

and reliability of the network services; it is critical to have this system executed and managed effectively. 

This article proposes an SVM algorithm to detect wicked nodes (DWN) by incorporating the SVM algorithm. 

In this approach, the linear correlation coefficient (LCC) method minimizes the number of features. The LCC 

method perfectly measures the connection between two nodes and removes unnecessary data. The SVM 

algorithm isolates the wicked nodes based on the packet received ratio, packet delay ratio, and remaining 

energy ratio. SVM algorithms make a decision that gives the punishment in terms of the jamming of the 

wicked nodes.  

The structure of the remaining parts of the article is as follows: section 2 describes the SVM-based 

system to detect wicked nodes in IoT WANET. Next, simulation results are specified in section 3, and it 

compares packet received ratio, delay, remaining energy and miss detection possibility. Finally, the article's 

conclusion is in section 4. 

The selective forwarding attack (SFA) is the most difficult attack to recognize between denial-of-

service attacks. The wicked nodes initiate the SFA that losses some data packets. Here, an artificial immune 

system established the danger model to detect SFA attacks [8]. SVM is a supervised machine learning that 

provides great execution and classification role with great dimensional data. It has a small expected 

simplification error. The machine learning model uses an SVM algorithm to determine the attack in the 

network. Three SVM kernel operations utilized the classifiers to differentiate the malevolent nodes from 

reliable ones by measuring the variance [9]. A malicious-node identification approach applying a correlation 

procedure avoids fault data injection attacks. Initially, the time correlation procedure identified abnormal 

sensor nodes among neighbor nodes. Next, the wicked nodes are determined by applying the spatial 

correlation method. Finally, the event correlation procedure identified the wicked nodes efficiently [10]. The 

max-min method is utilized to compute a corresponding fused value of nodes. This assists in declining the 

manipulation of a fault node on wicked node recognition and enhances the recognition accuracy. However, 

this approach cannot use the machine learning concept; thus, it cannot efficiently detect wicked nodes. In 

addition, this approach does not include the IoT. Furthermore, it minimized the energy efficiency in the 

network [11]. A reinforcement learning algorithm is used to detect the selective forwarding attack. The 

double-threshold density peaks clustering method identified wicked nodes [12].  

Authentication is mostly for secure transactions. It is the procedure of verifying if the transmitter is 

a reliable one; otherwise, not also to verify the trustiness of the message obtained, which is to see if the 

messages are updated through others outside the network or the group [13]. In the symmetric key method, the 

transmitter and the recipient should have the stealthy key confidently. In other words, do not deliver security 

to the technique; offer protection only to the key [14]. A primary identity-based cryptography approach has 

three issues. Initially, non-public key generation is presumed trusty and aware of all nodes' non-public keys. 

Next, the unique identity for each node reasons the incapability to apprise keys inside the case of 

cooperation. Finally, a secure channel is essential for reassigning non-public keys [15]. The extended 

identity-based encryption approach ensures authentication and confidentiality. The Kerberos authentication 

approaches and identity-based encryption confirm authentication and privacy [16]. The Diffie-Hellman 

convention utilizes elliptic curve cryptography, both elliptic open and sealed keys, to construct a mutual 

secret key over an indeterminate channel. Advanced encryption standard algorithm for encrypting and 

decrypting the information ensures security. This approach does not utilize the machine learning algorithm 

[17], [18]. More secure and efficient access control allows an internet user in certificate-less cryptography to 

transmit with a sensor node in identity-based cryptography surroundings with dissimilar system parameters. 

Furthermore, this approach attains specific temporary information security [19]. The secure and privacy-

aware approach recognizes the attacker by offering the digital security certificate. This certificate offers the 

nodes and allows certified nodes to contribute to the route communicating the packets from the sender to the 

receiver. This efficient approach is recognized for utilizing more time [20]. 

A classification technique in that the decision for the class association is established on exact 

combinations of attributes states here and those mixtures are stimulated by reliability. Incorporate machine 

learning into the simulation-based consistency evaluation approach, and evaluate the system consistency 

experimentally [21]. The core reliability evaluation system is a supervised learning method named 
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perception, a state-space classification-based approach for system state evaluation. It detects the intrusion by 

the node's signal strength. In source embarrassed IoT devices, energy maintenance also small handling load 

between the most serious problems. Mainly, classical approaches are utilized for detecting and avoiding 

attacks [22]. A received signal strength indications (RSSI) possesses the energy communication operation; 

communication energy will source it to construct diverse RSSI. Applying the RSSI ratio values can precisely 

distinguish the sybil attack [23]. A Bayesian thresholding algorithm is forecast the received signal strength 

and link reliability for describing wicked. The hill climbing with cuckoo search algorithms can reach the best 

solutions by applying fitness functions [24]. An end-to-end data delivery reliability framework catching the 

ratio of received packet, noise for background, and RSSI [25]. Cooperative routing for improving lifetime 

objectives to improve the lifetime and reduce the cost of route detection. This mechanism utilizes the fresher 

encounter algorithm to enhances the lifetime [26]. A link expiration time-aware routing mechanism offers 

lesser energy utilization and it reaches the packet reliability [27]. Energy aware routing mechanism to reduce 

energy expenditure and select preferred next hop by measuring the link quality by node energy, and quality 

of link to improve the data transmission, and reduce the energy expenditure [28]. 

 

 

2. PROPOSED METHOD  

This approach contains a data collection phase, data preprocessing phase, quality of service (QoS) 

computation phase, and SVM-based categorization phase. Figure 1 demonstrates the SVM algorithm 

operation for detecting wicked nodes. In a WANET, information is gathered from the data source. The data 

collection phase gathers important information from the source of data. The preprocessing data phase is 

accountably minimizing the features. 

 

 

 
 

Figure 1. The architecture of the SVMD approach 

 

 

Then the significant task of the QoS computation phase is to calculate the QoS of the node 

established on the packet received ratio (PRR), packet delay ratio (PDR), and remaining energy ratio (RER). 

The SVM categorization phase is dependable for categorizing the node as reliable, medium honest, and 

wicked. Lastly, the major dependability of the decision-making process is to keep track of the introduced 

system and allocate the punishment in terms of blocking the wicked nodes. 

 

2.1.  Data collection phase 

In this phase, the wireless nodes observe the surrounding information at a definite period and 

assemble the essential data. The attributes are collected based on features of mobility and packet. The 

experiments are approved by applying the data source gathered from the network. Route request (RREQ) and 
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route reply (RREP) messages are illustrated in the packet-established attribute set. In RREQ, the sender 

forwards the RREQ message to near neighbor nodes, and this procedure ends till the receiver receives the 

message. Then the receiver delivers the RREP message back to the sender. Then the sender forwards the data 

through this path. 

 

2.2.  Data preprocessing phase 

The observing information usually reveals spatial and temporal redundancies because of the spatial 

and temporal connection between the observed information. Thus, in this approach, the regression model is 

applied to eliminate the connection in WANET. The preprocessing data phase is significant and essential 

since this phase, features used in the system are unnecessary attributes that are rejected. The important 

objective of this phase is to remove the subset of attributes that plays an input in raising the system with 

enhanced function and improved accuracy. The unnecessary and imperfect information is undisturbed from 

the dataset during the attribute’s removal procedure. In addition, it minimizes energy utilization during data 

transmission and enhances the network lifetime. Here, the LCC method reduces the number of features. The 

LCC method is extremely rapid and perfect and measures the connection between two nodes. The LCC 

concerning x and y can be calculated using (1). 

 

𝐶𝑜𝑟𝑟(𝑥, 𝑦) =
∑ (𝑥𝑗−𝑥)(𝑦𝑗−𝑦)𝑛

𝑗=1

√∑ (𝑥𝑗−𝑥)2 ∑ (𝑦𝑗−𝑦)2𝑛
𝑗=1

𝑛
𝑗=1

 (1) 

 

The connection between x and y is decided by the 𝑐𝑜𝑟𝑟(𝑥, 𝑦) value, which lies between -1 to 1. The 

value near 0 represents that the relationship between x and y is weak, and near 1 represents a strong 

connection between 𝑥 and 𝑦. This approach aims to recognize the wicked nodes and remove unnecessary 

features. The feature selection is specified by (2). 

 

𝐹𝑐𝑜𝑟𝑟 = 𝑀𝑎𝑥(𝑐𝑜𝑟𝑟(𝑐𝑙𝑎𝑠𝑠; 𝑠𝑓)) −
1

|𝐸𝐹𝑆|
∑

𝐶𝑜𝑟𝑟(𝑠𝑓;𝑓)

𝐶𝑜𝑟𝑟(𝐶𝑙𝑎𝑠𝑠;𝑠𝑓)𝑠𝑓∈𝐸𝐹𝑆  (2) 

 

Here, 𝐹𝑐𝑜𝑟𝑟 denotes the feature correlation, sf indicates the set of features, and EFS represents the extracted 

feature subset. If feature correlation (𝐹𝑐𝑜𝑟𝑟), 𝐹𝑐𝑜𝑟𝑟  = 0, the node features are unnecessary for the class (CL). 

Hence, the node features are rejected. If 𝐹𝑐𝑜𝑟𝑟  < 0 represents that the node features are disproportionate to the 

class CL, the feature node features are dismissed. If 𝐹𝑐𝑜𝑟𝑟 > 0 means the applicable node feature offers 

information about the output class CL. Thus, the node features are upended in the extracted feature subset 

(EFS). 

 

𝐸 = 𝑒𝑥𝑝 [
1

1+(𝐼𝐸−(𝑅𝐸−𝑇𝐸))

𝐼𝐸

] (3)

  

2.3.  QoS computation phase 

Here, the QoS value of a node is evaluated through performance analysis like PRR, PDR, and RER. 

These metrics decide whether the node is wicked or reliable in the network. PRR is the ratio of packets 

received to the whole count of forwarding packets from the sender. PDR is defined as the difference between 

the received packet time and the delivered packet time. RER is defined as the difference between initial 

energy and utilized energy. PRR PDR, RER metrics calculations are shown in (4), (5), (6), and packet 

received ratio threshold (𝑃𝑅𝑅𝑇𝐻), packet delivery ratio threshold (𝑃𝐷𝑅𝑇𝐻), remaining energy ratio threshold 

(𝑅𝐸𝑅𝑇𝐻) computations are described in (7), (8), (9). Where k indicates the node count and 𝑃𝑅𝑅𝑇𝐻, 𝑃𝐷𝑅𝑇𝐻, 

and 𝑅𝐸𝑅𝑇𝐻 denote the PRR, PDR, and RER threshold. 

 

𝑃𝑅𝑅 =
𝐶𝑜𝑢𝑛𝑡 𝑜𝑓 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑝𝑎𝑐𝑒𝑡𝑠

𝑊ℎ𝑜𝑙𝑒 𝑐𝑜𝑢𝑛𝑡 𝑜𝑓 𝑓𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔 𝑝𝑎𝑐𝑘𝑒𝑡𝑠
 (4) 

 

𝑃𝑅𝑅 = 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑃𝑎𝑐𝑘𝑒𝑡 𝑇𝑖𝑚𝑒 − 𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑 𝑃𝑎𝑐𝑘𝑒𝑡 𝑇𝑖𝑚𝑒 (5) 

 

𝑅𝐸𝑅 = 𝐼𝑛𝑖𝑡𝑖𝑎𝑙 𝐸𝑛𝑒𝑟𝑔𝑦 − 𝑈𝑡𝑖𝑙𝑖𝑧𝑒𝑑 𝐸𝑛𝑒𝑟𝑔𝑦 (6) 

 

𝑃𝑅𝑅𝑇𝐻 = ∑
𝑃𝑅𝑅(𝑘)

𝑘

𝐾
𝑖=1  (7) 

 

𝑃𝐷𝑅𝑇𝐻 = ∑
𝑃𝐷𝑅(𝑘)

𝑘

𝐾
𝑖=1  (8) 
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𝑅𝑅𝑅𝑇𝐻 = ∑
𝑅𝐸𝑅(𝑘)

𝑘

𝐾
𝑖=1  (9) 

 

2.4.  SVM-based categorization phase 

SVM is a type of supervised machine learning and the primary classification model. The SVM is an 

appropriate algorithm for detecting wicked nodes and reaches high recognition accuracy. Therefore, the 

detection module measured in this approach is residential by applying SVM-based learning. It executes linear 

and nonlinear classification. SVM-based categorization is used to categorize the nodes as reliable or wicked 

nodes. In this approach, the node QoS factor mitigates several attacks from the network. Initially, the SVM is 

trained with EFS and the node QoS, specifically PDR, PDR, and RER. The SVM-based node categorized is 

specified in (10).  

 

𝑉𝑎𝑟𝑖𝑎𝑡𝑖𝑜𝑛 = (∑ |𝑥𝑗 − 𝑦𝑗|𝐾
𝑖=1 ) (10) 

 

Here, 𝑥𝑗  and 𝑦𝑗  denote the nodes 𝑥 and 𝑦 features. It means the variation in the values between nodes of 

categorization. The nodes are categorized by wicked or reliable. We compare the node QoS metrics between 

the node 𝑥 and 𝑦 PRR, PDR, and RER values. If the node PRR value is lesser than the threshold value; the 

node PDR value is greater than the threshold value, and the RER value is greater than the threshold value that 

node is a wicked node. Finally, give the punishment based on performance to the wicked nodes to block the 

temporally or permanent function from the route in the WANET. An SVMD approach algorithm is specified 

below. 

 

Algorithm. Algorithm for SVMD approach 
start 

input: wireless nodes, sender, receiver 

output: wicked node detection, receiver reaches the data efficiently 

wicked node detection procedure 

data collection phase  

gathering surrounding information 

data preprocessing phase  

LCC method do 

minimizes the features 

QoS computation phase  

compute PRR  

compute PDR 

compute RER 

node categorization phase 

SVM algorithm do 

wicked nodes ==> punishment or blocked 

reliable nodes ==> data transmission 

end 

 

3. SIMULATION ANALYSIS 

This paper uses the network simulator ns-2.35 to measure the network performance of the PITrust 

and SVMD approaches. Here, 100 wireless nodes are used to measure the network performance, and these 

nodes move arbitrarily. This approach uses 802.11 medium access control (MAC) for execution. The 

wireless nodes' transmission range is 180 m, and several wicked nodes are arbitrarily distributed in the field 

[29]. To evaluate the execution of the introduced approach, wireless sensor nodes speed from 1 m/s and 

10 m/s correspondingly [30]. The function of the SVMD is measured by RER, PDR, PRR, and the possibility 

of miss detection ratio of routing. The performance of the SVMD approach is also deliberated by examining 

the PRR. PRR is the ratio of the total amount of data packets obtained to the amount of data packets 

forwarded. Figure 2 explains the execution of the PITrust and SVMD approaches for the PRR. 

The SVMD approach detects the wicked nodes by the SVM algorithm. This technique makes an 

intelligent decision for separating reliable nodes by node PRR, PDR, and RER. Thus, the SVMD approach 

detects the wicked nodes efficiently. But, the PITrust approach does not detect the wicked nodes efficiently. 

As a result, it minimizes the network PRR in the network. From Figure 3, the SVMD approach minimizes the 

delay in the network. In SVMD, the LCC method reduces the number of features. 

The SVMD approach utilizes a SVM algorithm to detects the wicked nodes efficiently. As a result, 

it minimized the network delay. Though, the PITrust approach raises the delay compared to the SVMD 

approach. RER is defined as the amount of energy remaining in a network. Figure 4 explains the PITrust and 

SVMD approaches for the RER. During data transmission, the nodes' energy is utilized when packets are 

forwarded to the receiver. Figure 4 illustrates that the SVMD approach has the highest remaining energy than 

the PITrust approach. 
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This approach uses the SVM algorithm to improve the network's wicked node detection. But, the 

PITrust approach reduces the energy preservation in the network. Miss detection is defined as the possibility 

that this system wrongly detects the wicked nodes. Figure 5 explains the PITrust and SVMD approaches for 

the miss detection possibility. The possibility of miss detection is deviated based on the count of WANET 

nodes. 

From Figure 5, the proposed SVMD approach has a lesser miss detection possibility since the SVM 

algorithm is used to detect wicked nodes efficiently. The SVM mechanism separates the wicked nodes based 

on PRR, PDR and RER metrics. However, the PITrust approach raises the miss detection by increasing the 

WANET nodes since it cannot notice the wicked nodes. 

 

 

  
 

Figure 2. PITrust and SVMD approaches for PRR 

 

Figure 3. PITrust and SVM-DWN approaches for 

PDR 

 

 

  
 

Figure 4. PITrust and SVMD approaches for RER 

 

Figure 5. PITrust and SVMD approaches for miss 

detection possibility 

 

 

4. CONCLUSION  

WANET communication is vulnerable to several types of attacks. The SVM-based wicked node 

detection in WANET is introduced in this paper. This article uses an SVMD approach to diminish the wicked 

nodes in IoT WANET and improve detection accuracy. This approach contains a data collection phase, data 

preprocessing phase, QoS computation phase, and SVM-based categorization phase. Here, the LCC method 

operates to minimize unnecessary data; thus, it reduces the network delay. The SVM algorithm categorized 

the wicked or reliable nodes based on node performance like PRR, PDR, RER, and miss detection possibility 

ratio. The simulation results analyzed the version of the SVMD with PITrust approaches using a network 

simulator. This approach provided better efficiency and improved energy efficiency. The simulation results 

demonstrated that the SVMD system provided better detection performance. Furthermore, the SVMD 

approach minimized the network delay. However, this paper increases the little packet loss ratio due to 

congestion. In future, we use Resource allocation concept for reducing the packet loss ratio in the network. 

Furthermore, we use the artificial intelligence learning algorithm to improve the routing efficiency in future. 
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