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Vehicular ad hoc network

Vehicular ad hoc network (VANET) is a promising technology for controlling
traffic on roads. Nowadays, heavy traffic is a major issue, and the presence of
attackers exacerbates the situation. The most important challenge in VANET
is its security from malicious vehicles. In order to defend against distributed
denial of service DDoS attacks, we propose a comprehensive verification
header format bandwidth detection (CVHB) in VANET. The behavior of a
DDosS attack is unknown for all the other normal nodes in network. The header
format of packer contains all the information of nodes that are actively
participating in routing. The attacker infection probability measured by
Py and B, or (P, >0.9). If both the parameters are high means attacker
presence confirm in network. The CVHB scheme checks the packet header
format of the attacker node, and only the attacker is one of the nodes whose
sequence number is frequently changing. So, CVHB blocks the flooding of
unwanted packets that consume the limited bandwidth of a wireless link and
identify packets that contain no useful information. To measure the

performance of the network, the basic performance metrics that are used are
dropping percentage, packet delivery ratio (PDR), throughput and delay. The
result of CVHB is showing improvement as compared to multilayer
distributed self-organizing maps (MSOM) in VANET.
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1. INTRODUCTION

Vehicular ad hoc network (VANET) is a sort of network in which vehicle nodes connect with one
another in a multihop fashion on the road [1]. VANET applications are majorly classified as either safe or
unsafe. In nature, safety applications are extremely significant because they are directly tied to users and their
lives. These programs give warning-related information to drivers, such as a post-crash notice on a certain road
[2]. Each vehicle on-board unit (OBU) is linked to a sensor network to exchange speed, location information,
and other data, and it can communicate with the OBUs of other vehicles and nearby road side units (RSUs) [2],
[3]. The growing need for the services of broadband in-vehicle services offers new issues for the design and
implementation of intervehicle communications in vehicular ad-hoc networks. Vehicle-to-vehicle (V to V) and
vehicle to RSU or infrastructure (V to RSU or I) are two communication paradigms in VANET. The data rate
plays an important role in quick response to requestor vehicle. The quick response means trailing vehicles are
avoid the unnecessary traffic jamming on roads and also improves quality of service (QoS) of network [3].
Vehicle-to-infrastructure communications allow automobiles to connect to the Internet through a roadside base
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station (BS). Intensive research and testing have been conducted to develop vehicle-to-infrastructure (V to I)
technology in order to support in-vehicle applications like real-time traffic and weather updates [4].
Meanwhile, significant research has been devoted to short-range radio-based (V to V) communication
technologies, like dedicated short-range communications (DSRC) [5], to support active safety applications.
The routing protocols play an important role in forwarding traffic information to other vehicles, and each
routing protocol has its own routing approach [6], [7]. Routing protocols are vulnerable to attacks. Security is
an important challenge in the network [8]. The presence of an attacker in a network is very harmful to all
connected nodes because the attacker's presence directly affects resources and data packets or files. A VANET
is a subset of Mobile Ad-hoc network (MANET), and the nature of a distributed denial of service (DDoS) node
attack is to generate unwanted packets in the network [9]. The bandwidth exhaustion probability (Pn) and
memory exhaustion probability (Pm) consumption affected by attacker flooding. These two factors are
important for proper incoming and outgoing of packets by nodes. The sensor network nodes are also affected
by an attacker's flooding in a high-speed network because flooding is more in higher data rate [10], [11]. The
vehicle to vehicle and vehicle to RSU or Infrastructure communication is mentioned in Figure 1. The vehicles
can directly send requests or traffic information to other vehicles, which can then decide whether to take a route
diversion or continue on the same path. The RSU is the superior unit to control traffic and directly or indirectly
give instructions and receive traffic information to forward to the next RSU in VANET.
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Figure 1. V to RSU and V to V communication in VANET

The attack may cause destruction and exhaustion of the nodes' and network's resources. Eventually,
legitimate users will be unable to access the networks. DDOS is not tolerated in the VANET because timely
and secure delivery of life-critical information is required. In summary, DDOS assaults can be carried by
communication channel jamming, network overloading and packet loss [9], [10]. The routing process in
VANETSs involves all participating nodes. Because conventional routing protocols are designed for predefined
infrastructure networks and cannot be utilized in VANET. VANET protocols were created to meet the need
for less infrastructure in network. Routing decision normally based on the number of nearby available vehicles
and reply by the vehicles those are participating in routing [12], [13]. The attacker injects or drops unwanted
packets into the network. The attacker's goal is to simply divert or control traffic on roads by interfering with
normal traffic information exchange [14], [15].

This article is divided into seven sections. Literature survey is described in section 2. Section 3
describes the problem statement. Section 4 describes the solution and proposed model against DDoS attack to
secure the network. Simulation tool and simulation parameters is mentioned in section 5. Section 6 describes
the results and comparison analysis. Conclusion with future work is mentioned section 7.

Table 1 (see in appendix) [16]-[21] discusses the literature survey i.e. contributions of many
researchers in the field of VANET security and also describes the previous work, their limitations, performance
and suggestions or possible future enhancement. This earlier work proposes a novel security mechanism for
VANET. The research gap also mentioned in considered works.

This article focuses primarily on detecting and preventing the denial-of-service attack (DoS) by
verifying the header format and bandwidth utilization and analyzing their impact on the basis of amount of
data received in percentage, average delay, and number of DoS packets spread into the network. The presence
of DDOS attackers directly affects the performance of the network. The presence of DDoS affects not only a
single resource, but also multiple resources used in data forwarding in VANET. This type of attack is the major
reason for traffic congestion on a particular route. This research aims to provide DDoS protection in VANET.
The unnecessary consumption of bandwidth and buffer space jam the communication in network. Vehicles
monitor and control the comprehensive verification of the header format and bandwidth utilization from a
connected RSU, which is responsible for providing trust information of any vehicle to other vehicles.
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The presence of a DDoS attacker doing the following:

— Single or multiple attackers are injecting unwanted packets in network that unnecessary consumes limited
bandwidth for routing (P, > 0.9). It is a common information for all vehicles that creatsconfusion on the
route and vehicle cannot communicate with other because already attacker/s are communicating.

— The nodes are getting traffic information from nearby vehicles in the right way, but because of flooding,
the attacker is affecting vehicle processing capability easily that means (P,, = high or buffer space
almost full).

— Attacker is directly affecting the request and response mechanism of sender vehicles and receiver vehicles
by capturing communication resources.

— Attacker assumes the identity of a legitimate user.

Some compromised OBUs or roadside base systems (RSBS) coordinate an attack on the system.

2. IDENTIFICATION OF DISTRIBUTED DENIAL-OF-SERVICE ATTACK

In this article, we identify a distributed denial-of-service attack by calculating the bandwidth, memory,
and node exhaustion probability. If the total exhaustion probability exceeds 0.5, we consider the node
suspicious and initiate the header format verification module. In this module, we cross-reference each packet
header format with a legitimate protocol header format. If we encounter a packet that does not match any fields
or field values, we classify it as an attacker packet. As a result, we identify the attacker's node using the packet's
identification information. Distributed denial-of-service attackers typically generate high data rates to consume
network resources, leading to increased utilization of bandwidth, memory, and nodes. Therefore, we compute
their likelihood. The header verification process provides the details about the packet, such as the source id,
destination id, sequence number, delay time, and so on. This information aids in calculating the inter frame
space (IFSS). If the IFSS is less than average, which ensures that node is the attacker node, and by using the
blocking method, we secure the complete network from a denial-of-service attack

A VANET is a network of vehicles and RSUs in which vehicles are controlled by RSU units that
provide service to vehicles on the road. Because of the increasing number of vehicles on the road, road safety
has become a measurable challenge with the recent advancement of technological growth. In the VANET
architecture, some technology is required to monitor and provide efficient path information (software-based
operation), which increases road safety and security. The proposed header verification method applies to the
RSU, which validates the vehicle ID and computes the sequence number for each vehicle wishing to
communicate in the network. Information about the vehicle's sequence number is available at the intermediate
node or vehicle. The module explained by route establishment process, DDoS Attack detection by header and
DDoS prevention after confirmation.

The following procedure is confirming the attacker presence in network:
a. Bandwidth exhaustion probability (P)

It is represented as a queuing system M/G/k queue which is a queuing model in which arrivals are

Markovian (modulated by a Poisson process), service times have a general distribution and there are k
servers. Itis given by (1):

Pp=—Lo p=21t 1
b Z%:o%p P 1)

where, L is channels used for communication and used these channels simultaneously but the (1) is only
accurate for L=1, y,, is the influx speed, it also defines the DDoS attack métier and p,is the service rate of
the system.

b. The memory exhaustion probability (B,,)
It is represented as a queuing system M/M/N/N given by (2).

oS

Pn = ﬁ' P = VYm-tw )

Lm=omr

where S is the volume of data that can be kept in the buffer, t,, is the average service time and y,,, is the
arrival speed, which is based on y, and P, as (3).

yb-(l_Pb)-r (3)

Ym = q
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where q represents the average packets count in one session and r represents the number of packets required
establish the session in network in presence of attacker.
c. The node exhaustion probability (P.)
Itis represented as an M/M/1 queuing system. In this, the arrivals follow a Poisson process, the service
times are distributed exponentially and one there exists one server. It is given by (4).

L ¥zlotl2t,
Pc= L y_cc (4)

—, <lorl<t
ty ¢ Y

where the average time is L, a light weight process spends in the system, t,, is the time for which the user
is ready for a service, (. is the rate of service and y, is the arrival speed, which is contingent on y,, and P,
given by (5).

Ye= Vo-(1— pp) + ¥ (%)

where y, represents the average request arrival speed for service.
The total success possibility of DDoS attack has to consider the fact that all the nodes involved in the model
have an influence between each other. So, the total probability (P,) of efficacious attack is represented by (6).

P.=1- P,.P,.P. (6)

2.1. Process of route establishment

There are two types of devices or nodes in a vehicular ad hoc network: OBU and RSU. OBU is
equipped with a vehicle, and RSU is treated as the central coordinator of vehicular communication. Using RSU
coordination, vehicles communicate with one another and share traffic information, safety information,
entertainment information, and security information over a single hop or multiple hops. The route packet
arrives at the RSU via direct or multi-hop-based routing from the source vehicle, which is responsible for
broadcasting the route packet to other connected RSU as well as its own zone to find the receiver nodes. When
a receiver node is found in the network, it creates the reverse path to send the acknowledgment back to the
source vehicle (use (1) and (2) for bandwidth consumption and memory consumption). After getting the route
acknowledgment source, start sending the data to the receiver node. The roadside unit system would maintain
vehicle movement and route information of all connected vehicles in the network.

2.2. Header format verification

DDoS detection is a more critical task because the vehicle appears genuine but gains network
resources by flooding the network with highly unwanted messages. In comprehensive verification header
format bandwidth detection (CVHB) proposed attack detection system, we use the concept of sequence number
verification and the inter frame space of same sequence number to reach the next connected vehicle that
receives the unwanted message from the attacker. The attacker uses any of the sliding window’s techniques to
send frames into network nodes. Assume it uses go back-N in K = 2 trail, so the sender generates sequence
number 2k (whose range is 0 to 3 out of 4 sequence numbers, S,,), and the frame within the sender's window is
S, — 1, which means (4-1=3 frames in the sender's window), while the other side receiver contains only one
window, which is required by the sender node. The sequence is mentioned in Figure 2.

In the proposed scheme we described the functional behavior of the proposed header verification
method to prevent the network from DDoS attack. The objectives of research are to avoid flooding unwanted
packets to consume limited bandwidth of wireless link and identified packets contain no useful information.
The attacker sets the broadcast address as the receiver vehicle during the route decision process, so most
vehicles that receive the route message are treated as receiver vehicles, and the intended receiver vehicle does
not understand attacker behavior and is treated as a genuine sender node. During data transmission, the sender
starts flooding the unwanted packet using any of the sliding window techniques, which are received by the all-
broadcast receiver node. When the CVHB algorithm detects that the sequence number is frequently repeated
and the sender node is the same, it calculates the inter frame space of the same sequence number by the attacker
(IFSS,_4), and if we get IFSS,, 4 < (Average (IFSSn_g)/Z") (inter frame space of the same sequence number
by a genuine node), it means the sender node is suspicious as a DDoS attack. It indicates that the source vehicle
is a denial-of-service attacker, and the receiver is also a denial-of-service attacker. The receiver of the attacker's
packet also initiates flooding and similar processes throughouth the network, causing the overall network
functioning disturbed by the DDoS attacker.
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There is a large flood of unwanted data into the network during distributed denial of service. Figure 3
depicts an orange-colored field, indicating that it is a highly vulnerable field that has been modified by a DoS
attacker. The attacker first creates the window based on KTH and sends the frame quickly (inter frame space
is very low), setting URG, PSH flag as 1 (frame is higher priority than other frames and PSH 1 means frame
sent immediately without waiting), and FIN as 0 (meaning that after that other frame is continued, it does not
finish). In the optional field, frame segment size will change dynamically, timestamp is («) (which means
round trip time cannot be calculated), and packet type is unknown. On the basis of these fields, we will be sure
the message is a DDoS attack and detect the attacker node. While the packet reaches the network layer, the
attacker sets the destination IP as a broadcast address (255.255.255.255) for receiving by all nodes and spreads
a distributed denial of service attack into the network.
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Figure 2. Inter frame space of same sequence number by attacker
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Figure 3. DDoS attack time data header field

2.3. DDos attack prevention

RSU determines whether the vehicle in the network is an attacker or not; for a DDoS attacker, if the
misbehaving node's node ID and header contain unwanted information, block the node from future
communication. RSU also sets their header information and sequence number, as well as broadcasts the block
information to other vehicles in the network, so no more communication can take place from the attacker
vehicle spoofing the network. RSUs also broadcast blocking information to other connected RSUs for complete
network security purposes. The proposed CVHB would provide secure and safe communication to all vehicles
in the network, as well as more dependable data communication between vehicles or RSUs. Finally, RSU
determines whether the vehicle in the network is an attacker or not; for a DDoS attacker, if the misbehaving
node's node ID and header contain unwanted information, block the node from future communication. RSU
also sets their header information and sequence number, as well as broadcasts the block information to other
vehicles in the network, so no more communication can take place from the attacker vehicle spoofing the
network. RSUs also broadcast blocking information to other connected RSUs for complete network security
purposes. The proposed CVHB would provide secure and safe communication to all vehicles in the network,
as well as more dependable data communication between vehicles or RSUs.
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3. METHOD
3.1. Comprehensive verification of the header format and bandwidth utilization (CVHB) architecture
In Figure 4, we explain the working architecture of CVHB, which starts from step 1 to develop the
vehicular ad hoc network. In this step, the source node initiates the call routing protocol for searching the
receiver node. In step 2, select the routing protocol as ad hoc on the demand distance vector (AODV), which
provides the shortest path to the receiver node. Step 3 represents the use of the Floyd-Warshall algorithm to
determine the shortest path through the route broadcasting method. During route broadcasting, there is a chance
to get some malicious nodes that can start a denial-of-service attack, capture the identity of the receiver node,
generate a high sequence number, and flood the attack packet into the network. In step 6, we execute the CVHB
security technique, which takes the information of all intermediate nodes and calculates the bandwidth
utilization, delay, and PDR. In step 7, we go back to step 6 to determine whether the node is an attacker or not.
If the total probability exceeds 90%, proceed to step 8 for packet header format checking. In this step, if we
receive UGG =1, PSH =1, and Fin = 0, we identify the packet as an attacker node and block it; otherwise, we
treat it as genuine and forward it to the receiver node, represented in step 11 of the block diagram.

e 3. BroadcastRoute | 1B 4. DDoS Attacker 5. Update ID
Packet Eoute Use Capture data,
» <—|_ Flooded Data
Same Seq No
Receive High
§ Watch by TS 1
Call
1. Vehicles m T _Dm
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- -Delay/PDR.
i renti 8. H_Fields (URG =1, P5SH=1 FIN
9 Detection and Prevention _ = 5
={}} Sequence Number (Frequently
from DDoS5 Attacker )
N 11. Fecerver Vehicles
10. Secure Routing and Data ]
Forwarding by IthNode or
Intermediate node.
Feceve data
Pass to Analysis Engime
12. Awk use for Performance
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Retrieve
Y ¥
13. Detection 15. Percentage
Accurzcy Packet Fecelves
Network Behaviour Analysis

Figure 4. CVHB security system for VANET
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Finally, get the receiver, and our network is identified as a secure network. At the end, simulator -2
generates the output file, which is passed into step 12 for data processing. Here, we use the awk script to get
the output parameters, which are represented from step 13 to step 16. The analysis output includes attack

detection accuracy, delay, percentage of data received, and overhead. The overall CVHB proposed system
provides reliable and secure communication against the DDoS attack.

3.2. Simulation tool and simulation parameters
The simulation parameters considered for simulation are listed in Table 2. In VANET, nodes are
vehicles, and vehicles in the network move with random velocities. The NS-2 simulator is used for create the

different scenario in VANET [27]. The movement of vehicles is dependent on the traffic on the roads and the
traffic status information forwarded by the leading and neighboring vehicles.

Table 2. Simulation parameter for deployment of VANET

Parameters Configuration Value
Network simulator NS-2.31
Routing protocols DDoS-AODV, MSOM, CVHB
Area of simulation 1000*1000 m
Vehicle speed maximum velocity [m/s] Random
Network type VANET
Attack type DDOS
Security technique CVHB
Number of vehicles 100
Physical medium Wireless, 802.11
Time for simulation (Sec) 550 Sec
Media access control (MAC) layer 802.11
Model of antenna Omni antenna
Type of traffic CBR, FTP
Propagation radio model Two ray ground

3.3. Simulation experimental setup

In the experimental setup demonstration, first explain the traffic scenario of vehicles mentioned in s
Figures 5 and 6. In Figure 5 (showing network animator window of NS-2) vehicles are sensing to for connection
establishment or transfer traffic status request packets in network to leading vehicles. In Figure 6 vehicles start
the movement with variable speeds and continuously forward or accept the traffic information. Figure 7 shows
the demonstration of code run on NS-2 using Cygwin on windows. The attacker’s role is to flood bulk of
information, but proposed security scheme secures communication by applying CVHB scheme in VANET.
For run the code use command “ns CVHB.tcl” and for change in the internal module run commands “make
clean” for clear junk files then run “. /configure”, for patch localization distribution and run “make” command
for add module with all external modules or for create object file of cvhb.cc files.
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Figure 5. Vehicles are sensing for sending traffic status requests
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Figure 6. Vehicles movement and traffic information sharing
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Figure 7. CVHB execution environment in NS-2.31

4. RESULTS AND DISCUSSION

Existing research analyzes the impact of DoS attacks using the supervised and unsupervised learning
concept (MSOM), but it fails to accurately identify the flooding attacker node or the percentage of the attack.
In our proposed CVHB approach, we accurately identify the attacker node, their behavior, the time of attack,
and the percentage of the attack. Additionally, we ensure complete security through the use of a node blocking
mechanism, resulting in an improved outcome for vehicular communication.

The performance evaluation of pure AODV, the previous MSOM, and the proposed CVHB shows
that the CVHB is far better compared to existing scheme (MSOM) in VANET. The attacker only tries to reserve
communication resources like bandwidth. The CVSB not only detects and prevents DDoS attacks in the
network but also improves routing performance.

4.1. Throughput performance analysis

In VANET, the nodes or vehicles are continuously receiving traffic information from other vehicles
and take the decision to follow the same route or move in another direction to avoid unnecessary delays in the
network. The throughput is 22% at 500 seconds. The MSOM technique is able to block the attacker, but
performance improvement is the major challenge. That is why throughput is only 40% at 500 seconds. The
proposed CVHB approach's performance is better than the MSOM, and CVHB gives a better approach to
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handling routing performance as well as attacker existence in the network. Its effect can be seen in performance
at 55% at 500 ms mentioned in Figure 5 and delay analysis mentioned in Figure 8.

4.2. Average end to end delay analysis

Delays in the network can occur for a variety of reasons. Sometimes the sender is slow, and the
receiver is fast, heavy traffic on a common route, collisions, and attacker presence are the main reason by that
delay occurs in network. The average end to end delay of MSOM is about 30 ms. The proposed approach
focuses not only on preventing DDOS attackers, but also on traffic status packet routing, which is the primary
concern here. As a result, the proposed approach reduces flooding because the delay is only 25 ms (the
maximum delay considered for all approaches) mentioned in Figure 9.

100 100 T T T T
DDOS —— MSOM CVHB —— DDOS —+—MSOM CVHB —a—

80 : : 80

60

o
=3

.
)

Throughput (%)
Average End to End Delay {ms)

10 100 200 300 400 500 10 100 200 300 400 500

Simulation Time in Second Simulation Time in Second

Figure 8. Throughput analysis Figure 9. Delay analysis

4.3. PDR performance analysis

The number of packets sent and received in the form of a percentage is evaluated by packet delivery
ratio (PDR) metrics. PDR measures the percentage of traffic status packets transmitted by sender vehicles
versus packets accepted by the receiver. In this graph, the PDR is less than 50% in the presence of an attacker,
and only a few packets reach their destination. The previous MSOM scheme gave an 80% success rate, but the
CVHB scheme gave a 97% success rate. The meaning of "97% receiving™" is minimum loss and smooth
movement of vehicles in the network. Because the attacker is not active in the network, his presence is not
affecting the performance of network mentioned in Figure 10.

4.4. Packet drop percentage analysis

The performance of the DDoS attacker, MSOM, and CVIB are evaluated, and it has been found that
the proposed scheme gives better results mentioned in Figure 11. The dropping percentage is only 5% up to
500 seconds of simulation time. The dropping percentage in the presence of attackers is 38%, and the previous
MSOM scheme blocked the attacker percentage, but the dropping percentage is only 25%. The proposed
technique shows an improvement in performance that is 15% better than MSOM and 32% better than DDoS.

4.5. SDN controller utilization analysis

The software-defined networking (SDN) controller is responsible for traffic control in the presence of
attackers in the network. The normal SDN network is the centralized controller for vehicle movement and
traffic information generated by normal vehicles and attacker vehicles. The presence of the attacker means that
the network will be inundated with unsolicited data. The MSOM utilization is minimal, but the performance
of the network is satisfactory. The proposed CVHB performance improves the utilization of SDN and provides
more than satisfactory performance mentioned in Figure 12.

4.6. DDoS packets flooding analysis
The presence of a DDoS attacker not only floods networks with unwanted packets, but it also has an
impact on resource performance. If the resource requirements are not fulfilled by the RSU or SDN, it will
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directly affect the delivery of traffic information and vehicle control on roads. The flooding of packets is
measured in thousands, not hundreds, and will eventually be measured in lacks mentioned in the Figure 13.
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Figure 12. SDN controller analysis Figure 13. DDoS packets flooding capture

5. CONCLUSION

The vehicles on the road continuously exchange traffic information in VANET. Nowadays, traffic
monitoring and control on roads is difficult because high vehicle densities affect vehicle performance, increase
unnecessary road delays, and invite the possibility of traffic jams. A VANET is capable of controlling and
managing traffic, but some issues, such as the detection of traffic information loss due to the presence of
attackers, do not have immediate solutions. The proposed CVHB approach focuses on the header format
changing during the communication of the attacker vehicle with normal vehicles. The sequence number field
in the header changes frequently, and the rest of the fields' status is also not normal. The results show that there
is an increment in packet loss and routing load in the network significantly if the DDoS attacker is present. The
network is protected by the proposed CVHB technique through a self-organized, fully distributed, and localized
procedure. The CVHB approach shows a 3 ms less delay as compared with the MSOM approach. Utilization:
The attacker has infected 50% of the network performance, but it is also affected by the remaining performance.
In the presence of attackers, the CVHB security scheme outperformed the MSOM approach in VANET, with
a 17% improvement. The drop percentage is only 3% after detection and prevention. The DDOS attacker
behavior is common for all connected vehicles. Due to the change in the header format, users frequently call
the CVHB to resolve that problem. So, in the future, it proposes a fuzzy technique to detect the attacker. We
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will use fuzzy rules to detect presence of attackers in the VANET and consider some important measurements
when developing fuzzy rules for a secure VANET.

APPENDIX
Table 1. Previous work description with limitations and further enhancement
Ref. Author and Work done Limitations Performance Further enhancement
No. year evaluated or suggestions

[16]  Al-Mehdhara Proposed a multi-layered self- DDosS attacker vehicle PDR, throughput, Attacker Infection
and Ruan organizing map (SOM) by flooding detection is delay, drop ratio, gives information of

using supervised and an missing and datasets are attacker reaction unwanted packets in

unsupervised learning used to train the network, time and CPU network.

technique in this module. The but for communication utilization. No need to evaluate

proposed model is a record of VANET, nodes reaction time in case

distributed, real-time VANET- continuously change of active attackers

SDN-based detection and location and want traffic
mitigation method. status information.
[17] Karthikeyan  Proposed security scheme for  Similar types of behavior Only attacker It is possible to

and Usha low-rate and high-rate DDoS are detected only and detection improve detection rate

attacks. reinforcement learning rules  mentioned no new by fixed the resource

are not clear for normal and prevention consumption.
malicious packets. technique It is better for focus on
proposed. packets receiving.
[18] Turkogluetal.  Machine learning classifier  Efficient traffic information =~ Measure Accuracy  If we run simulation

[19]

[20]

[21]

[22]

was proposed for detecting
DDoS attacks in SD-VANETS
that is supported by selection
of features from the dataset
and hyperparameter tuning of
classifier models

Soni and
Chandravanshi

Proposed a mechanism for
security to locate an attacker's
vehicles, which depends on
network traffic statistics and
focus on traffic status packets
dropping.

Proposed a protocol suite
includes protocols for driver
authentication, vehicle to
infrastructure (V-to-1) and
vehicle to vehicle (V-to-V)
key exchanges, information
exchange, offline password
reset, and vehicle complaint.
Proposed a hybrid device to
device message authentication
(HDMA) technique for 5G-
enabled VANETS that
employs a one-of-a-kind group
signature-based technique for
mutual authentication between
vehicle-to-vehicle (V2V)
communication.

Palaniswamy
etal.

Wang et al.

Proposed a swarm-based
technique for identifying
routing assaults on VANET
networks. This technique is
based on the intelligent water
droplets (IWD), and also the
confidence model is
employed.

Krundyshev
etal.

related improvements are
missing and the performance
of the maximum relevance —
minimum redundancy
(MRMR) with Bayesian
optimization cannot be
compared with other
techniques.

The power protect data
manager (PPDM) scheme
enhances overhead due to

checking high sequence

number entries continuously
in network and an attacker/s
dropped information that
was missing in the research.
How possible to separate
groups of vehicles which are
moving in different
directions and Vehicles
performance is judged by
their average speed, not by
actual speed. why?

A large proportion of traffic
information packets are
dropped. So how to
distinguish that the packet
drop is because of attacker
drop measured is due to other
reason and if the platoon fails
at the initial level, further
security will be ineffective
against attackers.

The bandwidth and delay of
a trust-based method are
important considerations.
Trust is based of set limits
but reason behind the limits
may be attacker or may not
be. So, test probability of
SuCCess.

(%) Sensitivity (%) then a large file creates

Specificity (%) and use other Aho
F1-Score (%) of Weinberger Kernighan
support vector (AWK ) for required

machine (SVM), performance.
K-nearest neighbor If possible, to evaluate

(KNN) and the receiving
decision tree (DT). percentage.
Evaluated Black hole attacker
Throughput, PDR, detection at the
packets drop receiving end gives
percentage and better security. It can
delay. be possible to

evaluated only
attacker infected
packets.

Evaluated protocol It can be possible to

exchanging evaluate packets
messages (PEM),  receiving at receiver
and average key end.
dissemination time ~ Apply two checks on

(AKD) in different
scenarios.

suspicious vehicles.

They can evaluate the
flooding information
of the attacker.
5G utilization is not
clear in attacker
detection.

Multiple request
Overhead, Loss
ratio, OBU
overhead.

PDR, Throughput The number of

and delay is malicious nodes is
evaluated. fixed and compare
Use of swan the performance with
intelligence any existing scheme.
utilization is not
clear.
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Table 1. Previous work description with limitations and further enhancement (Continue)

Ref. No.  Author and Work done Limitations Performance Further enhancement
year evaluated or suggestions
[23] Hu et al. Proposed a hybrid architecture  Routing performances are PDR, trust score Worked on multiple
made up of autos, trust not evaluated and trust- comparison of attackers but behavior
authority (TA), a server, based scheme are very normal and of both of the
RSUs, and a that allows for common. malicious vehicles. attackers is same.
computation of integrity rating Work on different
and feedback storage behavior attacker will
be complex.
[24] Karimireddy Proposed a hybrid key Both methods are outdated Mentioned A new security
and Bakshi cryptography technique for and increase overhead in a comparison of scheme can develop
safety to protect dynamic network. There is Rivest-Shamir- for secure the
communication of vehicles in  no novelty in the work. Only ~ Adleman (RSA)  network and which is
ad hoc car networks. This a small comparison is and advanced based for node id and
security architecture uniquely ~ proposed. Type of attacker ~ encryption standard dropped data packets.
built to defend a unique information is missing. . (AES) algorithm.
vehicle communications Evaluate success
security approach. ratio also.
[25] Bhoi et al. Proposed a stable routing If the goal of the signature PDR and delay PDR and delay show
protocol multi-agent generation system is to only evaluated. degradation when
reinforcement learning based  make communication easier, vehicle density
routing protocol (RRP) is used then accurate message increases. For
to secure messages between  acceptance rules or standard improving
the source and destination communication rules should performance fast
from hole formation attacks. be used. detection mechanism
RRP consists of a recovery required.
module, attacker node or
normal node security to
protect from malicious driver.
[26] Tzeng et al. Proposed an identity-based The multiple key exchange ~ Delay and packet Not focusing on
batch verification (IBV) method multiple verifies the  receiving analysis malicious node
scheme for VtoVand Vto  users means extra overhead measured. header field
RSU to assure message in network. information. By
integrity, privacy, anonymous, header information
authentication and traceability. easily detection is
possible.
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