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 This article aims to present formal governance practices of information 

technology adapted to the general context of Moroccan universities. The 

study consists of two main phases: the conceptualization phase and the 

operationalization phase. During the conceptualization phase, the authors 

reviewed relevant literature on best practices and their associated 

frameworks in higher education institutions (HEIs). The results revealed that 

universities had varying levels of maturity in terms of good practices and 

often used multiple information system frameworks, which can cause 

organizational and technical problems. In order to find a solution to this 

situation, the authors conducted in-depth interviews with chief information 

officers (CIOs) and university officials from four Moroccan universities 

during the operationalization phase. These interviews enabled them to 

propose an effective baseline of best practices and an algorithmic approach 

to assist managers in choosing between two combinations of frameworks 

that cover all the mechanisms of the baseline. This solution would enable 

optimal, agile, and easy-to-implement information technology governance in 

Moroccan universities while avoiding the multiplicity of frameworks. 
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1. INTRODUCTION 

To ensure optimal performance and increased efficiency of organizations, it is crucial to keep up 

with the constant evolution of information technologies [1]. Therefore, universities must regularly improve 

their information technology governance (ITG) to cope with innovation and change and adapt to new 

technologies. Several authors recommend the effective use of ITG mechanisms in higher education 

institutions (HEIs) [2]–[6], such as structure, processes, and relational mechanisms [7]–[9]. 

Our study focused on evaluating the effectiveness of these mechanisms. To address this gap in terms 

of efficiency and implementation, we propose a literature review (LR) based on a comparative analysis of 

different approaches from multiple case studies targeting hundreds of universities in different countries. For 

this to happen, we identified best practices of the most effective ITG mechanisms in universities, including 

an information technology (IT) framework that uses multiple standards and norms. 

As noted by Othman et al. in [10], the implementation of good ITG practices can be challenging 

with obstacles such as lack of top management support, communication issues, high costs, and resistance to 

change. Furthermore, the abundance and diversity of standards and norms in ITG often lead to overlaps and 

contradictions in practices, which can result in inefficiencies, as underscored by Herath et al. [11] and  
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Ahmad et al. [12]. The issue of overlaps within the processes of ITG is corroborated by the findings of the 

study [13], which indicates that about 25% of the activities involved are found in at least two of the three 

main IT frameworks. Therefore, resolving these overlaps largely depends on the analysis of responses 

provided by specialists during interviews, requiring meticulous technical processing of these data. 

Additionally, an algorithm mentioned in [14] was developed to prioritize frameworks to address 

redundancies and various associated organizational and technical problems. However, the effectiveness of 

this algorithm is limited because it advocates adopting only one framework at a time. In contrast, the 

algorithm we designed in our research offers two significant advantages: it directly tackles the overlap 

problem and proposes an extended range of possible combinations of non-overlapping frameworks. This 

provides decision-makers in the academic sector with a broader range of choices for selecting the most 

relevant combination of frameworks. 

To overcome these challenges, we examined the following question: “what are the recommended 

practices and frameworks for ITG in universities?”. To answer this, we conducted an exploratory study in 

four Moroccan universities. This study led to the development of a framework that corresponds to best 

practices based on semi-structured discussions with the information system managers of these organizations. 

Using a prioritization algorithm, we identified the two best combinations of ITG norms and standards from 

this framework that cover all necessary mechanisms and take into account the transformation of higher 

education institutions. This agile and optimal approach to norms and standards improves the effectiveness of 

ITG and increases maturity levels, which were evaluated on a scale of 1 to 3 [15]–[17]. 

The structure of this article is as: section 2 outlines the study's methodology, while section 3 focuses 

on reviewing the literature regarding the most commonly used and effective mechanisms and frameworks. 

Section 4 presents a validation using the design science of the proposed ITG baseline within the context of 

Moroccan universities. Next, section 5 presents the algorithmic approach to be implemented. In section 6, we 

carefully examine the results we obtained. Furthermore, section 7 discusses the conclusion and perspectives 

for future research. 

 

 

2. METHOD 

In order to properly conduct our literature review, we consulted specific online databases such as 

“ScienceDirect”, “Web of Science”, “IEEE Xplore”, “AIS”, “Library”, and “Google Scholar”. We drew on 

the work laid by Haes and Grembergen [18] and Almeida et al. [19], to identify a list of the most used ITG 

good practices. Subsequently, this list was used as a reference to carry out research in the literature to identify 

the most implemented and effective good practices and frameworks in HEIs. We have examined 57 articles 

on ITG mechanisms within universities, among which 14 were identified as relevant by meeting the search 

criteria. The research was conducted using specific keywords such as ITG, governance of IT in higher 

education, use of IT in universities, and best practices. The steps of this research are described in Figure 1.  

 

 

 
 

Figure 1. Research steps 
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3. GOVERNANCE MECHANISMS 

Effective ITG is a set of best-practice mechanisms classified into three categories: structure, 

processes, and relational mechanisms. As demonstrated by Lunardi et al. [20], this efficiency is crucial for an 

organization to achieve its performance objectives. Previous studies have shown that effective ITG relies 

heavily on the ITG practices of these mechanisms, ranging from decision-making at the board level to the 

implementation of IT control [2], [21]. 

 

3.1.  Literature review on the effective implementation of good practices and the frameworks 

Table 1 illustrates the diversity of approaches taken by higher education institutions around the 

world regarding the integration of ITG frameworks, highlighting a trend towards the customization of 

standardized models such as COBIT and ITIL to meet the specific requirements of each university to 

improve their operational performance and the security of their information systems. This analysis highlights 

an inclination towards adopting standardized frameworks, modified to meet the distinct needs of each 

institution. Table 2, in turn, examines the frequency of use of these best practices globally, providing 

perspective on the application and reception of IT governance in different national settings. The data 

collected reveals heterogeneity in adopting and adjusting these practices and frameworks, indicating that 

although trends towards certain methodologies are present, effective effectiveness requires adaptation that 

fully covers established best practices. This observation highlights the need to develop a strategy to establish 

a basic corpus of frameworks capable of synthesizing all optimal practices. 

 

 

Table 1. Frequency of ITG framework 
ITG Framework Item 

[22] [23] [24] [25] [26] [27] [28] [29] [30] [31] [32] [33] [34] [35] 

ITIL x x x x x x x x   x x   

PMBOK x  x x x x         
COBIT x x x x x x x x x x x x  x 

ISO 27001      x         

BSC         x x   x  
PRINCE2      x         

ISO 17799   x x x  x        

COBRA    x           
P-CMM    x           

ISO/38500 x    x      x   x 

BS7799     x          
OCTAVE     x          

NIST      x         

BISL      x         
ISO 14550            x   

ISO/IEC 27002        x       

Six sigma            x   
SAS70            x   

 

 

Table 2. Frequency of good effective practices 
Mechanism Good practice Item 

[22] [24]] [30] [31]] [32]] [33]] [34]] [36]] 

Structure S1: Roles and Responsibilities x x  x x  x  

S2: IT strategy committee, x  x x x  x  
S3: IT steering committee, x x x x x    

S4: IT organization structure x  x x x x x x 

S5: CIO on the Executive Committee x  x x x  x  
S6: Project management office x      x  

S7: Business process management office x        

Process P1: Information system planning strategy, x x x  x  x  
P2: Portfolio Management, x x x  x    

P3: IT budget control and reports x x x  x    

Relational R1: IT leadership x x x   x   
R2: Shared understanding of business/IT objectives, x    x    

R3: Internal communication x x x x x x   

R4: Active participation and collaboration between the main 
stakeholders, 

x   x x  x  

R5: knowledge sharing on IT governance x  x x x    

R6: IT staff training x  x      
R7: A partnership with the software industry x        

R8: Job rotation x  x      
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4. DESIGN AND DEVELOPMENT 

The research aims to improve the basic model of ITG practices and framework for Moroccan 

universities. For artifact creation, an appropriate research methodology is design science research (DSR). 

This approach involves key elements such as the possibility of discovering new research domains and 

conducting experiments to validate or construct new theories in the field of information systems.  

 

4.1.  Data collection and analysis 

Previous studies have examined ITG in the industrial sector, but few have focused on identifying 

appropriate university ITG practices. For this analysis, the case study method was chosen to examine ITG 

practices in four Moroccan universities, each of them considered as a case study. Semi-structured interviews 

were conducted in each of the four universities to establish a baseline for best practices tailored to Moroccan 

universities and identify the appropriate ITG framework and new practices to be implemented in these 

universities. 

 

4.2.  The scope of framework coverage for each best practice of the baseline before implementing the 

algorithm 

By conducting interviews with Moroccan university officials, a reference base of best practices was 

created and presented in Figure 2. However, it has been observed that Moroccan universities do not have a 

governance framework suitable for their academic context. To address this challenge, IT officials have 

proposed norms and standards for the potential implementation of each good governance practice, as shown 

in Table 3. Furthermore, the implementation of each recommended practice requires multiple information 

system frameworks. This situation presents a significant strategic challenge that requires consideration of 

numerous organizational and technical factors [14].  

 

 

 
 

Figure 2. The baseline for adoption of the most effective IT governance mechanisms within Moroccan 

universities 

 

 

Table 3. Positioning of the selected frameworks 
P4: ITG Framework Structure Process Relational 

S1 S2 S3 S4 S5 P1 P2 P3 R1 R3 R4 R5 R6 

P-CMM 0 1 1 0 0 0 0 0 0 0 1 1 1 
ITIL 1 1 1 1 1 1 0 1 1 1 0 0 0 

PRINCE2 0 0 0 0 0 0 1 0 0 0 0 0 0 

PMBOK 0 0 0 0 0 0 1 1 0 1 0 0 1 
Iso27001 1 0 0 1 0 1 0 1 0 1 0 0 0 

BSC 1 1 1 0 1 1 0 0 1 0 0 1 1 

Cobra 0 1 1 0 0 0 0 0 0 0 0 0 0 
ISO 1779 1 1 1 0 0 1 0 0 1 1 0 0 0 

 

 

According to the study [37], the most effective ITG involve using a minimal number of frameworks 

with increased integration and collaboration to improve governance and encourage innovation. The COBIT 

framework was found to be impractical due to its difficulty in application and implementation at all levels of 
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the ITG process [38]–[40]. An exploratory study conducted in universities [27] showed that COBIT was not 

used due to its complexity. Therefore, Moroccan HEIs should choose another framework of best practices to 

implement their objective. 

 

4.3.  Definitions of ITG framework 

Below are some definitions of best practices selected by Moroccan university officials: 

a. CMMI: The capacity maturity model integrated (CMMI) is a tool used to evaluate the level of maturity of 

IT development within a company. It was developed by the Software Engineering Institute at Carnegie 

Mellon University in 1987 and is centered on the development and upkeep of computer systems and 

applications. CMMI aims to improve the performance of engineering companies by providing a 

framework to assess their level of maturity in this area [41]. They have also proposed a people capability 

maturity model (P-CMM) to support this model. The P-CMM can be used as a framework for improving 

how an organization manages its human assets [42]. 

b. ITIL: The information technology infrastructure library (ITIL) framework empowers information 

technology (IT) to function as a service delivery agent, rather than solely providing specialized support, it 

has become the most popular for implementing IT service management (ITSM) [43], [44]. ITIL provides 

guidelines and best practices to adapt IT actions and budgets to meet business needs and modify them as 

the company grows or changes direction. The primary objective is to enhance efficiency and attain 

predictable levels of service [45]. 

c. PMBOK: The project management body of knowledge (PMBOK) is a project management guide created 

and published by the Project Management Institute (PMI). This comprehensive guide seeks to establish a 

stable and structured foundation of current knowledge necessary to manage a project under optimal 

conditions. 

d. PRINCE2: Projects in controlled environments (PRINCE2) is a project management methodology that 

originated from the British government and is accredited by Axelos. It is based on the best practices in 

project management and is a flexible approach that can be applied to all companies but only for projects 

with a defined scope. PRINCE2 is built upon seven principles, themes, and processes which can be 

customized to meet specific requirements [46]. 

e. BSC: A model has been developed to enable the representation of a company's strategic vision and its 

translation into actionable plans. In the literature, two methods for developing strategic scorecards are 

described, the first is the objectives, variables, action, responsible (OVAR) method, created by three 

professors from HFC France. The second is an American method developed by Kaplan and Norton in 

1992 [47]. 

f. ISO/IEC 27001: In 2005, the International Organization for Standardization (ISO) published a standard 

that outlines the requirements for creating an information security management system. 

g. ISO17799: The document provides a list of objectives and practices that information security 

professionals can refer to [48]. 

h. COBRA: A risk analysis method developed by C&A. Its purpose is to provide organizations with the 

tools to conduct self-assessments of their own information technology without requiring the assistance of 

external consultant resources, time, and organizational culture. 

 

 

5. PRESENTATION OF THE ALGORITHMIC APPROACH 

The article presents a new model to assist HEIs in selecting appropriate ITG frameworks for each 

best practice. The objective is to solve issues of overlap, contradiction, and redundancy by providing a range 

of framework options that are suitable for the specific environment of each university and cover all necessary 

mechanisms. This allows university leaders to make informed decisions. In another study [14], a 

prioritization algorithm was implemented within a small and medium-sized enterprise (SME); however, its 

effectiveness was not optimal, as it generated only a single framework combination. On the other hand, the 

algorithm presented below offers a flexible and optimized approach to selecting optimal frameworks 

combinations, encompassing all available best practices.  

The algorithm indicated in Figure 3 aims to find the best combinations of frameworks to cover as 

many mechanisms as possible. In order to determine this combination, the algorithm uses a binary matrix to 

identify mechanisms covered by different frameworks. Its goal is to find combinations of frameworks that 

cover the most mechanisms. The algorithm explores combinations to maximize mechanism coverage, 

adjusting them based on the already covered frameworks. The final result is a set of optimal coverage 

combinations. The algorithm steps are shown Algorithm 1. 
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Figure 3. Flowchart of prioritization algorithm based on IT mechanisms coverage 

 

 

Algorithm 1. Prioritization based on IT mechanisms coverage 
Input: 

P: Binary Matrix of covered Mechanism by frameworks 

Output: 

Last_coverage: Set of coverage combinations 

Function get_coverage (P, C) { 

 IF size(C)>0 THEN 

  FOR f IN C DO 

   Remove f from P 

  END FOR 

 END IF 

 Max_covered_Mechanism=0 

 Combination= E_Vid 

 FOR i=0 TO size (P)-1 DO 

         FOR J=i+1 TO size (P) DO 

              Covered (Pi, Pj)=OR(Pi,Pj) 

              IF SUM (Covered(Pi,Pj))>Max_covered_ Mechanism THEN 

         Max_covered_Mechanism =SUM(Covered(Pi,Pj)) 

         Combination {PiPj:Covered(Pi,Pj)} 

               ELSE IF SUM(Covered(Pi,Pj))=Max_covered_Mechanism THEN 

                             Add {PiPj: Covered(Pi,Pj)} TO Combination 

            END IF 

               END IF 

                          END FOR 

 END FOR 

 FOR C IN Combination DO 

          IF Number of covered in C < size(P) THEN 

              get_Coverage (P, C) 

          ELSE 

                                FOR P in Last_coverege DO 

                                     IF P In C: return   

              Add C TO Last_coverage 

                                     END IF 

                                 END FOR 

           END IF 

 END FOR 

} 
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6. RESULT AND DISCUSSION  

The implementation of each recommended practice by Moroccan university authorities, as indicated 

in Table 3, requires the use of multiple information system frameworks, as shown in Figure 4. This situation 

gives rise to strategic challenges within the university, adversely impacting operational process efficiency. 

Consequently, it becomes imperative to adopt an approach aimed at optimizing the number of necessary 

frameworks to cover all mechanisms, in order to address these issues and enhance overall performance. 

 

 

 
 

Figure 4. The framework coverage scope for each best practice of the baseline prior to implementing the 

algorithm 

 
 

Following the execution of the algorithm depicted in Figure 3, designed to calculate optimal 

combinations based on mechanism coverage, we arrived at obtaining two final combinations. 

 

Combination1: {PCMM, ITIL, PMBOK}=[1,1,1,1,1,1,1,1,1,1,1,1,1] 

Combination2: {PCMM, ITIL, PRINCE2}=[1,1,1,1,1,1,1,1,1,1,1,1,1] 

 

Figure 5 displays the enhanced framework coverage for each recommended practice following the 

algorithm's application. This algorithm addresses overlap, contradictions, and redundancies by offering two 

sets of frameworks tailored to the Moroccan university context, ensuring comprehensive coverage of the 

necessary mechanisms. Figure 5(a) illustrates the coverage achieved with the first set, comprising PCMM, 

ITIL, and PMBOK, while Figure 5(b) details the coverage from the second set, consisting of PCMM, ITIL, 

and PRINCE2, for each benchmark practice after the algorithm's implementation. 

The algorithm's results led to the selection of two combinations, as shown in Figure 5: P-CMM, 

ITIL, PMBOK for the first, P-CMM, ITIL, and PRINCE2 for the second. These choices were made with the 

aim of improving the performance of non-profit organizations such as universities, for which investment in 

human capital is crucial. P-CMM was therefore considered an essential tool in both combinations, capable of 

improving personnel management within the organization, creating a conducive environment for motivating 

human resources, recognizing their skills, and standardizing and improving best practices. ITIL remains the 

best most used practice framework, given that it is the most suited for IT service management, such as 

service desk management and incident management, which are more implemented in all universities in order 

to make services more oriented internally and ensure service quality to students, faculty, and staff. 

We can conclude that to implement ITIL and P-CMM broadly or narrowly, it is necessary to have a 

structured model composed of the best-suited tools and techniques for budget control and project 

management. The result of the algorithm revealed that building this model based on PRINCE2 and 

complemented by PMBOK was essential to implement ITIL and P-CMM. Nonetheless, the results of the 

literature have shown that the level of maturity in using ITG frameworks is still low [15]–[17]. Therefore, 

ITG management still has a long way to go. 
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(a) 

 

 
(b) 

 

Figure 5. Represents the first scope (a) and second scope (b) of framework coverage for each best practice of 

the baseline after implementing the algorithm 

 

 

All recent academic literature studies in the field of ITG within universities [22], [49]–[55] pact of 

ITG on performance and strategic alignment. The obtained results from their analysis have not provided a 

clear vision of the adoption of an ITG framework in HEIs. The diversity of tasks and complex structure of 

universities do not allow for the selection of a single framework, but the selection of a combination of 

complementary frameworks, each addressing a specific need. In this sense, R Ben Romdhane and K Ben 

Slimane confirmed in [56] the difficulty of effectively applying and integrating multiple information system 

standards. The issue of the multiplicity of governance frameworks appears crucial.  

Moreover, Nicho and Muamaar demonstrated in [57] a consensus among respondents in their study 

that the integration of ITG frameworks is generally slow because the frameworks are long, generic, and 

difficult to understand. Nonetheless, managers tend to use frameworks without considering the possible 

effects of their multiplicity. In this context, this contribution addresses a relevant area for practitioners and 

researchers and proposes solutions to help HEIs adopt optimal and agile combinations. This agility is 

demonstrated by the ability to integrate or eliminate best practices or frameworks in this algorithm, leading to 

a new combination to address contingency factors. Among the eight competing governance standards, two 

combinations were selected. It was found that the adoption of two combinations is sufficient to cover all the 
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governance mechanisms used in HEIs; the results show that the proposed approach can create more agility in 

choosing a combination that is easy to implement and use and matches the skills of university leaders. 

Calculating the framework priorities based on the coverage of IT mechanisms can help HEIs optimize 

investments in organizational transformation projects and achieve better strategic alignment. 

 

 

7. CONCLUSION AND PERSPECTIVES 
In conclusion, this literature review's qualitative and quantitative analysis allowed us to identify 

effective best practices used within universities. However, a mixed situation of the effectiveness of ITG in 

HEIs was observed. This is due to the maturity of the adopted mechanisms and a lack of consensus on 

optimal frameworks that cover all mechanisms. To address this situation, a basic model of ITG practices for 

universities in the form of an effective reference base would be recommended as a guide to adopting ITG 

mechanisms, and a new approach for the optimal selection of ITG frameworks for this baseline. 

The validation of these results within Moroccan universities allows managers to choose between 

two combinations of frameworks for agile and optimized use of best practice repositories covering all 

mechanisms. As the main limitation of this research, we mention that the literature only examined certain 

universities, which prevents any generalization of the results. In future work, we aim to use the AHP method 

to identify the most critical mechanism by ranking the best practices of each one. This strategic step is of 

great importance in HEIs and must be carried out to accelerate the implementation of good ITG practices. 

This will improve the pace and encourage movement towards a better ITG. 

 

 

REFERENCES 
[1] J. Ribeiro and R. Gomes, “IT governance using COBIT implemented in a high public educational institution – a case study,” 

Computational Intelligence, pp. 41–52, 2009. 
[2] E. K. Meçe, E. Sheme, E. Trandafili, C. Juiz, B. Gómez, and R. Colomo-Palacios, “Governing IT in HEIs: systematic mapping 

review,” Business Systems Research Journal, vol. 11, no. 3, pp. 93–109, Nov. 2020, doi: 10.2478/bsrj-2020-0029. 

[3] N. A. Ismail, “Information technology governance, funding and structure: a case analysis of a public university in Malaysia,” 
Campus-Wide Information Systems, vol. 25, no. 3, pp. 145–160, Jun. 2008, doi: 10.1108/10650740810886321. 

[4] Reschiwati, W. Pratiwi, A. Suratman, and I. M. Ibrahim, “Implementation of good university governance in private higher 

education institutions in Indonesia,” Journal of Southwest Jiaotong University, vol. 56, no. 3, pp. 295–306, Jun. 2021, doi: 
10.35741/issn.0258-2724.56.3.25. 

[5] P. Subsermsri, K. Jairak, and P. Praneetpolgrang, “Information technology governance practices based on sufficiency economy 

philosophy in the thai university sector,” Information Technology and People, vol. 28, no. 1, pp. 195–223, Mar. 2015, doi: 
10.1108/ITP-10-2013-0188. 

[6] A. Tahar, H. Sofyani, E. N. Arisanti, and F. A. Amalia, “Maintaining higher education institution performance amid the  

COVID-19 pandemic: the role of IT governance, IT capability and process agility,” Malaysian Online Journal of Educational 
Management, vol. 10, no. 1, pp. 45–61, 2022. 

[7] R. Peterson, “Crafting information technology governance,” Information Systems Management, vol. 21, no. 4, pp. 7–22, Sep. 

2004, doi: 10.1201/1078/44705.21.4.20040901/84183.2. 
[8] S. De Haes and W. Van Grembergen, “IT governance and Its mechanisms,” Information systems control Journal, vol. 1, 2004. 

[9] W. Van Grembergen, S. De Haes, and E. Guldentops, “Structures, processes and relational mechanisms for IT governance,” in 

Strategies for Information Technology Governance, IGI Global, 2011, pp. 1–36. 
[10] M. F. I. Othman, T. Chan, E. Foo, K. Nelson, and G. Timbrell, “Barriers to information technology governance adoption: a 

preliminary empirical investigation,” in Knowledge Management and Innovation: A Business Competitive Edge Perspective - 
Proceedings of the 15th International Business Information Management Association Conference, IBIMA 2010, 2010, vol. 3,  

pp. 1771–1787. 

[11] T. C. Herath, H. S. B. Herath, and D. Cullum, “An information security performance measurement tool for senior managers: 
balanced scorecard integration for security governance and control frameworks,” Information Systems Frontiers, vol. 25, no. 2, 

pp. 681–721, Feb. 2023, doi: 10.1007/s10796-022-10246-9. 

[12] A. bin Ahmad, “A review of service quality elements towards the overlapping IT framework process on the IT hardware support 
services (ITHS),” International Journal of Advanced Trends in Computer Science and Engineering, vol. 9, no. 1.4, pp. 423–432, 

Sep. 2020, doi: 10.30534/ijatcse/2020/6091.42020. 

[13] J. Aguiar, R. Pereira, J. B. Vasconcelos, and I. Bianchi, “An overlapless incident management maturity model for multi-
framework assessment (ITIL, COBIT, CMMI-SVC),” Interdisciplinary Journal of Information, Knowledge, and Management, 

vol. 13, pp. 137–163, 2018, doi: 10.28945/4083. 

[14] A. E. L. Yamami, K. Mansouri, M. Qbadou, and E. Illoussamen, “A new pattern for the deployment of IT governance 
frameworks in organizations,” International Journal of Engineering and Technology (UAE), vol. 7, no. 4, pp. 3459–3465, 2018, 

doi: 10.14419/ijet.v7i4.15427. 

[15] M. Sadikin, H. Hardi, and W. H. Haji, “IT governance self assessment in higher education based on COBIT case study: 
University of Mercu Buana,” Journal of Advanced Management Science, vol. 2, no. 1, pp. 83–87, 2014, doi: 

10.12720/joams.2.2.83-87. 

[16] G. A. T. Krisanthi, I. M. Sukarsa, and I. P. Agung Bayupati, “Governance audit of application procurement using COBIT 
framework,” Journal of Theoretical and Applied Information Technology, vol. 59, no. 2, pp. 342–351, 2014. 

[17] E. Pawan, E. Utami, S. Yunita, P. Hasan, and Kaharuddin, “Measurement of maturity level higher education governance using 

balanced scorecard (BSC) and COBIT 4.1,” in 2019 International Conference on Information and Communications Technology, 
Jul. 2019, pp. 948–953, doi: 10.1109/ICOIACT46704.2019.8938557. 

[18] S. de Haes and W. van Grembergen, “An exploratory study into IT governance implementations and its impact on business/IT 



Int J Elec & Comp Eng  ISSN: 2088-8708  

 

Implementation of suitable information technology governance frameworks for … (Chahid Abdelilah) 

3125 

alignment,” Information Systems Management, vol. 26, no. 2, pp. 123–137, Apr. 2009, doi: 10.1080/10580530902794786. 
[19] R. Almeida, R. Pereira, and M. Mira Da Silva, “IT governance mechanisms: a literature review,” in Lecture Notes in Business 

Information Processing, Springer Berlin Heidelberg, 2013, pp. 186–199. 

[20] G. L. Lunardi, A. C. G. Maçada, J. L. Becker, and W. Van Grembergen, “Antecedents of IT governance effectiveness: an 
empirical examination in Brazilian firms,” Journal of Information Systems, vol. 31, no. 1, pp. 41–57, Oct. 2017, doi: 10.2308/isys-

51626. 

[21] S. P. J. Wu, D. W. Straub, and T. P. Liang, “How information technology governance mechanisms and strategic alignment 
influence organizational performance: Insights from a matched survey of business and it managers,” MIS Quarterly: Management 

Information Systems, vol. 39, no. 2, pp. 497–518, Feb. 2015, doi: 10.25300/MISQ/2015/39.2.10. 

[22] I. S. Bianchi, R. D. Sousa, and R. Pereira, “Information technology governance for higher education institutions: a multi-country 
study,” Informatics, vol. 8, no. 2, Apr. 2021, doi: 10.3390/informatics8020026. 

[23] Anwar Fattah, Hoga Saragih, and Resad Setyadi, “Determinants effectiveness of information technology governance and IT 

performance in higher education institution (HEI): a conceptual framework,” International Journal of Science, Technology & 
Management, vol. 2, no. 1, pp. 36–47, Jan. 2021, doi: 10.46729/ijstm.v2i1.135. 

[24] J. Bhattacharjya and V. Chang, “Evolving IT governance practices for IT and business alingment: a case study in an Australian 

institution,” in Proceedings of the Conference on Information Science, Technology and Management (CISTM 2006), Feb. 2006, 
vol. 53. 

[25] J. Bhattacharjya and V. Chang, “An exploration of the implementation and effectiveness of IT governance processes in 

institutions of higher education in Australia,” IT Audit - Strategic Measures for Performance, Value & Quality, pp. 153–163, 
2006. 

[26] I. S. Bianchi and R. D. Sousa, “IT governance mechanisms in higher education,” Procedia Computer Science, vol. 100,  

pp. 941–946, 2016, doi: 10.1016/j.procs.2016.09.253. 
[27] I. S. Bianchi and R. D. Sousa, “Frameworks used for IT governance at universities: An exploratory study,” in Proceedings of the 

32nd International Business Information Management Association Conference, IBIMA 2018 - Vision 2020: Sustainable Economic 

Development and Application of Innovation Management from Regional expansion to Global Growth, 2018, pp. 3002–3010. 
[28] D. Ko and D. Fink, “Information technology governance: an evaluation of the theory-practice gap,” Corporate Governance,  

vol. 10, no. 5, pp. 662–674, Oct. 2010, doi: 10.1108/14720701011085616. 

[29] P. O. M. Adjei and W. Yaokumah, “Information technology governance structures, processes and mechanisms in Ghanaian 
Universities,” International Journal of ICT and Management, 2017. 

[30] B. A. Ajayi and H. Hussin, “IT governance from practitioners’ perspective: sharing the experience of a Malaysian university,” 

Journal of Theoretical and Applied Information Technology, vol. 88, no. 2, pp. 219–230, 2016. 
[31] M. Hicks, G. Pervan, and B. Perrin, “A case study of improving information technology governance in a university context,” IFIP 

Advances in Information and Communication Technology, vol. 318, pp. 89–107, 2010, doi: 10.1007/978-3-642-12113-5_6. 

[32] C. W. Montenegro and D. A. Flores, “An integrated model for ICT governance and management applied to the council for 
evaluation, accreditation and quality assurance of higher education institutions in ecuador (CEAACES),” in 2015 International 

Conference on Computing, Communication and Security (ICCCS), Dec. 2015, pp. 1–9, doi: 10.1109/CCCS.2015.7374158. 

[33] A. Fattah and R. Setyadi, “Determinants effectiveness information technology governance in higher education institution (HEI) 
using partial least squares structural equation modeling approach (PLS-SEM),” Journal of Physics: Conference Series, vol. 1807, 

no. 1, 2021, doi: 10.1088/1742-6596/1807/1/012007. 

[34] R. B. Z. Putz, V. I. Rasoto, and E. Ishikawa, “Brazilian federal universities information technology governance: an analysys of the 
strategic alignment dimension,” in 12th Iberian Conference on Information Systems and Technologies (CISTI), 2017, pp. 1–7, doi: 

10.23919/cisti.2017.7975955. 

[35] D. Setiyawan, “A proposed model of it governance within cloud computing and data management in higher education,” 
International Journal of Advanced Engineering Research and Science, vol. 6, no. 10, pp. 19–25, 2019, doi: 10.22161/ijaers.610.4. 

[36] I. S. Bianchi, R. D. Sousa, R. Pereira, and E. Luciano, “IT governance structures in Brazilian, Dutch and Portuguese 

Universities,” Procedia Computer Science, vol. 121, pp. 927–933, 2017, doi: 10.1016/j.procs.2017.11.120. 
[37] M. M. Alratrout, B. A. Thani, N. Taleb, and R. Said, “The challenges of compliance IT governance frameworks in the UAE,” 

International Journal of Emerging Multidisciplinaries: Computer Science and Artificial Intelligence, vol. 1, no. 2, pp. 56–66, 
2022, doi: 10.54938/ijemdcsai.2022.01.2.140. 

[38] N. Deistler and C. Rentrop, “An IT-GRC approach in SME,” in Proceedings, Mar. 2022, pp. 233–237, doi: 

10.33965/IS2022_202201C029. 
[39] M. Nicho, “Operational issues in measurement using COBIT,” Academia, pp. 1–13. 

[40] S. Ahuja, “Integration of COBIT, Balanced Scorecard and SSE-CMM as a strategic information security management (ISM) 

framework,” CERIAS Tech Report 2009-21, Purdue University, 2009. 

[41] M. Jarke, “DAIDA: conceptual modeling and knowledge-based support of information systems development processes,” 

Technique et Science Informatiques: TSI, vol. 9, no. 2, pp. 121–134, 1990. 

[42] D. P. Feversani, V. De Castro, E. Marcos, M. G. Piattini, and M. L. Martín-Peña, “Towards a lightweight framework for service 
management evaluation in SMEs,” Information Systems and e-Business Management, vol. 21, no. 1, pp. 81–122, 2023, doi: 

10.1007/s10257-022-00576-1. 

[43] M. Brenner, “Classifying ITIL processes; a taxonomy under tool support aspects,” in 2006 IEEE/IFIP Business Driven IT 
Management, 2006, pp. 19–28, doi: 10.1109/BDIM.2006.1649207. 

[44] A. Hochstein, R. Zarnekow, and W. Brenner, “ITIL as common practice reference model for it service management: formal 

assessment and implications for practice,” in 2005 IEEE International Conference on e-Technology, e-Commerce and e-Service, 
pp. 704–710, doi: 10.1109/EEE.2005.86. 

[45] M. Talla, “An implementation of ITIL guidelines for IT support process in a service organization,” International Journal of 

Information and Electronics Engineering, vol. 3, no. 3, pp. 334–341, 2013, doi: 10.7763/ijiee.2013.v3.329. 
[46] Axelos, Managing successful projects with PRINCE2 - 2017, vol. 327, AXELOS Limited, 2017. 

[47] R. S. Kaplan and D. P. Norton, “The balanced scorecard--measures that drive performance,” Harvard business review, vol. 70,  

no. 1, pp. 71–79, 1992. 
[48] Q. Ma and J. M. Pearson, “ISO 17799: ‘Best practices’ in information security management?,” Communications of the 

Association for Information Systems, vol. 15, no. 1, 2005. 

[49] S. Ahriz, N. Benmoussa, A. El Yamami, K. Mansouri, and M. Qbadou, “An elaboration of a strategic alignment model of 
university information systems based on SAM model,” Engineering, Technology and Applied Science Research, vol. 8, no. 1,  

pp. 2471–2476, 2018, doi: 10.48084/etasr.1696. 

[50] I. S. Bianchi, R. D. Sousa, R. Pereira, and J. V Hillegersberg, “Baseline mechanisms for it governance at universities,” in 



                ISSN: 2088-8708 

Int J Elec & Comp Eng, Vol. 14, No. 3, June 2024: 3116-3126 

3126 

Proceedings of the 25th European Conference on Information Systems, 2017, pp. 1551–1567. 

[51] M. Khouja, I. B. Rodriguez, Y. Ben Halima, and S. Moalla, “IT governance in higher education institutions: a systematic 
literature review,” International Journal of Human Capital and Information Technology Professionals, vol. 9, no. 2, pp. 52–67, 

2018, doi: 10.4018/IJHCITP.2018040104. 

[52] S. B. Sailesh, “Adapting IT governance policies and technology to cope with COVID-19 at Ahlia University,” COVID-19 
Challenges to University Information Technology Governance, pp. 359–372, 2022, doi: 10.1007/978-3-031-13351-0_17. 

[53] R. M. Tawafak, A. Romli, S. I. Malik, and M. Shakir, “IT governance impact on academic performance development,” 

International Journal of Emerging Technologies in Learning, vol. 15, no. 18, pp. 73–85, 2020, doi: 10.3991/ijet.v15i18.15367. 
[54] Y. Wang, “Application of information technology in optimizing the governance of basic education groups,” International Journal 

of Emerging Technologies in Learning, vol. 16, no. 5, pp. 281–292, 2021, doi: 10.3991/ijet.v16i05.22407. 

[55] Anwar Fattah, Hoga Saragih, Titik Khawa Abdul Rahman, and Resad Setyadi, “The influence IT governance mechanism on 
effectiveness ITG and IT performance: a partial least squares structural equation modeling approach (PLS-SEM),” International 

Journal of Science, Technology and Management, vol. 2, no. 3, pp. 568–581, 2021, doi: 10.46729/ijstm.v2i3.212. 

[56] R. Ben Romdhane and K. Ben Slimane, “The role of the individual in responding to institutional complexity,” (in France) 
Management international, vol. 22, no. 4, pp. 75–91, 2019, doi: 10.7202/1060839ar. 

[57] M. Nicho and S. Muamaar, “Towards a taxonomy of challenges in an integrated IT governance framework implementation,” 

Journal of International Technology and Information Management, vol. 25, no. 2, 2016, doi: 10.58729/1941-6679.1266. 

 
 

BIOGRAPHIES OF AUTHORS 

 

 

Chahid Abdelilah     was born in Casablanca, Morocco. He is currently a doctoral 

student at the ENSET Institute in Mohammedia. Her doctoral work focuses on the governance 

of university information systems within an innovative education system. In 2011, he 

obtained a master's degree in computer networks at Hassan II University in Casablanca. He 

can be contacted at email: chahidabdelillah@gmail.com. 

 

Souad Ahriz     is a PhD and member of the "Distributed Computer Systems" team 

within the research laboratory "Signals, Distributed Systems, and Artificial Intelligence" at 

ENSET Institute of the University Hassan II of Casablanca-Morocco. She graduates form 

ENSETM, in 1991 an received her master and doctoral degrees in computer science from 

Hassan the 2nd University. She works as a computer science teacher at ENSET 

Mohammedia. Her research fields include cloud computing, e-learning system, educational 

modeling, information systems, IT governance, programming language, database 

management. She can be contacted at ahrizsouad@gmail.com. 

  

 

Kamal El Guemmat     is a Ph.D. candidate and a member of the “distributed 

computer systems” team within the research laboratory “signals, distributed systems, and 

artificial intelligence” at ENSET Institute of the University Hassan II of Casablanca, 

Morocco. His research fields include semantic indexing, semantic web, Information retrieval 

systems, e-learning. He can be contacted at k.elguemmat@gmail.com. 

  

 

Khalifa Mansouri     was born in 1968 in Azilal, Morocco. He is currently a 

researcher-professor in computer science, Training Director and Director of the M2S2I 

Research Laboratory at ENSET of Mohammedia, Hassan II University of Casablanca. His 

research interests include information systems, e-learning systems, real time systems, 

artificial intelligence and industrial systems (modeling, optimization, numerical computation). 

Graduated from ENSET of Mohammedia in 1991, CEA in 1992 and PhD (Computation and 

Optimization of Structures) in 1994, HDR in 2010 and National PhD (in computer science - 

distributed systems) in 2016. He is the author of 10 books in computer science, a scientific 

book with the publisher Springer, 425 research papers including 236 in the Scopus library and 

supervised 35 defended doctoral theses. He can be contacted at email: 

khmansouri@hotmail.com. 
 

https://orcid.org/0000-0001-8193-6414
https://orcid.org/0009-0004-0740-366X
https://www.scopus.com/authid/detail.uri?authorId=57202573675
https://orcid.org/0000-0002-1136-4841
https://scholar.google.com/citations?user=JtS68twAAAAJ&hl=fr
https://www.scopus.com/authid/detail.uri?authorId=56347777300
https://orcid.org/0000-0003-2242-0973
https://scholar.google.com/citations?user=FU5b5kQAAAAJ&hl=fr
https://www.scopus.com/authid/detail.uri?authorId=37104698500

