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 The availability of high-resolution satellite images increases with 

advancements in remote sensing technology. These satellite images are used 

in various earth observation applications such as disaster management, 

military applications, weather forecasting, land use and cover, and many 

more. Satellite images have large volumes stored in memory devices. These 

satellite images are transmitted to the ground station for processing and 

analysis. In these cases, images are vulnerable to privacy issues. As 

technology advances, onboard processing of satellite images using 

intelligent systems processes the images faster. A model such as field 

programmable gate arrays (FPGA) is used in onboard processing to process 

satellite images. However, images are susceptible to faults induced by harsh 

radiation environments in space. Encryption is one of the most assured 

methods to provide privacy to satellite images. Hence, encryption of satellite 

images during processing, storage, and transmission is the present rising 

demand. There are various encryption methods implemented using 

algorithms such as advanced encryption standard (AES), homomorphic, 

advanced encryption standard-counter (AES-CTR), and chaotic maps. 

Concurrent processing and encryption of images using MapReduce with 

Hadoop Framework perform the task faster. The focus of this paper is a 

comparative study of the various encryption methods used in recent years. 
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1. INTRODUCTION 

In India, remote sensing plays a vital role due to monsoons and frequent climate changes leading to 

natural disasters. Using remote sensing, images are acquired from a distance which covers a large picture of 

the earth. These pictured images are mainly useful for earth observation applications. The number of 

satellites launched from various countries is increasing day by day. The Indian Space Research Organization 

(ISRO) has launched satellites such as Sentinel, CartoSAT, RISAT, INSAT, IMS, IRS, OceanSAT, and 

many more. In recent years, along with the government, even private sectors also launched satellites known 

as the agile space sector. Developing countries have the potential to launch satellites to open up space activity 

in a wider range which is useful for business applications [1]. The satellites can be either traditional satellites 

or small satellites. Examples of small satellites are nanosatellites, microsatellites, picosatellites, and 

https://creativecommons.org/licenses/by-sa/4.0/
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CubeSats. The resolution of the small satellite images is very low. Hence, there is a need to enhance the 

resolution of satellite images. Various methods such as interpolation, pansharpening, deep learning, and 

many other methods [2] can be used for the above-mentioned purpose. The launching cost and time for 

traditional satellites are very high when compared to small satellites. These satellites capture large volumes 

of images and are used for various purposes. Processing and analysis of these images are useful for many 

applications such as the prediction of landslides, forest fires, rescue operations on post-disaster, post-disaster 

damage assessment, land use and land cover (LULC) classification, and many more [3]–[9]. With the 

advancement in space technology small satellites such as CubeSats, nanosatellites, and miniature satellites 

are launched which are less costly, less power consumable, and easy to manufacture with less weight and less 

time. Onboard processing of these small satellite images in real time provides faster-analyzed results. These 

results were mainly used in emergency decision-making, rescue operations, spatial resolution enhancement 

[10], and military applications such as ship detection [11]. The onboard real-time processing system becomes 

the brain of intelligent remote-sensing satellites [12]. Real-time processing using graphical processing units 

(GPU) processes the images with high performance and low power consumption [13]. The increase of small 

satellites such as CubeSats increases vulnerability to privacy issues. CubeSats which consist of many small 

satellites acquire large dimensional images that cover large space of earth. The transmission of images 

between satellite to satellite, and satellite to ground station is more vulnerable to threats. In these cases, 

providing confidentiality, authenticity, security, privacy, and integrity of satellite image data have become 

vital issues [14]. Onboard processing of images and transmission of information in real-time also leads to 

privacy issues [12].  

Providing privacy to satellite images using encryption methods is a very challenging task. 

Encryption of satellite images to get ciphertext and decryption to get original image known as cryptography. 

There are three types of encryption methods based on their encryption principle. They are symmetric, 

asymmetric, and hash encryption algorithms. Symmetric encryption algorithms mainly include data 

encryption standard (DES), triple data encryption standard (3DES), and advanced encryption standard (AES). 

Asymmetric encryption algorithms mainly include the Rivest Shamir Adleman (RSA) algorithm, digital 

signature algorithm (DSA), and the elliptic curves cryptography (ECC) algorithm. Hash encryption 

algorithms mainly include the secure hash algorithm-1 (SHA-1), and message-digest algorithm (MD5) [15]. 

In the symmetric approach, for both encryption and decryption only one key known as the public key. In the 

asymmetric approach, two keys: the public key for encryption and private key for decryption are used [16]. 

Many encryption algorithms such as AES [17]–[19], DES [20], 3-DES [21], Combination of AES, DES,  

3-DES algorithm [22], exclusive-or (XOR) keys [23], homomorphic encryption [24], advanced encryption 

standard-counter (AES-CTR) [25], encryption using deep learning (DL) [26], error detection using hamming 

code [27] and chaotic encryption [28]–[37] are used to encrypt satellite images. In some cases, combination 

of two or more encryption algorithms provides more efficient encryption results. 

The implementation of encryption algorithms on satellite images takes place on the field 

programmable gate arrays (FPGA) model. The FPGA model is high in performance, less in cost, suitable for 

small satellites, and takes less manufacturing time. The FPGA model consists of complex digital circuits that 

provide faster processing of satellite images even in harsh radiation environments in satellites. In recent days, 

onboard processing of satellite images is being used on FPGA-based hardware core devices. Onboard 

processing of complex problems with low energy consumption improves efficiency, accuracy, and 

performance [38]. Implementation of convolution neural network (CNN) on FPGAs for onboard processing 

of high-resolution satellite images requires less computational power and low memory resources [39]. The 

artificial neural network (ANN) model implemented on FPGA can also be used to extract the features from 

an input image and to encrypt the same image using asymmetric encryption algorithms [40]. Nowadays 

onboard processing using FPGA model is used in many remote sensing missions such as automatic target 

detection [41] and ship detection [42]. In onboard processing, the images are induced with some errors due to 

single-induced upsets. So, providing privacy for satellites is a must in onboard processing using FPGA 

Hardware [14]. 

 

 

2. LITERATURE REVIEW 

According to Al-Khasawneh et al. [22], encrypting and decrypting satellite images can be done in 

the form of batches using a chain-based strategy in real-time. This method provides security to images 

without compromising any type of attack. For optimal performance, the method combines three encryption 

algorithms: triple DES, DES, and AES in a chaotic-enhanced MapReduce approach. The MapReduce method 

is utilized to process the large image sizes that are stored in the Hadoop distributed file system (HDFS). 

Mapper divides the images into chunks and each chunk consists of a separate key/value (filename, image) 

pair as per user-provided width and height. The secret key and XOR matrix are generated for encryption. The 
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reducer reduces all the chunk images that are encrypted and merges them into a single image. Each chunk of 

the image is processed by different nodes in parallel which increases the cost of execution. In this approach, 

the performance of each system depends on computation speed, external power supply, and total number of 

systems provided for computation. Cost inflation is proportional to the number of processors. There may 

exist some outlier nodes that are needed to identify and task to be handed over by another high computational 

node by using proper job trackers or outlier detectors. 

Wibisono et al. [23] proposed encryption of satellite images of size M×N using an encryption key 

by applying exclusive-or (XOR) to get ciphertext. Similarly, decryption is used to get the original image 

back. In this proposed method, reduces the number of bit errors extracted during decryption. In this way 

visual quality of the restored satellite images are increased. And also strengthen the security of remote 

sensing satellite images which are distributed via the internet. Data security techniques such as encryption 

and reversible data hiding in encryption images (RDHEI), are applied to secure the use of images by 

unauthorized users. The proposed method only considered red, green, and blue channels of colored satellite 

images. However, additional data from the images also needs to be considered to correct the errors in the 

restored satellite images.  

Vaseghi et al. [43] proposed a chaotic oscillator that provides three chaotic signals. Each signal with 

15-digit float values generated from a satellite downlink transmitter. Chaotic keys are generated from chaotic 

sequences. A suitable master-slave system for encrypting and sending encrypted images is proposed. The 

original satellite image stream is converted from serial to parallel data and sent to the quadratic amplitude 

modulation (QAM) mapper. QAM maps the data to constellation points and QAM symbols. These symbols 

are sends to chaotic constellation for encryption. Multishift cipher algorithm is used for encryption using 

chaotic keys. Similarly, at ground satellite receiver decryption occurs using the same chaotic keys.  

Zhu et al. [24] proposed blockchain-empowered privacy-preserving federated learning (PPFL) 

which uses a homomorphic encryption algorithm during satellite image classification. Federative learning 

(FL) is a machine learning-based approach to collaborative learning. Images carried with sensitive data are 

taken in space by satellites. After training a local model with these images for a particular use, the satellite 

encrypts the data with a homomorphic encryption algorithm and sends it to the edge server. These encrypted 

local models are gathered by edge servers, who then aggregate and send them to the global satellite model for 

decryption. Lastly, the edge servers use the decrypted global model to carry out particular tasks. In the 

homomorphic encryption method trusted authority (TA) uses a key generate function to generate keys for 

encryption and decryption such as public key (pk) and private key (SK). Using these keys input images are 

encrypted and decrypted to get ciphertext and plaintext simultaneously. This method mainly minimizes the 

poison attack without compromising privacy issues. The proposed method uses the blockchain method in 

which uploading data requires time and gas. With this, efficiency will be reduced which is a very important 

issue that needs to be considered.  

Makhloufi et al. [14], [44] proposed cryptography in onboard satellite image processing 

implementation using FPGA hardware. FPGA mainly supports resource constraint, design flexibility, less 

cost, less time for manufacture, reliability even in a high radiation environment, more versatile and remotely 

configurable. Here AES is the algorithm suitable for providing cryptography for images in small satellites. 

The land surface temperature-split window (LST-SW) algorithm is implemented on FPGA and provides 

encryption using the AES algorithm for characterizing the land surface with the provided surface temperature 

derived from thermal infrared window channels using the empirical method.  

Alkhelaiwi et al. [45] proposed a privacy-preserving deep learning (PPDL) method that uses 

partially homomorphic encryption (PHE) or Paillier schemes during satellite image classification. This 

method can be applied in the deep learning-based CNN model and also existing transfer learning models for 

preserving privacy. This encryption technique uses a single, unbounded range of mathematical operations, 

such as addition or multiplication. On the side of the client, encryption takes place using partially 

homomorphic encryption method. For encryption public key is used and it is impossible to decrypt on the 

server side without knowing the private key. Hence deep learning CNN-based model runs on encrypted input 

images. More than one PPDL approach can combined to further enhance in efficiency, accuracy in privacy, 

and classification of satellite images.  

Bensikaddour et al. [25] proposed a modified AES-CTR along with a Geffe generator to encrypt 

satellite images with optimized use of resources. AES-CTR is a completely symmetrical and more efficient 

method for high-performing applications [46]. And also proposed Fridrich’s scheme to encrypt multispectral 

images using chaos-based image encryption that adopts confusion and diffusion methods by changing the 

positions of the pixels [47].  

Ghaleb et al. [48] proposed elliptic curve cryptography (ECC) with Diffie-Hellman for satellite 

image encryption and decryption. Al-Khasawneh et al. [49] proposed an enhanced chaotic image encryption 

algorithm. In this method generated secret key matrices are used to encrypt divided remote sensing satellite 

image blocks as R, G, and B channels. Encryption is done by XOR operation on an image R with chaos key 
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matrix and exchange recombination. This is repeated for both image G and image B. Now merge the R, G, 

and B images to get the final encrypted image. The chaotic color image encryption consists of three aspects 

such as chaos, image, and encryption.  

Naim et al. [50] proposed a novel approach of an encryption algorithm based on the linear feedback 

shift register (LFSR) generator, secure hash algorithms-512 (SHA-512) hash function, hyperchaotic systems, 

and Josephus problem. There is less time complexity and a high level of security with this method. The 

method provides more security against brute force attacks. Hyperchaotic systems needs more time for 

preprocessing hence, need to focus on reduction of computation time in future work. 

 

 

3. METHOD 

This paper presents different methods used to encrypt satellite images to provide privacy protections. 

Each method described with which encryption algorithm used for satellite image encryption. Diagrams are 

also used for explanation of some encryption processes. The various methods are described as follows:  

 

3.1.  Encryption using advanced encryption standard process 

The advanced encryption standard (AES) algorithm is a symmetric encryption algorithm using keys 

of 128, 192 and 256 bits for AES-128 [23], AES-192, and AES-256 [51] block cipher respectively. Input 

plaintext data is 128 bits (16 Bytes) represented as a 4×4 column-major matrix. The algorithm consists of n 

iterative rounds and here n depends on key length. If key lengths are 128, 192 or 256 bits then the number of 

rounds are 10, 12, and 14 respectively [21]. The AES algorithm consists of three stages consists of initial 

rounds, rounds, and final rounds as shown in Figure 1. In these rounds, transformation such as SubBytes 

transformation, ShiftRows transformation, MixColumns transformation, and AddRoundKey transformation is 

performed to get cipher data [14], [44]. In between all the rounds, the transformation results are represented 

as states in the form of a 4×4 column-major matrix. The AES algorithm is described in the following steps: 

a. Key expansions: In this step, rounds are generated using a cipher key with lengths 128, 192 or 256 bits 

used to generate round keys. The discretized skew tent method [52] or Rijndael's keys schedule method 

[44] used for key generation.  

 

 

 
 

Figure 1. AES encryption process 
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b. Initial round: It contains AddRoundKey transformation in which each byte of input data defined as the 

state is XOR with a round key to get the initial round intermediate state.  

c. Rounds: There are N numbers of rounds are considered based on key length. All these rounds consist of 

SubByte, ShiftRows, MixColumns, and AddRoundKey transformations as described below. 

d. SubByte transformation: In this transformation, each byte of the state matrix of the input image is replaced 

by an element of the substitution table or S-box which is a predefined 16×16 matrix. The S-box is formed 

of a lookup table of size 256 bytes. This transformation results in an intermediate state as input for the 

next transformation. 

e. The ShiftRows transformation: In this transformation, shift the rows of state by performing one left shift. 

The first row remains as it is, and the remaining rows 1, 2, and 3 shift left cyclically by one byte, two 

bytes, and three bytes respectively [44], resulting in a new state. 

f. MixColumns transformation: In this transformation, each column is considered independently and 

multiplied by some fixed matrix consisting of three values. Multiply with the first value, no change 

occurs. Multiply with the second value one left shift has taken place. Multiply with the third value one 

left shift occurs, immediately XOR this value with before shift state data gives an intermediate state 

matrix.  

g. AddRoundKey transformation: In this transformation state of each stage XOR with RoundKey to get the 

intermediate state matrix.  

h. Final round: In this, only one round with transformations such as SubByte, ShiftRows, and AddRoundKey, 

no MixColumn transformation took place. This round results in a final cipher data in the form of a state 

matrix. 

 

3.2.  Encryption using partially homomorphic encryption algorithm in CNN model 

Here, satellite image encryption taken place by partially homomorphic encryption (PHE) which 

described as Paillier scheme [45]. This encrypted satellite images are sent to CNN model for feature 

extraction and further analysis. More number of satellite images are used for training using CNN model leads 

to better results. The Paillier scheme encryption consists of key generation, encryption, and decryption 

algorithms are given below: 

 

Algorithm 1. Key generation (𝑝, 𝑞) 
Input: Generate two unique prime numbers, 𝑎, and 𝑏 and confirm that: 𝑔𝑐𝑑(𝑎 × 𝑏, (𝑎 − 1) (𝑏 − 1)) = 1, where 𝑔𝑐𝑑 represents the 

greatest common divisor.  

Output: (𝑝𝑘, 𝑠𝑘)  

1. If 𝑙𝑒𝑛𝑔𝑡ℎ(𝑝) == 𝑙𝑒𝑛𝑔𝑡ℎ(𝑞). Then  

2.  Compute 𝑛 = 𝑝 × 𝑞, 𝜆 = 𝑙𝑐𝑚(𝑝 − 1, 𝑞 − 1), where lcm represents the least common multiple.  

3.  Choose a random integer 𝑔 ∈ 𝑍𝑛2
∗  (between 1 and 𝑛2) 

4.  Define the function: 𝐿(𝑥) = ((𝑥 − 1)/𝑛).  

5.  Verify the existence of the following modular multiplicative inverse to ensure that 𝑛 divides 𝑔’s order:  

µ = 𝐿 (𝑔𝜆 𝑚𝑜𝑑(𝑛2))
−1

 𝑚𝑜𝑑(𝑛) 

 

Algorithm 2. Encryption (𝑚, 𝑝𝑘) 
Input: Message to encrypt where 𝑚 ∈ 𝑍𝑛 

Output: 𝑐 ∈ 𝑧𝑛2 

1.  Choose a random integer 𝑟 ∈  𝑍𝑛2
∗ (between 1 and 𝑛2) 

2.  Compute the ciphertext as: 𝑐 = (𝑔𝑚 × 𝑟𝑛) 𝑚𝑜𝑑(𝑛2)  

 

Algorithm 3. Decryption 
Input: 𝑐 ∈ 𝑧𝑛2 
Output: 𝑚 ∈ 𝑧𝑛2 
1.  Calculate the plaintext message as: 𝑚 = 𝐿(𝑐𝜆 𝑚𝑜𝑑 (𝑛2)) × µ 𝑚𝑜𝑑(𝑛)  
The public key for encryption is (𝑛, 𝑔) and the private key for decryption is (𝜆, µ). 

 

3.3.  Encryption using chaos synchronization approach 

In this method, chaos synchronization used for secure satellite image encryption. Master system or 

chaotic system creates signals such as 𝑥1(𝑡), 𝑥2(𝑡), and 𝑥3(𝑡). The description of these signals [43] are as 

follows: 

 

𝑥1(𝑡) = 𝛼(𝑥2(𝑡) − 𝑓(𝑥1(𝑡)) 
𝑥2(𝑡) = 𝑥1(𝑡) − 𝑥2(𝑡) + 𝑥3(𝑡) 
𝑥3(𝑡) = −𝜂 𝑥2(𝑡) 
 

where α and η are nonnegative unvarying parameters. 
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A Slave system or chaotic system creates signals such as 𝑦1(𝑡), 𝑦2(𝑡), and 𝑦3(𝑡). The description of 

these signals are as follows: 

 

𝑦1(𝑡) =  𝜆𝑠𝑔𝑛(𝑥1(𝑡) − 𝑦1(𝑡)) 
𝑦2(𝑡) =  𝑦1(𝑡) − 𝑦2(𝑡) + 𝑦3(𝑡) +  𝑢1(𝑡) 
𝑦3(𝑡) = −(𝜂 − 𝛥 𝜂(𝑡)) 𝑦2(𝑡) +  𝑢2(𝑡) 

 

where, λ is the design parameter, 𝛥𝜂(𝑡) is time-varying; Uncertain parameters, 𝑢1(𝑡) and 𝑢2(𝑡) are two control 

input signals. Now, using chaotic signals 𝑥1(𝑡), 𝑥2(𝑡) and 𝑥3(𝑡), choatic keys 𝑘1(𝑡), 𝑘2(𝑡) and 𝑘3(𝑡) as 

follows: 

 

𝑘1(𝑡) = 𝑚𝑜𝑑(𝑥1(𝑡), 𝑓𝑙𝑜𝑜𝑟(𝑥1(𝑡 − 1))) 
𝑘2(𝑡) =  𝑚𝑜𝑑(𝑥2(𝑡), 𝑓𝑙𝑜𝑜𝑟(𝑥2(𝑡 − 1))) 
𝑘3(𝑡) =  𝑚𝑜𝑑(𝑥3(𝑡), 𝑓𝑙𝑜𝑜𝑟(𝑥3(𝑡 − 1))) 

 

With these keys, encryption takes place using multi-shift cipher algorithm. 

 

3.4.  Encryption using MapReduce based approach 

Large-sized satellite images are partitioned into several chunks by Mapper and processed in parallel. 

Then combine the results by reducer to get the final result. Hadoop distributed file system in which distributed 

systems are used for processing the tasks in parallel to increase efficiency using the Hadoop framework [22]. 

Hadoop image encryption workflow is shown in Figure 2.  

 

 

 
 

Figure 2. Hadoop image encryption workflow 
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The pseudocode of the encryption method is as follows:  

a. Input satellite image split into several chunks as per the user-specified height and width. These images are 

sent to different nodes of the Hadoop framework with key-value pair (filename, image) by Mapper.  

b. To encrypt these images at different nodes secret key and XOR matrix are generated.  

c. Using these secret keys and the XOR matrix encryption and decryption are taken place. 

d. After the encryption or decryption by Mapper, the combined results of Mapper combined at reducer to get 

the final resultant image. 

 

3.5.  Encryption using privacy-preserving federated learning 

In this approach of learning local models are trained for any application and later uploaded the trained 

model and their parameters directly to semi-honest servers for further processes such as aggregation without 

revealing anything to the third party for privacy protection. Later user receives the global model from this server 

for any updations. The homomorphic encryption (HE) algorithm is used as it provides more accuracy and strong 

privacy. The Homomorphic encryption algorithm [24] is described using polytime algorithms (KeyGenerate, 

Encrypt, Decrypt) as follows: 

a. 𝐾𝑒𝑦𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛(𝑘) → 𝐸𝑛𝑐𝑟𝑝𝑡𝑖𝑜𝑛𝐾𝑒𝑦, Decryption Key (EK, DK). Upon receiving security parameter k, 

the KeyGeneration function is used to generate a key pair (EK, DK).  

b. 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑃𝐾, 𝑠) → 𝑐. Encrypting the given input denoted by s using encryption key EK which is a 

public key to get ciphertext c as output. 

c. 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝐷𝐾, 𝑐) → 𝑠. Decrypt takes the cipher text data and private key DK as inputs and outputs the 

corresponding plaintext data as s.  

Homomorphic encryption consists of two properties additive HE and multiplicative HE [45]. Additive and 

multiplicative HE equations for given two plaintexts P1 and P2, are as follows: 

 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 (𝑃1 + 𝑃2) =  𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑃1) + 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑃2) 

 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 (𝑃1 × 𝑃2) =  𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑃1) × 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑃2) 

 

3.6.  Encryption using XOR operation on color images 

In this method, original satellite image of pixel size is considered.Then, extraction of red, green, and 

blue channels these color images. Now, image is encrypted using encryption key by applying bitwise exclusive-

or (XOR) as shown in Figure 3. Consider p to be an 8-bit cover color satellite image of size M×N and each pixel 

of the image represented as pi,j located at (𝑖, 𝑗) location. Then ciphertext [23] is given by: 

 

Ci,j = ∑ Ci,j
l

7

l=0
× 2l 

 

where, 

 

Ci,j
l = pi,j

l ⊕ ri,j
l , 𝑙 = 0,1, … … … . ,7 

 

pi,j
l = ⌊

pi,j

2l ⌋ mod2, 𝑙 = 0,1, … … … . ,7 

 

 

 
 

Figure 3. Encryption process 
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4. RESULT AND DISCUSSION 

4.1.  Comparative study of various encryption methods 

In this section, Table 1 provides a comparative study of various encryption methods. Advantages 

and the limitations of each encryption methods are listed out in the table. Suggestions for future work are 

provided in remarks column of the table.   

 
 

Table 1. Comparative study of various encryption methods 
Title of paper/year/reference Methods used Advantages Limitations Remarks 

FPGA/LST-SW encryption 

module implementation for 
satellite remote sensing secure 

systems/2020/[44] 

 

encryption 

using AES 
process 

Efficient and secure 

satellite image 
encryption. 

And also provides 

considerable and 
promising 

performance. 

Hardware errors may lead to 

inefficient results. If the 
encryption key changes, then 

it is very difficult to get the 

correct correlation coefficient 
between encrypted and 

decrypted images. 

Other symmetric 

algorithms can be 
used along with 

the AES 

algorithm. 

Finite-time chaos synchronization 
in time-delay channel and its 

application to satellite image 

encryption in orthogonal frequency 
division multiplexing (OFDM) 

communication systems/2021/[43] 

Satellite image 
encryption in 

OFDM 

communication 
systems 

Easy implementable, 
low time consumption, 

secure and reliable 

approach. 
High security for 

statistical attacks 

Synchronization time may 
vary unexpectedly 

Traditional and 
statistical 

algorithms can be 

incorporated for 
encryption/ 

decryption 

An efficient approach based on 
privacy-preserving deep learning 

for satellite image 

classification/2021/[44] 

Privacy-
preserving deep 

learning for 

satellite image 
classification 

Model results with an 
accuracy of 94.04% 

for the training, 

94.30% for validation, 
and 90.92% for testing 

dataset. 

Performed encryption 
operation with only a few 

datasets 

Perform encryption 
using hybrid 

privacy preserving 

deep learning 
neural technique 

need to be consider 

A MapReduce based approach for 
secure batch satellite image 

encryption/2023/[22] 

Encryption using 
MapReduce 

based approach 

Nodes performed with 
more than 50% 

efficiency. 

Need more processors for 
enhancing efficiency. 

Detecting outlier 
nodes may increase 

performance 

efficiency. 
Privacy-preserving federated 

learning of remote sensing image 

classification with dishonest 
majority/2023/[24] 

Encryption using 

privacy-

preserving 
federated 

learning 

An accuracy of 92.5%, 

if the attack is 

assumed to be 20% is 
achieved in the 

experiments. 

Lots of resources and time 

used. Untargeted attacks 

reduced efficiency. 

Implementation 

using blockchain 

with less 
resources and less 

gas time needed. 
Hybrid reversible data hiding in 

encrypted satellite images using 

fluctuation modification 
extraction and reed-Solomon 

code embedding/2021/[23] 

Encryption 

using XOR 

operation on 
color images 

The efficiency of 

encryption is good. 

 
 

Considered only red, green, 

and blue channels from 

colored image 

Other than red, 

green, and blue 

channels are need 
to consider 

 

 

4.2.  Discussion 

The survey on various satellite image encryption methods is discussed in this paper. Each discussed 

encryption methods have its advantages and limitations. As per the study encryption method using the AES 

encryption algorithm on the FPGA model provides high performance for satellite image encryption. This 

method shows that onboard processing and encryption of satellite images is efficient in terms of usage of less 

memory and less time. Need to work on other symmetric encryption algorithms for better results. Another 

method discussed is a master-slave chaotic system used for encryption. This method combines the multi-shift 

cipher algorithm with chaotic keys to encrypt satellite images. This method completely removes the 

appearance of the original satellite image during transmission. However, the method has an unknown time 

delay. Therefore, some traditional algorithms can be incorporated to control time delay. In recent days, 

homomorphic encryption combined with deep learning models has produced more accurate outcomes. The 

observation indicates that hybrid encryption, which combines differential privacy (DP), Secure multi-party 

computation (SMPC), and secret sharing (SS), may improve the outcome. Accuracy is predicted to rise with 

larger data sets used for model training. To improve the security of satellite images not only during 

transmission but also during storage, the MapReduce approach is used. Large datasets of satellite images 

were encrypted using MapReduce. By detecting outlier nodes in time, efficiency rises as more systems and 

processors are employed. There are some encryption methods such as homomorphic encryption and the 

blockchain-powered privacy-preserving federated learning (PPFL) framework needs more time and 

resources. However, these methods are less effective in untargeted attacks even though yield more accurate 

results. Finally, the topic of encrypting color satellite images using XOR operations is addressed. The only 

satellite image channels taken into consideration for encryption are red, green, and blue. To get better results, 

other color image channels could be taken into consideration. 
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5. CONCLUSION 

This paper provides a review study of various methods and algorithms for encrypting satellite 

images. First introduced the need for encryption of satellite images and available encryption algorithms. The 

survey provides theoretical knowledge about various encryption approaches such as AES encryption method, 

Homomorphic encryption method used in CNN model, XOR encryption used in the Hadoop MapReduce 

framework, chaos synchronization approach and privacy preserving federated learning method. Based on this 

study, Encryption of satellite images using privacy-preserving deep learning approach, Hadoop distributed 

file, and AES methods are found more efficient and recommended for further research in the area of 

providing privacy to satellite images. 
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