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The internet of things (10T) is a revolutionary innovation in many aspects of
our society including interactions, financial activity, and global security such
as the military and battlefield internet. Due to the limited energy and
processing capacity of network devices, security, energy consumption,
compatibility, and device heterogeneity are the long-term 10T problems. As
a result, energy and security are critical for data transmission across edge
and loT networks. Existing loT interoperability techniques need more
computation time, have unreliable authentication mechanisms that break
easily, lose data easily, and have low confidentiality. In this paper, a key
agreement protocol-based authentication mechanism for loT devices is
offered as a solution to this issue. This system makes use of information
exchange, which must be secured to prevent access by unauthorized users.
Using a compact contiki/cooja simulator, the performance and design of the
suggested framework are validated. The simulation findings are evaluated
based on detection of malicious nodes after 60 minutes of simulation. The
suggested trust method, which is based on privacy access control, reduced
packet loss ratio to 0.32%, consumed 0.39% power, and had the greatest
average residual energy of 0.99 mJoules at 10 nodes.
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1. INTRODUCTION

The interrelated physical devices in a network interact with one another to facilitate smart decision-
making by keeping track of analyzing their environment. Organizations focus drastically on the internet for
regular communication within the organization as well as long-distance company conferences. Networks or
devices in a smart city, industrial automation, and households are now linked to the internet, allowing for
faster and more efficient communication [1], [2]. The internet of things (loT) is used as an information
network in most real-world applications. It links multiple devices and system components via enhanced
information and communication technology (ICT) and improved embedded devices such as digitalized
sensors, meters, and controllers [3]. Wireless sensor networks (WSNSs) have greatly enhanced the technology
utilization of 10T, which primarily includes gathering and sending information over wireless channels.
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10T based protocols for authentication are suggested to offer user anonymity against malicious users and
inactive adversaries to satisfy the security characteristics of the session key, forward secrecy, mutual
authentication, and 10T security [4], [5].

The challenge of security in information technology has existed for a long time and has been
focused on multiple levels, such as networking, syntactic, and semantic levels, as well as numerous domains
like industrial and healthcare domains [6]-[8]. In the real world, safe and secure connections are primary
challenges due to the heterogeneity of 10T tools, and the shortage of resources, while some of the resources
connected to the internet protocol (IP) hosts are powerful. Furthermore, loT-connected devices must be
secure with authentications like end-to-end (E2E) connections [9]-[11]. Like other networks, 10T security is
dependent on confidentiality and trust. As a result, attack detection systems are one of the primary defense
methods against 10T attacks. The frequent occurrence of loT attacks results in financial loss or worse.
Attestation is a low-cost method of identifying malicious devices. However, providing authentication
between device-to-device approaches costs more in terms of authentication time, communication overhead,
as well as scalability issues. Therefore, new attestation technologies which are dependable and scalable need
to be protected for network operations involving 10T devices [12]-[15]. To normalize and stabilize the
security needs of 10T's physical, network, and application layers, energy consumption must be reduced [16].
Cloud computing technology provides the base foundation and storage for data processes in loT, and
methodologies based on cloud cryptography are presented as a standout compared to other approaches to
ensure data security in many loT applications [17]. Most conventional security methods are not up to snuff to
protect the industrial strategies of most firms and business sectors. The root exploit, botnets, spyware, worm,
and Trojan are some of the critical 10T security issues to be dealt with [18]. Different loT devices has
different security requirements such as security built into the device, security of information
communications, information storage inside frameworks, and its application [19], [20]. Poor security
measures lead to the cause of various attacks in the network which prevents packets from being received at
the border route. The packet distribution in the network is mostly influenced by the black hole attacks and
sinkhole attacks [21]. The black hole attacks happen when an attacker node acts as a single node. The
sinkhole attacks occur when the intruder attempts to attract possible paths allowing him to control the
circulation of data in the network. Due to these attacks, the energy efficiency of the nodes will be reduced
which results in the less data packets delivery [22]. The objective of these attacks is to tamper the
neighbourhood which affects the routing operations, getting more resources, and exploitation. Hence to
overcome these attacks, a secure routing protocols must be developed to avoid attacks and eliminate
malicious nodes from the network. The improvement of quality of service (QoS) parameters such as latency,
delivery of packets, resource utilization and so on, can also enhance the networks routing [23], [24].

Some of the existing researches based on 0T interoperability are described as: Anuradha et al. [25]
developed a system to predict cancer using the internet of things to test whether blood results were normal or
abnormal by improving security enhancement and authentication in the cloud area. The processing and
enhancement of healthcare computations through encryption and decryption with the advanced encryption
standard (AES) algorithm was the primary intention of this work. Encryption was performed on the reports of
cancer patients and saved in the cloud database for quick analysis through the Internet by healthcare nurses or
doctors to manage the patient data confidential. This proposed approach has achieved the highest efficiency,
system performance and throughput compared to the existing encryption systems. However, this approach
was not suitable to detect all types of cancer-related to blood, skin, breast, and lungs. Abbasi et al. [26]
proposed a multi-layer framework to address the interoperability issues in heterogeneous 10Ts and design an
interoperability framework with trust-based parameters. Various interaction services with different time
intervals have been tested with this approach along with the analysis of the decay rate. The overall
performance in terms of reliability and availability is high with this service-oriented framework. However,
this framework did not help operate communications between dependent services and applications. For
further investigation, artificial intelligence (Al) techniques can improve the overall procedure of trust
measurements.

Gali and Nidumolu [27] presented a chaotic bumble bees mating optimization (CBBMO) for secure
data transmission with trust sensing model (CBBMOR-TSM) to design trust model with secure routing. The
bumble bees mating optimization (BBMO) is stimulated by the mating nature of a swarm of bumble bees. To
improve the convergence rate of the BBMO technique, the CBBMO model is defined by the integration of
chaotic concept into the classical BBMO technique. This method has achieved better results in detecting
malicious nodes and also in developing secure routing path with trust parameters. However, due to limited
10T resources in this method, there is drawback in performing data aggregation. Dhurandher et al. [28]
presented a cooperative and feedback-based trustable energy-efficient routing protocol (CFTEERP) to
overcome the issues in generic data communications due to complex security algorithms. This protocol
calculates local trust value (LTV) and global trust value (GTV) of each node using node attributes and
K-means-based feedback evaluation procedures. With the proposed protocol, the method has achieved better
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results in building energy and trust routing path but efficient trust validations are not carried out which is a
major drawback. Zhang et al. [29] presented an energy-efficient multilevel secure routing (EEMSR) protocol
to consider clustering for reasonable solution of conserving energy. A cluster-based multihop routing
protocol was utilized to reduce the high communication overhead due to the scalability of 10T networks. This
approach has achieved better results in achieving an energy-efficient and secure routing but there is a high
latency requirement in 10T applications, which is a major drawback.

Djedjig et al. [30] metric-based routing protocol for low-power and lossy networks (RPL)
trustworthiness scheme (MRTS) to address the issues of security concerns in RPL by evaluating trust
parameters and developing a secure routing network. According to simulations, the proposed approach was
effective by means of throughput, energy usage, rank changes of nodes, and packet delivery ratio.
Additionally, a mathematical modeling analysis demonstrates that trust based routing has the isotonicity and
monotonicity qualities necessary for routing and that MRTS satisfies the consistency, optimality, and loop-
freeness requirements. It is claimed that MRTS can be used as a technique for the repeated dilemma of
prisoner’s and that this will show its cooperative enforcement characteristic. MRTS needs to meet further
requirements, like movement, and have its services tested towards different trust thresholds. The RPL
protocol has been protected from insider attacks, according to Hassan et al. [31], who provided a variety of
trust-based techniques. As a result, a hierarchical trust-based technique called CTrust-RPL was recommended
for evaluating node trust based on their forwarding actions. To conserve computing, storage, and energy
resources at the node level, this study sends difficult trust-related computations to the controller, a higher
layer. To address the expanding demands of distributed I0T deployments and counter additional potential
assaults, the C-Trust model must create a distributed and more scalable trust-based approach.

Boualam et al. [32] suggested an efficient and secure RPL with an improved Diffie-Hellman
algorithm to provide authentication and integrity of RPL data. The developed approach employed an
objective function to decide the optimal paths precisely. The developed optimal path has achieved better
results in transferring packets with required security measures. The security properties of the protocols were
specified by using the automatic validation of internet security protocols and applications. The high security
level was provided for the secret key exchange among 10T nodes. However, this approach consumed more
energy and most of the trust parameters were neglected, which is a limitation of this work. Oukessou et al.
[33] have introduced an improved uplink throughput and energy efficiency long-range wide area network
(LoRAWAN) using 2 hop low energy adaptive clustering hierarchical routing protocol (LEACH). The long
range (LoRA) utilize chirp spread spectrum (CSS) technique that utilize wideband linear frequency of chirp
pulses to modulate the information of the signal. Moreover, a spreading factor was used to parameterize the
values which ranges from 7 to 12. The suggested approach minimizes the energy consumption of nodes by
uniformly distributing energy to each node. But, the gateway present in the LORAWAN cannot respond for
both the slots. Hassani et al. [34] have introduced multi-constraints-based objective function with adaptive
stability (MCAS-OF) to indicate the radio strength, node energy consumption with parent selection approach.
The suggested approach considers the stability of the network by utilizing an adaptive threshold by
considering multi-constraint metrics. The suggested approach balances the workload among the nodes with
minimal latency during packet transmission. However, MCAS-OF does not achieve better result when it was
tested on real sky mote platform.

The major contributions to this work are listed: i) A key agreement-based mechanism with
authentication provides 10T devices by assessing the behavior of node trust in the RPL networks. This
method also achieved less computational storage and bandwidth, efficient energy, and the highest throughput
at the node level; ii) Secure data access is achieved between nodes in the network using secure and trust
based RPL networks and the trust parameters of the network are validated using the contiki/cooja simulator;
iii) To achieve secure information exchange and low computational complexity, a secure access control with
the key agreement is introduced into the network. Due to this, only authorized users can access the
information. The present manuscript is organized as follows: section 2 describes the proposed methodology
of this work. Section 3 illustrates results along with a comparative analysis of performance metrics. Section 4
provides a conclusion of the work.

2. METHOD

The main aim of this work is to design an interoperability framework for privacy and security
enhancement through services provided by IoT. The proposed framework is divided into the things layer,
registration layer, and service handling layer as shown in Figure 1. Each layer in the framework is linked
with the next layer. For initial trust calculations, a dynamic parameter selection and weight assignment are
used. The proposed framework's design includes a focus on trust measurements like true value and trust
degree. Following the estimation of the aggregated trust value, the controller will keep updating the
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interaction table and the trustworthiness of 10T, and finally, the trust degree will be defined. Following that,
for each interaction, the value of trust is computed and shared within the interacted services by utilizing the
trust factor. Nonetheless, there are various important and dependent conditions in which interactions between
two or more 10T must be verified.

Registration Phase

¥

Login Phase

¥

Authentication

Key agreement Phase

Figure 1. Flow chart of the proposed method

2.1. 10T devices

0T service usage optimization necessitates the creation of new services from existing ones, which
can be accomplished by analyzing the combined relationships, context, and availability of services. Figure 1
represents the scenario of available physical devices in several application domains, where the service
domain refers to the geographic area with a different type of heterogeneous and homogeneous services. This
location could be a house, a park, a street, a building, a hospital, a bank, or anything else. The things layer
works as pass-through layer that takes information or request of service from various sources and routes them
to the layers below it for processing and completion. The most crucial gadgets connected to this layer include
sensors, smart gadgets, wearables, security cameras, and smart cars. The data request and service requests for
the next layer are carried out by this layer.

2.2. Registration phase

This layer utilizes features like device id, computing power, and memory to register devices and
their respective services. For the devices, all of this information is stored in the registration layer. It registers
the services, keeps their IDs in storage, and preserves all other pertinent data. 10T interactions should
therefore be categorized and managed following the registration layer namely service classification, privacy
and access control, trust management, and blockchain.

2.2.1. Login phase

This module focuses on another major concern among loT devices i.e., privacy. Since 10T is
integrated with human daily life, appropriate preservations of privacy must be implemented for end users.
The emphasis of this module is on implementing various rules for restricting access to services and sharing of
resources. Overall, acquisition issues are resolved. Data security, secure data exchange, distributed access of
data and its access permissions are the main responsibilities. The definition of user and application privacy
policies is another goal of this module. Additionally, it will safeguard users' privacy.

2.3. Authentication phase

The context-aware secure services to requesters in the 10T context and a key component of trust
measurement, and it has evolved into a driving force to meet future loT privacy and security requirements.
The main objective of this module is to offer dependable access to the 10T services that are currently offered.
The proposed authentication mechanism enables users for secure communication through 10T devices by
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initializing trust parameters in the network. This section discusses the proposed trust based RPL mechanism,
which supports analyzing 10T node trust behavior and correcting behaviors of network management by
finding and blocking malicious nodes if suspicious signs are detected. The proposed method establishes the
trust among uncertainty between the nodes based upon the computation of the trustworthiness of nodes and
their uncertainty in trust value. It is more specifically the relationship between the quality of service provided
by two or more 10Ts that exchange services. As a result, an 10T's activity is both a measure and a function of
trust. By the involvement of a belief theory among the key elements of the node the trust model computes the
uncertainty. The proposed model can work efficiently with the binary logic, where the node’s energy does
not strain in loT devices. And by utilizing the calculations which are complex over the control layer the
adaptive trust parameters, can be determined by terms of packet loss ratio (PLR) and forwarding delay (FD)
parameters as input and detects the malicious nodes and remove them from the network by initiating certain
parameters as per trust calculation on each node of the network. The PLR and FD are the QoS parameters
used for trust calculation as shown in (1) and (2):
— Packet loss rate (P.g): it is a ratio of packets dropped (P;) by the receiver nodes to the total packets (P;)
from the sender node, which is calculated using (1):
Pgq

P =22
LR Pe

1)
— Forwarding delay (Fp): the Fj, is the time interval between receiving a packet from the sender and then
forwarding it to the next node as shown in (2):

Fp=Pg — Pp )

where, Py is the packet received time, and Py is packet forwarding time.

The nodes are classified as trusted or untrusted by providing 0.5 threshold value, where trusted
nodes used for secure routing and communication. The node trust is updated using a time-based update
technique, which can detect rogue nodes in real time while simultaneously addressing high computational
challenges and low memory resources. Malicious nodes are removed from the network, and sensor nodes are
placed in the test region. The node trust is measured in terms of the success rate of the node as shown in (3)
and (4).

P
Tsp = F/pR ©))
Pp=Pr—Pp 4)

where, Ty is the total success rate of the node, SR is the ratio of number of packets forwarded (Pg), Py is the
number of packets received, and P, is number of packets dropped.

2.4. Key agreement phase

After completing the procedure of registration and trust calculation, an loT intends to request and
access a huge range of services accessible on neighboring 1oT. This layer serves as the basis for the service
management process. This layer stores all data that is relevant to the availability of services in the region.
Thus, service handling is inextricably linked with context management to dynamically embrace new
availability matrices in response to variations in sharing context-based updates accordingly. The logic used
to measure the terms b, u and d is based on the linear relationship between time and the parameters of
trust. The calculation is performed for each node, and the trust rating threshold is established. It is
determined to be a legitimate node of the network and can be included in routing after the rating of
propagation of trust is completed and it has the value of b always to be greater than a threshold; otherwise,
it will be removed. The proposed algorithm's complexity is reduced by the message overhead, and it is
O(n) in algorithmic form.

3. RESULTS

The effectiveness of the proposed trust based framework is evaluated using simulations. In this
paper, a contiki/cooja simulator is used for validation. Contiki can be used for high-performance and secure
communication between low-powered radio frequency identification (RFID) chips in wireless networks. The
proposed model uses attack detection, attack detection time, packet loss ratio, power consumption, and
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residual energy parameters to validate our mechanism. The following simulation setup has been used for the
evaluation of the proposed model topology as in Table 1.

Table 1. Simulation results of contiki/cooja simulator

Parameter Value
Area 70x70 m
No. of nodes 30
TX ratio %
Rx ratio 30% to 100%
Malicious nodes 28,29 and 30
Transmission range 50 m
Simulation time 60 minutes

Contiki/cooja simulator is used for the evaluation of the proposed network model, which is an open
source and light weight operating system. A total of 30 nodes are considered for evaluating the nodes trust
and to detect malicious nodes within the simulation time of 60 minutes. Results show that the proposed
mechanism detected three nodes 28, 29, and 30 as a malicious nodes out of 30 nodes. The results are
measured in terms of the packet loss ratio, attack detection and its time, power consumption, and residual
energy.

3.1. Quantitative evaluation

In this section, we compared the existing metric based RPL trustworthiness scheme (MRTS) [26]
and C Trust-RPL [27] with the proposed privacy access control-based trust mechanism. These methods are
compared in terms of performance metrics such as attack detection, attack detection time, packet loss ratio,
power consumption and average residual energy of RPL networks in 10T devices. With the utilization of
proposed firefly optimization technique, the network achieved better results compared to the existing
methods.

3.1.1. Attack detection

An exact and accurate detection of a black hole attack at any given time in the network is known as
attack detection. The comparison of black hole detection is represented in Figure 2 with the existing methods
MRTS and C Trust-RPL. Both methods detected many malicious nodes in the initial stage since there were
more malicious entities as shown in Figure 2. The no. of malicious nodes gradually becomes low once the
node trust was fully achieved. It is because of the proactive nature of RPL networks, adversary nodes were
eliminated from the network topology and alternative routes were discovered before the network gets
completely drained. The representation of attack detection in two existing methods MRTS and C Trust-RPL
are given in Table 2.

ATTACK DETECTION

=¢=—Metric-based RPL Trustworthiness Scheme (MRTS)
== CTrust-RPL

Proposed trust mechanism

ATTACK DETECTION

NUMBER OF NODES

Figure 2. Attack detection
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Table 2. Comparison of trust-based RPL mechanism for attack detection of malicious nodes

Malicious nodes Attack detection
MRTS [26] C Trust-RPL[27]  Proposed trust mechanism
1 348 380 410
2 205 252 275
3 235 240 287
4 205 252 300
5 90 140 185
6 90 140 190
7 89 140 178
8 99 145 175
9 85 130 155
10 90 140 184

3.1.2. Attack detection time

The efficiency of the proposed model in detecting attacks in less time is compared with the existing
methods of MRTS and C Trust-RPL. Figure 3 shows the graphical representation of attack detection time
compared to the proposed modified firefly algorithm. Initially, for one malicious node, the attack detection
time is shown and then increased one by one in order. In Figure 3, the second node detection keeps
increasing in proportion to the increase in the number of attacks. However, the proposed optimization
technique shows less time in attack detection compared to the existing methods. Table 3 shows a comparison
of trust-based RPL mechanisms for attack detection time.

ATTACK DETECTION TIME (SECONDS)

== M etric-based RPL Trustworthiness Scheme (MRTS)
== C Trust-RPL
—#— Proposed Authetication
16
14

12

ATTACK DETECTION
(=]

NUMBER OF NODES

Figure 3. Attack detection time

Table 3. Comparison of trust based RPL mechanism for attack detection time

Number of Attacks Attack detection time (seconds)
MRTS [26] C Trust-RPL [27]  Proposed trust mechanism
1 0 0 0
2 3 2 1
3 4 4 2
4 5 5 2
5 8 6 4
6 0 6 4
7 11 9 5
8 12 10 7
9 15 11 8
10 18 14 8

3.1.3. Packet loss ratio
The ratio which depicts the lost packet to the total number of sent packets is known as the packet
loss ratio and it is graphically represented in Figure 4. Figure 4 shows the comparison of existing methods'
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packet loss ratio to the proposed method. The existing methods MRTS and C Trust-RPL are compared with
the proposed trust based privacy access control mechanism. The packet loss ratio pf the proposed framework
is less compared to the existing methods even under the same network parameters. Due to the similar
parameters, some of the patterns look natural for both frameworks. On average, the packet loss ratio for the
proposed framework at node 10 is 0.32, 0.49 for MRTS [26], and 0.39 for C Trust RPL [27]. Thus, the
proposed framework has given a better defense mechanism against black hole attacks with less packet loss
ratio. Table 4 shows the comparison of trust based RPL mechanism for packet loss ratio.

PACKET LOSS RATIO (%)

===\ etric-based RPL Trustworthiness Scheme (MRTS)
e=fl=C Trust-RPL

Proposed Authetication

=] =]
n o

[=]
>

PACKET LOSS RATIO (%)
o o
o w

[=]
[

o

ik

w

4 5 6 7 8 9 i0
NUMBER OF NODES

Figure 4. Packet loss ratio

Table 4. Comparison of trust based RPL mechanism for packet loss ratio

Number of Nodes Packet loss ratio (%)
MRTS [26] C Trust-RPL [27]  Proposed trust mechanism
1 0.5 04 0.40
2 0.5 0.4 0.33
3 0.51 0.42 0.41
4 0.52 0.43 0.34
5 0.49 0.38 0.29
6 0.49 0.38 0.31
7 0.48 0.36 0.32
8 0.49 0.39 0.32
9 0.5 041 0.32
10 0.49 0.39 0.32

3.1.4. Power consumption

The proposed trust based mechanism achieved less power consumption compared to the existing
methods MRTS and C Trust-RPL. The power consumption for the existing methods is very high when
compared to the proposed optimization method as the existing methods do not have a mechanism for attack
mitigation to deal with the packet drops caused by malicious nodes in the network. As the proposed method
have an attached mitigation mechanism, the power consumption is less. Figure 5 shows the graphical
representation of the power consumption of the proposed method in comparison to the existing methods.
Table 5 represents power consumption values for the 10 nodes in the network.

3.1.5. Average residual energy

The node’s average residual energy in the network is saved with the proposed mechanism during
the simulation. With the proposed trust mechanism with privacy access control, the RPL network achieved
high residual energy compared to the existing methods MRTS and C Trust-RPL. The average residual
energy of the proposed method is 0.87 mJoules and the existing methods MRTS and C Trust-RPL are
0.3 and 0.7 mJ. Table 6 shows the average residual energy values and its graphical representation is shown
in Figure 6.
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POWER CONSUMPTION

== M etric-based RPL Trustworthiness Scheme (MRTS)
=== C Trust-RPL
4 Proposed Authetication

0.8
0.7
0.6
0.5

04

POWER CONSUMPTION

0.2

0.1

2 3 4 5 6 7 8 i § i0
NUMBER OF NODES

Figure 5. Power consumption

Table 5. Comparison of trust based RPL mechanism for power consumption

Number of Nodes Power consumption
MRTS [26] C Trust-RPL [27]  Proposed trust mechanism
1 0.55 0.5 0.43
2 0.73 0.5 0.48
3 0.7 0.51 0.51
4 0.6 0.52 0.45
5 0.52 0.49 0.45
6 0.75 0.49 0.46
7 0.6 0.48 0.39
8 0.52 0.49 0.44
9 0.65 0.5 0.41
10 0.75 0.49 0.39

Table 6. Comparison of trust based RPL mechanism for Average residual energy

Time (minutes) Average residual energy (mJoules)
MRTS [26] C Trust-RPL [27]  Proposed trust mechanism

1 1 1 1

2 0.99 0.99 1

3 0.94 0.98 0.99
4 0.91 0.97 0.99
5 0.88 0.96 0.97
6 0.85 0.95 0.97
7 0.82 0.94 1.02
8 0.8 0.93 0.93
9 0.72 0.92 0.98
10 0.77 0.91 0.99

3.2. Discussion

From the results, it is analysed that the proposed method has the capability of providing
authentication in 10T devices by using key agreement protocol. Trust evaluation, privacy preserving and
energy consumption of nodes are problem in existing secure RPL protocols. Proposed method has the
authentication mechansim for trust evaluation, key based agreement for privacy preserving and due to
reduced redundancy energy consumption also reduced further. From the comparison with the existing
methods, MRTS [26] has limitations such as movement, and have its services tested towards different trust
thresholds. The C Trust-RPL [27] has a limitation of low scalability-based approach in terms of trust
parameters. These limitations are overcome by adding more scalable trust parameters in the network of l1oT
devices. Even though, the proposed approach has contributed to develop the energy efficient and secure
routing in loT devices, it still has ramifications such as prevention of black holes and data loss. The future
work focuses of preventing and mitigating black hole attacks and data loss before occurring in the network.
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AVERAGE RESIDUAL ENERGY

== Metric-based RPL Trustworthiness Scheme (MRTS)
== C Trust-RPL
Proposed Authetication

0.8
0.7
0.6
0.5
04
0.3
0.2

AVERAGE RESIDUAL ENERGY

0.1

4 5 6 7 8 9 10
NUMBER OF NODES

3 &

Figure 6. Average residual energy

4. CONCLUSION

An energy-efficient, trust based interoperability framework for identifying and isolating black hole
attacks is included in the proposed RPL routing protocol. To preserve the limited 10T devices' energy, a
control layer computed the trust values. Using the privacy access control to observe the exchange of packets
between the nodes, it was possible to identify and remove nodes that are malicious in the network. According
to the results obtained after simulation, the proposed method performs better than MRTS and C Trust-RPL in
terms of attack detection time, power consumption, and average residual energy. The proposed mechanism
used 35% less energy and had a lower average packet loss ratio difference. However, the proposed
mechanism supports a huge number of devices such as RPL which are interconnected. In the future, research
will concentrate on improving more scalable and distributed trust-based mechanisms to satisfy the increasing
demands of distributive 10T deployments, as well as addressing other attacks in RPL networks, such as
selective forwarding attacks, rank, and black holes. Future research focuses on developing a lightweight
communication to secure data against disruptions in data transmission.
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