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 Within an internet of things (IoT) environment, the fundamental purpose of 

various devices is to gather the abundant amount of data that is being 

generated and then transmit this data to the predetermined server over the 

internet. IoT connects billions of objects and the internet to communicate 

without human intervention. But network security and privacy issues are 

increasing very fast, in today's world. Because of the prevalence of 

technological advancement in regular activities, internet security has evolved 

into a necessary requirement. Because technology is integrated into every 

aspect of contemporary life, cyberattacks on the internet of things represent a 

bigger danger than attacks against traditional networks. Researchers have 

found that combining machine learning techniques into an intrusion 

detection system (IDS) is an efficient way to get beyond the limitations of 

conventional IDSs in an IoT context. This research presents a 

comprehensive literature assessment and develops an intrusion detection 

system that makes use of machine learning techniques to address security 

problems in an IoT environment. Along with a comprehensive look at the 

state of the art in terms of intrusion detection systems for IoT-enabled 

environments, this study also examines the attributes of approaches, 

common datasets, and existing methods utilized to construct such systems. 
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1. INTRODUCTION 

With the advent of the internet of things (IoT), computers have been imagined as everyday objects 

that can sense their environment, form relationships with one another, and share information with one 

another and the rest of the world over the Internet. The fundamental goal of IoT is to increase productivity 

and speed up the delivery of critical information by having self-reported machines in a real-time setting. 

There have been significant advancements in user experience in recent years thanks to IoT-based frameworks 

in fields as diverse as smart farming, intelligent healthcare system, supply chain management, smart housing, 

and intelligent transportation system [1], [2]. IoT devices are typically embedded with sensors, which 

monitor and control the information over the internet for making the best decisions. By 2025, there will be 

41.6 billion IoT devices, and they will produce 79.4 zettabytes of data [3], according to the international data 

corporation (IDC). This technological advancement provides enormous benefits to consumers, but the IoT 

has recently faced significant challenges due to security issues caused by equipment failure and malicious 

attacks led by external intruders. IoT networks are extremely susceptible to online threats like distributed 

denial-of-service (DDoS) assaults [4]. The variety of devices as well as protocols, direct accessibility of 

equipment to the Internet, as well as resource limits on devices, are all factors that make it difficult to protect 
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internet of things devices from being attacker [5]. An intrusion occurs whenever there is an attempt to 

compromise the security, privacy, or availability of a system's resources [6]. Therefore, a specialized 

component is necessary for protecting IoT networks. Increasing the intrusion detection system (IDS) 

capabilities of wireless networks can help protect the IoT network against attacks and other vulnerabilities 

[7]. As a result, IDSs are required to detect attacks so that IoT networks can continue to be reliable and 

accessible. As the primary function of IDS is to detect attacks, it is crucial to define the many threats that can 

arise in an IoT environment. Sybil attacks, selective forwarding attacks, service assaults, wormhole attacks, 

sinkhole attacks, fake data attacks, black hole attacks, jammer attacks, and so on are all examples of key 

attacks in the internet of things. Figure 1 depicts many sorts of attacks in the IoT context. 

 

 

 
 

Figure 1. Attacks in IoT environment 

 

 

Wormhole attack (routing-based assault), as explained by Deshmukh-Bhosale and Sonavane [8] in 

their study work, involves simultaneous attacks or penetrations from two different directions in order to reach 

the intended node. This study effort is praised for detecting nearby networks and calculating the effects of 

threats. Rathore and Park [9] focused on the effects of the Sybil attack, where the node generates many 

identities, resulting in a variety of routing protocols. To detect such assaults, detection techniques and 

spoofing mechanisms are needed. Lyu et al. [10] presented intrusion detection methodology to identify 

hostile users on IoT networks. In particular, the focus was on denial-of-service attacks, in which the attacker 

attempts to take control of a node by overwhelming its resources. Furthermore, because the Internet of 

Things devices frequently perform in an unsupervised environment, an adversary with malicious intent can 

get physical access to these devices [11]. As a result, cyber-attacks are more likely to affect Internet of 

Things platforms than traditional computer networks. 

 

 

2. MACHINE LEARNING APPROACHES FOR IDS  

Machine learning's ultimate goal is to endow machines with the capacity for autonomous learning 

and decision-making, on par with human beings. Algorithms trained with machine learning utilize statistical 

methods to examine large data sets for recurring patterns, then use that information to inform future decisions 

and forecasts [12], [13]. Here, we give a brief introduction to the various machine-learning strategies 

currently being used by IDSs in the IoT landscape (IDSs). In Table 1, a concise review of machine learning 

(ML) approaches, including their benefits and drawbacks, as well as references to relevant research work that 

has been carried out, is provided. The most prevalent machine learning approaches that are utilized for 

creating IDSs in IoT systems are shown in Figure 2. 

It is possible to utilize a variety of techniques to protect the backend IoT networks. Supervised 

learning is more successful when the environment variable is known (the outcome should be the same for 

every input). In cases where the outcome is irrelevant, unsupervised learning is employed; this type of 

learning is typically used to classify the attributes. 
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Figure 3 depicts the supervised learning algorithm, random forest. There is a one-to-one correlation 

between the density of a forest and the reliability of the decisions made using different types of decision 

trees. The algorithm's fundamental component is a decision tree, which also acts as a decision aid. Using a 

tree-like graph, we may depict several outcomes. These methods can be used for both classification and 

regression. In supervised learning, the support vector machine is a popular technique (SVM). It works well 

with both categorization and statistical analysis. However, it is mainly applied to categorization issues. See 

Figure 4 for an illustration of how this classification method works to locate the hyperplane that demarcates 

the two groups. The value of a specific coordinator is used here to represent each data point. 

 

 

Table 1. A taxonomy of ML-based security techniques for internet of things systems 
ML 

method 

Attack types 

handled 

Pros Cons Results 

KB 
[14] 

HTTP attacks 
(buffer overflow, 

shell attacks), 

DoS, probe, R2L 

The training just needs a relatively 
small number of samples. 

It is able to categorize using both 

binary as well as multi-systems 
simultaneously. 

It does not take into 
consideration the 

interdependencies between 

characteristics for the sake of 
categorization; hence, its 

accuracy suffers as a result. 

Accuracy=87.7% 
Precision=97.7% and  

F-measure=87.7% 

KNN 
[15] 

U2R, R2L, 
Flooding attacks, 

DoS, DDoS 

Easy to be using. The most difficult parts of this 
process are finding missing 

nodes as well as determining the 

ideal value of K. 

Recall=89.7% 
Precision=90.7% and  

F-measure=90.7% 

DT 

[16] 

DDoS, U2R, R2L This method is less complicated and 

easy to use. 

The storage space must increase. 

It is difficult to process 

computationally 

Recall=95.7% 

Accuracy=95.7% and  

F-measure=95.7% 
SVM 

[17] 

Scan, DDoS 

(TCP, UDP 

flood), port sweep 

SVMs may perform tasks such as 

online learning and real-time 

anomaly-based intruder detection. 
This is made possible by their 

simplicity, which makes them very 

scalable. 
SVMs make far less use of storage as 

well as memory. 

When we cannot split 

information linearly, SVM is 

used to classify it, but it remains 
difficult to reach the needed 

classification speed by 

employing a perfect kernel 
function. 

Accuracy=88.7% 

Precision=88.7% and  

F-measure=88.7% 

EL 
[18] 

DoS, Probe, R2L, 
U2R attacks 

It can withstand excessive or 
improper fitment. 

Operates at a higher level of 

efficiency than a single classification. 
It helps to reduce the amount of 

variation. 

The usage of numerous 
classifiers in parallel leads to an 

increase in the temporal 

complexity of the process. 

Recall=93.7% 
Precision=93.7% and  

F-measure=93.7% 

RF 
[19] 

DoS, Probe, R2L, 
U2R 

It generates an output that is more 
reliable and accurate, as well as one 

that is sensitive to overfitting. 

It takes a far lower number of inputs 
than other methods, and it does away 

with the need for feature selection 

altogether. 

Real-time programs that need a 
huge dataset may not find it 

feasible to employ RF since it 

creates several DTs, hence this 
may make its usage difficult. 

Recall=92.7% 
Precision=92.7% and  

F-measure=92.7% 

 

 

 
 

Figure 2. Intrusion detection solutions for the internet of things that make use of machine learning 
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Figure 3. Random forest in machine learning 

 

 

 
 

Figure 4. SVM in machine learning 

 

 

3. APPLICATIONS OF MACHINE LEARNING IN THE INTERNET OF THINGS FOR IDS  

A multi-layered deeper RNN model was presented by Almiani et al. [20] to be used for Internet of 

Things devices. DoS, Probe, U2R, as well as R2L attack detection rates, were determined to be 98.26%, 

97.36%, 64.94%, and 77.24% correspondingly after the performance was assessed using the NSL-KDD 

database. This study presents a nearly flawless detection approach for defending against cyberattacks, as 

shown by the experimental as well as performance analyses. An IDS integrated data sampling method to 

solve the class imbalance is presented by Qaddoura et al. [21], this IDS proposal consists of three steps, 

namely integrated cluster, classification, as well as oversampling methods. The issue of there being no 

minority class is addressed via the use of oversampling. The work of Saravanan et al. [22] examines both 

traditional ML methods and NIDS, as well as potential future directions. Since learning methods provide 

covert security and performance in the background, we focus on IoT NIDS for Machine Learning in this 

study. It offers a comprehensive look into NIDSs that use many features of internet-based learning 

approaches, complementing other prominent surveys that deal with common frames. It also protects 

individuals from typical IoT NIDS because of the survey's emphasis on prevention. Various kind of attacks 

like phishing, probe, and eavesdropping. may take place in IoT ecosystem as shown in Figure 5. 

A new concept presented by Papafotikas et al. [23], successfully detects the suspicious behavior of 

smart items in an internet of things (IoT) environment, which was caused by a virus assault on an IoT node. 

To spot suspicious behavior and benefit from the dissipation of current supply characteristics, machine 

learning (ML) based clustering method is founded on the K-means clustering algorithm and supervised 

training. The goal of this study is to develop an external current monitoring device for obtaining intrusion 

detection based on the operating parameters of the equipment under monitoring. Latif et al. [24] presented a 
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novel technique for detecting attacks in the industrial IoT utilizing the random neural network (RNN), a 

recent and lightweight ANN algorithm. Gradient descent is used to train the recommended RNN model 

(GD). During dataset processing, the “Source ID” characteristic is removed to improve accuracy to greater 

than 99%. Saranya et al. [25] examine the IoT, big data, smart cities, fog computing, and 5G networks as 

application cases in their study of ML algorithms for intrusion detection systems (GN). To further classify 

the intrusions, we employ ML approaches such as linear discriminant analysis, classification and regression 

trees, and random forest. As this study shows, the detection rate, false positive rate, and accuracy all change 

based on the algorithm and the application. Using a number of different types of machine learning, Shaver  

et al. [26] developed an anomaly-based intrusion detection system to safeguard IoT devices. Since the 

attack's signature will not be recognized, but the resulting network activity will deviate from typical patterns, 

the IDS will be able to detect a zero-day attack and take corrective action. This research examines the novel 

IoT network intrusion dataset. Tawalbeh et al. [27] proposed an innovative generic and expanded IoT model 

with cloud/edge assistance to identify security and privacy components at each IoT layer. Amazon web 

science virtual machine (AWS) was created as the IoT model's lower layer. The Raspberry Pi4 hardware 

package was presented at the IoT framework's middle layer. The top layer is deployed using AWS cloud-

enabled IoT. In the described IoT cloud/edge concept, data transfer between the layers was made possible 

with the use of security credentials. To solve the issues of Signature-based intrusion detection systems 

(SIDS) and anomaly-based intrusion detection systems (AIDS), Khraisat et al. [28] developed a hybrid 

intrusion detection system (HIDS) (anomaly-based intrusion detection). Combining a C5 classifier and a one-

class support vector classifier, HIDS provides an additional layer of protection for IoT devices. Using the 

BoT-IoT dataset, the proposed HIDS is tested against a wide range of threats, including DDoS assaults, OS 

and service scanning, key loggers, and data exfiltration. The problem of duplicated features has been 

addressed by Albulayhi et al. [29] devised and implemented a novel approach called minimal redundancies 

discriminative feature selection (MRD-FS). The distinguishing characteristics have been chosen by applying 

two standards, namely, representativeness and redundancy, to the selection process. The BoT-IoT dataset 

served as the basis for their model's evaluation. 

 

𝐼𝐺 = 𝐻𝑌 − 𝐻𝑌𝑋 = 𝐻𝑋 − 𝐻(𝑋|𝑌) (1) 

 

The expression gives the definition of 𝑦's entropy. 

 

𝐻𝑦 = − 𝑦𝜖𝑌𝑝𝑦𝑙𝑜𝑔2(𝑝(𝑦)) (2) 

 

 

 
 

Figure 5. A representation of the connections between the IoT ecosystem and possible dangers 

 

 

Garg et al. [30] used techniques such as grey wolf optimizing (GWO) as well as convolutional 

neural network (CNN) in the hybrid data process theory for the purpose of detecting network anomalies. 

According to the authors, their model was able to obtain a higher accuracy as well as detection rate in 

contrast to previous IDSs considered as the state-of-the-art. Saheed et al. [31] created an intrusion detection 

system for detecting threats in IoT networks using machine learning techniques. To detect attacks in less 

secure IoT networks, researchers primarily used supervised machine learning algorithms and the UNSWNB-

15 dataset. With 99.99% accuracy, the proposed model reduced communication overhead. In the future, this 

model can be improved using deep learning methods on BoT-IoT datasets and can compare results to 

UNSWNB-15 datasets. Table 2 shows the results and limitations of classification techniques available for 

IoT threats. 
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Table 2. Results and limitations of classification techniques available for internet of things threats 
Research 

Paper 
Year Methodology Results Limitations 

[32] 2016 The K-means clustering method 

using empirical likelihood and 

support vector machines 

Achieving an accuracy of 96.02%, 

a TP rate of 76.19%, and an F rate 

of 5.92% 

Having a high rate of false positives 

and low true positives 

[33] 2016 Connectivity systems modeled 

after ant colonies that operate 

autonomously 

Both the DoS and Probe attacks are 

highly accurate, at 99.79% and 

98.55%, respectively. 

The dataset used in this research is 

not representative of current-day 

attacks. 
[34] 2017 Models using DNNs and shallow 

NNs 

In terms of accuracy, shallow NN 

achieves 96.75%, whereas deep NN 

achieves 98.27%. 

As unfortunate as it is, the NSLKDD 

dataset that was employed does not 

adequately capture the features of 
modern assaults. 

[35] 2018 NB With an F-measure of 97.7 and an 

accuracy of 99.3 on average, recall 
is extremely high. 

The created dataset's features do not 

reflect real-world network behavior. 

[36] 2018 ELM 83% accuracy training time is High 

[37] 2019 As a means of dimensionality 

reduction, we employ LDA with 

NB and CF. 

The false alarm rate is 5.56 percent 

and the accuracy= is 84.82 

High false-positive rate and low 

sensitivity 

[38] 2020 Decision tree The F1 score is 99.98, the accuracy 
score is 99.98, the precision score is 

97.38, and the recall score is 97.39. 

A long period is required for model 
training 

 

 

4. COMPARISON OF PUBLICALLY AVAILABLE IDS DATASETS 

Given the prevalence of machine learning approaches in the fight against AIDS, it is crucial to 

evaluate these methods using appropriate datasets. The tabulated properties of the datasets are shown in 

Table 3. According to our findings, traditional data sets like KDD'99, which were designed for wired 

networks, would not help you build effective IDS for the IoT. 

Saba et al. [39] proposed a two-stage hybrid model for detecting traffic offenses. At this stage, the 

genetic algorithm is used to enhance the quality of the proposed model. The second step involves evaluating 

the model with a battery of machine learning tools, such as support vector machines, decision trees, and 

classification algorithms. Rani and Kaushal [40] proposed an efficient network intrusion detection system 

based on the supervised machine learning technique of the random forest classifier and a minimum set of 

features extracted from the KDDCUP99 and NSLKDD datasets. This method yields 99.5% detection 

accuracy with little training time and effort required, as measured by these datasets. In order to improve upon 

traditional signature-based IDS methods, an anomaly-based IDS strategy that has been evaluated using the 

IoTID20 dataset [41]. This IDS method used a hybrid feature selection engine to narrow down the features to 

only those that are relevant to protecting IoT devices from unauthorized access. The random was trained and 

evaluated on the IoTID20 datasets. DDoS (99.95%), man-in-the-middle (MitM) (99.99%), and scanning 

(99.99%) assaults are all effectively detected by this study. 

 

 

Table 3. Compassion for datasets (✔ = True, ✖ = False) 
Dataset Real Traffic Label data IoT traces Zero-day attacks Full packet captured Year 

DARPA 98 ✔ ✔ ✖ ✖ ✔ 1998 

KDDCUP 99 ✔ ✔ ✖ ✖ ✔ 1999 

CAIDA ✔ ✖ ✖ ✖ ✖ 2007 

NSL-KDD ✔ ✔ ✖ ✖ ✔ 2009 

ISCX 2012 ✔ ✔ ✖ ✖ ✔ 2012 

ADFA-WD ✔ ✔ ✖ ✔ ✔ 2017 

ADFA-LD ✔ ✔ ✖ ✔ ✔ 2018 

CICIDS2017 ✔ ✔ ✖ ✔ ✔ 2019 

BoT-IoT ✔ ✔ ✔ ✔ ✔ 2020 

 

 

5. RESULTS AND DISCUSSION 

Applying the concepts of set theory (intersection and union) to the issue of feature selection 

explains the result shown in Table 4. In this context, the presence of a characteristic in information gain 

(IG), and gain ratio (GR) techniques (or at least one of them) is indicative of the feature's greater relevance 

and non-redundancy. Multi-classification accuracy results for the IoTID20 dataset employing five distinct 

ML with different feature selection (FS) techniques are given in Table 5. Our proposed feature selection 

strategy improves the performance of ML classifiers, leading to the more appropriate classifications 
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(intersection mathematical set theory feature selection (IMF) and union mathematical set theory feature 

selection (UMF)). 

The results of our hybrid FS technique for multi-classification issues on the IoTID20 dataset are 

displayed in Figure 6. There are five distinct ML models involved in this tactic, each of which is fused with a 

unique FS method. As can be shown in Table 5 and Figure 6, our proposed model uses ensemble to detect 

multi-classes with an accuracy of 99.70% utilizing either 11 or 28 features. 

 

 

Table 4. Metrics for IoTID20's performance with a well curated feature set and ensemble 
Feature Approach Accuracy (%) Precision (%) Recall (%) F1-Measure (%) ROC Area (%) 

60 IG-Ensemble 98.80 98.8 98.8 98.8 97.5 

60 GR-Ensemble 98.74 98.7 98.7 98.7 97 

20 IG-Ensemble 98.73 98.7 98.7 98.7 96.9 
20 GR-Ensemble 98.56 98.6 98.6 98.6 95.5 

28 UMF 98.98 98.9 98.9 98.9 98.9 

11 IMF 98.98 98.9 98.9 98.9 98.9 

 

 

Table 5. Multi-classification accuracy on the IoTID20 dataset using the five different ML and FS approaches 
FS Approach 

Name 

Classifiers Accuracy Classifiers Accuracy Classifiers Accuracy Classifiers Accuracy 

Information Gain # Gain Ratio # Intersection # Union # 

Model IG-ANN 94.6 GR-ANN 93.86 IMF-ANN 92.8 ANN UMF 94 

IG-C.3.4 99.54 GR-C.3.4 99.1 IMF-C.3.4 99.59 C 4.5 UMF 99.6 
IG-Bagging 99.48 GR-Bagging 98.95 IMF-Bagging 99.58 Bagging UMF 99.6 

IG-kNN 98.48 GR-kNN 98.43 IMF-kNN 98.76 kNN UMK 99.1 

IG-Ensemble 99.6 GR-
Ensemble 

99.14 IMF-
Ensemble 

99.7 Ensemble 
UMF 

99.7 

 

 

 
 

Figure 6. Multi-classification accuracy on the IoTID20 dataset using the five different ML and FS approaches 

 

 

6. CONCLUSION 

As a result of the internet of things capability of transforming items from a variety of application 

domains into Internet hosts, its adoption of connected devices has skyrocketed over the course of the last ten 

years across all spheres of human endeavor. At approximately the same time, vulnerabilities in the IoT put 

users' privacy and safety at risk. That is why it is critical to implement better IoT security measures 

immediately. When it comes to securing IoT networks, a machine-learning intrusion detection solution is a 

must-have. This research presents a summary of the techniques employed by IDSs to identify intrusions in 

IoT networks, all of which are based on machine learning. The following part of this research is a review of 

the many previous studies on this topic. Either an IDS strategy for IoT was detailed, or attack detection 

techniques for IoT were offered that could be implemented into IDS. In particular, this study described the 

authors' own implementations of various machine learning techniques that may be used for IDS on the 

internet of things. An assessment of the data sets currently available for investigating IoT safety is also 

provided. With an emphasis on intrusion detection using machine learning techniques, this study aims to 

provide academics with a synthesis of the many security challenges already encountered by IoT devices and 

networks. 
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