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 Although cloud-based healthcare services are booming, in-depth research 

has not yet been conducted in this field. This study aims to address the 

shortcomings of previous research by analyzing all journal articles from the 

last five years using the preferred reporting items for systematic reviews and 

meta-analyses (PRISMA) systematic literature review methodology. The 

findings of this study highlight the benefits of cloud-based healthcare 

services for healthcare providers and patients, including enhanced healthcare 
services, data security, privacy issues, and innovative information 

technology (IT) service delivery models. However, this study also identifies 

challenges associated with using cloud services in healthcare, such as 

security and privacy concerns, and proposes solutions to address these 
issues. This study concludes by discussing future research directions and the 

need for a complete solution that addresses the conflicting requirements of 

the security, privacy, efficiency, and scalability of cloud technologies in 

healthcare. 
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1. INTRODUCTION 

Cloud computing [1], [2] has recently attracted a lot of interest from the community and many 

scholars, owing to it is unique characteristics. Based on cloud computing technology, cloud services 

centralize and virtualize computing resources, enabling users to access and use these resources over a 

network without having to own or maintain computing equipment and infrastructure [3]. Cloud services can 

also allow for flexible provisioning of computing resources and services based on user needs and usage, and 

a pay-as-you-go model that allows users to only pay for actual usage, reducing user costs and risks [4], [5]. 

Infrastructure as a service (IaaS), platform as a service (PaaS), and software as a service (SaaS) are common 

service models in cloud services that can meet the needs of different users and application scenarios [6], [7]. 

In recent years, the ease of using cloud services in healthcare has attracted significant interest from 

governments, research communities, and numerous sectors. Cloud-based healthcare services allow healthcare 

providers and doctors to provide online consultations, remote diagnoses, and medical advice to patients via 

the internet [8]. Simultaneously, patient medical and health data can be uploaded to cloud platforms for 

centralized management and analysis, providing providers and doctors with more comprehensive and 

accurate healthcare services [9]. Healthcare services in the cloud can also facilitate the sharing and 

collaboration of healthcare resources, improve the efficiency and quality of healthcare services, reduce 

medical costs, and improve people's health and healthcare experience [10]. Thus, cloud services offer great 

https://creativecommons.org/licenses/by-sa/4.0/
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value to healthcare organizations and play an important role in achieving operational efficiency, patient 

safety, and staff content in the healthcare industry [11]. In addition, cloud computing organizes patient 

healthcare histories and medication biographies to provide an effective framework for the rapid use of patient 

healthcare records [12]. Currently, cloud healthcare services are widely used and promoted as an important 

trend in future healthcare services [13]. 

A systematic literature review (SLR) is a method used to answer a specific research question by 

systematically searching, screening, evaluating, and integrating existing research literature to identify, 

analyze, and synthesize all research pertinent to a certain research topic or noteworthy trend [14]–[16]. SLR 

can provide an in-depth understanding of a nature of the research question, identify the strengths and flaws of 

previous research, and provide directions and recommendations for future research by screening and 

integrating a vast body of relevant literature [17]. SLR has a clear research question, transparent search 

strategy, and rigorous approach to literature screening, evaluation, and integration, which can reduce 

subjectivity and bias and increase the credibility and persuasiveness of research [18]. By systematically 

integrating and analyzing existing research results, SLR can avoid replication of research, waste of resources, 

and increase the effectiveness and efficiency of research [19]. Despite the widespread use of cloud-based 

healthcare services, no comprehensive research has been conducted in this field. Therefore, the objective of 

this study is to systematically investigate and evaluate the most recent methods in the area of healthcare 

services in the cloud. 

The goal of this study is to review the impact of cloud services on healthcare. Although healthcare is 

an important application scenario for cloud services with a promising future, a survey of the existing research 

in this area reveals that there is no comprehensive or in-depth review. We were inspired to write this paper 

based on this gap. In summary, this study explored the current status and trends of healthcare services in 

cloud services and provided a thorough analysis of these services. Additionally, current research points to 

several future directions for this field of study. 

The significant contributions of this study are as follows: i) Review of issues in health services in 

the cloud; ii) Prepare a thorough analysis of existing approaches to healthcare services in a cloud 

environment; iii) Examine use cases for cloud-based healthcare services currently available; and iv) Brief 

description of key application scenarios for cloud-based healthcare services in future research. 

The rest of this paper is structured as follows: The existing literature on this study is introduced in 

section 2, and section 3 discusses the research methodology used. Section 4 provides an overview of this 

study’s findings. Section 5 discusses the important issues. Finally, section 6 presents the conclusions of the 

study and discusses future research directions. 

 

 

2. RELATED WORKS 

Ali et al. [20] conducted a systematic review of academic literature on cloud computing in 

healthcare, and proposed a framework for classifying opportunities, issues, and applications. The 

implications for future research and practice include enhanced healthcare services, data security, privacy 

issues, and innovative information technology (IT) service delivery models. Al-Issa et al. [21] explored cloud 

computing’s application in healthcare and the difficulties with security and privacy that come with it. The 

study concludes that there is a pressing need for a complete solution that addresses the conflicting 

requirements of the security, privacy, efficiency, and scalability of cloud technologies in healthcare. Usak  

et al. [10] reviewed literature on internet of thing-based (IoT-based) healthcare services and highlighted the 

benefits, drawbacks, and challenges of these mechanisms. The authors discussed the need to further 

understand the opportunities and issues associated with IoT-based healthcare systems and to provide valuable 

insights for practitioners and researchers. Research has shown that the IoT can help governments improve 

healthcare services and business interactions in society. Rahimi et al. [16] conducted a systematic study on 

service selection methods for cloud services. The selected papers were classified into three main categories 

and studied based on the important qualitative parameters. It was found that decision-making, metaheuristic, 

and fuzzy-based methods have advantages and limitations in the service selection for cloud services. A high 

level of security and privacy is required for health records when cloud computing is used in eHealth [22]. 

However, this also raises severe issues regarding private health information. Practical and efficient security 

and privacy management techniques are crucial to address these concerns. This paper reviews the current 

topics of study on privacy and security in eHealth clouds, analyzes and summarizes cutting-edge 

technologies and methods from 132 studies, and offers researchers rich knowledge and data on current 

developments in security and privacy research. 

Although the above studies provide a solid foundation for scholars to better understand the various 

areas involved in cloud-based healthcare services, they have some shortcomings. Some studies did not cover 

recent years, others did not categorize application scenarios, others did not provide a clear literature 
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screening process, and others did not provide security algorithms. To address these shortcomings, this study 

focuses on all journal articles from the last five years using an explicit paper selection process and further 

classifies application scenarios using a comparative discussion method. Finally, important metrics for 

evaluating the methodology are highlighted. 

 

 

3. RESEARCH METHOD 

This section reviews existing literature on healthcare services in the cloud using the SLR method. 

To comprehensively explore the relevant research, the research methodology used in this study is illustrated 

in Figure 1. The results of the automated search of existing studies published between 2010 and 2023 are 

shown in Figure 2. 

 

 

 
 

Figure 1. The selected research methodology 

 

 

 
 

Figure 2. The number of published papers on healthcare services on the cloud 

 

 

3.1.  Question formalization 

To further explore the topic, appropriate research questions are essential to answer the associated 

research objectives. The right research questions help guide the methodology, data collection methods, and 

interpretation of results. Therefore, a set of basic research questions was developed to guide research 

progress and better structure the SLR methodology. Three main research questions were identified for the 

research-related review articles and will be applied to the selected techniques in later chapters. These 

questions contribute to a better understanding of the topic covered. The questions are as follows: 
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Question 1: What are the key parameters for evaluating cloud-based healthcare services? 

Question 2: What are the main uses of healthcare services in the cloud environment? 

Question 3: What are the unresolved problems in the field? 

 

3.2.  Search strategy 

A further search of the Web of Science database was conducted to select relevant, high-quality 

studies. Following preferred reporting items for systematic reviews and meta-analyses (PRISMA) guidelines, 

an exhaustive literature search was conducted in the Web of Science database, using the search string 

((“healthcare facilities” OR “healthcare institutions” OR “healthcare space” OR “healthcare setting” OR 

“health” OR “healthcare service”) AND “cloud”). Only English-language articles published in journals 

during the 2019-2023 publication periods (last five years) were considered with context (content related to 

healthcare services in a cloud environment) and availability of full text. 

 

3.3.  Criteria for inclusion and exclusion 

To select high-quality studies for review, we selected only academic journal papers on cloud-based 

healthcare services and eliminated other sorts of studies, such as surveys, working reports, book chapters, 

notes, review papers, and Ph.D. and Master’s theses. We surveyed on March 23, 2023, and used a  

well-established report of PRISMA statement. In the following, we outline the main steps based on the 

PRISMA statement as shown in Figure 3. 

 

 

 
 

Figure 3. The flow diagram of PRISMA 

 

 

To select papers that were appropriate for review and specifically addressed cloud-based healthcare 

services, a full-text review of all research papers was carefully completed. Table 1 summarizes the criteria for 

inclusion and exclusion used to add relevant articles and to remove irrelevant articles. Based on these 

characteristics, 23 papers were selected for further analysis. 
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Table 1. Inclusion and exclusion criteria of selected articles 
Criteria  

Inclusion Provide solutions for healthcare services in the cloud 

Discussing cloud-based healthcare services 

Explicitly specify research objectives 

Comparing the existing methods with the proposed method 

Exclusion Paper not written in English 

Work without technical content 

Review, working reports, notes, Survey, book chapter, Ph.D. and Master theses 

Extended abstracts (papers with less than 6 pages) 

Full text not available 

 

 

4. REVIEW OF CHOSEN PAPERS 

This section reviews the selected papers on the provision of healthcare services on cloud services 

and details their advantages and disadvantages. The selected studies were grouped into the following five 

categories: disease detection and treatment, electronic health record analysis, health management, and 

prediction, patient population analysis, and security and privacy protection. Figure 4 shows the classification 

of these studies and provides a brief description. 

 

 

 
 

Figure 4. The classification of healthcare services on cloud services 

 

 

4.1.  Disease detection and treatment 

Healthcare services on cloud services for disease detection and treatment refer to the applications of 

cloud computing technology in the healthcare industry to improve disease detection and treatment [23]. 

Cloud computing can manage, store, and process large amounts of medical data and allow healthcare 

practitioners to access these data anywhere. With the assistance of healthcare services in the cloud, doctors 

and researchers can collaborate more effectively, leading to a faster and more accurate diagnosis and 

treatment. Cloud-based healthcare services can also enable remote patient monitoring and telemedicine, 

making healthcare more accessible and convenient for patients. 

Alourani et al. [24] presented findings and a comparison of mortality prediction using different 

machine learning algorithms that were utilized for particular features of the dataset. The criteria for the 

accuracy, recall, precision, and F1-score metrics were used to assess the models. According to the results, the 

deep neural network (DNN) performed better than the other models in the context of accuracy, recall, 

precision, and F1-score, achieving an accuracy of 80%, recall of 79%, precision of 86%, and F1-score of 
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80%. DNN performed better than the other models for all metrics evaluated. A machine learning model based 

on a DNN was proposed to predict patient mortality, and it showed better performance than other learning 

algorithms. However, the model has a long execution time, requires the consideration of additional 

measurement parameters and feature selection methods to obtain better results, and must be tested in an 

internet of thing-integrated (IoT-integrated) environment and integrated with other applications for 

validation. 

Sreelatha and Reddy [25] suggested a new efficient integrity check scheme (EICS) method for the 

deduplication process and compared its performance with that of existing methods. The suggested method 

performs better than existing approaches in terms of storage-space utilization, processing time, and security 

level. The suggested method successfully implements a two-level encryption mechanism to improve security. 

The proposed method for keeping health records in the cloud includes generating an indexed table for each 

file, utilizing the support vector machine (SVM) algorithm to learn file characteristics and encrypting the 

indexing table through a two-stage encryption process before archiving it to the cloud server. This approach 

exceeds previous works with respect to execution time, storage space, and security level, and can be extended 

to other applications dealing with records in the cloud. 

Zhu et al. [26] proposed a blockchain-based model for sharing cloud health services with consensus, 

resource sharing, international payments, and distributed ledgers. A simulation study on the detection of 

breast cancer was conducted and a recommendation system was created to locate the right provider for 

service inquiries. To counteract potentially biased ratings, a novel conciliation mechanism was created for the 

service assessment system. The proposed model has great potential, and future research is required to 

optimize it, address security issues, and explore new applications. 

 

4.2.  Electronic health record analysis 

Healthcare services on the cloud based on electronic health records (EHRs) analysis are becoming 

increasingly popular because of their potential to improve patient care and outcomes [27]. By harnessing the 

power of cloud computing, healthcare providers can efficiently process and analyze large volumes of patient 

data to gain meaningful insight. These insights can then be used to develop personalized treatment plans and 

improve overall healthcare delivery. 

Gómez et al. [28] addressed the issue of EHR system interoperability by selecting several 

mainstream health informatics standards and applying them to their proposed architectures. The resulting 

architecture provides a combination of multiple EHR systems and enables scalability through cloud 

computing capabilities and on-demand modeling of new requirements. The proposal was confirmed through 

a measurement framework and achieved a high score compared to similar works, demonstrating its 

effectiveness in terms of EHR system interoperability. Future work will include implementing the proposed 

architecture and evaluating its performance and efficiency in exchanging information among various EHR 

systems. 

Nguyen et al. [29] proposed a new EHRs distribution system that uses wireless cloud computing and 

blockchain technology. The authors identified and addressed the challenges faced by current EHR sharing 

systems, particularly those related to access control and data security. They deployed an Ethereum network 

on an Amazon cloud and used a mobile Android application to allow the healthcare entities to interact with 

the system. The findings of the implementation demonstrated that the proposed framework provides reliable 

and fast EHRs sharing with improved privacy and security compared to traditional systems. 

Wei et al. [30] proposed a new cryptographic primitive called revocable-storage hierarchical 

attribute-based encryption (RS-HABE) and permission architecture to securely share EHR data in a public 

cloud. The proposed scheme addresses practical security challenges related to user revocation, keystroke 

delegation, and ciphertext update. The authors provided a concrete construction of the RS-HABE method that 

guarantees the advance and reverse security of the encoded EHR data and enables each client to create 

unique private keys for their children. They demonstrated the security of the scheme using a typical model 

and provided a theoretical analysis to demonstrate its functionality and security advantages. The 

recommended RS-HABE method was also implemented and evaluated for its practical performance, 

demonstrating its effectiveness in securing EHR distribution in public clouds. 

Liu et al. [31] developed an identity authentication method involving bilinear pairing for personal 

health record (PHR) systems utilizing cloud computing and sensor networks. The identity authentication 

mechanism is essential for protecting the privacy and security of users’ private data in cloud computing 

environments. By recording users’ daily physical and mental well-being, medical histories, and prescription 

drug histories, long-term records can be stored on back-end servers for future use. A PHR system and full 

authentication will not only allow healthcare service providers to verify a user’s health status more quickly 

but also protect their personal privacy and sensitive information. The proposed authentication scheme uses 

smart cards to store data and verification-required parameters and to secure the entire system. 
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Rocha and Almeida [32] describe an open-source cloud infrastructure for eHealth analytics that is 

designed to securely store and exchange the biometric information of volunteers from different sites. The 

platform collects biometric information and evaluates biometric data, which has the potential to improve the 

health of older adults who participate in regular fitness exercises. The SaphiraWeb framework is currently a 

small autonomous system. However, the authors are working to improve it by streamlining data entry from 

bioelectrical impedance analysis (BIA) devices and integrating it with other compliance domains. This study 

proposes a standardized approach to e-health analysis that can be applied in different settings. 

Kim et al. [33] suggest a safe protocol for blockchain-based cloud-assisted EHR systems prevent 

leakage or falsification of sensitive patient information. The proposed approach has six phases: authorization, 

registration, EHR storage, smart contract upload, EHR request, and record transaction upload, to ensure 

secure shared authentication, full anonymity, and complete forward confidentiality. The security of the 

proposed approach against man-in-the-middle (MITM) and attack replays was demonstrated using the 

automated validation of internet security protocols and applications (AVISPA) simulations, and the 

efficiency and security of the scheme were compared with those of related schemes, showing that the 

proposed approach has greater security and efficiency. The study concludes that the presented EHR system 

can be applied to real healthcare systems, and suggests creating plausible simulations to evaluate the 

protocol. 

 

4.3.  Health management and prediction 

Cloud healthcare services that focus on health management and prediction involve the use of cloud 

computing to store and process health-related data [34]. These services use advanced analytics and machine 

learning techniques to monitor and analyze patient data to predict potential health problems and manage 

patient care. By providing real-time access to patient data, cloud-based health management and prediction 

services can improve patient outcomes, reduce costs, and streamline healthcare delivery. 

Wu et al. [35] proposed FedHome, a cloud-edge collaborative learning system for personal health 

monitoring that protects user privacy by maintaining local data. FedHome trains a global model by 

aggregating data from numerous houses and then personalizes model learning through knowledge transfer. 

The proposed framework uses a generative convolutional autoencoder (GCAE) to address the mathematics 

and communication challenges present in federated training and has demonstrated effectiveness in human 

activity recognition experiments. 

Cao et al. [36] discussed the architecture of an IoT system for monitoring medical and health 

conditions based on cloud computing, which includes gateway terminals, sensor terminals, and an industrial 

platform. This system allows users to gather personal biological data via medical equipment and transmit 

them to an underlying healthcare platform system via a portable global system for mobile communication-

time division (GSM-TD) communication protocol. The system also allows users to access it using the world 

wide web/wireless application protocol (WEB/WAP) network. The integration features of the cloud 

healthcare platform can provide value-added services such as appointment scheduling, maternity and child 

healthcare, and the sharing of medical data. The system was designed such that it did not reboot or crash 

during testing. 

Cui et al. [37] propose a layered architecture for an IoT-based patient health monitoring system, 

which uses cloud computing to store and evaluate medical data. The system uses related sensors and the IoT 

devices to track and measure vital signs and to store them in a cloud archive for analysis. The proposed 

system focuses on rapid data retrieval and is assessed in terms of success, latency, and cost. The overall 

efficiency of the system was examined using the proportional increase in the reaction time, and the results 

showed that this system can process medical data efficiently in a fast and reliable manner. 

Chakraborty and Kishor [38] demonstrated an internet of medical things-based (IoMT-based) 

healthcare monitoring system for predicting cardiac diseases and evaluated its performance using various 

metrics. The proposed model achieved high accuracy, precision, recall, specificity, G-mean, and F1-measure, 

while consuming very little computational time. It is also superior to previously developed healthcare 

models. The model can effectively detect patients’ cardiac diseases and monitor their heart conditions and 

can help doctors provide timely treatment depending on the circumstances. Future studies should focus on 

improving the predictive classifications for the identification of heart disease using attribute selection, novel 

innovations, and optimization methods. 

AlQaheri et al. proposed an intelligent monitoring system to identify coronavirus disease 2019 

(COVID-19) patients and keep track of them when they are isolated at home. The patients’symptoms were 

collected using various electronic devices, and the data were transferred to the cloud for analysis [39]. 

Statistical analysis and fuzzy reasoning were used to inform decisions based on the patients primary signs. 

The suggested approach was confirmed using real datasets from the World Health Organization (WHO) and 

Kaggle, achieving an overall recall of 92% and an accuracy of 91%. Future research directions include 

enhancing the efficiency of the model and increasing data transfer throughput. 
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4.4.  Patient population analysis 

Healthcare services on the cloud are based on patient population analysis using cloud computing 

technology to analyze and manage patient data at the population level [40]. This allows healthcare providers 

to identify patterns, trends, and potential health risks across different patient populations. By analyzing vast 

volumes of data such as EHRs, patient demographics, and social determinants of health, these services can 

help healthcare providers deliver personalized care, improve patient outcomes, and reduce healthcare costs. 

These services can also enable healthcare providers to make data-driven decisions, improve resource 

allocation, and plan public health interventions. 

Pérez and Salvachúa [41] discuss the need for EHRs to track the activities of older adults in their 

houses due to the increase in the number of elderly people. However, the current e-health solutions have 

flexibility, accessibility, and extensibility issues. This study proposes a method for building cloud-based 

internet of thing-responsive (IoT-Responsive) services for e-healthcare for the elderly at home using 

architectural patterns, microservices, and the software structure methodology of Rozanski and Woods. The 

system architecture elements are delivered in a cloud service using the container as a service (CaaS) 

paradigm, and the microservice deployment is made accessible by DevOps methods using a continuous 

integration and continuous deployment (CI/CD) pipeline. 

The health cloud diagnostic system was developed using machine learning to predict heart diseases 

[42]. Various models were trained and evaluated for their reliability, precision, crossover validation 

outcomes, specificity, sensitivity, and area under curve (AUC) scores. The model that performed the best in 

terms of speed and accuracy was discovered to be logistic regression, and it was used to analyze data in real 

time on model iPhone operation system (IOS) software hosted on Google Cloud Firebase. The system is 

designed to offer reliable forecasts and appropriate recommendations to help individuals communicate their 

symptoms to their doctors and is not intended to replace traditional physical healthcare. 

 

4.5.  Security and privacy protection 

Cloud healthcare services on security and privacy protection are intended to assure the 

confidentiality, integrity, and accessibility of patient data stored and processed in the cloud [43], [44]. The 

increasing adoption of cloud computing in healthcare has created challenges for patient data security and 

privacy, particularly owing to the sensitive nature of healthcare information. To address these challenges, 

cloud-based security solutions have been developed, which include data encryption, access control, and audit 

logging. These solutions are essential for protecting patient data from unauthorized access, data breaches, and 

cyberattacks. In addition, healthcare services on the cloud also employ privacy-preserving techniques, such 

as data anonymization and pseudonymization, to protect the privacy of patient data. These techniques enable 

healthcare providers to share patient data with authorized parties while protecting the patient’s identity. 

Additionally, healthcare services on the cloud use secure communication protocols to warranty encrypted 

transfer of data between the cloud and healthcare providers. 

Hu et al. [45] propose a trust-based dynamic authorization paradigm for medical big data. The model 

calculates the global trust values of participating parties to quantify trust and adds a dual-way choosing 

mechanism and a 3rd-party monitoring procedure to provide real-time access control. Simulations and 

comparative experiments show that the model provides good improvements with regard to trust accuracy, 

dynamic controllability, time complexity, and environmental adaptability. However, the performance of the 

model in complex and changing real-world environments remains to be tested. Future work will concentrate 

on establishing a practical evaluation metric framework to reduce the time complexity of the model. 

Kanwal et al. [46] addressed the challenge of providing privacy-aware authorized access to EHRs in 

a cloud-based hybrid environment. The authors created a taxonomy of privacy methods in cloud-based 

EHRs, categorizing them into data encryption, cryptographic authentication, and security-aware 

anonymization-based approaches. They analyzed various preserving privacy options for cloud-based EHRs 

and proposed a security-aware authentication model that combines eXtensible access control markup 

language (XACML) attribute-based authentication with the confidentiality method Angel to outsource EHRs 

data to cloud environments. The privacy-preserving XACML based access control (PPX-AC) hypothesis 

offers fine-grained authentication and validates it against both internal and external privacy attacks. The 

testing results demonstrate the effectiveness of the prototype as it relates to the authentication performance 

settings inside the PPX-AC paradigm. 

Kong et al. [47] proposed a S-AlexNet convolutional neural network and dynamic game theory 

(SCNN-DGT) model to evaluate service providers’ reputations for health information safety in a cloud 

setting. The model is built on a dynamic game design and recommendation incentive strategy and uses 

convolutional neural network training to determine users’ reputation for the security of their health data. The 

SCNN-DGT model addresses the issue of conveying the credibility value of service suppliers through a 

trustworthy recommendation standing evaluation structure and incentive technique. The experimental results 
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show that the SCNN-DGT model beats the existing approaches in terms of accurate information recognizing 

rate, convergence speed, and recommendation effectiveness. Future research directions include optimizing 

the learning capability of convolution neural networks and game theory to respond more dynamically to 

dynamic changes. 

Kanwal et al. [48] discussed the need for privacy-preserving techniques for EHRs stored in the 

cloud environment and provided a comprehensive analysis of various privacy techniques and their 

applicability to different types of data. The authors identified the need for a combination of privacy 

techniques and models to improve the privacy and utility of published data and proposed a taxonomy of 

specific privacy requirements for EHRs. This study also includes an analysis of privacy techniques in light of 

the requirements of the general data protection regulation (GDPR) in the European Union (EU). 

Yadav et al. [49] proposed a secure e-health system that allows the secure collaboration of EHRs in 

the cloud. The system is more effective and performs better than existing systems while meeting all the 

necessary privacy requirements. The system is suitable for resource-constrained devices on the internet of 

medical things (IoMT). However, if the public cloud is a centralized secure cloud, the system is subject to a 

single point of breakdown. 

Rajasekar et al. [50] provided a systematic review of recent advances in remote user authentication 

schemes grouped into three layers: healthcare applications, the IoT applications, and cloud/multi-server 

applications. The need for mutual authentication between cloud service providers and mobile users is 

highlighted, with approximately 100 recent remote user authentication schemes analyzed and compared in 

terms of various performance parameters. The ongoing research in this area is expected to be useful in 

identifying desirable attributes and outlining security attacks in emerging real-time applications. Future 

research should focus on areas such as agriculture, e-governance, smart cities, and e-passport. 

Chenthara et al. [51] discussed the need to protect smart healthcare services from unauthorized 

access and highlighted the vulnerabilities of the existing solutions. Because much of the data are stored on 

cloud servers, they are extremely vulnerable to attacks and hacking. This review offers a thorough analysis of 

current e-health cloud-preserving encrypted and non-encrypted strategies to protect privacy in the cloud 

environment, and identifies key research areas, remarkable research challenges, and potential study directions 

to guarantee impenetrable privacy in smart healthcare responses. The evolution of holistic security 

mechanisms can make healthcare data more secure and sustainable. 

 

 

5. CONCLUSION AND LIMITATIONS 

This review provides a comprehensive overview of healthcare services on cloud services and 

previous studies in this area. Using the PRISMA process methodology, we conducted an extensive search of 

the Web of Science database for journal articles published within the last five years, resulting in the selection 

of 23 papers. Through clustering analysis of the selected papers, we identified the five most frequent 

application scenarios for healthcare services in the cloud environment. Based on an in-depth study of the 

literature, we identify several key factors for evaluating such services, including security and privacy, user 

cost, accuracy, operability, scalability, access control, interoperability, reliability, robustness, computational 

cost, and throughput. However, the current research is limited to only a few of these factors, and there is a 

lack of a unified platform or framework to balance all the factors comprehensively and equitably. Our 

findings suggest that a unified framework for healthcare services in the cloud environment can be developed 

by leveraging the benefits of cloud computing in storing and processing large volumes of data and integrating 

data encryption and hybrid access control mechanisms. To extend healthcare services to a wider range of 

application scenarios, future research should consider emerging trends and unresolved issues, such as 

healthcare resource optimization, online consultation, patient population analysis, clinical trial design, health 

insurance claims, and drug development. 

However, there are certain limitations to our review. First, our article was only initially researched 

using the following keywords: “cloud-based healthcare facilities, cloud-based healthcare services, and  

cloud-based healthcare facilities.” Second, our search was limited to the Web of Science online database, 

which may not have provided a comprehensive overview of the topic. Additionally, many other publishers 

and journals can provide a more comprehensive understanding of healthcare services in the cloud. Finally, 

our review excluded publications written in non-English languages, even though some research on healthcare 

services in the cloud is being conducted and published in different languages. 

 

 

6. FUTURE RESEARCH DIRECTIONS 

Several research directions for healthcare services in the cloud environment can be pursued in the 

future. First, more empirical studies are required to assess the impact and efficiency of these services in 

improving patient outcomes, reducing costs, and increasing the effectiveness and efficiency of healthcare 
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services. This may involve conducting randomized controlled trials or longitudinal studies to assess the 

impact of cloud-based healthcare services on various health outcomes. Second, there is a need to investigate 

the ethical and legal implications of healthcare services in the cloud, particularly with regard to patient data 

privacy and security. This may involve exploring regulatory frameworks governing cloud-based healthcare 

services and identifying the best practices for protecting patient data in cloud environments. Third, innovative 

technologies like the IoT and artificial intelligence (AI), should be explored to enhance healthcare services in 

the cloud. This may involve investigating how these technologies can be integrated into existing cloud-based 

healthcare platforms to improve care delivery and patient outcome. Finally, there is a need for research on the 

adoption and implementation of healthcare services in the cloud, particularly in low resource settings. This 

may involve exploring the barriers and facilitators of acceptance of healthcare services in cloud environments 

in different healthcare settings and identifying strategies to overcome these barriers. 
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