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Insecure communication in digital image security and image storing are
considered as important challenges. Moreover, the existing approaches face
problems related to improper security at the time of image encryption and
decryption. In this research work, a wavelet environment is obtained by
transforming the cover image utilizing integer wavelet transform (IWT) and
hybrid discrete cosine transform (DCT) to completely prevent false errors.
Then the proposed hybrid chaotic map with L-shaped fractal Tromino offers
better security to maintain image secrecy by means of encryption and
decryption. The proposed work uses fractal encryption with the combination
of L-shaped Tromino theorem for enhancement of information hiding. The
regions of L-shaped fractal Tromino are sensitive to variations, thus are
embedded in the watermark based on a visual watermarking technique
known as reversible watermarking. The experimental results showed that the
proposed method obtained peak signal-to-noise ratio (PSNR) value of
56.82dB which is comparatively higher than the existing methods that are,
Beddington, Free, and Lawton (BFL) map with PSNR value of 8.10 dB,
permutation substitution, and Boolean operation with PSNR value of

21.19 dB and deoxyribonucleic acid (DNA) level permutation-based logistic

Watermarking approach map with PSNR value of 21.27 dB.
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1. INTRODUCTION

The rapid development of digital applications and enhanced technologies has simultaneously created
a huge demand in the security industry also [1], [2]. Security is one of the most vital parameters required for
successfully transmitting information via the network, but is greatly impacted by increase in illegal activities
pertaining to information misuse such as copying, editing [3]. The watermarking method is used for
converting the image information to keep it confidential, hence making it difficult to be recognized by
unauthorized persons [4], [5]. The watermarking method is known for its capability in retrieving the actual
information without losing the significant data in it [6], [7]. The encrypted secret data is sent via internet or
wireless networks to fulfill the need of securing the route of data transmission over distinct communication
channels [8], [9]. Moreover, encryption of secret information prevents unapproved access, data destruction,
and adjustment of data in data exchange [10], [11]. The existing researches are based on chaos image
encryption technique which has robust properties with independent conditions [12], [13]. Computational
systems based on internet, act as a lead for diversified watermarking techniques [14], [15]. The image
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encryption technique based on chaos approach is robust due to its furcating behavior [16], [17]. The
deterministic conditions in chaos, specify the randomized behavior with deterministic system [18]. The
existing encryption approaches are based on pixel transformation of digital images and random sequences
[19]. There are different algorithms used in digital image encryption techniques that involve image
compression coding, random sequence, pixel transformation, and image key [20], [21]. It is challenging to
interpret the image encryption methodology due to its quality of randomness which makes it more reliable for
digital image encryption applications [22]. The high dimension space-based chaos encryption technology has
issues in uniformity of pixel encryption, possesses low efficiency and poor processing. The literature review
of various methodologies involved in image encryption is described as follows.

Rani et al. [23] developed an image encryption model concerning individual colored and grayscale
images using a novel fused magic cube. This developed fused magic cube was having both diffusion phases
and confusion phases for performing image encryption that eliminated additional components. The visual
inspection of the encrypted images through the human eye showed that the original image’s information was
not present. Patro and Acharya [24] suggested an effective model known as dual layer cross-coupled chaotic
map for performing encryption of images. The suggested approach varied from the image encryption
schemes and it was based on two layered chaotic maps that operate on permutations and diffusions. However,
the suggested approach was complex while evaluating it with existing approaches.

Zefreh et al. [25] introduced a hybridized approach which comprised of deoxyribonucleic acid
(DNA) computation, chaotic systems and hash functions, utilized in the process of encrypting the images.
The suggested approach accomplished the mapping function which was on the basis of logistic map that
helped to create randomized images. However, the suggested approach achieved better security in image
encryption schemes. Ali and Ali [26] deployed a Chaos based image encryption technique which was
comprised with Boolean operation and permutation substitution. The developed phase was considered the
first performed permutation process for the digital image using the chaotic map. However, the model does
not consider the security while encrypting real time images. De et al. [27] developed three different chaotic
maps for the process of secure image encryption. The image encryption distinctly captured the required
position for providing multimedia data security. However, the developed model needed improvement in
terms of verification. The major contributions of this research are listed as follows: i) to propose a hybrid
chaotic encryption with an L-fractal Tromino module for encrypting the images using hybrid mapping-based
chaos encryption which consists of logistic and Henon maps and ii) to perform direct and indirect recursions
by integrating the chaos map with an L-fractal Tromino-based encryption technique. The remaining of the
manuscript is organized in the following way: The proposed methodology of this research paper is
deliberated in Section 2. The results obtained through analysis of the proposed approach is listed in Section 3
and the overall conclusion of this research is listed in Section 4 of the manuscript.

2. PROPOSED METHOD

Usually, for experimental investigation, two types of images are considered in image watermarking,
namely, cover and secret images. The cover image is used to maintain the secret image without any noise so
that it appears like the original image. The flow diagram of the collected grey scale as well as color sample
images are represented in Figure 1. Generally, the cover image is employed for implantation of the secret
message (text or image), as it needs to be noiseless and similar to the original image. For instance, the various
methods involved in the encryption process include peppers, baboon, Monalisa, and Saturn.

2.1. Pre-processing

After the stage of collecting the digital images, the secret image is encrypted with the help of
logistic and Henon maps. The proposed hybrid chaotic encryption is applied on the secret image to embed
it with a cover image and convert it into transform domain. Chaos encryption with hyper chaotic fractal
encryption is used for mapping, which prevent information loss and provide assurance of data safety, offer
low computation complexity and enhances the security and efficiency of the information transmission.

2.2. Encryption and decryption using proposed hybrid chaotic mapping with L-shaped fractal Tromino

After collecting the pre-processed images, hybrid mapping is performed to encrypt the secret image
by a chaos encryption process. At present, researchers show enormous interest in chaos encryption because
of its inherent features. Commonly, a chaotic image possesses two stages, namely, permutation and diffusion.
During diffusion, all individual pixel values are modified by the application of chaos sequences. For every
stage of permutation, without altering the values of the image pixel, the scrambled pixels over the entire
image are positioned and considered for pixel permutation. In this study, the stages of permutation and
diffusion are carried out by the usage of invoked keys k;, and logistic map value along with Henon map. The
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most primitive chaotic maps in chaos encryption are Henon and logistic maps that are mentioned in (1) and
(2). One of the polynomial maps that display chaotic behavior is the logistic map. One such map is provided
in (1).

lmap = puxn, (1 = x,-4) 1)
where, x,, denotes a chaos sequence between the range [0, 1], and u denotes the control parameter of the
range u € (3.57,4). As the parameter approaches four, sensitivity towards initial conditions by the chaotic
system improves. With correspondence to a logistic map, Henon map is a non-linear one that is reversible
and two-dimensional by nature that iterates point (x,,, y,,), as indicated in (2).

hmap =1- ax121 + Y Yne1 = bxy (2
where, a € (0,1.4), b € (0.2,0.314) denote controlled parameters. Henon map works depending on

parametric values obtained from hybrid maps with generated keys represented as K;. As the next step, the
chaotic orbit is sorted and permutated to attain plain or diffused images using (3) and (4).

Xn+1 = lmap + hmap (3)

mim(i) = permutEBKi(an p(i)),i =1,23,...pXq 4)
where, g and p represent the height and width of the plain image respectively, p(i) indicates the value of
actual image pixels, and mim(i) represents the value of the minimal image pixel. Finally, for the permuted
image, a cipher key is generated and by using a hybrid chaotic orbit, diffusion of the permuted image is
performed. Thus, the output obtained at the diffusion stage is cipher image c(i) which is shown in (5).

c(i) =mim(i),i=123,..pXq (5)
The generated output images now undergo fractal Tromino operations for enhancing the image encryption.

The module functions are designed based on direct and indirect recursions combined with a dividing-
conquering strategy to encrypt and decrypt the applications of colorful images.
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The Figure 2 exhibits the overall process involved in embedding the secret image in the cover
image. Initially, in Figure 2(a) the cover image is obtained as input and the secret image in Figure 2(b) is
selected. In Figure 2(c), encryption of Figure 2(b) is performed to encrypt the color image and the fractal
Tromino is obtained from encrypted color image presented in Figure 2(d). Figure 2(d) is a fractal chessboard
covering algorithm for any size chessboard that includes a special random initial grid. Then the fractal
Tromino of the secret image is embedded into input cover image to obtain stego image in Figure 2(e) and
finally, the secret image is reconstructed from the stego image, and is presented in Figure 2(f).

(d)

Figure 2. Sample of (a) input image which is used as cover image and (b) secret image which is to be
embedded in cover image, (c) the color image obtained through encryption of secret image, (d) fractal
Tromino of the encrypted secret image, (e) stego image where the fractal Tromino is embedded and (f)

reconstructed secret image

Generation of fractal Tromino using the following steps:

Step 1: An R-dimensional is created with dimensions M x 3 N where M X N x 3 are the plain image’s
dimensions and 3 refers to red, green, blue (RGB) channels

Step 2: Two 8-bit long random keys k, and k, are generated.

Step 3: The Matrix values generated above are updated by applying (6) and its rule:

mod(j, f) if mod(i,k, X c) <k, Xc
R(i,j) ={mod(i,f) if mod(j, k,xc) >k, Xc (6)
mod(c —1i,c) otherwise

from (6) c is calculated by using (7).

c=.(255—m)xm @)

The value of ¢ is wrapped off to the closest digit, where m is the mean of the matrix in (7) spawned in
the first step.

Step 4: The matrix modified in step 3 is reshaped to the dimension M x N x 3. This is the pled fractal Tromino.
The obtained fractal image is shown in Figure 2(d) which shows the image of exclusive-OR(XOR) of the
fractal as shown in (8).

fractal Tromino (image) = mim(i) @ R(,j) (8)
2.3. Hybrid transform (IWT-DCT)

In the present research work, IWT and DCT are combined to form a hybrid model for the process of
encryption. Utilizing integer wavelet transform (IWT) approach [3] the image is converted into an integer
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transform domain. In general, there are four levels of sub-bands in IWT known as low-low (LL), high-high
(HH), low-high (LH), and high-low (HL). In the given four sub-bands, the LL sub-band looks closely related
to the original image and is hence considered. The algorithm is used for JPEG standards and is based on two
dimensions with 8 x 8 DCT blocks that are robust for compression and also for performing filtering process.
The shortcoming of DCT is its main features that are used for image conversion from the spatial domain
towards the frequency domain which gives diminished time-frequency properties to an image. To overcome
this, inverse discrete cosine transforms (IDCT) [16] is used to reconstruct a sequence by using the
coefficients of its discrete cosine transform (DCT). IDCT plays the counterpart of the function which helps
the embedding process to perform extraction using reversible watermarking.

2.4. Embedding process and extraction process using reversible watermarking

The present research work utilizes a watermarking system that contains pseudo-random sequence
having M real numbers X = f, , f,,wherein each of them has a value x; which is a random number with
standard distribution. The process of watermarking is seen as process communication with two steps. Firstly,
watermark casting is done and the signal is represented with the watermark. An actual image acts as an
intentional attack and the image distortion represents noises in the signals that are transmitted among the
channels. The image distortion is represented as the channel noises and when the watermark is detected, the
signal is obtained and extracted from the corrupted image.

2.4.1. Watermark casting

The watermark casting has 8 x 8 DCT with an 8 x 8 image I and the coefficients generated from
the DCT are recognized as the zig-zag scan. This is done by compressing the selected co-efficients and
generating vector T = {t;,t,, ..., t;, t 41, -, ey} Obtaining a trade-off among the invisibility and
robustness of an image demands the use of image processing techniques and skipping the L coefficients with
a watermark X = x;,x5,, ..., xy. 1000 pseudo-random sequences are chosen and embedded in M numbers
resulting in a new vector T' = {t,, t,, ..., t;,t; 1} that follows the rule as shown in (9).

T/ = tpgit [t lx; 9)

wherei =1,2,...,M. The vector T' is further inserted back in the zig-zag scan. Then the inverse DCT
algorithm is applied to deliver the watermarked image I'.

2.4.2. Visual masking

For enhancement of the watermark’s robustness, human visual system (HVS) characteristics are
exploited to adapt the watermark for the image’s signature. Actual imagel and the watermarked one I, are
combined through individual pixels by weighted factor to obtain a new watermarked onel. The
characteristics of HVS are taken into account by the weighting factor j so that diminishing of the watermark
does not occur in characterized regions of low noise sensitivity. The simplest step is to choose and describe
each of the pixels in the square block having the size asR. The calculated sample variance is normalized with
the block variances that are maximum in number. Through the normalized factor f; ;, variance is calculated
with the pixel value as y; ;. Thus, the visual masking of the parameter is exploited and the (1) is computed as
the value of an image used for weighting by the factor g; ; without visible image conversion.

2.4.3. Watermark detection

In this, the image is possibly present with noise as I and N X N in the DCT is applied for I*.
The DCT coefficients are re-ordered for the scan and the coefficients are selected in the range
(L + 1)™-(L + M)t for generating T* as a vector. The value of the possible different mark Y is expressed as
shown in (10).

Y-T* 1

z=——="NL1 Vit (10)

M M

In the correlation comparison, the threshold is defined as z and it is important to define if the mark
is present or absent. The application of water mark detection approach evaluates the threshold value S, of the
marked image in a direct manner. The threshold value of the image based on watermark detection is
evaluated using (11):

S, =2 3M, 1| (11)
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3. RESULTS AND DISCUSSION

The performance metrics of the proposed method are evaluated in this section and the proposed
method is simulated using MATLAB R2018a. The section describes various performance measures utilized
for evaluating the proposed method. The performance is evaluated by computing peak-signal to noise ratio
(PSNR), mean square error (MSE), unified average changing intensity (UACI), structural similarity (SSIM)
and normalized cross correlation (NCC).

3.1. Quantitative analysis

The results evaluated using the aforementioned methods are in terms of PSNR, SSIM, UACI,
entropy, and NCC metrics. The gray and color images both have secret and cover images while processing
their results and evaluating them. The secret image obtained Inf for the PSNR (dB) for the color images and
gray images. For color image analysis, the value of SSIM obtained for the secret image is ‘1’ and the SSIM
value for cover image is 0.996. As per gray image analysis, ‘1’ is the SSIM for the secret image and 0.988
SSIM is for the cover image. For the color image, the UACI performance metric is measured at 33.46 for the
secret image and 33.46 for the cover image as well. Also, for the grey image the UACI obtained for the secret
image is 33.46 and 33.46 for the cover image. The entropy value is obtained as 7.38 for the secret image and
7.73 for the cover image with respect to the color image. The secret image obtained an entropy value of 6.90
and the cover image obtained 7.33 with respect to the gray image. The value of NCC is obtained as 1 for the
secret and cover images in the color image. For the gray image, the value of entropy is obtained as 1 in both
secret image and the cover image. The results obtained from the proposed hybrid chaotic with L-shaped
fractal Tromino encryption algorithm for the color as well as gray image is represented in Table 1 and
Table 2 respectively.

Table 1. Results obtained for the proposed hybrid chaotic with L-shaped fractal Tromino encryption
algorithm to the color image
Colorimage PSNR SSIM  UACI  Entropy NCC

Secret image Inf 1 33.46 7.38 1
Cover image 56.9 0.996  33.46 7.73 1

Table 2. Results obtained for the proposed hybrid chaotic with L-shaped fractal Tromino encryption
algorithm with respect to the gray image
Grayimage PSNR SSIM  UACI Entropy NCC
Secret image Inf 1 33.46 6.90 1
Coverimage 569 0.988 33.46 7.33 1

Table 3 displays the statistics of the performance analysis of the proposed hybrid chaotic with
L-fractal Tromino which attained better performances in terms of PSNR, SSIM, UACI, entropy, and NCC.
The proposed method obtained a PSNR value of 5.97 for the logistic algorithm, 5.97 for Henon, the hybrid
chaotic model which has a combination of logistic and Henon obtained PSNR of 54.47, L-fractal Tromino
obtained 6.94 for the PSNR values with respect to the secret image of color type image. Whereas, the
proposed hybrid chaotic with L-fractal Tromino obtained inf in terms of PSNR values. The value of SSIM is
-0.031 for the logistic algorithm, -0.031 for the Henon chaotic map generated negative values which is
caused because of the covariance of the two images as it would generate negative values. Whereas the
proposed hybrid chaotic map obtained 0.998 of SSIM value and the proposed hybrid chaotic with L-fractal
Tromino obtained 1 as the SSIM value.

The results obtained while evaluating the proposed approach hybrid chaotic with L-fractal Tromino
for gray secret image is presented in Table 4. The Table 5 depicted below shows the results obtained while
evaluating the proposed approach based on color cover image. Finally, the results obtained while evaluating
the proposed approach based on covered gray image is presented in Table 6.

Table 3. Qualitative results for color secret image

Secret image (Color) PSNR  SSIM UACI  Entropy NCC
Hybrid Chaotic 54.47 0.99 33.46 7.95 1
Logistic 5.97 0 33.46 7.38 0.11
Henon 5.97 -0.031  33.35 7.38 0.39
L-fractal Tromino 6.94  -0.0009 33.46 7.69 0.40
Hybrid Chaotic with L-fractal Tromino Inf 1 33.46 7.38 1
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Table 4. Qualitative results for gray secret image

Secret Image (gray) PSNR SSIM  UACI Entropy NCC
Hybrid Chaotic 54.76 0925 33.46 7.6 1
Logistic 7.45 0.007 33.46 7.45 0.46
Henon 1428 0.003 33.46 6.43 0.50
L-fractal Tromino Inf 1 33.46 6.90 1
Hybrid chaotic with L-fractal Tromino Inf 1 33.46 6.90 1

Table 5. Qualitative results for color cover image

Cover Image PSNR SSIM  UACI  Entropy NCC
Hybrid Chaotic 54.47 099  33.46 7.95 1
Logistic 56.79 039 3342 7.73 0.12
Henon 56.80 0.39 3343 7.71 0.23
L-fractal Tromino 56.81 033 3345 7.70 0.56
Hybrid chaotic with L-fractal Tromino  56.82  0.99  33.46 7.69 1

Table 6. Qualitative results for gray cover image

Cover Image PSNR SSIM  UACI  Entropy NCC
Hybrid Chaotic 5476 092  33.46 7.59 1
Logistic 56.80 095 3347 7.33 0.99
Henon 56.81 096 3348 7.33 0.99
L-fractal Tromino 56.82 097 3349 7.33 0.99
Hybrid chaotic with L-fractal Tromino  56.83  0.98 33.5 7.33 1

The results from Tables 4, 5, and 6 show that the proposed approach gives better results for overall
metrics. For example, the qualitative result of the proposed approach for gray scale image is considered. The
PSNR value of proposed approach is 56.83 whereas the same for the existing hybrid chaotic, logistic map,
Henon map and L-fractal Tromino is 56.82. These results show the effectiveness of the proposed method
when compared with existing ones. The graphical representation of PSNR value for the proposed hybrid
chaotic with L-fractal Tromino model with other methods are represented in Figure 3.

PSNR (dB)
b

545 [
54 ::::
535 [
53 =

Hybrid Logistic Henon L-fractal Hybrid
Chaotic tromino  Chaotic with

Methods L-fractal
tromino

B Cover image (Color) G Cover image (Gray)

Figure 3. Graph obtained for the proposed hybrid chaotic with L-fractal Tromino model evaluated in terms of
PSNR

3.2. Comparative analysis

In this section, the comparative results of proposed with existing approaches are analyzed in terms of
PSNR, number of pixels change rate (NPCR), UACI, and entropy. The existing approaches are incapable in
obtaining the original information as it displays lowered accuracy values. The visual inspection of the encrypted
images proved that the image’s original information was absent. The complexity of the developed model is
minimized which helps to enhance the performance of encryption. The developed model provided security at its
best which showed better image encryption and faster processing. The Table 7 depicts the comparative analysis
of the proposed approach when compared with existing approaches listed in related works.

The results from the Table 7 show that the proposed hybrid chaotic with L-fractal Tromino has
achieved better results in terms of PSNR, UACI, NPCR, and entropy. For example, the entropy of proposed
method is achieved at a minimum value of 7.33 whereas the existing fused magic cube encryption approach,
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dual-layer and cross-coupled chaotic map, DNA level permutation-based logistic map, permutation
substitution and Boolean operation and BFL map, all achieved their respective entropies of 7.97, 7.99, 7.35,
8, and 8. As the entropy value gets increased, randomization occurs which spreads the data beyond the limit
and diminishes the accuracy of retrieving the secret image. So, the proposed approach utilized fractal
encryption with the combination of the L-shaped Tromino theorem for enhancement of information hiding
and helps to obtain the secret image without affecting the information.

Table 7. Comparative analysis

Authors Method PSNR (dB) UACI NPCR  Entropy
Rani et al. [23] Fused magic cube encryption approach - 33.83  99.59 7.97
Patro and Achary [24] Dual-layer and cross-coupled chaotic map - 3347  99.62 7.99
Zefreh [25] DNA level permutation-based logistic map 21.27 3351 99.61 7.35
Ali and Ali [26] Permutation substitution and Boolean operation 21.19 33.46  99.61 8
De et al. [27] Beddington, free and Lawton (BFL) map 8.10 3348 99.61 8
Proposed method Hybrid chaotic with L-fractal Tromino 56.82 34.02  99.99 7.33

4. CONCLUSION

This research focuses on the enhancement of security in networks of real-world applications. In this
proposed research, hybrid mapping is implemented to ensure that the secret image is private and integrated.
Also, hybrid chaotic encryption with an L-fractal Tromino module is used for encrypting the images through
chaos encryption which involves a hybrid mapping method, consisting of logistic and Henon maps. Further
improvements can be made by combining the direct and indirect recursion with the proposed approach. The
proposed approach effectively worked for huge images with less time complexity when compared with the
existing approaches. The simulation results show that the proposed method improved efficiency and increase
image encryption in terms of security. The proposed method obtained PSNR of 1, UACI of 0.23, a NPCR of
0.99, and entropy of 0.56. Thus, the proposed method is reliable and efficient for providing security for the
images. In the future, the efficiency of the proposed methodology can be analyzed with deep learning
techniques.
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