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Article history: Wireless sensor networks (WSNs) comprise a huge number of sensors that
. sense real-time data; in general, WSNs are designed for monitoring in
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aggregation is a mechanism that minimizes the energy; however, in addition,

these aggregated data and networks can be subject to different types of
Keywords: attacks due to the vulnerable characteristics of the network. Hence it is
important to provide end-to-end security in the data aggregation mechanism

Consensus . in this we design and develop dual layer integrated (DLI)-security
Data aggfega“on . architecture for secure data aggregation; DLI-security architecture is an
Dual layer integrated security integration of two distinctive layers. The first layer of architecture deals with
Feedback credibility developing an authentication for reputation-based communication; the
Reputation second layer of architecture focuses on securing the aggregated data through
Routing a consensus-based approach. The experiment outcome shows that DLI
Wireless sensor networks identifies the correct data packets and discards the unsecured data packets in

energy efficient way with minimal computation overhead and higher
throughput in comparison with the existing model.
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1. INTRODUCTION

Wireless sensor networks (WSNs) are often comprised of a large amount of low-cost, low-power
detecting devices having constrained storage, computing, and transmission capabilities [1], [2]. The WSNs
could provide a low-cost solution to a wide range of challenges in the army and for commercial uses, such as
military surveillance, target detection, health, and environment care surveillance, wildfire monitoring, and
traffic management. The typical data transmission architecture consists of sensor nodes, cluster heads, and
base stations. Sensor nodes contain minimal hardware and significant resource limitations because of the
reduced implementation cost requirements of the WSNs [3]. As a result, providing an appropriate resolution
to the information collection issue is a difficult challenge. Between those constraints, the most restrictive
component in building WSN protocols is battery power. As a result, numerous strategies have been presented
to lower the energy utilization of WSNSs, including wireless scheduling, packet transmission removal,
topology management, and, most critically, data aggregation [4].

The data aggregation technique reduces the consumption of energy consumption and eliminates
redundant information. The sensing nodes are placed as a tree-like structure during the stage of aggregation
of data, with the access point at the root. The information coming through the leaf nodes is consolidated by
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the transitional sensing nodes, which subsequently send the consolidated output information to the root
access point. This technique causes complications in certain systems, including healthcare monitoring
systems. Sensing nodes are commonly placed in hostile environments [5], [6] with limited bandwidth and
unpredictable communication channels [7], [8]. This may enable hostile information modifications and data
fabrication, resulting in a breach of the user’s privacy. For example, an attacker may forge a duplicated alert
reading and distribute it around the system to degrade the system’s performance. Moreover, privacy must be
protected in healthcare monitoring observation devices because the information obtained through the device
is only important to the patient being monitored. For example, motion sensors can detect whether the patient
is moving, eating, or resting. The disclosure of these kinds of health-related information has consequences
because it violates the patient’s privacy. So, in a restricted resource environment, an effective method of
collecting varied inputs and securely storing patient information is necessary. Furthermore, WSNs are
vulnerable to many potential attacks on their location, communication channels, and lack of physical security
[9]1-[11]. Various sorts of vulnerabilities really can affect the system and network during the aggregation of
data stage, some of them are listed below [12].

Service denial: this technique is also known as a routing attack since it emits wireless signals to
disrupt the frequency used by WSN. If the strength of the opponent’s wireless signals increases, much of the
network will be disrupted. Even during the aggregation process, this technique can force the aggregating
nodes to prevent data from flowing to higher levels. This assault is also known as a hode compromise attack.
Supervision attack: in this attack, the attacker removes all the information contained in the node. If the nodes
are taken by this approach, the node’s entire secured information will be erased throughout the aggregation of
data stage. Sybil attack: in this attack, the attacker can generate several recognitions within the system
throughout this form of attack. The data-aggregation is altered using several methods because of this attack,
including: i) The attacker will induce multiple recognitions to generate additional votes for the aggregation
voting scenarios and chooses a malicious node for the data aggregation. If the attacker is permitted to
generate many inputs with non-identical values, then the resulting aggregation can be illegitimate; ii) The
attacker can launch this technique and generate n or more recognitions. Due to this, the access point is then
forced to receive the aggregation result. Selective forwarding attack: in this attack, the denial of any hacked
node to send the acquired information because the attacker has authority over that hacked node and can tell
the nodes not to transmit or reject the information. These forms of attacks have an impact on the aggregation
outcomes. Replay attack: in this attack, the attacker will monitor the network traffic and without being
conscious of it, the attacker could replay the network traffic in a subsequent interval to mislead the
aggregator, affecting the aggregator's outcome. Secret attack: this attack involves the injection of incorrect
data into the network without disclosing its presence. Because the inserted incorrect information is added to
the original aggregate process, hence, the aggregation results will change.

Rapid development in the WSN environment has developed a dynamic application in almost every
area of application including the hazardous environment. Moreover, WSN generates a huge amount of data
which causes data redundancy; the issue of data redundancy is solved through data aggregation. In data
aggregation, there are two major issues. The first issue relates the efficient data aggregation, and the second
issue is related to secure data aggregation; further motivated by the application-based environment we design
and develop dual-layer architecture. Dual layer architecture follows the authentication, efficient and secure
data aggregation. Further, the research contribution of the research article can be highlighted below points:
i) the work designed and develop a dual layer-based architecture to provide reputation-based communication
and secure data aggregation; ii) the first layer of the security architecture focuses on establishing a reputation
for communication among the nodes whereas the second layer deals with the efficiency and security in data
aggregation through a consensus-based approach; and iii) the proposed model is evaluated considering the
parameter i.e., energy consumption; further comparative analysis is carried out considering the true packet
identification and false packet identification. The false packet is the insecure one.

The research paper has been organized in the following way; the section 1 starts with the
background of the sensor network, its application, the problem associated with the WSN, and the security
concern is highlighted. The section 2 focuses on the different related work along with the shortcomings of the
model. The section 3 deals with the proposed approach along with the mathematical formulation whereas the
proposed model is evaluated in section 4 along with the comparative analysis.

2. RELATED WORK

In [13], the multiple description coding (MDC) route is found by using terrain effect to save energy
consumption and cost. In [14], relaying systems and MDC have been used in a simulated scenario. In [15],
data aggregation visualizes both collision avoidance and obstacle detection. In [16], they have investigated
the problem of privacy-protecting data aggregation in the context of a cyber-physical approach. Further,
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Chen et al. [17] have modeled a blockchain-based sharing cloud architecture with fog nodes that are referred
to as software-defined networking. Nonetheless, due to the typical block header concept and block
production techniques, these techniques will not meet the security requirements based on data aggregation.
Yan et al. [18] have described a safe and energy-efficient aggregation of data technique that executes
offloading for fog-aided internet of things networks. The construction of this three-layer secured, fog-aided
architecture is done specifically to react to any security threat and begin the aggregation procedure like
encrypted text. Meanwhile, a momentum descent-based energy efficiency offloading technique is modeled to
reduce the overall energy consumption of the methods of execution. With a higher convergence speed, this
can achieve the minimum value. Finally, the security and computation-based analysis revealed that the
modeled data aggregation approach is an effective data processing method that achieves a significant
breakthrough in the energy consumption method. In this method, a group-dependent key generation
mechanism was first defined.

Meters were grouped into groups, and the meters in that group developed the keys for the encryption
of the data, reducing the issue of the meter failing. If there is a faulty meter in any of the categories, then the
other categories will be unaffected. Moreover, by allowing meters to update their keys, different processes
such as dynamic join, leave, and replacement of meter methods are defined. Furthermore, in addition to the
method, a few techniques that were able to give secure data aggregation are reviewed in [18]-[20]. In [18],
the created method can check on its own, and reliability is proven, although it is restricted owing to its
complexity and restricted range of adoption. Similarly, Zhang et al. [19] used a compressive sensing-based
data aggregation security strategy, where compressive sensing was prioritized over security. Other work,
such as [20], is developed for internet of things (loT)-based applications to solve the complexities of all the
above paradigms; while the technique appears to be adaptive, it is limited and lacks dynamic adoption.
Further, studies [21]-[24] used the blockchain approach to secure the network whereas [25] used the user
privacy approach to preserve privacy in data aggregation. Even if all the above-mentioned works can achieve
good data aggregation for future-generation WSNs [26], [27], there are two unsolved issues still: how can the
protected data aggregation be executed? also under this scenario, how can energy-saving data aggregation be
performed?

3. PROPOSED METHOD

The necessity of data aggregation along with the security model has led several researchers to work
on the secure data aggregation problem [28], [29]. Hence, in this research work, we design and develop a
dual-layer architecture for secure data aggregation as shown in Figure 1. First layer deals with the
authentication model and second layer architecture deals with the consensus-based data aggregation.
Moreover, the first layer mainly deals with developing reputation-based communication whereas the second
layer provides absolute security in data aggregation.

First layer architecture Second layer architecture
Efficient Model Feedback
I Efficient and secure data aggregation
Model Credibility establishment ‘
l :> Unsecured data packet detection
Reputation based communication (directly) ¥
l Removing the unsecured data packets
Reputation based communication (indirectly)

Figure 1. Dual layer-integrated secure architecture

3.1. Reputation-based secure communication

In the first layer of architecture, this research aims to develop reputation-based communication
which is used for authentication of node in WSNs. In order to achieve reputation-based communication, a
different sublayer of the architecture is introduced. Moreover, this layer assures reputation. The sublayer is
composed of feedback model, credibility model, direct and indirect communication model. Then, after
computing all these sublayer reputation metrics, the final reputation metric is obtained for authenticating
nodes in WSNs.
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3.1.1. Feedback model

The WSNSs is a cluster-based model, at first, we compute the reputation-based communication [30]
where the sensors comprise the trust level information of transmission; let us consider ¢y (y,z) which is a
parameter for reputation-based communication between sensor devices y and z with p interaction along with
u session period. Further, the updation in reputation-based communication can be formulated through (1).

Zg()’:z) = “*Gec(}"z)*'(l—0!)*55—1(3’:2)- (1)

where p defines the current instance set as 0 and v defines the v*" time instance. In (1), « is an optimization
parameter with collected variance [31]. More details of how the a is computed can be obtained from [31].
Furthermore, we consider the feedback-aware secure approach where feedback is taken to understand the
quality of experience (QoE), and this can be formulated as (2).

0, if interaction completely untrustable,
lrec =13 1, if interaction is completely trustable, (2)
€ (0,1), otherwise.

Further, we develop the feedback which can be represented through (3); where g represents a common sensor
device, I(y, z) depicts a common sensor device with whom sensor devices y and z have interacted:

2
Yqel($p ) -3p(z,a)
Wy (v, 2) =J qE(pu(y,zﬂp ! @)

where I(y, z) defines the common node g with whom y and z have an association. Further, for establishing
an association between sensor device yand z (i.e., (S,},’ (y, z))), sensor device y first estimates Wy’ (y, z), and
updates the association using (4).

1-Sp_1(y.2)

, Sp-a (7, 2) + =
Sp (y' z) =

S;J;—l(yl Z) -

,ifWy(y,z) <1,

1-Sp_1(n,2)
A

(4)

, else,

where Y depicts the reward parameter and Z depicts the penalty parameter, and both parameters can be
modified in a dynamic nature based on system security requirements.

3.1.2. Credibility model
Let G (y, z) defines the feedback credibility of sensor device z from sensor device y's point of view
can be estimated using (5).

10g(¢Fw.2) .
G,l,’(y,z) = 1 _W’ if Sp(y,z) > 0, (5)

0, else

where log 6 depicts the least tolerable parameter of similarities. In this work logarithm computation is
considered because the reputation value should gradually increase/decrease.

3.1.3. Reputation-based communication through direct way
Let M7 (y, z) represent the direct trustable value that sensor device y has upon sensor device z with

at least p interaction in v*"* session instance. Using a trustable metric, the direct trust is computed using (6).
My(y,z ) =y, 2). (6)
Thus, using (6) if the sensor device z gives better transmission performance, then sensor device y will give

an ideal trustable parameter. This aid sensor device z to attain better trustable parameters from y’s sensor
device point of view.
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3.1.4. Reputation-based communication through an indirect way
The sensor device aggregates the feedback of other sensor devices for computing indirect using (7).

Lgea—(y) Gp . 2)*Mp(y.z )
HY3,2) =1  Sgea-mGo " if [A={3 >0, if [A-{y}|=0 @)
0

where A = T(z) depicts the sensor device set that interacted with sensor device z. Let D, (y, z) describes the
present trustable parameter that sensor device y has upon sensor device z.

Dy(y,2) =& My(y,z )+ (1 = &) » Hy(y,2) (8)

where & depicts the weight of the trustable parameter which is measured through the ratio of total interaction
with total interaction plus mean interaction like [28]. Let My (y,z ) describes the historical trust parameter
that sensor device x has upon sensor device y.

Y=Mp(y,z )+Dy_1(¥,2)
2

Mp(y,z) = : ©)

where (0 < < 1) is the reward parameter andM;(y,z) = 0. By using the historical trust parameter,
current malicious sensor devices interacting with specific sensor devices cannot quickly behave as ideal by
overlooking previous behavior. Let Gy (y, z) describes the future trustable parameter of sensor device z from

sensor device y's point of view can be established using (10).

v _ 0,if neither M or D is available
Gy (v,2) = {19D;,’(y,z) + (1 = 9)My(y,z) if eitherM or D is available (10)

In our work ¥ is initially set to zero and it can be adjusted dynamically using deviation factor p.
Nonetheless, the value of g is not kept very small; because the attacker may come out of a bad state to good.
Next, the work introduces a new penalty function for idle sensor node that has not yet participated for a
longer period. Here the trust value is reduced as time passes for the sensor node that does not communicate
for a longer period. In this work, the reputation function of (1) is optimized as both direct and indirect
communication metrics rely on it.

$,2) = Gy, 2)e P, (11)

The parameter 8 defines how fast the reputation value reaches zero and becomes an untrustable
node. The parameter Av defines the session window gap between the current and last interaction which is
computed using (12).

AV = Ve = Vprey 12)

The usage of the penalty function improves the reliability of wireless sensor networks. Here we cumulate the
biased and fluctuating trust parameter for computing fluctuation using (13).

By, (y,2) + 2O2M0D) iepr(y 2) — ME(y,z) >
v —_ .
Ep(v,2) =\EY_,(y,2) + M¥(y,2) — DY(y,2), if DY(y,2) — ME(y,2) > —¢ (13)

Ez',’_l(y, z), otherwise,

where ¢ describes the tolerance parameter of credibility error in estimating the trustable parameter and
p(p > 1) describes the penalty parameter for fluctuation in the trustable parameter; Therefore, biased, and
fluctuating trust of a sensor device using (13) can be established using (14).

~ 0, if Ej(y,z2) > E

b (y,z) = cos [T« _EBO2)
14
2 mapr(y,z)

) , otherwise, (14)
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where E defines the total bias parameter of WSNs. The final security metric G, (v, z) is established using the
future trust parameter and fluctuating trust parameter and is evaluated using (15).

Gy (v,2) = Gy (y,2) * E} (¥, 2). (15)

From (15), it can be stated that sensor devices with higher future trust parameter outcomes but with low
fluctuation trust parameter outcomes will ultimately result in having low overall trustable outcomes. In
another way, a sensor device that intentionally changes the state between fluctuating trust parameters will
have a lower trustable parameter because of its low fluctuation trust parameter. Thus, for balancing load
U?(y, z) among cluster head this work first estimates the traffic (i.e., energy overhead) at the sensor device
using (16).

U”()’, Z) = uv(}’, Z) + quA—{y} G;;J(y, q) * uv(Q! Z) (16)

where UY(y, z) defines the number of interactions the sensor node y had with sensor node z. Furthermore,
the selected CH for transmitting packet is established using (17).

mianeA—{y} Uv(y. Q) (17)

Further, initially, some newly joined sensor devices may not have any trustable value. For such cases, this
work chooses a sensor device probabilistically using (18):

Gp(y.2) .
0°(y,2) = m» if Xqew Gy (v, @) #0,

arbitrarily choose any sensor device, else.

(18)

For selecting a sensor device from w, this work utilizes (18) with a high trustable parameter, the sensor
device with a high trustable parameter is having a better probability of getting chosen. However, when the
trustable parameter is zero the sensor device is chosen randomly.

3.2. Integrity aware data aggregation

Since once the reputation-based communication is established then data aggregation is carried out;
moreover, to secure data aggregation, we develop a consensus-based approach [32] which tends to discard
the unsecured packets; also, we tend to provide an efficient way where energy is taken into consideration.
Reputation-based communication is established first, then the data aggregation is carried out. we develop a
consensus-based approach [32] for secure data aggregation. This approach tends to discard the unsecured
packets; also, we tend to provide an efficient way where energy is taken into consideration.

3.2.1. Consensus-based efficient and secure data aggregation

In achieving the best security for the data, assume the aggregated data as z,and additional noise as
&, with a gaussian-distribution; we then define the final data, which would be the additional noise as well as
the detected data from WSN, as (19).

fk = Xg + 5k (19)

The added noise in the preceding formula is almost equivalent to the §;~0(0,?); additionally, using the
approximation, the (19) can be stated as (20).

Am = YEL v, (20)

where P’ denotes the legitimate information between all information; extra noise is included using a
randomized generating mechanism. Furthermore, the chosen randomized function is supplied as O(.) to the
original detected information z, and can be expressed as y, = 0(z,)=z, + 6. When we build the
manipulated, which is a combination of original detected information and new information, recognizing the
original information becomes extremely difficult. Furthermore, an essential issue was discovered, namely the
compromise among security and precision. To avoid this, we establish the incentive variable represented
as ¢. The incentive variable is calculated using { = [A — A'], where A signifies the appropriate mean taking 2
into account. The nominal value of variable ¢ has superior data aggregation accuracy, according to the
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variable description and assessment. Furthermore, we may calculate the actual sensed information using the
specified number of participants, session time z;*, and weights y;"* using the (21).

AT =X YKz (21)

3.2.2. Detection of the unsecured packet in the network

Every data aggregation can be trusted, but it can only be verified if it meets the data aggregation
quality requirements; thus, we provide a method for identifying dishonest nodes. This could be accomplished
by following the steps outlined under. Let us define J, as any data-aggregation variable for efficiency, while
J1 indicates non-efficiency, and therefore we can construct a formula for the packet misidentified, i.e., the
number of nodes that really are honest and are therefore not evaluated as such R, = R(J;|/,)). Furthermore,
the misclassification rate can be represented as R,,, where the dishonest packet is treated as the honest one;
this can be represented as R,,, = R(Jo|/1)- As a result, we develop the static test and express it as (22).

N =z -2 |? (22)

The equation offers the variation between the two specified terms in (2). Assume the information
2z, = (zi, 2%, .....,z,f). Furthermore, the testing for correctly categorized and incorrectly categorized packets

is designed as N §ﬁ’ (9). Therefore, if the information is true, the participants are modified; otherwise, it is

rejected, as shown by (23).

g« zt
Else
AR (23)

Assume an energy parameter, where the energy limitation is of complete packets which are represented by
I, and the energy limitation of dishonest packets is represented by I,, where I, > I, > 0; finally, let’s
assume an attack probability variable, which can also be denoted by p and likely threat is denoted by T (9, r),
so that any threat risk is calculated using (24).

T, 1) = (I;(1 — Ry(®)) — ERy(0)(1 — L2, 1) + (Io(1 = Rp(9)) — ERp(9)) Ti21 7 (24)

When the cluster function is represented as vh,(9,R), it could be shown that vh,(9,R) =T®,r).
Moreover, dual layer integration (DLI)-security mechanism is an integration of the first layer and second
layer i.e., reputation and consensus respectively; these two layers contribute to DLI-security architecture.
Furthermore, this mechanism is evaluated in the next section.

4. PERFORMANCE EVALUATION

In this section of the research, we evaluate the proposed model; moreover, the proposed model is
evaluated by designing the specific network parameter described in [31]. Furthermore, evaluation is carried
out on the windows 10 platform using the sensoria simulator; moreover, system architecture follows the 8
GB of Cuda-enabled Nvidia RAM and 1 TB of the hard disk. Furthermore, a sensoria simulator [33] is used
for the simulation. Furthermore, various malicious nodes are generated to establish the efficiency of the
model and security analysis, and the model performance is evaluated in terms of energy usage and network
failed nodes. In addition, a comparison with the existing model [31], [32] is made in terms of malicious
packet identification and throughput.

4.1. Network lifetime and communication overhead

Since the simulation is conducted by varying node size and fixing the attack rate to 20% the lifetime
performance is studied using the proposed and existing secure routing model. The experiment outcome
shows the proposed dual-layer security model achieves much better lifetime performance than the existing
secure routing method. The lifetime performance enchantment of 52.9% is achieved using the proposed
dual-layer security model over the existing secure routing method as shown in Figure 2. The simulation is
conducted by varying node size and fixing the attack rate to 20% the communication overhead performance
is studied using the proposed and existing secure routing model. The experiment outcome shows the
proposed dual-layer security model achieves much better communication overhead performance than the
existing secure routing method. The lifetime performance enchantment of 65.08% is achieved using the dual-
layer security model over the existing secure routing method shown in Figure 3.

Secure authentication and data aggregation scheme for ... (Rudramurthy Veeregowdanadoddi Chandraiah)



3224 O3 ISSN: 2088-8708

Network Lifetime Communication Overhead
2000 0.6
e}
D " R R S 05 —— Proposed == EXisting
» 1500 = A g 2 T
€ =2 04
3 == Proposed === EXistin ©
€ 1000 P 9 5 03
° ‘\i/‘\A g8 02
é 500 g
5 E 01 " : ‘*’4
4 IS A
0 S8 o
400 600 800 1000 500 1000 1500 2000
Number of Sensor Nodes Number of Sensor Nodes
Figure 2. Lifetime study Figure 3. Communication overhead

4.2. True and false packet identification

The parameter identifying malicious devices expresses the data-aggregation mechanism's security
issue; the bigger the number of packets identified, the more efficient the method is. Figure 4 depicts a
comparative graph among the current and suggested models, with the x-axis indicating the number of sensor
nodes triggered and the y-axis representing malicious packets. Moreover, in the scenario of 10% malicious
devices, the existing system identifies 72 packets, but the suggested model identifies 84 packets. The current
model identifies 63 packets in the instance of 20% malicious node inducement, whereas the suggested model
finds 79 packets. Finally, 30% of nodes are induced as malicious nodes, with the present model detecting
47 packets and the proposed method detecting 65.

Packet misclassification is a significant characteristic in terms of security since it analyzes
incorrectly recognized packets, i.e., packets that may be truthful but are mistakenly recognized as hostile. As
a result, the lower frequency of misclassified packets indicates a more efficient and appropriate model. The
comparison of misclassified data packets is shown in Figure 5. Furthermore, when 10% of nodes are
malevolent, the current model misclassifies 28 packets, but the suggested model only misclassifies 16.
Likewise, the conventional model misclassifies 37 packets for 20% hostile nodes, whereas the suggested
technique misclassifies 21 packets. Finally, in the presence of 30% hostile nodes, the current model detects
53 misclassified packets, but the proposed approach detects just 35.

True packet identification False packet identification
100 60
80 < 50
€ 60 g
£ <
8 E 30
(%23
= 20 S 10 =@ EXisting
| ==@==EXisting Proposed | Proposed
0 0
10 20 30 10 20 30
% of Malicious Nodes % of Malicious Nodes
Figure 4. True packet comparison Figure 5. False packet identification

4.3. Model throughput

In general, throughput is measured as the rate at which the work is completed; the higher the
throughput, the higher efficient the model is; Figure 6 compares the overall system throughput of the existing
and suggested models. Furthermore, the conventional model detects a throughput of 0.612 for 10% malicious
nodes, while the suggested model detects a throughput of 0.714. Furthermore, in the event of a 20%
malicious node, the conventional model detects a throughput of 0.4788, whereas the suggested model detects
a throughput of 0.604. Similarly, with 30% malicious nodes, the conventional model gets 0.2726
throughputs, but the proposed model gets 0.377.
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5. CONCLUSION

Data aggregation has been a fundamental module of the WSN environment in loT applications; data
aggregation has several benefits i.e., avoidance of data redundancy, parameter optimization, node
functioning, and lifetime enhancement through energy utilization. However, it is obvious that WSNs are
deployed in remote functions which makes the environment and network both vulnerable, thus it is required
to have an efficient and secure model. Hence in this research article, we design and develop a DLI-security
architecture that helps in efficiently providing secure data aggregation. The DLI-security architecture
comprises two distinctive layers; the first layer comprises several sub-modules to establish the model's
credibility and assure the establishment of secure communication among the nodes. In the second layer
architecture, secure and efficient data aggregation is achieved through a consensus-based approach; also
unsecured data packets are identified and removed from the network. Moreover, DLI-security architecture is
evaluated considering parameters like energy by inducing the unsecured number of nodes; a comparison is
carried out considering the true data packet identification and false data packet identification with the
existing model. Although, DLI-security architecture possesses major advantages and marginal improvisation
is observed while evaluating secure data aggregation; it is also to be noted that WSN environments are highly
vulnerable, hence there is still scope for improvisation in the security model and different evaluation
parameters should be considered further.
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