International Journal of Electrical and Computer Engineering (IJECE)
Vol. 13, No. 4, August 2023, pp. 4388~4400
ISSN: 2088-8708, DOI: 10.11591/ijece.v13i4.pp4388-4400 O 4388

Approximation-based homomorphic encryption for secure and
efficient blockchain-driven watermarking service

Didi Rosiyadi', Akbari Indra Basuki?, Taufik Igbal Ramdhani?, Heru Susanto®??2,

Yusnan Hasani Siregar*

IResearch Center for Data and Information Sciences, National Research and Innovation Agency, Bandung, Indonesia
2Information Management Department, Tunghai University, Taichung, Taiwan
SCenter for Innovative Engineering, University of Technology Brunei, Bandar Seri Begawan, Brunei Darussalam
“Research Center for Appropriate Technology, National Research and Innovation Agency, Subang, Indonesia

Article Info

ABSTRACT

Article history:

Received Jul 15, 2022
Revised Nov 2, 2022
Accepted Nov 6, 2022

Keywords:

Blockchain
Cheon-Kim-Kim-Son
homomorphic encryption
Discrete cosine transform-
singular value decomposition
Encrypted watermarking

Homomorphic encryption has been widely used to preserve the privacy of
watermarking process on blockchain-driven watermarking services. It offers
transparent and traceable encrypted watermarking without revealing sensitive
data such as original images or watermark data to the public. Nevertheless,
the existing works suffer from enormous memory storage and extensive
computing power. This study proposed an approximation-based homomorphic
encryption for resource-efficient encrypted watermarking without sacrificing
watermarking quality. We demonstrated the efficiency of the Cheon-Kim-
Kim-Son (CKKS) encrypted watermarking process using discrete cosine
transform-singular value decomposition (DCT-SVD) embedding. The evaluation
results showed that it could preserve the watermarking quality similar to
non-encrypted watermark embedding, even after geometrical and filtering
attacks. Compared to existing homomorphic encryption, such as Brakerski-
Gentry-Vaikuntanathan (BFV) encryption, it has superior performance
regarding resource utilization and watermarking quality preservation.
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1. INTRODUCTION

Blockchain-based watermarking service offers better transparency and data integrity than conventional
web or cloud watermarking services. In a web-based model, the entire business process of watermarking
services is opaque to end users [1]-[3]. In addition, the system administrator has full access to the system,
allowing them to abuse the watermarking services. Untrusted administrators might issue valid watermarked
images without the consent of the content creator or reject the watermarking request one-sidedly.

Several works proposed secure and transparent methods for web-based watermarking protocols, either
by using trusted authority [4]-[6] or client-side embedding [7]-[10]. Despite the efforts, the works cannot
provide full transparency for the watermarking process. Authority-based watermarking has a weakness in the
authority's integrity. The security will be in disarray if the authority colludes with the buyer or content provider
to sell a duplicate of the watermarked image. Client-side embedding, however, suffers from dispute resolution
between buyer and seller. A trusted authority is the core component of settling any conflicts between the buyer
and seller. Thus, the main challenge is how to ensure the authority's integrity in a transparent manner.

Some studies use blockchain to improve the transparency of the watermarking service. Blockchain
offers transparent and immutable transactions that enable public monitoring of a business process.
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Unfortunately, the existing works [11]-[15] limit the work for transaction recordings and do not address the
transparency of the watermarking process. In this case, the content provider one-sidedly runs the watermarking
process while the authority's role is to maintain a secure communication system between buyer and seller.
Based on our survey, only the works in [16], [17] offer fully transparent watermark embedding based on
blockchain. The works share the homomorphic-encrypted image data in the blockchain for public monitoring.
Anyone can prove the correctness of watermark embedding by recomputing the embedding function.
Meanwhile, only the buyer can decrypt the result since the data are encrypted using the buyer's public key.

Despite its optimal combination, blockchain and homomorphic encryption scheme suffer in
practicability. Computing the homomorphic-encrypted watermarking requires vast memory space and
enormous computation time, particularly for large image sizes. Basuki et al. [17] mitigated this problem by
using Hadamard product decomposition to reduce memory usage. It breaks down the matrix operation into
per-row multiplication to reduce the memory demand into a linear scale. Despite its support for parallel
computation, the work fails to ensure computation tractability since it fails to linearize the computation time.

This study proposed approximation-based homomorphic encryption as a replacement for the widely
used Brakerski-Gentry-Vaikuntanathan (BFV)-based encryption to reduce the computation resources of
blockchain-based encrypted watermarking. The main challenge of our proposed method is the watermarking
degradation induced by the approximation approach. Considering the embedding computation comprise
several matrices multiplications, the computation error will grow as more computations are applied. This
paper mitigated the problem and how to compensate for the error with a higher scaling factor. This study uses
Cheon-Kim-Kim-Song (CKKS) encryption [18], [19] as the approximation-based homomorphic encryption.
We implemented the proposed system using discrete cosine transform and singular value decomposition
(DCT-SVD) watermarking and observed the impact of CKKS encryption on watermarking quality. We prefer
the DCT-SVD method for the evaluation due to its simplicity and robustness [20]-[24].

The paper presented the proposed method in section 2 and followed by the evaluation results in
section 3. At last, section 4 concludes the paper. The proposed method presents the CKKS homomorphic
encryption and its implementation using the DCT-SVD method to provide a secure and provable watermark
embedding. The smart contract design winds up the proposed method section. The evaluation section
discusses three main topics: i) the resource efficiency of the proposed CKKS-encrypted watermarking
compared to existing methods; ii) the quality degradation imposed by the CKKS approximation approach;
and iii) the encrypted watermarking robustness under geometrical and filtering attacks.

2. PROPOSED METHOD

This section describes the fundamental literature before presenting the proposed method. The
background literature covers CKKS homomorphic encryption and DCT-SVD watermarking. The proposed
method presents the CKKS-encrypted watermarking and the smart contract design that implements the
system. In summary, Table 1 list all of the notations used in this paper.

Table 1. Mathematical notations used in this study
Symbol Description
| Original image

r Watermarked image
I’ Tested image (possibly altered watermarked image)
W Watermark data
w’ Extracted watermark
Ska, Pka Authority's secret key and public key
Skg, Pks Buyer's secret key and public key
U, S, Vh, Matrices U, S and VT of an image (1)
Uw, Sw, Vhy Matrices U, S and V" of the watermark image (W)
Uix, Six, Vhix Matrices U, S and VT of an image (I) encrypted using X's public key
Uxw, Sxw, Vhxw  Matrices U, S and V" of the watermark data (W) encrypted using X's public key
Sxn New singular value encrypted using X's public key

2.1. CKKS homomorphic encryption

Homomorphic encryption offers computation over encrypted data without requiring the computing
party to decrypt it first. Consequently, it is possible to implement a secure computing platform using a
blockchain public ledger by storing the data in an encrypted format. The first generations of fully
homomorphic encryption (FHE) [25] use integer encoding. A floating-point number can be encrypted by
converting the data into two integers, encoding the decimal part and the fractional one.
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Despite its ability to encrypt floating point numbers, it is not suitable for practical floating-point
computation. The process demands a heavy load of computing and hefty memory storage. The Cheon-Kim-
Kim-Song (CKKS) FHE [18] proposed approximate-based homomorphic encryption that enables fast and
lightweight computation over encrypted floating point numbers. Instead of precise integer encoding, the
CKKS method uses vectors of complex numbers for faster computation. Nowadays, the CKKS method is
commonly used for federated machine learning that outsources data training using a third-party model.

The drawback of CKSS homomorphic encryption is the computation precision. The decrypted value
of CKKS encryption will not be exactly equal to the original one due to the approximation method. In vanilla
FHE, the result of encrypted addition or multiplication can be decrypted into the same values as explicit
computation if the noise budget stands sufficient (1, 2). In contrast, since CKKS FHE implements the
learning-with-error (LWE) concept, the encrypted computation will yield an error residue (e). The decrypted
value is similar to plain computation with 2e error for addition and ae for multiplication (3, 4). The ¢o and ¢1
are the ciphertexts of b, while Cnyr is the ciphertext of the multiplication result. Considering the value e is
negligibly small, the approximated result is almost the same as non-encrypted computation.

Decryption(Encryption(a) + Encryption(b)) = a + b 1)
Decryption(Encryption(a) * Encryption(b)) = a * b 2
DecryptionCKKs(EncryptionCKKs(a) + EncryptionCKKs(b)) =a+b+2=a+b (3
Encryptiongggs(a * Encryptioncggs(b)) = (a.cy, a.c;) = Cmult

Decryptioncggs(Cmult) = ab + ae =~ ab 4

Despite the computation error being considerably small, the error from CKKS encryption will
propagate to the subsequent computations. In encrypted watermarking cases, the impending processes,
inverse transformation, and image reconstruction are complex computations that might upscale the error.
This study will investigate the impact of the propagated error on the watermarking quality and the
retrievability of the embedded watermark data.

2.2. DCT-SVD watermarking
2.2.1. Watermark embedding
The DCT-SVD watermarking embeds watermark data into the cosines transform domain by using
SVD. Here, the DCT-SVD watermarking is preferred due to its proven reliability against various attacks,
from geometrical to filtering ones [20], [21]. The detailed step to implement DCT-SVD watermarking is as.
— Transform the original image (I) using DCT (5) and decompose the result using SVD operation to retrieve
three matrices, the orthogonal matrices U,and Vh, and a singular vector S, (6).

c(r,s) = a(r) - als) Zg;io {f(x,y) . cos [(Zx;\ll)nr] . cos [(Zy;;)ns]} (5)
I = sy’ (6)

— Prepare the watermark data (W) by decomposing the watermark using SVD to retrieve the singular vector

(Sw) (7)
W= UWSWVVTI; (7
— Apply watermark embedding using one of the following schemes with a scaling factor (k). The proposed
method runs the embedding processes in an encrypted format, from singular value addition (8) to SVD-
based image reconstruction (9).
WD=SI+k.SW (8)
Ispa = UIWDVIT C)]

— Runinverse DCT on the SVD-based reconstructed image to form the watermarked image (/') (10).

Lypq = UIWDVIT (10)
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2.2.2. Watermark validation

In this study, we use non-blind watermark extraction to measure the quality degradation caused by
encrypted watermarking by comparing it to plain/non-encrypted one. The process is similar to watermark
embedding, except that instead of embedding the watermark, we extract the watermark. Later, we compare
the singular value with the original image according to the peak signal-to-signal ratio (PSNR), structural
similarity index (SSIM), and normalized correlation (NC). The following steps show the extraction process.
— Transform the tested image (/") using DCT followed by SVD operation to retrieve three decomposed

matrices, U, S;», Vhy (11).

SVD(DCT(I")) = UpSpVhy (11)

— By referring to the singular vector of the original image (Si) and the descaling factor (k), extract the
watermark’s singular vector (S;7) (12).

Swi = (Sp —S)/k (12)

— Reconstruct the extracted watermark (W”) by using inverse SVD the orthogonal matrices of original
image (Uw and Vhw) with the extracted singular vector (Sy~) (13).

W' =Uy Sy, Vi (13)

— Determine the validity of extracted watermark () according to the value of PSNR (14), SSIM (15) and
NC (16) by comparing it with the original watermark image (W).

MSE = —SN_ S (W (x,y) — W'(x, )"

2552
PSNR =10 logy, (22) (14)
_ (2pxpy + C1)(20x0y + C2)
SSIM(x, y) = (W3+ 12 + C1)(02+ 0F + C2) (15)
NC, Zi:l Z]’:l W(l,]) W’(l.]) (16)

SRS W (S S, Wi )

2.3. Blockchain-based watermarking service

The proposed blockchain-based watermarking service uses cognitive-affective-behavior (CAB)
model that comprises three interacting actors, the content creators (C), the watermarking authority (A), and
the buyer (B) as shown in Figure 1. The content creators generate digital images for sale; thus, they need to
imprint unique watermarking into the image for every buyer. The authority (A) uses blockchain to record
every licensing transaction between the content creator and the buyers to ensure watermarking accountability
and resolve the licensing dispute. The buyer (B) will receive a unique watermarked image with a valid
watermark known only to itself. The content creator (C) does not know the watermark data that the authority
imbued into the image, while the authority (A) has no clue regarding the original image. The CAB model
ensures every actor has access to their respective data and prevent them from issuing valid but illegal
watermarked image. The content creator has exclusive access to the original image, the authority knows only
the watermarking data, and every buyer has exclusive access to their respective watermarked image.

The use of CKKS homomorphic encryption is to ensure the secrecy of watermarking approval with
better efficiency than existing works [16], [17], [25]. The data for watermark embedding is openly available
in the blockchain ledger in an encrypted format. It lets anyone securely reproduce the watermark embedding
computation. The step-by-step procedure to implement blockchain-based and CKKS-encrypted watermarking
services can be broken down into two parts, watermark embedding and watermarking verification as follow.

2.3.1. CKKS-encrypted watermark embedding

Given the original image (1) and watermarking data (W), the encrypted watermarking will generate a
unique watermarked image for the buyer (1) securely and transparently using blockchain (BC) and CKKS
encryption. As shown in Figure 1 and algorithm 1, the steps for CKKS-encrypted watermarking can be
described as follows.
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Figure 1. CKKS-encrypted watermark embedding

Algorithm 1. CKKS-encrypted watermark embedding

Input: I,
Output: I'
Actor: C,

W, Pka, Pkg, Ska,

A, B

Skg

C - Advertise Image (I, PkA, BC)

if RegB

—

Sy S @ W S =

Ll

end 1if

List of pr

then

Issue Watermark (W,

Pk,, BC)

Insert Watermark (Pka, Ska, Pks , BC)

Deliver Data (Pks ,

BC, CS)

Generate Result (BC, CS)

Receive Image (Skg

ocedures

, BC, CS)

procedure Advertise Image (I, Pka)
Ur, Si, Vhy « DCT SVD(I)

Sar

BC «

encrypt (Pka,
SAI

Sr )

end procedure
procedure Issue Watermark (W, Pka, BC)
Uyw, Sw, Vhy « DCT SVD(W)

Uan,
BC «
CS «
BC «

Saw, Vhaw — encrypt (Pka, Uy , Sw , Vhw )
Saw

Uaw, Vhan

hash (Uay, Vhay), URL

end procedure
procedure Insert Watermark (Pka, Ska, Pks, BC)
Say « Sar + k X Say

BC «

buffer — decrypt (San,

SAN

Ska)

Ssy « encrypt (Pks, buffer)

BC «~

SBN

end procedure
procedure Deliver Data (Pks, BC, CS)

Usz,
CS «
BC

Vhgr « encrypt (Pkg,
UBI/ VhBI

hash (Usr, Vhsr),

end procedure
procedure Generate Result (BC, CS)
Sy« BC

UBI/

I's « Inversegy (Us:,

CS «
BC «~

Vhgr « CS

I's

hash (I's), URL

end procedure
procedure Receive Image (SkB , BC, CS)
I's— verify(BC, CS)
I'"isva — decrypt (Skg, I's)

I' «

InverseDCT (I';eva)

end procedure

SBNI
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VhBI)
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— Content creator (C) advertises the image using blockchain (BC). It transforms and decomposes the
original image (1) using the DCT-SVD technique into three matrices U,, S;, and Vh,. It will first encrypt
the diagonal matrix (S)) using the authority’s public key (Pka) into Sa before uploading it to the
blockchain.

— Upon receiving a request to buy from the buyer (Regs), the authority (A) generates unique watermark data
and decomposes it using SVD into Uw, Sw, and Vhw. Next, it will encrypt the data using the public key
(Pka) into Uaw, Saw, Vhaw. The authority uploads the encrypted singular value to the blockchain ledger.
Meanwhile, the remaining data Uaw, Vhaw are uploaded to the cloud storage.

— The authority then runs watermark embedding by adding the k-scaled watermark data (Saw) into the
singular value of the original image (Sa)) and generates a new singular value matrix (San). This new
singular matrix is recorded on the blockchain for transparency. The authority sends the new singular
matrix to the buyer via blockchain by first decrypting the San and re-encrypted it using the buyer’s public
key (Pkg) into Sgn.

— Meanwhile, the creator will encrypt the two orthogonal matrices of the original image (Ui, Vh)) using the
buyer’s public key (Pkg) into Ug| and Vhg,. The creator will upload the encrypted data into cloud storage
(CS) with open access and records the respective URL and hash value to the blockchain ledger.

— The authority generates the embedding result using inverse-SVD (9) to ensure the integrity of the image
reconstruction. The computation runs in an encrypted format. The result (Z’g) is stored in cloud storage
while its hash value (hash(Z’s)) and URL are stored in the blockchain.

— At last, the buyer (B) can verify the correctness of the computation by running step number 5 by itself. If
the computation is correct, the buyer can decrypt the result (7’s) using its secret key (Skg). Finally, the
buyer runs an inverse DCT operation on the decrypted data to obtain the watermarked image (I°).

The proposed method ensures two-sided approval between the buyer and content creator regarding
the encrypted watermarking process. If the buyer found out that the authority’s watermarking is incorrect,
they can reject the transaction. Meanwhile, the content creator might also cancel the transaction if the granted
watermark is not unique for every buyer.

2.3.2. CKKS-encrypted watermarking verification

As shown in Figure 2, the proposed method offers two verification tests: originality and validity
tests (algorithm 2). The originality test determines whether the tested image (/”) contains the exact
information as the original one and has not changed a single bit. In contrast, the validity test concludes
whether the tested image contains a valid watermark (#”) granted by the authority, regardless of whether
adversaries might have modified the image. The originality test is run by comparing the encrypted data of the
tested image (Uz, Sa», and Vhg») with the stored encrypted data (Ugi, San, and Vhg)). If the result is the
same, it indicates that no one has changed the tested image; thus, its originality is preserved.

Buyer/Requester Blockchain

CKKS-based Encryption Encrypted Originality test (Public domain)
e =[]
: I" BI" Valid &
Tested image —p =
" ¢ j“‘ DET-5VD Pka > == 2 Unmodified
m | s | I
e | Em-Ee
Vhr- Vhgye i
!
.- -{smart Contract
Usr, San, Vher,
watermarking Authority (A) — I S k
CKKS-based Encryption Encrypted Validity Test .
L !
Pkp. '
SwUw. Vhw | .. » [ Yw >» | Saw |= (l Sar |‘ | Sat | Wk g -
Sk, Pk
Pky ] -
Vhy Vhaw | W'y ]=| Yaw | SAW"l Vhaw |

-
watermark data N - Valid but
............... P PSNR(W", W) L~ Attacked

SSIM(W", W) > Thresheld ?
NC(W", W)

Figure 2. CKKS-encrypted watermark verification
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Algorithm 2. CKKS-encrypted watermarking verification
Input: I”, Pka, Pkg, Ska
Output: Originality of I”, Validity of W”
Actor: A, Any one
Any one — Originality Test(I”, Pka, Pks , BC, CS)
if Original status = True then
I”7 is Original and W” is Valid
else
I” has been modified
A - Extract Watermark (I”, Pka, BC, CS)
A — Compute Stats(Ska, W7a)
if Validity result = Valid then
w” is Valid
else
W” is Invalid
end 1if
end 1if

List of procedures
procedure Originality Test(I”, Pk, Pks , BC, CS)
Say « BC
Usr, Vhsr, Uaw, Vhay « BC, CS
Ur», Si», Vhy» « DCT SVD(I”)
Sar» « encrypt (Pka, Si»)
Usr», Vhgr» « encrypt (Pks , Ui, Vhir)
Original status < (Usr = Usiv) A (Say = Sarv) A (Vher = Vhgrr)
end procedure
procedure Extract Watermark(I”, P kA, BC, CS)
Say « BC
Uaw , Vhaw <« BC, CS
Ur», Si», Vhy» « DCT SVD(I”)
Sar» « encrypt (Pka, Si»)
SAW” e (SAI” - SAN) /k
W”s « Inversesyp (Usw, Sawr, Vham)
end procedure
procedure Compute Stats(SkA, W ”A)
W” « decrypt (Ska, W”a)
ssim — SSIM(W”, W)
ne <« NC(w”, W)
if ssim, nc 2 threshold then
Validity result — Valid
else
Validity result « Invalid
end 1if
BC «~ ssim, nc, Validity result
end procedure

The validity test determines the watermark validity by measuring the embedded watermark’s
quality. If the quality is considerably high (NC>0.5), it indicates that the watermark data is present and
recoverable by the authority. The authority must run the validity test due to its sole access to the original
watermark data. It runs the test by computing PSNR, SSIM, and NC values on the extracted watermark. The
requester must provide the extracted watermark data in an encrypted format and store it in the blockchain
ledger for public monitoring. The procedure to run the validity test is as follows given the original image (I)
and watermarking data (W), the encrypted watermarking will generate a unique watermarked.

At first, the smart contract data is storing the encrypted data from the watermark embedding process,

particularly the new singular value of the watermarked image (San).

The requester decomposes the tested image using DCT-SVD and encrypts the singular matrix using the

authority’s public key (Pka) into S4;.

The requester extracts the embedded watermark using (11, 12, 13) and generate the inverse SVD of it

(W”’A).

The authority computes watermark similarity and its quality by comparing the extracted watermark.

(W) with the original watermark (W) using SSIM (15) and NC (16) values.

The authority submits the validation result to the blockchain upon computing the values. If the NC values

are greater than the threshold (50%), the watermark is valid; Otherwise, it is invalid.

.4. Blockchain smart contract

The proposed smart contract consists of five functions: constructor, listing, request, generate, and
approval. The constructor function is used to deploy the contract by the authority. The authority must submit
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its public key as the function parameter. The listing function acts as the catalog for the content creator to
register their digital image.

In buyer activities, the request function sends the buy-out request for the digital image. The buyer
must submit their public key as the parameter for the function. Further, the authority uses the generate
function to produce the watermarked data and compute a watermark embedding for the respective buyer.

At last, the approval function acts as a state machine that populates the approval from the buyer and
content creator regarding the watermarking process. After receiving the approval, the watermarking process
is considered valid and the stored encrypted data is referable for watermarking verification. The summary of
the functions and their parameters are shown in Table 2.

Table 2. List of smart contract functions

Functions Sender Input parameters Output
Constructor() Authority Service name, Authority’s public Key -
Listing() Content Creator URL, Hash Content ID
Request() Buyer Content ID, Buyer’s public Key, URL, Hash
Generate() Authority Content ID, URL, Hash -
Approval() Content Creator, Buyer Content ID, approval, URL, Hash Status

3. RESULTS AND DISCUSSION

For evaluation tests, we use images of a Mandrill (Baboon), Sailboat on Lake (Lake), Male (Man),
and Peppers from the SIPI database [26] in grayscale color mode. We use the Tenseal library [19] to
implement CKKS homomorphic encryption. As for image quality computations, we use multiple tools from
several libraries such as Numpy, Scipy, Scikit-Image, and OpenCV.

3.1. Approximation consequence

Our proposed method must use a considerably high scaling factor due to the approximation technique
used by the CKKS homomaorphic encryption. This preference is to minimize the propagation error caused by the
encrypted watermarking process. In this section, we evaluated the minimum value of the scaling factor that
preserves watermarking quality. First, we run the watermark embedding (8) on two different sizes of host
images (256 by 256 and 8,192 by 8,192 pixels). After the embedding, we measure the delta between the original
image and the watermarked image and compute its standard deviation. The small value of standard deviation
indicates that it has insignificant propagation errors. The opposite result means the scaling factor is too small to
compensate for the error. Figure 3 shows that the minimum scaling factor must be >2%° to yield an unnoticeable
propagation error. The results are similar for either a small image (256 by 256 pixels) or a high-resolution one
(8,192 by 8,192 pixels). Based on the result, we set 2%° as the default scaling factor for our work.

Standard deviation of the delta values
(Plain - Encrypted)

10° 1 —— 256px --- 8192 px]

106 -

103 ]

100 4

Delta std

10-3 4

10-% 4

T . . :
2710 2720 2730 2740 2750
Scaling factor

Figure 3. Scaling factor impact on error’s standard deviation
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3.2. Resource efficiency

Encrypted watermark embedding requires more computation resources than the plain (non-encrypted)
embedding process. It uses the extra resources to run: initializing or reading the keys, encrypting the data, running
encrypted watermarking, and decrypting the encrypted data. The CKKS-encrypted watermarking has better
efficiency than BFV-encrypted watermarking as shown in Figure 4. It is shown by better processor utilization
and shorter computation time, up to three times faster. In terms of memory usage can be seen in Figure 4,
CKKS-encrypted has a slight advantage over BFV-encrypted watermarking, approximately 200 Megabytes
smaller for both sizes of images, 256 by 256 pixels (Baboon, Lake, Pepper) and 512 by 512 pixels (Man).

Processor Utilization Computation Time Memory Usage
BBabon mLake &Man @Pepper DBabon mlake ®Man @Pepper @Babon mlake EMan ZPepper
100 35 1600
” %z 1400
o ' %% 1200
8 60 §§ -én 3 1000
-— 3 >
5% §§ & g w
20 §é 400
7 \/ i 200
Plain g CKKS BFY Plain CKKS BFV 0 | eSS i i
Embedding methods Embedding methods Embedding methods

Figure 4. Resource utility comparison between watermark embedding methods

3.3. Quality degradation

According to Figure 5, CKKS-encrypted watermarking has a similar quality to non-encrypted
watermark embedding. Meanwhile, the BFV-based encrypted watermarking has significant quality
degradation for approximately 25% lower in PSNR value. In addition to lower image quality, BFV-encrypted
watermarking has a worse watermark preservation quality. According to Figure 6, BFV-encrypted
watermarking suffers in terms of SSIM value. It indicates that the embedding method fails to preserve the
structural information of the embedded watermark due to the encryption method. In contrast, the CKKS-
encrypted watermarking has a similar SSIM value to the standard, non-encrypted watermarking.

PSNR Comparison of Watermarked Image

OPlain Embedding BCKKS-Encrypted  BBFV-Encrypted
100

PSNR value

Babon Lake Man Pepper
Test Images

Figure 5. PSNR comparison of watermarked image

The NC value of the proposed method also has a similar pattern to the SSIM one. It has an on-par
result with standard embedding. In contrast, the BFV-encrypted watermarking has a worse value of <50%. In
short, it is impossible to correlate the embedded watermark with the original one.

3.4. Watermark robustness
This section evaluates the impact of geometrical and filtering attacks on encrypted-watermarking
quality. We compared non-encrypted watermarking with CKKS-encrypted watermarking. For the evaluation,
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we refer to the three indicators of acclaimed watermarking quality: PSNR, SSIM, and NC. The analysis
covers five types of attacks. Two geometrical attacks are rotate 45 degrees, and crop left 25%. The filtering
attacks comprise Gaussian blur, Sobel edge filtering, and histogram equalizer.

SSIM values of Extracted Watermark NC values of Extracted watermark
OBabon mLake EMan BPepper DBabon mLake ®Man BPepper

V. \ Y/

i \‘7

7

77
AMMHHHHHIHITITPI 1B

N
.
-

N

Y
.
N
-
-
-
-
v

S T NN £

Plain Embedding CKKS-Encrypted BFV-Encrypted Plain Embedding CKKS-Encrypted BFV-Encrypted
Embedding methods Embedding methods

Figure 6. Watermarking quality degradation measured according to SSIM and NC values

Most attacks degrade the PSNR value of the watermarked image significantly. However, the overall
watermarking quality (>46) is higher than the minimum tolerable PSNR value (>30) as shown in Figure 7. In
addition, the CKKS-encrypted watermark embedding has similar quality preservation to the non-encrypted
one regardless of the attacks. It indicates that the approximation approach has a negligible impact on
watermarking quality even under attack conditions. The high-quality preservation results from the 40-bit
scaling factor of the CKKS encryption used in the experiment. The setting lets the computation store 40-bit
of approximation for the decimal value, which is more than sufficient for SVD-embedding operation.

Referring to Figure 7, CKKS-encrypted watermarking has similar reliability to non-encrypted
watermarking, which provides detailed information on PSNR values in Figure 7(a), SSIM comparison in
Figure 7(b), and comparison of NC value for the extracted watermarking in Figure 7(c). The value difference
is less than 10—6 for both the SSIM and absolute NC values. The results are consistent for all test images. It
shows that we can compensate for the approximation technique of CKKS homomorphic encryption by using
a high scaling factor.

3.5. Future direction

Our proposed method offers better transparency for blockchain-driven digital rights management
(DRM). Most existing works suffer in terms of transparency [11]-[15]. The ones that offer transparency are
limited to the data only, by publishing the required data to the cloud or distributed storage [12], [14].
Therefore, we present transparency for data and arithmetic computation of the watermarking process. It lets
anyone trace the correctness of the watermark embedding securely without revealing the secret data. As a
result, it can preserve the integrity of the watermarking process and the intrinsic value of the watermarked
image. The potential application of our proposed method is to ensure the uniqueness of a non-fungible token
(NFT) within and beyond the blockchain space.

Our method has a weakness against the histogram equalization attack, as indicated by its low PSNR
value. For future works, we suggest exploring other transform functions such as discrete wavelet transform
(DWT), hybrid DCT-DWT, or fast Fourier transform (FFT) to improve the robustness of the watermark. A
comparative evaluation is necessary to determine which transfer function has the best result in the aspects of
robustness against various attacks, resource consumption, and scalability for large images.

For better security, we consider a modular approach by dividing the image into N-by-N parts and
computing the watermark embedding respectively for each part. It offers faster encrypted watermarking by
outsourcing the watermark embedding to multiple authorities (M). The buyer can apply a hash function to
map N? parts to M authorities, where N and M are multipliers of 2. This schema offers better secrecy against
collusive authorities. Even though all authorities are colluding, it is hard for them to find the correct

combination of the MV* mapping.

Approximation-based homomorphic encryption for secure and efficient ... (Didi Rosiyadi)
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Figure 7. Watermarking quality under various attacks (a) PSNR value of the watermarked image, (b) SSIM
value of the extracted watermark, and (c) normalized correlation of the extracted watermark

4,

CONCLUSION

This study proved the efficiency of CKKS-encrypted watermarking for blockchain-driven
watermarking services. Besides ensuring the secrecy and traceability of the watermarking process, it can
preserve watermarking quality similar to plain (non-encrypted) watermarking. In addition, the CKKS-
encrypted watermarking has superior quality and efficient resource utilization compared to existing
homomorphic encrypted watermarking, particularly the BFV-encrypted one. Under attack conditions, CKKS-
encrypted watermarking has similar robustness to the standard (non-encrypted) DCT-SVD watermarking.
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