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This paper presents a research context on the virtualization of phasor
measurement units (PMUs) and real-time power grids simulation with state
estimation. In this research, real-time simulation is introduced to use
powerful features for validating state estimation solutions with PMUs.
Virtual and online measurement equipment are reviewed in this manuscript
to develop an innovative integration of the OpenPMU incorporated with a
real-time simulation power grid and additional virtualized PMUs. The
implementation of the platform has useful features within the infrastructure
that allows the user to reproduce a detailed modeled power grid with
simulation software. The use of real-time simulation tools brings several
possibilities for improving testing and prototype assessment with higher
precision in different applications. In this case, 2 tests power systems are
evaluated by realistic integration of IEC61850-9-2 data utilization to observe
the performance of a customized state estimation approach. The study
implements a versatile methodology for commissioning OpenPMU devices,
interacting simultaneously with additional virtual PMUs within the same
simulation through sampled values (SV) to validate the measurement frames
and assess the estimation with the generated data. Finally, the proposed work
identifies the potential of virtualizing PMUs and the features of the
OpenPMU applied to state estimation in conjunction with real-time
simulation data
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1. INTRODUCTION

Different efforts have been made over the last decade towards the technological evolution of phasor
measurement units (PMUSs) as well as improving the data management of such equipment in modern power
grids. Such equipment initially dedicated for monitoring the state of an electrical net- work is crucial for the
timely detection of abnormal operating situations in the power system. This allows decision making for
protection and control systems in case of failure and to prevent risks in the system’s operation. Network
monitoring can be done with state estimation models that use information supplied by measurement
equipment located only in some. nodes of the system [1]. Among the measurement equipment, a PMU can
collect data between 30 and 60 samples per second in 60 Hz systems. The PMU can even record twice the
nominal frequency (120 Hz), unlike other measurement equipment with sampling rates between 4 to
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6 samples per second [1], [2]. This allows to monitor dynamics of the system that cannot be observed with
measurement devices presenting slower reporting times. Therefore, making use of PMU devices in the nodes
of the network allows showing dynamics of the system that are not possible to analyze through the use of
another measurement device.

The information collected by phasor measurement units (PMUs) to estimate the status of the
network contributes to having a better approximation of the current and voltage values in the nodes without
measurement devices. This paper presents a scalable simulation platform to assess state estimation solutions
with real-time testing, hardware in the loop integration of measurement equipment (OpenPMU), and the use
of virtual PMUs with IEC61850-9-2. There are some research tools available such as GridTeractions, a
laboratory that allows testing smart and advanced algorithms for modern power grids [3] where many
applications are synchronized with an emulated communication network through transmission control
protocol/internet protocol (TCP/IP) communication.

This study is going to take part in GridTeractions since it is capable of detailed modeling, to emulate
the behavior of real systems [4], [5] GridTeractions allows communication through a human-machine
interface developed on a Raspberry Pi 2 (lowercase i) to acquire information from the other available
terminals through a local network. The proposed work will implement a platform integrated to
GridTeractions developed in a Python script and managed with the Typhoon HIL Control Center program. It
allows to run simulations in time series and obtain results in phase domain, to facilitate the user to
continuously evaluate the electrical variables. The power grid can be also modeled using PowerFactory and
then exporting the data via IEC61850-9-2 protocol within the same local network of the laboratory. The
following section presents a brief context of virtualization research on monitoring equipment, particularly
focused on the PMU. Section 3 explains the general details of synchrophasor measurement and data
communication. Next, in section 4, state estimation on modern power grids is discussed with different
approaches. Section 5 presents the design of the proposed hybrid platform and then validation results are
detailed in section 6.

2. VIRTUALIZATION OF PMUS AND STATE ESTIMATION APPLICATIONS

Virtualizing power systems and monitoring equipment al- lows the acceleration of prototyping
advanced solutions. The IEEE 1344 standard aimed to define how the data transmission of PMU devices
should be framed with a serial protocol in a packet switch world that could open the discussion with legacy
issues. Nowadays the technological boundary that existed back in 1980 is no longer applicable [1], [2].

This is a great opportunity to improve the development of measurement equipment, the
connectivity, and data management of multiple PMUs prototypes with better hardware and software design.
However, certain challenges are focused on the application to improve monitoring, control, dynamic state
estimation, protective schemes, cybersecurity and complex solutions for our modern power systems [3]. It
has been also proposed the integration of these devices not only at the transmission level for example for
voltage stability with online PMU measurements [6], [7] but also distribution systems [8], [9] and microgrids
[10]. The PMU is critically important for the operation of modern power systems due to the main desired
variable when them (the phase angle with high sampling rate), whereas other instruments cannot. Firstly, the
importance of GPS synchronization for estimators is crucial, unlike grids that have local information
monitoring system or data that come from a specific location. Power systems with several nodes located in
different places lead to a higher degree of complexity due to communication problems and latency. Such
context links the challenge of ensuring accurate timestamps to measurement samples. Thus, it avoids the
inclusion of significant biases in the estimation or practically unusable data in a dynamic estimation
philosophy [11]. Monitoring synchronizations aims to reduce significant errors imposed by the complexity,
geographical spread, and separation of the meters in an electrical power system. On the other hand, the
importance of developing a dynamic state estimator that allows obtaining system information with a very
high relationship with its real data [11]-{13].

Some developments implement a Kalman filter that allows observations and predictions to be
processed simultaneously, thus obtaining improved data redundancy. After applying the filter, the error
covariance matrices of the predictions would be obtained and the states are updated using expressions
derived from the estimator’s total influence function. This filter allows the estimates to be made more robust
by monitoring the system variables, such as the speed and angle of the rotor, as explained in [14]. In [12]
and [15], a comparison of a state estimation with and without filters in different scenarios is presented.
Figure 1 presents a summary of the main features revised in the literature, and some of them will take part on
the proposed solution. The selection was done by comparing the characteristics of the research contributions
in modern applications of PMUs or measurement equipment virtualization. Important studies have been
found when trying to optimize the design of such complex monitoring systems using GPS synchronized
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measurements [16]. The foregoing suggests steps and conditions that can be taken into account when
developing the state estimator that is expected to be implemented in this study, follows the gap of virtual test
beds that include IEC 61850-9-2 on the communication models too use sampled values (SV) in the
estimation process itself. In [12] the integration of the Kalman filter is mentioned as an initial version of the
state estimation algorithm, this in order to allow the linking of dynamic scenarios [17]. The first iteration
obtains initial values of the system that are evaluated according to the reliability criteria granted by the noise
filters or confidence intervals. The result is re-entered into the system as an input parameter and a second
iteration begins [18]. For the proposed algorithm to be implemented, the states are the minimum set of
variables that can determine the state of a system. A dynamic model with accurate states can accurately
reveal the responses of the system, this allows to improve the stability of the system and the reliability of the
data obtained in the monitoring.

GPS Synchronization

No linear Kalman filter for SE

SE based dynamic solution

DSE and PMUs integration
Monte Carlo for DSE

Protection applications with DSE

Theorical DSE development

Test bed DSE implementation

Figure 1. Main features of virtualizing PMUs and state estimation applications found in the literature

3. STATE ESTIMATION OF MODERN POWER GRIDS AND PMUs

The aim of this work is to design and implement a versatile platform where the user is allowed to
reproduce the performance of any power system modeled in PowerFactory. Then, some limited electrical
measurements are taken into a real-time platform to extract voltage and/or current signals using virtual
PMUs [19] and a physical OpenPMU [20] where SV are used as inputs of any state estimator that the user
want to assess [18]. The compatibility, accurateness and real-time performance take part of the work as a
digital twin. Therefore, a validation of the state estimator is possible, and the user is able to locate the virtual
PMUs or the physical OpenPMU [21] with the better convenience (multiple scenarios can be evaluated
trough the proposed platform).

During most of the development of traditional state estimators, the idea of accurate simultaneous
collection of system- wide measurements was something difficult to achieved [22]. A big assumption that
held all traditional state estimation techniques together was that the static state of the power system changed
very slowly, and operators could afford significant exploration times. Although some current estimators have
scan times close to a few seconds, this could take longer for several protection and control applications.
PMUs allow the synchronized collection of phasor measurements and, with this technology becoming so
prevalent in utilities over the last decades, it is inevitable that it will be used for state estimation applications.
This study take advantage not only of PMUs but also the use of open-source tools and non-expensive phasor
measurement units to validate in a comprehensive real-time platform the performance of a user-defined state
estimator. PMU measurements can be strategically included using a slightly different formulation than
traditional nonlinear weighted least squares or they can be considered after a preliminary state of the system
has already been determined [23].

3.1. Phasor state estimation background

To understand the fundamental difference between the measurements used in a traditional state
estimator and the measurements used in a linear state estimator, it is best to start with the simple two-port ©
model equivalent for a transmission line. The state of this simple system will be the magnitude of the voltage
and the angle at each terminal of the transmission line. Assuming that a PMU is installed at each end of the
transmission line, the set of measurements for this system will consist of the voltage phasors of both
terminals of the line and the line currents. All values will be considered rectangular because, at the most basic
level, this is what the PMU [24] will return.

IEC 61850-9-2 based module for state estimation in co-simulated power grids (David Celeita)
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The state estimation with phasor measurements is initially developed with the calculation of the
cartesian equivalent of the measurement, which is presented in (1).

A20 = (Acos ©) + j(Asin ©) 1)

The set of measurements without errors is considered to be the vertical concatenation of the voltage phasors
at each terminal of the transmission line and the line current flows from each end of the transmission line,
therefore:

Z = 2
l I, J )

The state of the system can clearly be related identically to the voltage measurements on this
complex vector. However, the linear relationship between the state of the system and the line flows requires
some effort. First, several quantities must be defined. The series admittance and shunt susceptance of the
transmission line are as (3).

. -1
Yij = (ryj + jxij)
Yio = G; + jb;

The relationship between the state of the system and the line current flows for the case of a simple
transmission line is defined as (4).

Iij] _ [Yij + Yo Vi ] [Vl] 4)
I =Yir  Yij + Yol lVr

Then, the state matrix is completed in such a way that the voltages in each of the nodes that have meters are
considered and, finally the following state equation would be generated.

[J lyl1+3’10 ylf [I];;] (5)

=Yif Yij +Yio

3.2. Gaussian noise modelling of instruments

The current and voltage transformers (CTs and PTs) are sensitive to random vibrations of
conducting electrons caused by the conditions of the environment and materials. The collective sum of these
vibrating elements is one off the reasons of noise in the stored data. This generated noise creates interference
in the information obtained leading to degradation of the signals in the communication channels. Such
situation could interfere with state observations in systems. By generating controlled amounts of noise and
sending them together with the signals, it is possible to study the behavior of the system in the presence of
each type injected of noise signal. The density function of a normal distribution complies with a symmetric
bell-shaped behavior, which can take values between {—oo, «0}, where the central range of the variable will
be obtained more frequently than the extreme values. Due to the equivalence between the behavior of the
normal distribution and the Gaussian noise that is implemented for the tests, 95.5% of the distribution will be
in the u + 20 and 95.7% of the distribution will be in the interval p + 30. So, the density function for the
variable that exhibits this behavior is (6),

@ =5 ©
where Z is defined by (7).
7 = X=# (7)

Let X be a variable that is distributed as a normal with mean u and variance o2.
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4. DESIGN OF THE EMULATION FRAMEWORK

The implementation of the linear state estimator integrates a pre-designed power system modeled in
PowerFactory that will simulate in a non-interactive mode through a Python script. With this tool, it is
possible to do the corresponding tests to verify that the state estimator complies with the necessary
parameters to be integrated in the platform. The power system modeled in PowerFactory are 6-bus and 9-bus
standard cases. The main elements of the proposed platform are listed as follows:

— One computer (working station 1 in Figure 2) with the power system simulation software. The user can
load any power system previously modelled with PowerFactory.

— A local network where the virtual PMUs and the OpenPMU will be connected. In this case the proposed
platform is connected to an existing network of a dedicated laboratory for multipurpose simulation in
real-time (GridTeractions [4], [5])-

— A script to co-simulate PowerFactory (the case study selected by the user) while running the real-time
hardware.

— Real-time simulator (Typhoon) to integrate a limited set of measurements trough the virtual PMUs and
the OpenPMU (using sampled values with IEC 61850-9-2).

— A script to model the state estimator: the code recognizes the number of meters of any modeled system,
since this value may vary depending on the availability assigned to each node. The status of the nodes
where the PMUs are located will be entered into the code as input parameters. Then, it generates a vector
with the estimated states for all nodes in the system. The error of the estimation should be computed in
several scenarios.

— A typhoon master project that organizes the supervisory control and data acquisition (SCADA) of the
platform and the real-time hardware simulation (working station 2).

The SCADA window is divided into three sections. The first section shows the status of measured
buses. The user can select which buses are going to be monitored by the OpenPMU and virtual PMUs.
Different scenarios are going to be established to assess the performance of the proposed platform for two
power systems.

Once the user has defined the measured points, the signals are plotted in real-time for voltage, and
current at each pre-selected node where a meter was assigned. In addition, next to each signal, a checkbox
widget is ready to be selected so that the state estimator takes into account the measurements of that node to
make the calculations and generates the results. In Figure 2 those components are illustrated in the third
module at the left (working station 2). In the second section the Graph Phasor widget is configured for each
of the nodes, where it is possible to see the estimated state and error depending on the state estimation
algorithm previously designed by the user.

The SCADA also illustrates the single line diagram of the power system and each bus show the
estimated state (p.u). Therefore, the proposed platform also works as a digital twin of a control center where
the users can reproduce different scenarios in the first working station, and then a second user will see how
the state estimator performs in real-time. The scenarios for each case study are summarized in Table 1.

Table 1. Definition of reliability indices for HVDC grids—extraction zones test scenarios:
measurement points for each case study

Case Scenario 1 Scenario 2 Scenario 3 Scenario 4
Virtual PMU: Bus 2 .
6-bus system Virtual PMU: Bus 4 OpenPMU: Bus 2 OpenPMU: Bus 5 V(;nléZLiA'\{IJL,JBEgSSZ
OpenPMU: Bus 5 P '
Virtual PMU: Bus 4 Virtual PMU: Bus 2 Virtual PMU: Bus 3 Virtual PMU: Bus 1
9-bus system Virtual PMU: Bus 6 Virtual PMU: Bus 4 Virtual PMU: Bus 4 Virtual PMU: Bus 4
OpenPMU: Bus 8 OpenPMU: Bus 6 OpenPMU: Bus 8 OpenPMU: Bus8

4.1. The link of virtual PMUs and the OpenPMU through IEC61850

A python script is used to link the power system simulation model, and the real-time state estimator
in Typhoon using IEC 61850-9-2. A macro widget is available so the user can select the state estimator
algorithm on the interface (execution rate of the state estimator: 250 ms). This to update the signals if there is
a change in the network due to a failure. As it was initially proposed on the design of the platform, the data
exchange between PMUs and the estimator algorithm should be through a communication that complies with
IEC 61850-9-2. Typhoon has available a module to export those measurements packages as SV. This allows
the user to establish a Publisher/Subscriber type communication with other hardware or virtual equipment
through the Ethernet ports of the real-time equipment. The feature was included to add realism and consistent
behavior in the testing stage.

IEC 61850-9-2 based module for state estimation in co-simulated power grids (David Celeita)
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The SV assigns a machine as Publisher and then it sends messages periodically (in this case the
virtual PMUs and the OpenPMU). The messages are sent with a description, which allows the subscriber
machines selecting and filtering messages where the description matches. Finally, the state estimator receives
only messages pre-selected by each machine and analyzes only the information that is addressed to it, voltage
and current of the measured buses. In the schematic editor (Typhoon HIL 402) it is possible to find
communication modules that allow to implement communication with SV and then the user can capture them
using Wireshark.

Gridteractions: Local network for real-time simulation
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Figure 2. Main features of virtualizing PMUs and state estimation applications found in the literature

4.2. Integrated state estimation method in real-time
This state estimation algorithm was developed in the Python following with eight steps:

Step 1: Define a function that builds the Yus matrix and the Shunt admittance matrix from the system
information.

Step 2: Define the number of system nodes and location of measurements with PMUs (physical or virtual).

Step 3: Build the Incidence Matrix A. This matrix satisfies the condition that each row represents a line of the
system and each column a node. The rows must be filled with the value of -1 at the output node of the
line and 1 at the arriving node.
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Step 4: Build the arc Matrix Il. This matrix meets the condition that each row represents a meter in the
system and each column a node. The rows must be filled with 1 at the node where a PMU is located.

Step 5: Compute Matrix M, which corresponds to the dot product between Yps and Matrix A and adding at
each position the corresponding Shunt value of the line:

M =Yy, A (8)
M(i,j) = M(i,j) + yshunt(i:j) (9)

Step 6: Build Matrix B, by the concatenation of Il and M:
ol
B=|, (10)

Step 7: Build the voltage and current measurements vector Z according to the SVs of the PMUs (2).
Step 8: Finally, the solution will be given by (11).

{((BTW-B)"'BTW~1}.Z (11)

5. RESULTS: THE IMPACT OF DATA NOISE AND DELAYS ON STATE ESTIMATION
5.1. State estimator comparison: 6-bus system

To check the functionality of the platform and versatility to implement different state estimators,
three different methods were first implemented in Python. The aim is to compare the performance of each
one using the 6-bus system previously modeled in PowerFactory. Table 2 presents the results for each of at
each node. After comparing between the 3 state estimation methods and the measurements of each node in
the system, the user can consistently assess the error performance and accurateness of the estimation method.
One of the main capabilities of the proposed platform is reached, where the user could integrate any state
estimator algorithm designed in Python. In this case, the weighted least squares (WLS) and least absolute
value (LAV) [25], [26] state estimation methods have both a higher error rate compared to the Linear state
estimation. As mentioned in previous chapters, the linear state estimator works with voltage and current
phasor measurements, which is why it is compatible with the requirements that were established to integrate
it with GridTeractions, virtual PMUs and the OpenPMU.

Table 2. Test of 6-bus system: comparison of different state estimator’s algorithm using the proposed platform
Bus  Real measurements  WLS state estimator LAV state estimator [25]  Linear State estimator

1 1.0500 0° 1.082 0° 1.0500 0° 1.0565 -0.1183°
2 1.0500 -3.6710° 1.0676 -3.9367° 0.9140 -4.1310° 1.0516 -3.6767°
3 1.0700 -4.2730° 1.0709 -4.3176° 1.0405 -4.2540 ° 1.0723 -4.2929°
4 0.9890 -4.1290° 1.0427 -2.9247° 1.0020 -3.8770° 0.9906 -4.1360°
5 0.9850 -5.2760° 1.0103 -5.4631° 0.9980 -5.3410° 0.9864 -5.2234°
6 1.0040 -5.9470° 1.0084 -5.9563° 1.0110 -6.9130° 1.0064 -6.1290°

5.2. Linear state estimation performance: 6-bus and 9-bus system scenarios

A suitable feature to add scalability to the platform aims that the user can reproduce the performance
of any other power system previously modeled in PowerFactory. Therefore, in this section, two case study
(6-bus and 9-bus standard systems) are evaluated under 4 different scenarios each, refer to Table 1. The user
is able to select and check the location of the measurement equipment, virtual PMUs and real hardware
(OpenPMU). The user selects the measurement points and the state estimator method, which in this case is
the Linear state estimation due to the results in the previous section. Once the user has the testing
configuration, results of a digital twin are easily obtained with the proposed platform, with particular focus
on the state estimation error.

In Figure 3 the error behavior of each tested scenario in both case study (6-bus and 9-bus system) is
plotted. Note that in the 6-bus system the user can select one measurement point (scenarios 2 and 3) where
the linear state estimator is capable to reach a consistent solution for each of the non-measured buses. It is
important to mention that there is no modeling of noise in the measurement equipment, so the error could be
result of communication between the power system simulator and the real-time simulation hardware. Yet,
this value is not critical for the estimation since the less accurate estimation is scenario 3 for 6-bus system
(note a peak in bus 4 colored in yellow in the plot at the left). It is visible that most of the scenarios and the
error values for most of the buses are in the blue range between 0-0.05%.

IEC 61850-9-2 based module for state estimation in co-simulated power grids (David Celeita)
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On the other hand, the results of real-time state estimation for 9-bus system showed a slightly higher
error. All the scenarios required at least 3 measured points, where almost all of them performed similar
estimation errors (%). It is visible in the right plot of Figure 3 that between bus 3 and 6 the error shares the
range 1-2%. The worst performance was located at bus 9 for scenario 4 where the error reaches its maximum
close to 2.9%.

The summary of the error behavior on both power systems when using the linear state estimation
method with the real-time simulator and linking SV of the virtual PMUs and the OpenPMU is shown in
Figure 4. It is important to note that adding a new case study requires to configure the parameters of
impedance, reactance and susceptance in each transmission line. The linear state estimator uses these
measurements in its algorithm to give the output values required by the user. The Python code was
implemented so that it is possible to change systems without getting deep into these modifications by the user
if the power system is simply modeled in PowerFactory.

6-bus system: Scenario 1 Scenario 2 Scenario 3 Scenario 4 9-bus system: S ol S o 2 o3 Scenario 4
BUS 2 BUS 4 BUS 2 BUS3 BUS1
Measured BUS 4 BUS 2 Measured BUS & BUS 4 BUS 4 BUS 4
nodes BUS 5 BUS 2 BUS 5 BUSS nodes BUS 8 BUS 6 BUS 8 BUS 8
Est. Error 6-Bus system Est. Error 9-Bus system

Scenario 4

Scenario 4

Scenario 3
Scenario 3

N\

Scenario 2
Scenario 2

Scenario 1
Bus 1 Bus 2 Bus 3 Bus4  Bus5 Bus 6 Bus 7 Bus8 Bus9

Scenario 1
Bus1 Bus 2 Bus 3 Bus 4 Bus 5 Bus6

Error % range B0-05 m05-1 m1-1.5 W15-2 W01 =12 m2-3 ]

Figure 3. Linear state estimation performance: 6-bus and 9-bus system for different limited measurement

scenarios
SUMMARY OF ERROR % 6 -BUS SYSTEM SUMMARY OF ERROR % 9 -BUS SYSTEM
m Max. Error0.244 mAVG0.226333333 m Max.Error2.819 mAVG2.127333333
o~

2 ]
= )
o~

3 ©

o S

o~

1.674

I 0.230833333
I 0.362
I 0.797
I 0.848333333

0.807333333

0.739
1.108333333

0.661

I 0.328333333
0.992222222

0.554

SCENARIO1 SCENARIO2 SCENARIO3 SCENARIO4 SCENARIO 1 SCENARIO2 SCENARIO3  SCENARIO 4

Figure 4. Max and AVG error summary: linear state estimation performance using virtual PMUs and
OpenPMU with real-time hardware
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5.3. Bad data detection

In order to reproduce this feature, the input signals of the system are taken to corrupt them in a
controlled manner to observe the state estimator performance under different scenarios. In this case the
measurements have a tolerance that depends on each piece of equipment. This will give a range in which the
signals will vary. The behavior that this noise injection would have in the signals would be similar to that

shown in Figure 5 where the values can change between -0.1 and 0.1 respectively.

Pure voltaje signal Gaussian noise added
1.00 2y .

Amplitude (p.u.)

Time (s/100) Time (s/100)

Figure 5. Voltage signal (pu) reproduced with and without noise from a PMU SV acquisition example

The detection of erroneous measurements in the estimator is carried out through a confidence
interval, which describes the variability between the voltage and current signals obtained in the estimation
and the real measurements. The confidence interval corresponds to a range of values, whose distribution is
normal and indicates that the values calculated by the algorithm will meet the desired probability. This high
probability has been set to 95% and indicates that the true value of the node state is within the given range
with 95% certainty. The way in which each of the measurements is evaluated corresponds to taking the value
of the measurement that was entered into the system as an input parameter. From this stage, then a
subtraction of the value delivered by the estimator for the same node. When using Cartesian measurements,
the magnitude of the result of such difference will be considered, where this value will be divided by the
covariance corresponding to the device that supplied the measured signal. The confidence interval is the

range obtained by multiplying the variable 7 with the standard deviation of each measurement and then
adding to the true value. This deviation is calculated as (12).

o2, .. 0
(BTWB)™t = oo

. (12)
0 .. o4

The transposed matrix B is taken and multiplied with the covariance matrix. This result is multiplied
with the matrix B and the inverse is applied. The components of the diagonal correspond to the squared

standard deviations of each of the measurements 6,005 = /0%eas- The confidence interval is given by the

true value minus t times the standard deviation and the true value plus t times the standard deviation, which
means [u— T * o; L + T * o).

Then the residuals are compared, where the calculated Z is subtracted from the measured Z. That is,

the measurements are compared with the values resulting from the estimation by subtracting between.
z-Z
<a

[

(13)

Since the algorithm works with Cartesian values, the result magnitude must be calculated to divided by the
PMU metering deviation corresponding, which must be less than the @ (95% confidence is equal to 1.96 for
the case study).

5.4. Performance and response of the SE interface with an OpenPMU and virtual PMUs including noise

A first evaluation allows the user to load the SE and assess the performance with the increment of
the system loads (4 scenario: 5%, 10%, 15% and 20% for 2 seconds). Then the loads return to the original

IEC 61850-9-2 based module for state estimation in co-simulated power grids (David Celeita)
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value. A DC offset (0.1 pu) is intentionally included in the input signal of Bus 4 in the IEEE 9-bus system.
The results obtained show a change in the state estimates. The values begin to present a certain difference
with the real values and this change is attributed to the fact that the offset present in the input values of the
system causes the algorithm to try to compensate the calculations and biases are presented in the results of
the other estimates depicted in Figure 6(a). The next scenario to analyze that allows visualizing the error
detection behavior in the algorithm consists of adding Gaussian noise to the input parameters of the
simulator, which will take values between -0.1 and 0.1 as shown in Figure 6(b). Finally, the last scenario is
developed, which was considered important to dynamically evaluate the methodology state estimators. This
consists of implementing a DC offset in the input parameter that sends the information from Bus 4.
Additionally, Gaussian noise is injected into the values sent by the nodes with meters to the algorithm shown
in Figure 6(c).
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Figure 6. Plots of case study 1-response of the SE with confidence interval plotted for Bus 4, Bus 6 and Bus 8
for different scenarios-5% load increase: (a) insertion of DC offset in the measurements (b) insertion of
Gaussian noise in the measurements and (c) DC offset insertion and Gaussian noise in the measurements

The two main requirements are crucial for a user to run the hybrid platform: the consistency and
stability of pre-modeled systems that can be integrated and the link with GridTeractions. Also, among the
characteristics of the estimator is that the systems must be implemented in PowerFactory. Since its
implementation is done through the Typhoon HIL 402 device, the system conditions must be also compatible
with the characteristics of the device. In general, most of the monitoring equipment, relays, PMU based
devices and virtual monitoring/protection devices are compatible with this platform because it integrates and
centralizes the standardized protocol IEC 61850-9-2 to analyze data in real-time.

The IEC 61850-9-2 compatibility of the platform was integrated to take advantage and build new
approaches consistent with the ongoing digitalization of substations. For digital substations, IEC 61850 gives
a series of requirements that must be met when purchasing equipment to keep the substation in force over
time. Among the requirements found in the standard, the communication protocols are taken into account to
develop this hybrid platform for state estimation, since it is seeking to emulate the behavior of the
information, particularly the SV which is used in all the stages of the estimator. The communication of the
monitoring equipment takes advantage of the local network and the Ethernet ports of the Typhoon HIL 402
where the OpenPMU or any other device that handles the communication type subscriber-publisher, allows
reproducing the data interaction between several measured nodes.
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6. CONCLUSION

This paper presented the design, implementation and validation of a hardware/software platform
capable of reproducing the real-time performance to assess state estimation methods in modern power
systems. The main features reached on the design allows the user to load a pre-modeled system in
PowerFactory. Given the advantages of GridTeractions Laboratory, the user can extract data of certain nodes
of the system to connect virtual PMUs and real monitoring equipment such as the OpenPMU, among others.
The real-time simulation hardware was the core to centralize the Sampled Values of each measured point and
run every 250 ms the customized state estimation algorithm for different monitoring scenarios. This hybrid
platform offers a versatile work environment so the user can focus more on the analysis of data rather single
simulation limitations. Advance applied solutions with PMUs and fast prototyping of algorithms are expected
due to the capability of validation under a digital twin philosophy. The proposed test scheme was developed
to allow the integration of new components and scale the solutions involved with protection, monitoring and
control of modern power systems using IEC 61850-9-2.
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