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1. INTRODUCTION

The growing electrical loads on interconnected grid systems make the system more extensive day by
day. Therefore, operational deregulation causes dramatic changes in the current electrical systems. As a result,
the power system (PS) becomes vulnerable and less reliable. On the other hand, providing a quality power
supply has become a critical issue due to the growth of electrical loads. Considering all these aspects, in order
to make the system stable, especially frequency should be kept constant to its pre-assigned value. Therefore,
the whole system may collapse due to maximum frequency deviation (FD) [1].

Furthermore, high-frequency changes may cause generators to lose synchronization, resulting in
terrible consequences. In the interconnected PS, the cyber threat to the power plant is considered a
consequential disruption that can severely unstable the system. Advanced control measures, including the
communication interface, should be taken to mitigate this disturbance. A suitable steady-state condition is
required to ensure a smooth power supply.

The technological innovation of the cutting age empowers more adaptable and competent access to
PS structure [2], [3]. In addition, the adverse effect of information communication technology (ICT) and digital
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computer techniques (DCTS) on reliability and security is a vital issue for the management and operation of
PSs. The lack of proper ICT management can increase the threat of cyber-attacks on PSs. Some sections of the
power plants including advanced control loops, different sensors, and communication networks are available
under ICT management. Therefore, various confidential information is transmitted through ICT, which is one
of the cyber-vulnerable mechanisms of PS. At the power station, the information might be hacked when data
is being sent from the detecting department to the control department. On the other hand, whenever confidential
information is accessed, hacker may gain control over the automatic controller of a power plant. In this regard,
any changing in the controller actions creates malicious data accessing to the controller as well as disrupting
the system's stability. In addition, the reliability and security of ICT and DCTs are the vital issues for the
operation of modern PSs that increasing the risk of cyber-attacks (CAs). It is noted that PS reliability is an
essential aspect for measuring cyber-security threats. Therefore, such impact of threats must be assessed upon
the cost of the whole PS [4].

In recent years, several cyber-attacks have been responsible for destabilizing the PS discussed in
[3]-[6]. Particularly, the effect of data integrity attacks on a PS has been introduced in [3]. In [4], the impact
of cyber security attacks on PS is evaluated. In contrast, the cyber security and vulnerability of the PS are also
analyzed in [5], [6]. In addition, the graph technique is proposed in [7] to analyze the impact of CA on the
association in between the electrical and cyber grid. Furthermore, the cyber-vulnerable components of PS and
the effects of CA have been properly studied to ensure system stability mentioned in [5]-[7]. It is known that
PS failure occurs due to the maximum FD. Thus, an accurate and active controller, i.e., the optimal controller,
is required to maintain the desired specific frequency [8]-[10].

The recent attack on the Ukraine power grid has focused on the requirement of proper control
measures to be secured power station control units [11]. The authors here analyze the Ukraine CA and propose
a mitigation method. Therefore, it is required to explore the weakness of PS as well as supervisory control and
data acquisition (SCADA) to avoid CAs and assess the effects of such attacks. Furthermore, the influence of
CA on wind farms and PS networks is also studied in [12]. Deng et al. proposed a model in [13] that explores
the formation of false data injection to retrieve its effect on the electricity market and to make a protection
scheme against attack. A detailed discussion is available in [14] about the top twenty CAs on industrial control
systems. Recently, DOS virus has been found in [2], [15], [16] to be malware that targets SCADA systems
resulting in slower communication protocols as well as making the unavailability of information. On the other
hand, the SCADA system has received a response from Stuxnet virus as another malware attack that is also
alarming for its complexity mentioned in [15], [17].

Some works have been done in the literature to protect CA on PS (e.g., [18]-[24]). Particularly, load
frequency control (LFC) and automatic generation control (AGC) units are introduced in [18]-[20] that are
bound to retain stable frequency with load variation during CA. In order to overcome the effect of faulty data
injection on AGC, an alternative detection technique has been proposed in [20]. Alternatively, multiple control
units, that is to say, AGC-proportional-integral-derivative (PID), automatic voltage regulator (AVR), and
controlled switching unit (CSU) have been introduced in [21] to ensure mitigating the voltage and frequency
individually during CA, where the nominal frequency is tried to be fixed with demanding a period. After that,
Mossad et al. proposed a method in [22] that introduces an adaptive LFC-PID controller formulated by artificial
neural network (ANN) for mitigating frequency disturbances of PS during CA. Furthermore, a three-input
switch for LFC of an isolated PS has been proposed in [23] to reduce FD during CA but failed to achieve PS
stability because of demanding a considerable time. Islam et al. [24] have tried to solve the frequency
disturbances problem during CA using ANN in the AGC-PID model but failed to significantly improve because
of demanding larger time. Recently, Li et al. [25] proposed an LFC-based method for GAN networks to
mitigate the frequency disturbances during CA, but no significant performance analysis has been reported.
Finally, it can be concluded that, although the existing controllers (e.g., LFC, AGC, AGC-PID, 3-input switch,
CSU, and ANN) tried to solve the frequency disturbances during CAs, they failed to achieve significant
improvement in such cases. Therefore, an optimal and robust controller is needed to keep the desired frequency
in PS.

In order to overcome the limitations mentioned above of the present solutions, a new linear quadratic
regulator (LQR) model for reducing frequency disruptions in PS during CA (LQRMFD) has been proposed.
The idea incorporated in this model was originally introduced in our earlier work [26]. The highlighting issue
of this model is to mitigate the frequency disturbances in PS during CA with a reduced cost function. The
proposed model utilizes an LQR controller in a new PS network during CA to mitigate the frequency
disruptions. To facilitate such a technique, a new steady-state equation has been derived from achieving an
effective and stable system model in linear quadratic regulator to mitigate frequency disturbances (LQRMFD).
The reason for the novelty and distinctness of the proposed LQRMFD versus previous models (e.g. [8], [9])
lies in the following two aspects.
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First, LQRMFD emphasizes not only providing the reduction of settling time (ST) but also mitigating
FD of PS during CAs. LQRMFD uses an LQR controller in a particular PS network to improve the PS stability.
As we know, LQR can remarkably improve the static and dynamic response of a closed-loop PS [8], [9]. Since
the conventional controllers (e.g., LFC [23], integral controller, or AGC [23], AGC-PID [21], CSU [21], ANN
[24]) produce a very slow dynamic response. One optimal controller (e.g., LQR) that is much more effective
than conventional controllers has been invented. According to our knowledge, very few works have been done
using LQR controllers for the stability of PS during CA (e.g., [27]), where they incorporate LQR control
algorithms for controlling the system using PSO. This control is a full-state feedback control, where the
objective function is minimized to be used in all system states.

Second, the proposed model uses a new PS network to efficiently mitigate the frequency disruption
in PS during CA. It is noted that most findings in this arena were done based on similar PSs of the same ratings
(e.g., [21], [23], [24]). In such cases, the potentiality of finding better problem solutions is low as the chance
of diversity of PS platforms is low. On the other hand, diversity in selecting different PSs always provides an
exploration of searching for better solutions. Most of the existing PSs are incorporated from [9] having similar
parameter ratings, whereas our model uses a different PS with different ratings. Thus, reaching diversity as
well as eliminating the redundancy of PS research can be attained in such considerations. Therefore, to achieve
an effective and stable system model in LQRMFD, a new steady-state equation has been derived by solving a
new numerical problem [9].

The rest of this paper is organized as follows. Section 2 describes about our proposed model LQRMFD
in detail. Section 3 presents the results of our experimental studies with detailed comparisons and analysis in
between the results of LQRMFD, self-implemented models and existing models. Finally, section 4 discusses
the concluding remarks and future strategies.

2. THE PROPOSED MODEL LQRMFD

In this context, the proposed model, LQRMFD for mitigating frequency disturbances in PS during
CA isdiscussed in detail. The focusing issue of this model is to provide the reduction of ST as well as mitigation
of FD of PS during CAs at a time. LQRMFD incorporates an LQR controller in an uncommon PS network
during CA. A new state-space equation has been derived for achieving an effective and stable system model in
LQRMFD. The steps of LQRMFD can be described by the block diagram shown in Figure 1, which are
described in more details as follows.

New ical Design Generate the Value _ LOEMFDis Obtain the
—— ﬂm mbll:rv state space o Xwd/wi mralled mnd nm R
sohu model select the optimal with sudden

value of K load change

Figure 1. Block diagram of the proposed model LQRMFD

Step 1: In order to facilitate our LQRMFD perfectly, an uncommon and stable PS model has been considered
here. Thus, achieving diversity as well as eliminating the redundancy of PS research can be obtained in
such consideration as the common practice exists in the literature of similar PS models in most cases.
Initially, an uncommon numerical problem has been considered from [9] for a single area PS in our
proposed LQRMFD model. In this regard, we have solved this numerical problem according to [9].

Step 2: Justify the stability of the incorporated PS by solving this numerical problem mentioned in [9].
Precisely, a set of characteristic equations is derived from that PS model, where the Routh-Hurwitz
array is applied to find the stability of the system. Determine the stable limit of R for getting stable
operation of the LFC PS model. In this regard, the Routh-Hurwitz array can be used by considering the
parameters mentioned in Table 1 that are summarized from [9], [26].

Step 3: Derive the steady-state equation for the LQR model in regular form from the linear model of LFC
according to the steady-state variable model. After the formulation of the steady-state equations into
matrix form, the values of A, B, C, and D are determined. Here, the state space equations are given in
(3) to (5).

Step 4: Generate the values of K and J according to the control law and quadratic performance index
procedures. Precisely, determine the optimal feedback gain K with the proper set value among the three
values for a suitable transient response of the system. After that, find the value of a quadratic
performance index J from basic LQR formulations.
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Step 5: Implement our LQRMFD in MATLAB-Simulink simulator in association with the previous two steps.
Prior to running LQRMFD, all parameters are required to be set by their proper values as shown in
Table 1, with suddenly changing the load of 0.20 pu, which is actually the phenomenon of CA. However,
after running the LQRMFD method, a FD curve is obtained for LQR power system model.

Step 6: Obtain the optimal simulation results of our LQRMFD model. According to the dynamic response
parameters (i.e., FD and ST), the results are obtained optimally, which is exhibited in the part of the
experimental results.

Table 1. Parameters of the proposed power system model, adapted from [9]

Symbols Parameters Values
Tr Turbine time constant 05s
T, Governor time constant 0.25s

H Generator inertia constant 8s

D Load coefficient (1% change in frequency) 1.16

R Speed regulation 0.04

f Nominal frequency 50 Hz
AP, Change in load 0.25pu
AP 1 Change in load (for LORMFD method) 0.2 pu

According to the above discussions, it is observed that the proposed LQRMFD model is very simple
and easy to understand. It means that the state space equation incorporated in LQRMFD can be designed from
LFC block diagram can be found [9], [26]. For more comprehensibility of the proposed LOQRMFD, the
following subsections are discussed to be followed.

2.1. LQR formulation

LQR controller is an optimal controller that is significant only for linear systems [8]. It is a design
approach for controlling systems that involves reducing the system variable performance index. Basically,
LQR uses a control method resulting in the reduction of the cost function to control the load frequency [9],
[27], [28]. In LQR, weight matrices Q and R are important parameters that observe frequency changes in a
single area to achieve optimal feedback improvement in the dynamic performances of LFC of a PS [8], [9].
However, the block diagram of LQR controller is presented in Figure 2.

r u % = Ax + Bu ¥
—_—
y=Cx+ Du

State-space

X

Figure 2. Block diagram of a typical LQR controller

2.2. State-space variable model

LQR gives the best performance with the given performance criteria. It is a design approach for
controlling a system that reduces the system variable performance index. As we know, LQR has a remarkable
ability to perform frequency controlling [8]-[10]. The state variables of the obtained control system are
expressed as x(t), the entrance vector of the system as u(t), the exit factor of the system as Cx(t), and considered
r(t) as zero. The state-space variable of the system is presented in (1), (2).

x(@) =)+ () o))
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Here, A, B, and C are the state matrix, input matrix, and output matrix, respectively, among which C is the
identity matrix and D is zeros. Thus, the output equation is, Y = [0 0 1]x. In this regard, the parameters of A,
B, and C are formulated by the LFC model [9].

2.3. Obtaining control law

In LQR controller, obtaining the control law is significant for the system's accuracy. In consequence,
the positive definite matrix, P, and the optimal feedback gain, K, can be obtained by applying an LQR
function in the MATLAB workspace [9]. Now, to get the input of the plant, u(t) from the control law is obtained
as (3).

u(t) = —Kx(t) = —R™'BTPx(t) 3)
Here, K is a 1xn vector of constant feedback gain from which the optimal value is selected on the basis
of a trial-and-error process to minimize the cost function of PS. K is the state feedback optimal control gain
vector.
2.4. Finding the value of quadratic performance index, J

In LQR controller, the widely used performance index in optimal control design called as quadratic
performance index, J, formulated by minimum error and minimum energy criteria. That's why, finding the

value of J is a significant issue for giving the best trade-off between performance and cost of control of the PS.
In our proposed method, we used the following equation to find the value of J, adapted from [9] as (4).

] = foa(xTQx + u” Ru)dt 4)

The state space equations of LQR controller are as similar as derived in the LFC system. Now, to find
the optimal feedback gain vector, minimize the performance index, J mentioned in [9] as (5).

J = [y (40x? + 20x3 + 10x2 + 0.2u?)dt (5)

Now, according to (5), we have (6).

—40 0 0
Q=| 0 20 0| and R= 020 (6)
0 0 10

3. RESULTS AND DISCUSSION

In this section, the performance of linear quadratic regulator to mitigate frequency disturbances
(LQRMFD) to mitigate frequency disturbances in the PS during a CA was investigated. The LQRMFD
performance was evaluated in terms of dynamic response parameters, such as, FD and ST. For more
clarification, this context can be divided into the following subsections.

3.1. Experimental setup

In order to ascertain the effectiveness of LQRMFD for the solution of frequency disturbances during
CA, extensive experiments were carried out. To reach such a goal, the MATLAB Simulink tool was considered
to design the PS network using the Simulink block. In designing such a network, three steps were considered
successively: i) making different connections between each block, ii) inserting required data to those blocks,
and iii) finding the optimal value of feedback gain, K, based on trial-and-error method.

3.2. Experimental results

In the simulation results, stability performances of the proposed LQRMFD during CA were analyzed
in terms of FD and ST. However, the results of our LQRMFD on the particular PS during CA are shown in
Figure 3 and Table 2, respectively. It is observed that FDs were found as -0.0004 and -0.0227 in pu and Hz,
respectively. On the other hand, ST for frequency stability because of CA was 0.55 sec. Thus, it can be said
that the proposed model has a strong capability to make a system stable during CA.
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Figure 3. Frequency deviation (FD) response during cyber-attack in LORMFD

Table 2. Results of frequency deviation (FD) response during cyber-attack in LQRMFD

Parameters LQRMFD
FD, AQ, pu -0.0004

FD, AQ, Hz -0.0227
ST (ts) sec 0.55

3.3. Comparisons

It has been said before that diversity in selecting different PSs always provides an exploration of better
solutions. That's why, in this proposed LQRMFD, a new PS model has been incorporated by solving a new
numerical problem from [9], [26]. To make a perfect comparison among the performances of our model and other
existing models (e.g., LFC, AGC, and AGC-PID), it was necessary first to implement those models accordingly.

3.3.1. Comparisons with self-implemented models

In this context, the obtained results of LQRMFD were compared with the results of individual PS
models with three different controllers (e.g., LFC, AGC, and AGC-PID) that were self-implemented. In this
regard, the integrated PS model is similar to the incorporated one in LQRMFD. However, the experimental
results obtained from the self-implemented models of LFC, AGC, and AGC-PID during CAs are exhibited in
Figures 4 to 6 and Table 3, respectively. It should be noted that the block diagram and required values of the
parameters of those models can be found in [9], [26].

It is observed from Table 3 that FD of the LQRMFD model is -0.0004 in pu as well as -0.0227 in Hz,
which are far better than the other three models in terms of reduced quantity. On the other hand, ST for the
frequency stability in the case of LQRMFD is 0.55 in second, which is a more reduced quantity compared to

the other models. Thus, it can be said that our model LQRMFD has a remarkable capability to mitigate the
frequency disruptions of PS during cyber-attack.
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Figure 6. FD response for AGC-PID

Table 3. Comparisons among the results of self-implemented models of LQRMFD, LFC, AGC and AGC-
PID using new power system as well as existing models of LFC [21], AGC [21], AGC-PID [21], CSU [21],
and AGC-PID-ANN [24]. Here, "- -" refers to not available
LQRMF LFC AGC AGC-  AGC-PID CSU  AGC-PID-
D

LFC P ACC [21] PID 21] 211  ANN [24]

FD AQ, pu -0.0004  -0.0122 -0.0115 -0.0094  -0.0072 - 0.0006 -0.0019 0.954 --
FD,AQ,Hz -0.0227 -0.6115 -0.5753 -0.4695 -0.3607 -0.0318 - 0.0968 47.57 --
ST, ts, sec 0.55 6.70 6.90 11.00 10.95 4.70 5.85 5.08 0.76

Parameters

3.3.2. Comparisons with existing models

In this context, the obtained results of LQRMFD were compared with the results of existing PS models
with different controllers, such as, LFC [21], AGC [21], AGC-PID [21], CSU [21], and AGC-PID-ANN [24]
mentioned in Table 3. It was observed that performance of CSU [21] was better than that of LFC-3 input switch
[23]. On the other hand, it was also claimed that AGC-PID-ANN [24] had an improvement in results over the
model of the LFC-3 input switch [23]. However, in this context, we used two parameters for comparisons, such
as, FD and ST. The afore-mentioned five models represented a wide range of CA mitigation techniques, among
which the three models, i.e., LFC, AGC, and CSU used the existing common PS platforms without
incorporating any additional techniques. On the other hand, AGC-PID [21] used PID controller with AGC
technique. Furthermore, ANN was integrated to be determined the optimal values of PID parameters in AGC
technique in AGC-PID-ANN [24]. It should be noted that all of the afore-mentioned models adapted the
common PS platforms for mitigating the frequency disturbances during CAs.

The obtained results of the existing LFC [21], AGC [21], CSU [21], AGC-PID [21], and AGC-PID-
ANN [24] models are also shown in Table 3. It is observed that most of the results of those models were not
presented clearly in their experimental studies except AGC-PID-ANN. They only presented ST in their
experimental contexts. Therefore, it was necessary to implement those models following all the terms and
conditions to summarize the experimental results in Table 3.

We can see in Table 3 that LQRMFD produced the best solutions in terms of the smallest FD during
CA compared to others, that is to say, -0.0004 in pu as well as -0.0227 in Hz, which are far better than the other
five models. On the other hand, LQRMFD achieved the lowest ST of 0.55 seconds to mitigate the frequency
disturbances, whereas AGC-PID-ANN achieved the second-lowest ST of 0.76 seconds. The rest of the models
obtained a slower response to mitigate the frequency disturbances as their obtained STs are relatively higher.
Therefore, it can be said that the performance of the LQRMFD model is better than other models in terms of
dynamic response parameters, such as, FD and ST.

3.4. Analysis

In case of the proposed model, it is important to know how effective its performance that is compared
to the existing models. In this regard, a perfect analysis is required for obtaining the performance improvement
of LQRMFD according to (7),

Abs(EP)—Abs(LQRMFD Per formance) x
Abs(EP)

% performanceimprovement = 100 @)

Here, Abs(EP) refers to the absolute value of existing performances. On the other hand, Abs (LQRMFD
performance) signifies the absolute value of the performance of our LQRMFD.
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By (7), we calculated the performance improvement in percentages of LQRMFD with self-
implemented models as well as existing models of LFC [21], AGC [21], AGC-PID [21], CSU [21], and AGC-
PID-ANN [24]. Here, L-LFC, L-AGC, L-AGC-PID refer to LQRMFD with LFC, LQRMFD with AGC, and
LQRMFD with AGC-PID, respectively. On the other hand, L-LFC, L-AGC, L-AGC-PID, L-CSU, L-AGC-
PID-ANN refer to LQRMFD with LFC [21], LQRMFD with AGC [21], LQRMFD with AGC-PID [21],
LQRMFD with CSU [21], LQRMFD with AGC-PID-ANN [24], respectively that are reported in Table 4. In
a close look of this table, it is found that our LOQRMFD achieved the highest improvement of 96.72% from the
LFC-based model in FD in pu, whereas 96.26% improvement was achieved in FD in Hz for the same model.
Furthermore, 95% improvement was achieved by LQRMFD from the AGC-based model in ST in mitigating
the frequency disturbances. At a glance, in all cases, our LQRMFD achieved a significant improvement
compared to the self-implemented other models in terms of dynamic response parameters, such as FD and ST.

In the case of existing models, analytical results exhibited in Table 4 show that our LQRMFD achieved
the best improvements of 99.01% and 99.95% in FD in pu and Hz, respectively, for the CSU based model. On
the other hand, 94.97% improvement was achieved in ST by LQRMFD from the AGC-based model. However,
in all cases, our LQRMFD achieved a significant improvement compared to the existing models in terms of
dynamic response parameters, such as, FD and ST.

Table 4. Calculation of performance improvement in percentage for LQRMFD with self-implemented

models as well as existing models respectively. Here, "- -" refers to not available
Calculation in Percentage

Parameters | | rc | _AGC L-AGCPID L-LFC L-AGC L-AGC-PID L-CSU L- AGC-PID-ANN
FDAQ,pu 9672  95.74 33.33 9652  94.44 78.95 99.01 .
FD,AQ, Hz 9628  95.16 29.96 96.05  93.70 76.55 99.95 --

ST, t,sec 9179  95.00 88.29 9202  94.97 90.60 89.17 27.63

4. CONCLUSION

It is known that an optimal and robust controller is needed to keep the desired frequency in the PS
during a CA. In this sense, the existing controllers tried to solve the frequency disturbances during CAs but
failed to improve significantly. To overcome the above limitation, LQRMFD incorporates an LQR controller
in a PS network during a CA to mitigate the FDs. In arrangement to facilitate such incorporation perfectly, a
new PS model has been considered in this paper. Consequently, eliminating the redundancy for PS research as
well as diversity can be achieved in such considerations as a common practice exists in the literature of similar
PS models in most cases. Thus, to achieve an effective and stable system model in LQRMFD, a new steady-
state equation has been derived by solving a new numerical problem. Furthermore, the above combinations
ultimately mitigate not only the settlement time but also the FD of the PS during CAs.

In order to obtain the obtained results of our LQRMFD on the particular PS during a CA. Thus, to
evaluate the proposed LQRMFD, a series of experiments were carried out in the MATLAB simulator, including
the self-implemented system models in terms of FDs and ST. Furthermore, the obtained results of LQRMFD
were compared with the results of individual system models with self-implemented models using newly
integrated PSs. On the other hand, the results of LQRMFD were also compared with other existing models. In
this regard, calculation of performance improvement in percentage for LQRMFD with self-implemented
models. Hence, calculation of performance improvement in percentage for LQRMFD with existing models
Thus, it can be concluded after observing above-mentioned all the analysis and comparisons that LQRMFD
proposed model is better than other controllers in terms of ST and FD in the PS during a CA. In addition, a
rigorous analysis of these models was carried out in order to determine the percentage performance
improvement of LQRMFD. However, according to detailed comparisons and performance improvement
analysis, LQRMFD has a remarkable ability to reduce the FD and ST of the PS during a CA. On the other
hand, this controller yielded a much faster response compared to any other controllers in the literature. As a
future work, it might be regarded to integrate a stable and reliable control system against illegal approach to
cyber security following the self-healing effective process in the proposed LQRMFD. Furthermore, developing
a scheme for finding the limitation of the false data injection effect is also left for future tasks.
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