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With the growth of the internet of things (10T) smart objects, managing these
objects becomes a very important challenge, to know the total number of
interconnected objects on a heterogeneous network, and if they are
functioning correctly; the use of 10T objects can have advantages in terms of
comfort, efficiency, and cost. In this context, the identification of 10T objects
is the first step to help owners manage them and ensure the security of their
10T environments such as smart homes, smart buildings, or smart cities. In
this paper, to meet the need for 10T object identification, we have deployed an
intelligent environment to collect all network traffic traces based on a diverse
list of 10T in real-time conditions. In the exploratory phase of this traffic, we
have developed learning models capable of identifying and classifying
connected 10T objects in our environment. We have applied the six supervised
machine learning algorithms: support vector machine, decision tree (DT),
random forest (RF), k-nearest neighbors, naive Bayes, and stochastic gradient
descent classifier. Finally, the experimental results indicate that the DT and
RF models proved to be the most effective and demonstrate an accuracy of
97.72% on the analysis of network traffic data and more particularly
information contained in network protocols. Most l0T objects are identified
and classified with an accuracy of 99.21%.
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1. INTRODUCTION

Nowadays, the telecommunications market is experiencing a significant boom in the use of smart
connected objects. This object is a hardware component equipped with a sensor that allows data to be generated,
exchanged, and consumed with minimal human intervention [1]. They have an increasingly important presence
in our daily life, whether in our ways of consuming or in our ways of producing. In particular, these smart
objects make it possible to create a mass of available data, thanks to the collection and processing of the traffic
sent and received by each connected object on an 10T network, to make our environment smarter, in particular,
smart homes, smart buildings, smart traffic, and smart cities [2].

In our previous work [3], we presented the 10T system model of a smart building, to allow users to
control, identify and access smart devices, thanks to the shared and exchanged data by different network
protocols. It, therefore, becomes necessary to be able to secure these various objects. The identification of the
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intelligent objects which evolves in a network constitutes is an essential component of the network management
tools because it provides important information allowing, in particular, to ensure the legitimacy of the traffic
exchanged.

Unfortunately, this modeling has demonstrated limitations related to the detection of physical objects
connected in a heterogeneous network. The main limitation is that all objects cannot be detected through a
single gateway due to a variety of 10T protocols. Recently, some researchers have presented techniques for
identifying 10T objects that rely on learning methods to characterize the attributes of various objects.
Sivanathan et al. [4] developed an algorithm for classifying 10T devices based on machine learning, which is
based on various network traffic characteristics to identify and classify the behavior of 10T objects on a
network. Ammar et al. [5] used supervised learning techniques based on flow attributes of traffic sent and
received by connected objects as well as textual data. Meidan et al. [6] are the first to demonstrate the feasibility
of identifying 10T objects based on network traces using machine learning. In the first step, a system that
analyzes TCP sessions is presented to differentiate network traffic generated by non-10T and 10T objects, and
in the second step, their identification is proceed. Snehi and Bhandari [7] proposed a new framework for loT
traffic classification based on Stack-Ensemble, by exploiting the behavioral attributes of real-time high-volume
0T device traffic. Bezawada et al. [8] proposed a complementary identification system that leads to the
behavioral identification of 10T objects based on their activity within the network. In addition, Miettinen et al.
[9] presented a system for automatically identifying 10T objects and enforcing security that executes an
appropriate action plan to restrict or authorize their communications within a network. Sneh and Bhandari [10]
provided the taxonomy of the techno functional application domains of the 10T classification, by inferences on
the attributes of loT traffic and the exploitation of an Australian dataset collected from 28 10T objects.

In this paper, we present an implementation of a model for classifying connected objects by an
identification system through network protocols and traffic flow statistics, using the packet analysis tools
executed in the gateway (to see all incoming and outgoing traffic from connected objects). The discipline of
traffic flow analysis provides a means of collecting and exporting data that infer attributes of packets.

This article is organized as follows. Section 2 describes the problem of the work citing relevant
previous work. Presenting the literature concerning machine learning algorithms with the state of the art in
section 3. loT traffic parameters in section 4, and in section 5 develop classification models to identify 10T
objects. The paper is concluded in section 6.

2. BACKGROUND

The growing number of devices connected to the internet capable of communicating with each other
continues to increase at a steady pace [2]. This trend tends to increase with the proliferation of actors, both
manufacturers and suppliers. The 10T based on traditional networks to which so-called “intelligent” objects are
connected, raises new issues around the detection of connected objects on heterogeneous networks involved in
intelligent environments, and also around the security [11] of these networks and the information passing
through them.

The identification of connected objects poses a great challenge given a large number of heterogeneous
protocols [12], the networks used and few consensual standards. Recent approaches to object identification
based on behavioral analysis of computing devices have emerged [13]. The basic idea is to scrutinize the traffic
crossing the network, using either active or passive measurement techniques, and to extract unique patterns
that are sufficiently discriminating in order to individually identify the objects present within our network.
There are a wide variety of methods for analyzing device traffic flow, that can be broadly classified into two
categories depending on the type of network surveillance considered: active surveillance or passive
surveillance.

The principle of active surveillance is to generate traffic in the network and observe any reactions to
the stimulus. As such, it creates additional traffic in the network. Conversely, in the case of passive surveillance,
it is an approach considered less intrusive, consisting in capturing the traffic crossing the network and studying
its properties at one or more points of the network. Usually, this approach requires software tools for traffic
capture or analysis like Wireshark [14], tcpdump, NetworkMiner, and WinDump.

Sivanathan et al. [15] have conducted tests to determine the feasibility of identifying the type of an
10T device by probing its open ports. Nmap [16] is used to scan the ports of 19 IoT devices from their
test bench, in order to build a knowledge base of 10T device port number combinations thus forming their
signature. Snehi and Bhandari [7] have proposed a new Stack-Ensemble framework for loT traffic
classification that characterizes traffic ingress based on statistical and functional attributes of 10T devices. This
proposed framework is capable of managing network traffic in real time. The authors have performed
a comparative analysis between the stack-Ensemble model and other classification models such as XGBoost
stacks, distributed random forest, gradient boosting machine, and general linear machine algorithms.
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Through this analysis, their framework demonstrated the highest values of accuracy compared to other
classification models.

Miettinen et al. [9] proposed a system called 10T sentinel which identifies types of 10T devices and
executes an appropriate course of action to restrict or allow their communications within a network. So that
any device, or attack vectors, are not used to compromise the entire network. The system relies on the random
forest classification model to identify the type of object. According to the authors, two devices are said to be
of the same type if they share the same model and the same software version. When a new device is introduced
into the network for the first time, when a new MAC address is discovered, and then the latter begins its
installation and configuration phase (first moments of communication with the gateway). In this case, the
system initiates a packet capture process using tcpdump with filtering by the MAC address of the new device.
Bezawada et al. [8] propose a complementary system called 10 TSense which performs behavioral identification
of loT devices based on their activity within the network by analyzing ethernet, IP, and transport headers. Each
device is assigned a behavioral profile, so as to detect possible deviations from the initial behavior of the device,
due to malicious activities for example. The abbreviations used in the literature are defined in Table 1.

Table 1. Abbreviations used in the literature

Abbreviation Description
ARP Address resolution protocol
DNS Domain name system
DRF Distributed random forest
DT Decision tree
EMSI Moroccan School of Engineering Sciences
GBM Gradient boost machine
GLM Generalized linear model
HTTP Hypertext transfer protocol
HTTPS Hypertext transfer protocol secure
ICMP Internet control message protocol
loT Internet of things
IP Internet protocol
KNN K-nearest neighbors
LPRI Multidisciplinary Research and Innovation Laboratory
MAC Media access control
MDNS Multicast domain name system
ML Machine learning
NB Naive Bayes
NTP Network time protocol
RF Random forest
SGDC Stochastic gradient descent classifier
SSDP Simple service discovery protocol
SSL Secure socket layer
SVM Support vector machine
TCP Transmission control protocol
TLS Transport layer security
UDP User datagram protocol

3. MACHINE LEARNING: STATE-OF-ART

Machine learning is part of one of the approaches to artificial intelligence [17], which consists of
creating algorithms capable of improving automatically with experience. It is increasingly integrated into
most of the technologies we use on a daily basis. The machine “learns” prior data and adapts its responses.
Utilizing machine learning involves using datasets of different sizes to identify correlations, similarities, and
differences [18].

Furthermore, ML makes extensive use of tools and concepts from statistics and is part of a larger
discipline called “data science”. There are three main types of ML, Supervised learning aims to establish rules
of behavior from a dataset containing examples of already labeled cases [19]. Unsupervised learning, unlike
supervised learning; unsupervised learning deals with the case where we only have the inputs, without first
having the outputs. The goal of unsupervised learning is to find hidden shapes in an unlabeled dataset [19].
Reinforcement learning is a type of ML in which a model has no training data at the start. The objective is for
an agent to evolve in an environment and learn from its own experience. For a reinforcement learning algorithm
to work, the environment in which it operates must be computable and have a function that evaluates the quality
of an agent [19].

The identification of 10T objects presented in this work is based on supervised learning. More
precisely, it is treated as a supervised classification problem. To this end, we focus on six classification
algorithms, their finer details on each model are given as follows.
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3.1. Support vector machine

SVM are algorithms that separate data based on classes or separators [20]. The SVM algorithm is
ideal for identifying simple classes which are separated by vectors called hyperplanes, and which distinguish
data based on training class labels. It is also possible to program the algorithm for nonlinear data, which cannot
be clearly separated by vectors. Principally, an SVM is all about finding the hyperplanes that best separate data
classes. The predicted classes in model SVM are made based on the side of the hyperplane where the data point
falls. SVM is a kind of supervised learning algorithm based on structural risk minimization [21]. As a popular
machine learning algorithm, SVM is widely used in many fields, such as finance and information retrieval, it
provides high accuracy on current and future data. The functional part of the solution to the SVM problem is
written as a linear combination of the kernel functions taken at the support points:

) =) ayik(ox)

i€EA

where A denotes the set of active constraints and the «i the solutions of the following quadratic program:

1
min EaTGa —eTa

a€eR?
avec yTa=0
0< a; <C

where G is the matrix n X n with general term G;; = y;y;k(x;, x;). The bias b to the value of the Lagrange
multiplier of the equality constraint at the optimum [22].

3.2. Decision tree

A DT is a supervised learning algorithm primarily used to graph data in branches to show possible
outcomes of various actions. Classification and prediction use response variables based on past decisions [23].
DT forms a flowchart like a tree, where each node represents the test on the attribute, and each branch denotes
the result of the test. The leaf node owns the class label. However, decision trees become difficult to read when
associated with large volumes of data and complex variables. A DT is a type of learning algorithm that can be
applied to many contexts: finance, pharmaceuticals, and agriculture.

In the case of classification, the classification and regression trees (CART) algorithm uses the Gini
diversity index to measure the classification error [24]. Practically, if we suppose that the class takes a value
inthe set 7, 2, ..., m, and if fi denotes the fraction of the elements of the set with label i in the set, we have:

m m m m m
=Y A= =D (hi=f)= D fi= ) f=1- fiv
i=1 i=1 i=1 i=1 i=1

L

3.3. Random forest

RF is a supervised learning technique that uses ensemble learning algorithms that combines an
aggregation technique, “Bagging”, and a particular decision tree induction technique. It creates a strong
classifier based on weak classifiers [25]. As the name suggests, RFs are formed by simply assembling multiple
decision trees, usually ranging from a few tens to thousands of trees. This bagging method forms patterns,
which are responsible for increased performance [21]. In addition, the random process in the construction of
the trees makes it possible to ensure a low correlation between them. RF is also known for its accuracy and
ability to process datasets composed of few observations and many features. It is used in crop classification
and prediction of crop yield corresponding to current climatic and biophysical changes [26].

Let A(.,6,), ...,ﬁ(.,eq) be a collection of tree predictors, with 64, ...,8, q random variables i.i.d.

independent of L,, [27]. The RF predictor hgy is obtained by aggregating this collection of random trees as
follows.

q
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3.4. K-nearest neighbor

KNN is a supervised learning method [28]. It is used for regression and classification. To make a
prediction, the KNN will be based on the datasets. The datasets are trained according to their class. The KNN
algorithm needs a distance calculation function between observations, it must be predicted to calculate the
distance with the nearest “K" points [21]. Using the formulas, there are several distance calculation methods
including, Minkowski distance, Manhattan distance, Euclidean distance, and Hamming distance. We choose
the distance method according to the types of data we are handling. The choice of the highest number of K to
make a prediction with the KNN algorithm, varies depending on the dataset. In agriculture, the KNN is very
effective for the classification of different cereals-cultivars of cereals [21]. There are different distance
calculations used in the comparison step of the KNN algorithm such as:
a. Euclidean distance, which has been used in several identification systems based on the KNN algorithm

[29]. The Euclidean distance dg(X,Y) between the two vectors X and Y is given by

i(xi - yi)?

b. Distance from city block, which is defined as follows.

dg(X,Y) =

m
dg(X,Y) = lei - il
=1

c. Cosine distance, which is also called angular distance and is derived from cosine similarity which measures
the angle between two vectors. This distance is defined as follows.

Xt XY 1
m 2 m 2
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d. Correlation distance, which is given by the following formula.

dcos(X' Y) =1-
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3.5. Naive Bayes classifier

NB classifier is a supervised machine learning algorithm [30], it is a classification method that is
mainly based on Bayes' theorem. The latter is particularly useful for text classification issues. Bayes' theorem
is based on conditional probability theory [31]. The NB algorithm defines rules that allow it to classify a set of
observations, thus defining its classification rules from a dataset in order to apply them to the classification of
predictive data. Its main function is that it makes a strong priori hypothesis of the independence of the
characteristics considered, thus ignoring the correlations that may exist between them. NB algorithms are
widely used in the creation of Anti-Spam filters, recommendation systems, and digital marketing. The
probabilistic model for a classifier is the conditional model [32].

p(chl: "'JF‘n,)

where C is a dependent class variable whose instances or classes are few, conditioned by serval characteristic
variables Fj, ..., E,. Using Bayes’ theorem, we write:

p(Op(Fy, ..., F|C)
p(Fy, ... E)

p(CIFy, ... ) =

3.6. Stochastic gradient descent classifier

Stochastic gradient descent classifier (SGDC) is a supervised predictive learning algorithm [33],
which will allow to minimize the objective function which is written as a sum of differentiable functions. The
process is then performed iteratively on randomly drawn datasets. Each objective function minimized in this
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way is an approximation of the global objective function. The SGDC is widely used for training many families
of models in machine learning, including support vector machines, logistic regression and graphical models
[34]. In the SGD algorithm, the true value of the gradient of Q(w) is approximated by the gradient of a single
component of the sum.

1 n
QW) == Qu(w)

In pseudo-code, the SGD method can be represented.

a. Choose an initial parameter vector w and a learning rate #.

b. Repeat until an approximate minimum is obtained: i) randomly shuffle the samples from the training set,
andii) fori =1,2,...,n, do:

W= w = QW) =w =1} VQ:(w)
i=1

4. INTERNET OF THINGS TRAFFIC PARAMETERS

Understanding the nature and characteristics of the traffic generated by 10T objects is a crucial
step for implementing effective network policy and resource management in an loT infrastructure.
However, studies focusing exclusively on characterizing loT traffic are still in their infancy. A challenge that
Sivanathan et al. [35] attempted to address by empirically analyzing network traffic under conditions
simulating a smart city and smart campus environment in order to uncover the characteristics and behavioral
patterns of 10T devices.

To do this, they collected network traffic from a heterogeneous range of 30 devices, both 28 loT
devices and 2 non-loT devices, over a continuous period spanning several months. 10T traffic includes both
traffic generated by devices autonomously and traffic generated as a result of user interactions with devices.
The raw data collected consists of the TCP packet data header and payload information.

The authors are primarily interested in the distribution of 4 traffic flow characteristics: duration,
ratio, throughput, and the duration of inactivity of traffic flows. It is explained that for each of the
characteristics there are disparities that exhibit a distinct pattern. Sivanathan et al. [35] explained that each
of the 10T devices uses less than 10 distinct ports to communicate and that some devices use non-standard
port numbers. Moreover, some of them from the same manufacturer share some port numbers. Similarly, in
terms of DNS queries, certain domain names are invoked by devices from the same manufacturer. The
authors have also pointed out that with respect to the NTP protocol, some devices exhibit an identifiable
pattern at the NTP request sending interval. Finally, they noticed that 17 of the 28 10T devices in the test
bed use TLS/SSL to communicate. Also, at the list of cipher suites [36] issued when establishing a TLS
connection.

In our object identification process based on machine learning techniques, we have conducted tests to
determine the feasibility of detecting smart objects by probing their network traffic. We have used Wireshark
[14] to scan our network traffic of 75 devices, in order to build a knowledge base of combinations of IP
addresses, MAC addresses, port numbers, and packet sizes. Firstly, we have analyzed the protocol sessions to
distinguish the network traffic generated by the 10T objects, and secondly, to proceed to their identification.
Our work describes an experimental environment in which network traffic data was collected from 75 objects
of 13 different types of devices. Over a period of several months, traffic capture was recorded as packets in
PCAP files. This collected data is then transformed into protocol sessions (ARP, SSDP, mDNS, DNS, NTP,
HTTP, HTTPS, TCP, and UDP), each session is identified by a unique triplet (source address, destination
address, type of protocol).

In this study, using supervised learning, classification models such as the RF model, DT, and KNN
model were used. to train a classifier that predicts the probability that a given session originates from an object
belonging to the set of known loT objects. Initially, the results show an average rate of 89% of sessions
correctly classified as being part of our list of objects. Then to improve these results, we have put an additional
step in the classification process using the balancing on the network traffic coming from each connected object
in our environment. The result shows an improvement of around 8%. In this regard, we have chosen the
classification models of supervised machine learning, to proceed with the identification of loT objects. Due to
the heterogeneity of the protocols and devices of the latter, the classification model which presents a rate of
97.72% is the decision tree.
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5. DISCUSSION

A smart building uses technology to share information between different systems [37], it is happening
in the building in order to optimize the performance of the latter. This information is then used to automate
various processes, from heating to ventilation, or air conditioning for security. When we talk about smart
buildings, the general public thinks first of all, of a building that intelligently monitors its energy consumption
and is able to control this consumption, because it relies above all on connectivity. It is made up of connected
objects and applications with which the user interacts in real time. But the concept is much broader than that.
A smart building also has advantages in the areas of living comfort, health and safety, among others [38].

The most fundamental characteristics of the smart building are its systems that are connected to each
other. This system consists of smart objects, such as fire alarms, lighting, motion detectors, cameras; they are
all connected. The use of smart objects is an integral part of a smart building, and they play a very important
role in collecting data for collection and analysis by automated systems that can identify and control throughout
the building. In the present work, the 10T environment is discussed through the prism of connected objects
evolving in a similar intelligent building has been set up within the framework of the LPRI as shown in
Figure 1 at EMSI, one involving 10T devices in Table 2, gas sensors, cameras, smart speakers, temperature
sensors, IP phones, smart TVs, smartphones are connected to the internet.
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Figure 1. Architecture of the 10T environment of the LPRI lab

Table 2. List of devices used in our lab

Devices Number of devices  Number of flows generated
Smart TV (Samsung) 4 36793
Printer (Tokyo Electric CO., LTD) 3 37154
Smart Speaker (JBL) 4 36473
WebCam (Hangzhou Hikvision) 9 37429
Hotspot WIFI (Ubiquiti Access Point) 6 37940
Gas Sensor 4 36396
Temperature Sensor 3 33150
Smart Phone 6 32454
Laptop 6 36328
Personal Computer 10 37944
IP Phone (Aastra) 10 34048
Modulator DVB-C 4 37333
Tablet (Samsung) 6 34412
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On the other hand, studies focusing exclusively on characterizing 10T traffic are still in their infancy.
To do our job, we collected network traffic from a diverse range of devices, over a continuous period of time
spanning multiple times. 10T traffic includes both traffic generated by devices autonomously and traffic
generated as a result of user interactions with devices.

Figure 2 represents the operating principle of our system for identifying loT objects in our
environment, starting from the capture of network traffic to the development of classification and prediction
models. Firstly, this system collects the network traffic from the start of the object to be identified. Then, a step
of extracting parameters characterizing the different classes is carried out from the traces of 10T traffic. The
next step is to classify all the extracted parameters to obtain the identity of the considered object using one or
more classifiers such as SVM, KNN, RF, and DT. This classification takes into account the models of the
different classes, previously trained in a phase called the learning phase.

Network Traffic Capture

l ]

Learning base Test Basis

Parameter Extraction

Classification / Prediction

Results

Figure 2. General view of the operation of an identification system

The raw data collected consists of the TCP packet data header and payload information. We are first
interested in the distribution of traffic flow characteristics such as throughput, duration, and idle time of traffic
flows. We will explain that for each of the characteristics where we find disparities that exhibit a distinct pattern.

Capturing network traffic is a relatively easy process that can be accomplished by placing a tool such
as Wireshark or t-shark on a host through which network traffic is routed. In our case, all network traffic
entering and leaving the local network was observed and collected manually using the Wireshark tool as in
Figure 3. During this observation phase, all traces were collected several times from a computer (Microsoft
Windows 10) connected to the same network. The distribution of packet volume per 10T object generally shows
variations in magnitude when there are no interactions with third parties. Figure 4 illustrates the distribution of
packets of 10T objects in our lab. In particular, we can notice the absence of network activity with regard to the
gas sensor and the temperature sensor. However, if one interacts with these latter sensors, then their network
activity is multiplied by a variable factor.

We have described the data collection process. Once we have all the traces, we need to convert them
into a format usable by the machine learning algorithms. To do this, a python script has been implemented to
allow the extraction of the characteristics from the network flow. A network stream can be defined as one or
more packets traveling between two computer addresses using a particular protocol (TCP, UDP, ICMP, ...).

Most IoT objects regularly exchange traffic with servers that are often identifiable by their domain
names corresponding to their manufacturers/suppliers. In addition, these exchanges can occur periodically,
such as the use of the NTP protocol for time-stamping services, or DNS requests at the initiative of IoT objects.
Most 10T objects exhibit a recognizable pattern in the use of certain TCP/IP protocols [35].

After the stage of feature extraction based on PCAP files and their transformation into a dataset, this
was processed using the Scikit-learn library to develop models capable of predicting/identifying the type of
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10T objects using the machine learning technique. There are multiple different classification algorithms suitable
for a problem like this. Many of them inherently support multiclass data (e.g., NB, decision trees, nearest-K),

and for others like the SVM which only supports two classes by definition, there are still several methods for
adapting SVMs to multiclass problems [39].
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Figure 4. Packet distribution of 10T objects in 1-minute intervals

Machine learning for Internet of things classification using network traffic parameters (Loubna Elhaloui)



3458 O3 ISSN: 2088-8708

Scikit-learn includes a wide range of supervised and unsupervised machine learning algorithms. In
this work, six different classification algorithms were used: RF, SVM, KNN, SGDC, DT, and NB as in
Figure 5. To do this, the algorithms were executed in a web application called Jupyter Notebook [40] chosen
for its intelligible interface. As mentioned above, the approach proposed in this paper is based on multiclass
supervised learning in the sense that we treat the identification of 10T objects as a supervised classification
problem. Our dataset contains a set of values where each value is associated with a feature and an observation.

Classification Models

100 +

Accuracy

20 1

Random Forest KM Naive Bayes SG0C Decision Tree SWM

Figure 5. Performance of classification models

Our dataset includes 467,854 observations. It was divided into two subsets (training and test set)
during the supervised learning phase. Once the models were trained on the training set, we checked their
performance on the test set using metrics from the Scikit-learn library.

Just like on our own dataset, we trained the algorithms on the first subset of data and then evaluated
their performance on the second. As a result, the DT and RF models proved to be the most efficient in view of
the metric results shown in Figure 4. In addition, their learning time is quite fast compared to others.

To evaluate the performance of the classification of 10T objects, Figures 6 and 7 show the resulting
confusion matrices of the two learning algorithms, respectively the decision tree model and the Random Forest
model, of this classification. Each given cell of the confusion matrix indicates the precision that receives a
positive output from the model in the corresponding row. From the raw outputs of Figures 6 and 7, it can be
seen that these two matrices have almost the same values, and all models of the objects correctly detect most
instances of their own class, with the exception of objects like hotspot Wi-Fi which have a true positive rate of
less than 94%. On the other hand, the other objects show more than 95% up to 100% of correct detection,
which is to say true positives, for example, the models of smart TV (Samsung), tablet, and laptop objects have
the greatest confidence. At the same time, one can also see the other models incorrectly detecting instances of
objects from other classes, i.e., false positives, as shown by the non-diagonal elements in the confusion matrices.

The hotspot Wi-Fi object is more impacted compared to other objects by experiencing a drop in its
true positive rate. Focusing on the models of the objects like gas sensor and temperature sensor, we found that
their clusters overlapped with each other and with other 10T objects by a certain number of clusters, and
therefore they resulted in false positives. We do not forget that these overlaps in the models of 10T objects are
expected, especially when we want to classify a large number of different objects. 10T traffic overlaps can be
due to various reasons such as actions triggered by events, or the use of common services, such as objects from
the same manufacturer.

The final discussion of model performance concerns the details of the critical performance metric
(accuracy). Table 3 shows the comparative analysis of the accuracy of loT objects for the following models
DT, RF, and KNN, the higher values of accuracy complement the overall accuracy of each model. Table 4
presents the comparison of the proposed work with state-of-art in the field of 10T classification.
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Table 3. Comparison of learning model performance metrics
Devices Decision Tree Random Forest K-Nearest Neighbors

Smart TV (Samsung) 1 1 0.988317757
Smart Speaker (JBL)  0.990300317  0.982652490 0.996662340
Temperature Sensor 0.970267592  0.982652490 0.996662340
Smart Phone 0.979044933  0.979044933 0.953516820
Laptop 1 1 1
IP Phone (Aastra) 0.995714007  0.994350282 1
Modulator DVB-C 0.996612587  0.996612587 1
Tablet (Samsung) 0.994969040  0.995743034 1

Table 4. Comparison of the state of the art in the field of 10T classification

References Objective Methods Testbed Configuration Performance
[4] Classifying 10T NB, RF Smart Lab Port Numbers: Accuracy: 92.13%
devices environment Domain Names: Accuracy: 79.48%
(28 devices) Cipher Suite: Accuracy: 36.15%
The final accuracy: 99.88%
[5] Classification of DT, SVM, NB, RF, 33 connected objects Traffic flow attributes: accuracy
Connected objects KNN 2%
Text attributes: accuracy 93%
The accuracy of the DT: 99%
The accuracy of the SVM: 88%
The accuracy of the NB: 98%
The accuracy of the KNN: 94%
The accuracy of the RF: 94%
[6] Classify loT devices GBM, eXtreme 9 10T devices The total accuracy of the
Gradient Boosting different models used: 99.281%
(XGB), RF
[7] loT/Non-loT Stack-Ensemble, Packet captures from The Stack-Ensemble model
Classification in real- DRF, XGB, GBM, [4] outperformed with an accuracy
time GLM of 99.94%
[8] Fingerprint KNN, DT, GBM 14 10T devices Not specified
Classification
[9] Fingerprint RF 27 devices Accuracy: 95%
Classification
[41] loT Classification DT Smart Home setup Accuracy: 97%
(5 10T devices)
Our loT Classification in DT, RF, NB, KNN 75 10T devices from The accuracy of the DT: 97.72%
proposed real-time Smart environment The accuracy of the RF: 97.65%
work (living Lab LPRI in The accuracy of the KNN: 95.15%

EMSI)

The accuracy of the NB: 85.09

The final accuracy: 99.21% (80% in
all 10T objects)

6. CONCLUSION AND PERSPECTIVES

The main objective of this work was to propose a method for identifying 10T objects by analyzing
network traffic data. These were collected and analyzed manually using the Wireshark tool to extract the
characteristics of the network flow, which allows us to build our base of exploitable characteristics by learning
algorithms. To this end, an infrastructure of connected objects simulating an intelligent environment has been
deployed to collect network traffic in real conditions of use.

During the exploratory phase of network traffic, we have developed learning models capable of
classifying and identifying connected 10T objects in our work environment. Regarding supervised learning, we
subjected our dataset to six different classification algorithms (SVM, KNN, DT, RF, NB, and SGDC). As a
result, the DT and RF models proved to be the most efficient in view of the metric results, they achieved
97.72% accuracy in identifying and classifying each loT object from the IoT dataset (most 10T objects are
identified and classified with an accuracy of 99.21%).

Although this approach makes it easier for us to identify and detect smart objects in our environment,
it lacks the security of these objects that are connected and interconnected to the internet with its high
cybersecurity risk in 10T networks. Currently, the smart environment has increasingly become a target for
emerging cyberattacks that will impact user privacy and potential security. In future work, we will study the
securing chapter of the 10T, which is a major and important challenge in our daily life, to define the main
security problems caused by 10T objects.
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