International Journal of Electrical and Computer Engineering (IJECE)
Vol. 12, No. 6, December 2022, pp. 6114~6122
ISSN: 2088-8708, DOI: 10.11591/ijece.v12i6.pp6114-6122 O 6114

Implementation of the advanced encryption standard algorithm
on an FPGA for image processing through the universal
asynchronous receiver-transmitter protocol

Talapala Lakshmi Prasanna?, Nalluri Siddaiah?, Boppana Murali Krishna?, Maheswara Rao Valluri?
!Department of Electronics and Communication Engineering, Koneru Lakshmaiah Education Foundation, Vaddeswaram, India
2School of Mathematical and Computing Sciences, Fiji National University, Suva, Fiji

Article Info

ABSTRACT

Article history:

Received Jul 5, 2021
Revised Jun 7, 2022
Accepted Jul 3, 2022

Keywords:

Advanced encryption standard
Field programmable gate array
Universal asynchronous
receiver transmitter

Wireless image transmission
Zigbee

Communication among end users can be based either on wired or wireless
technology. Cryptography plays a vital role in ensuring data exchange is
secure among end users. Data can be encrypted and decrypted using
symmetric or asymmetric key cryptographic techniques to provide
confidentiality. In wireless technology, images are exchanged through
low-cost wireless peripheral devices, such as radio frequency identification
device (RFID), nRF, and ZigBee, that can interface with field programmable
gate array (FPGA) among the end users. One of the issues is that data
exchange through wireless devices does not offer confidentiality, and
subsequently, data can be lost. In this paper, we propose a design and
implementation of AES-128 cipher algorithm on an FPGA board for image
processing through the universal asynchronous receiver transmitter (UART)
protocol. In this process, the advanced encryption standard (AES) algorithm
is used to encrypt and decrypt the image, while the transmitter and receiver
designs are implemented on two Xilinx BASYS-3 circuits connected with a
ZigBee RF module. The encrypted image uses less memory, such as LUTs
(141), and also consumes less chip power (0.0291 w), I/O (0.003), block
RAM (0.001 w), data, and logic to provide much higher efficiency than
wired communication technology. We also observe that images can be
exchanged through the UART protocol with different baud rates in run time.
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1. INTRODUCTION

In the 18" century, the first wireless transmitting and receiving technology was introduced. The
photo phone, a telephone that conducted audio conversations wirelessly over modulated light beams, was
invented, and patented by Alexander Graham Bell and Charles Sumner Tainter in 1880 [1], and it was the
world’s first wireless telephone conversation. The term “wireless” became the primary usage in the 20"
century [2], due to the advent of technology such as mobile broadband, Wi-Fi, and Bluetooth. Wireless
communication is the process of data transmission from one device to many without using any external
connections such as wires, cables, or any physical medium. Wireless communication devices such as mobile
phones, wireless telephones, global positioning system (GPS), ZigBee wireless technologies, satellite TV, 3G
and 4G networks, Bluetooth, and Wi-Fi technologies, are used to allow consumers to speak from remote
areas. By using such technologies, an image is transmitted through wireless protocols among various devices.
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To encode and decode the image to digital data, software tools such as MATLAB, Vivado, and
reconfigurable hardware (RH) in the form of field programmable gate array (FPGAS) are used for wireless
communication applications [3]-[6]. When we transmit images among devices, the images are read and
converted into data. When the data in plaintext is transmitted through wireless communication, such data can
be read by anybody over a public network. This may lead to several security issues for individuals and
organizations. Around 1790 [7], Thomas Jeffers invented a secure method to encode and decode messages. In
recent years [8], there has been a lot of research into developing new chaotic or hyperchaotic systems and
their potential applications in real-time encryption and decryption in communications. For real-time secure
multimedia data encryption systems ciphers such as DES [9], triple-DES [10], and IDEA [11] were used.
Consequently, these encryption schemes are not suitable for many applications due to their security issues in
real-time processing. One of the promising cipher algorithms is the advanced encryption standard (AES)
algorithm [12], [13], which can be used for encrypting and decrypting images. The plaintext size in the AES
is 128 bits, while the secret key size is one of 128, 192 or 256 bits [14], [15]. The FPGA [16] uses a state
machine design to configure universal asynchronous receiver transmitter (UART). FPGAs have been widely
used to generate numerically chaotic dynamics or cryptographic keys [17]. Furthermore, they allow for a
considerable amount of chaotic system integration with the most recent digital communication technologies,
such as the ZigBee protocol [18]. Wireless modules like ZigBee modules make it simple to link with the
FPGA. In 2006 [19], ZigBee specifications were announced, and they replaced the message and key—value
pair structure used in the 2004 stack with a cluster library [20]. In January 2017 [21], the ZigBee alliance
renamed the library to dotdot and announced it as a new protocol. The dotdot has functioned as the default
application layer for almost all ZigBee devices. Many real-time transmission tests were seen between two
distanced Xilinx FPGA platforms [22], [23].

The rationale of this paper is to make a wireless image transmission between two FPGA’s (that is,
Basys 3) with two ZigBee modules interface. One will be configured as a coordinator; the another as a router.
The wireless image data will be communicated between them and will be displayed on the monitor through
video graphics array (VGA). In this paper, we use the AES-128 cipher algorithm for encrypting and
decrypting image data along with a key generator. The bit files of both transmitter and receiver are directly
configured on Basys 3 (FPGA) along with configured ZigBee. This paper is organized: in section 2, the AES
algorithm is implemented on an FPGA for image processing through the UART protocol. In section 3, the
results of the AES algorithm implementation and the utilization of memory on board are presented.
In section 4, hardware implementation results are shown. In section 5, different baud and power parameters
are compared. Finally, concluding remarks are provided in section 6.

2. IMPLEMENTATION PROCESS OF THE AES

In this section, the AES algorithm is implemented on an FPGA for exchanging images securely in
wireless communication technologies. The implementation of the AES algorithm will support one of the
three different key lengths, like 128 bits, 192 bits and 256 bits. This can improve the interoperability of
algorithm implementations. The encryption operation consists of four different operations, like substituting
bytes, shifting rows, mixing columns, and adding a round key.

2.1. Flowchart of the implementation process for images

The Figure 1 is flowchart of the implementation process of the AES algorithm for images. In this
flow, the UART control plays a major role in transmitting data either in series or in parallel. The UART
protocol is used for baud generation and is interfaced with VGA to display the color images. In order to
display the image, we need to provide an external memory back-up such as an SD card. The stored data from
an SD card can be read by the ZigBee protocol. Then, we need to interface ZigBee and FPGA for wireless
image transmission. The transmitted image can be converted into a text file using MATLAB.

2.1.1. UART control

The primary feature of the UART [24] is to send and receive serial data for transmission shown in
Figure 2. It sends data in terms of bits, one by one, in a frame with start and stop bits, from the least
significant bit to the most significant bit. This will help the communication channel manages precise timing
between transmitter and receiver. Figure 2 [25] shows a driver circuit external to the UART manages
electrical signaling speeds and displays the serial data. The VGA cable is interfaced with the UART to
monitor the transmission of data.

2.1.2. VGA
The VGA cable is used to transmit video signals in digital data transmission. This is a connector
between a machine and a monitor, or a computer and a television. The VGA color display screens have a
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resolution of 640x480 pixels, a refresh rate of 60 Hz, and can display up to 16 colors at once. The IBM PS/2
and its VGA graphics system debuted the 15-pin connector in 1987, and it has since become common on
PCs, as well as many other computers, projectors, and high-definition television sets. Other connectors, such
as mini-VGA or Bayonet Neill Concelman (BNC), have been used to carry VGA-compatible signals, but the
term “VGA connector” generally applies to this design [26].

UART-Control

v
VGA-Interface

IP-Core

UART<>VGA=<>IP-Core

v
SD-Interface

ZIGBEE
v

ZIGBEE interface with FPGA for wireless data communication
v
ZIGBEE<>UART<>FPGA

v
‘Wireless Image Transfer System (WITS) using FPGA

A\

Converting image to coefficient, Text file

Figure 1. Flowchart of the implementation process for images
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Figure 2. UART Pinout

2.1.3. IP core

An intellectual property core (IP core) is a block of data that is used in making FPGA or application-
specific integrated circuit (ASIC) as a product. Ideally, the IP core should be entirely portable and easily
inserted into any vendor technology or design methodology. IP cores include the UART, central processing
units (CPUs), Ethernet controllers, and percutaneous coronary intervention (PCI) interfaces. Hard cores, firm
cores, and soft cores are the three types of IP cores. The IP design is manifested physically in hard cores.
These cores are best for plug-and-play applications, but they are less portable and adaptable than the other
two categories. Firm (sometimes known as semi-hard) cores hold placement data like hard cores, but they can
be customized for different applications. Soft cores are the most adaptable of the three, coming in the form of
a netlist (a list of the logic gates and associated interconnections that make up an integrated circuit) or
hardware description language (HDL) code.
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2.1.4. SD-Card

A secure digital (SD) card is a small flash memory card used in automobile navigation systems,
cellular phones, e-books, PDAs, smart phones, digital cameras, music players, digital video camcorders, and
personal computers [27]. The SD card has a high data transfer rate and low power consumption, both of
which are important features for portable devices. The SD card uses flash memory to provide non-volatile
storage, which eliminates the need for a power source to keep data. Two different communication protocols
are supported by the microSD memory card: SD and SPI Bus mode. Either of the modes can be selected by
the host system. In both modes, the data on the microSD card can be read and written. These SD cards are
directly inserted onto the FPGA board to read and write the stored data.

2.1.5. FPGA

FPGAs are digital integrated circuits that enable programming of customized digital logic as per
user requirements [28]. FPGAs are solid-state semiconductor devices connected to configurable logic blocks
(CLBs) through programmable interconnects. FPGAs are programmed for different applications after
manufacturing. FPGAs can effectively implement a wide range of commutative and sequential logic
functions. FPGAS are used in diverse applications like video gaming, automotive computing, aerospace
applications, signal processing, and medical devices.

2.1.6. Basys 3 board

The Basys 3 board is a complete, ready-to-use digital circuit development platform based on
Xilinx’s new Artix-7TM FPGA [29]. With its large capacity FPGA (Xilinx product number XC7A35T-
1CPG236C), low overall cost, and collection of USB, VGA, and other connectors, the Basys 3 can host
designs ranging from simple combinational circuits to complicated sequential circuits. The Basys 3 can host
designs such as embedded processors and controllers that range from introductory combinational circuits to
complex sequential circuits. The Basys 3 kit includes enough switches, LEDs, and other I/O devices to
facilitate the completion of a large number of designs without the need for any additional hardware, and
enough uncommitted FPGA 1/O pins to enable the use of digital pin modes or other custom boards and
circuits to extend designs.

2.1.7. ZigBee

ZigBee is a low-power, low-data-rate wireless networking protocol based on IEEE 802.15.4 that is
mainly used for two-way communication between sensors and control systems [30]. It is a short-range
networking protocol similar to Bluetooth and Wi-Fi, with a range of 10 to 100 meters. The difference is that
Bluetooth and Wi-Fi are high standard data rate communications that facilitate the transfer of complex
structures such as media, and software. Simple data, such as that from sensors, can be transferred using
ZigBee technology. The operational frequencies are 868 MHz, 902 to 928 MHz, and 2.4 GHz, and it can
handle a modest data rate of roughly 250 kbps. The ZigBee technology shown in Figure 3 is typically utilized
in applications that require low power, cheap cost, low data rate, and long battery life. Due to their low cost
and compact size, mostly suitable for wireless applications, the ZigBee modules have to be configured as
coordinator (Tx) and router (TX) by using XCTU software.

For ZigBee coordinator: i) CH: C, ii) ID: 1001, iii) CE: coordinator, iv) baud rate: 9600 bps, and
v) API: enable [1]. For ZigBee router: i) CH: C, ii) ID: 1001, iii) CE: router, iv) baud rate: 9600 bps, and
v) API: enable [1]. The Figure 3 represents that the coordinator ZigBee and router ZigBee are
communicating through wireless medium. The UART port will be responding by blinking continuously while
the data is either being transmitted or received.

Figure 3. Configured ZigBee’s
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2.1.8. Serial communication using UART

Serial communication, on the other hand, uses a single wire or line to transfer data bit by bit [31].
For two-way communication between the transmitter and receiver, using serial data transmission. Fewer
circuitry and wires are used in serial communication to reduce the implementation cost. As a result, serial
communication requires more complex circuitry than parallel communication in real-time.

Figure 4 shows serial data transfers, on the other hand, have only one concern [31] speed. Since data
transmission occurs over a single line, the serial communication transfer speed is lower than that of parallel
communication [32]. The encryption and decryption algorithms were developed using a pipelined approach,
and the AES-128 cipher algorithm was implemented on the Xilinx ZCU102 FPGA board and is used for 5G
communications [33]. The encryption and decryption algorithms are widely developed and implemented on
FPGA boards, which are frequently used in communication and parallel computing areas [34]-[36].

D7 | D6 | D5 | D4 | D3 | D2 | D1 | Do
Source 0 01 1 1 0 0 1 | Destination
(Transmitter) > (Receiver)
MSB LSB
SERIAL
COMMUNICATION

Figure 4. Serial communication

3. EXPERIMENTAL RESULTS

In this section, implementation results of AES algorithms and the utilization of memory on board
are presented. The below are implementation results of the AES-128 algorithm. The encryption and
decryption processes were done simultaneously on the images. For quick references, data and keys are
represented in the terms of hexadecimals. Figure 5 shows the appropriate results for AES algorithm

implementation by using message bits and following key bits for cipher.
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Figure 5. Implementation results of the AES

4. HARDWARE RESULTS
The Figure 6 ZigBee board is programmed by using Xilinx Vivado software to display the color

bars on the monitor through an interfacing VGA cable. The Figure 7 illustrates the serially configured
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ZigBee modules for communicating with each other through a wireless platform. In the XCTU tool window,
the blue color frame indicates the transmitted message, and the red color frame indicates the received
message. In order to maintain security and confidentiality in image processing applications, in our work
images are encrypted and decrypted using the AES algorithm and transmitted between transmitter and
receiver via Bluetooth RF module, also implemented on the Xilinx BASYS-3 FPGA board.

In Figure 8, it is illustrated that the programmed FPGAs were connected to two configured ZigBee’s
where the wireless image transmission between the two configured ZigBee’s was communicated. The VGA
cable is connected between FPGA and the display monitor to display both transmitted and received images.
The rose images shown in Figure 8 were transmitted by the first system, while the third system image was
received by the first system.

B8 (coms) x-cTu BB (cOMS] X-CTU
About  XModem About  XModem
FE Sellings | Renge Test  Testina | Moden Configuration PC Setings | Range Teat  Temina! | Modem Corfusstion |

Line Slalus At - Line Status Assert cl /Ask Elear | Show
WD 017 (A7 e | 5| i 5‘3::,,‘ o SRR 017 (FTSF o] confn| it | s H,l’
= - chs TRANSMITTED ’ﬂ

IMAGE TRANSMITTED| *ﬂ
|

Figure 7. XCTU-Serial Communication over 2ZigBee’s modules

Figure 8. Wireless image transmission between 2 FPGAs (Basys 3 boards)

5. POWER CONSUMPTION DETAILS FOR IMAGE PROCESSING ON VARIOUS FPGA
MODULES
Power consumption for various parameters on different hardware boards is shown below. Basys3
employs maximum lookup tables (LUTS), whereas Artx-7 and ZedBoard employ minimum LUTs. The
maximum chip power used by Artx-7 is 1.670w and the minimum chip power used by Basys3 is 0.291 w.
Block RAM in Artx-7 and ZedBoard consumes the most power, whereas Basys3 block RAM consumes the
least. Basys3 1/O devices are used at minimum power, but Artx-7 1/O devices are used at maximum power.

Implementation of the advanced encryption standard algorithm on ... (Talapala Lakshmi Prasanna)



6120 O3 ISSN: 2088-8708

For data processing applications, Bays3 boards use less power and Atrtx-7 boards use more power. In
Table 1, it can be noted that the implementation of the AES algorithm offers efficiency for various boards.
Unlike other devices, this module utilizes optimal 1/0 pins and consumes less power, LUTSs, and memory.

Table 1. Utilization of power on board

Parameters Artx-7  ZedBoard Basys 3
LUTs 112 112 141020800
Total on chip power 1.670w  1.636 w 0.291 w
Block RAM 0243w 0.243w <0.001 w
1/10 0253w 0.243w 0.003
DATA 0546w 0512w <0.001 w
Clock enable 0.017w _ <0.001 w 0.003 w

6. CONCLUSION

In this paper, the AES-128cipher algorithm has been implemented on an FPGA module for image
processing through the UART protocol. In this implementation, the transmitter and receiver configuration
have been carried out on two Basys-3 FPGA boards along with intermediate communication ZigBee
modules. When compared to wired communication technology, this provides a low number of LUT slices
and a greater efficiency with a minimum utilization of on chip power consumption (<0.001 w), 1/O ports
(0.003), and Block RAM (<0.001 w). It has been observed that the image can be exchanged through the
UART protocol with special baud rates 11200, 9600 in run time. For future research, one can implement real
time video processing and communication applications.
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