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 Populations located in the vicinity of slopes and soils derived from volcanic 

ash are constantly at risk due to the possibility of landslides. Such is the case 

of the city of Manizales, Colombia, which, due to its geomorphological 

characteristics, has experienced a significant number of landslides that have 

caused human and economic losses. The Internet of things (IoT) has allowed 

important technological advances for monitoring, thanks to the low cost and 

wide coverage of IoT-based systems. Slope monitoring and the development 
of landslide early warning systems (EWS) have been positively impacted by 

IoT developments, which shows a relationship. The objective of this article 

is to review, from the scientific production, the relationship between IoT and 

EWS. For this purpose, a fragmenting-deriving-combining methodology is 
applied to focus on a research trends analysis of the subject, from macro-

areas such as IoT and EWS to micro areas such as EWS by IoT-based 

landslides. Finally, the analysis concluded that the conceptual models of IoT 

and EWS for landslides have some correspondence in some of their layers. 
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1. INTRODUCTION  

A mountainous area, with steep slopes, hillsides, in combination with highly permeable soils derived 

from volcanic ash, which allow infiltration and accumulation of rainwater [1], are potential landslide-causing 

factors [2]. Such is the case of the city of Manizales, in Colombia, located on the Andes Mountain range. In 

this city, due to the aforementioned characteristics, 1,141 disastrous events have occurred in the period 1917 

to 2007, of which 85% have been landslides, generating 530 deaths, 4,000 victims, 110,000 people affected, 

1,500 houses destroyed and 5,000 affected, and economic losses of US$ 5 million [3], and it is as a result of 

these events that, since the 1970s, research has been carried out to generate risk management strategies. 

The most recent case of large landslides in Manizales was on April 19, 2017, caused by heavy rains, 

with rainfall levels exceeding 150 mm in certain areas of the city, specifically in the urban settlement called 

Aranjuez, located in the area of one of the large landslides that occurred that day as shown in Figure 1 [4], 

rainfall levels were 104 mm [5], [6]. These landslides caused 17 loss of life, 730 homes evacuated, and 259 

families left homeless as shown in Figure 2 [7], and a total of 3,126 people were affected [8]. 

To contribute to the risk management strategies implemented in the city, it is necessary to develop 

and implement monitoring technologies based on the internet of things (IoT), which allow the collection of 

information in a wide spatial and temporal window, to better understand the dynamics of the slopes that 

represent a risk in the city, and to issue early warnings thus forming an early warning system (EWS), which 

allows generating warnings or levels of warning of any adverse effects on the safety of the population [9]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Figure 1. Panoramic view of landslides on 

Sancancio hill, on April 19, 2017 [4] 

Figure 2. Destruction in the Aranjuez neighborhood, 

near Sancancio hill [7] 

 

 

In order for an EWS to operate correctly, it must have a significant amount of accurate information 

about the area being monitored. For this, it is necessary to define variables of interest, in the case of the EWS 

for landslides these are variables associated with the slope. This allows for defining the type of sensors that 

are necessary to perform the monitoring, these sensors must cover the largest possible area, for which IoT 

technology is used. The area requirement is possible with IoT thanks mainly to the ease that these systems 

offer to be able to take them to areas of difficult access, the low cost of implementation, low power 

consumption, and the fact that they are easy to install [10] and the types of network infrastructure used called 

low power wide area network (LPWAN). LPWAN technologies are designed for long-range 

communications, low power consumption, low cost, and scalability, and allow multiple nodes (measurement 

stations with their respective sensors) to communicate the data obtained to a gateway that subsequently 

forwards them to cloud storage where they can be managed for further analysis. Regarding the use of IoT in 

early warning systems there are authors who have presented reviews on this topic. Pecoraro et al. [11] made a 

very complete study on different landslide early warning systems, including some that do not make use of 

IoT, in which he presents important data such as inventories on the parameters monitored and instruments 

used. On the other hand, Esposito et al. [12] presented a review on the use of IoT in early warning systems 

for floods, earthquakes, tsunamis, and landslides. In relation to landslides, the authors present the sensors, 

protocols, and techniques used by some early warning systems developed. 

This paper aims to present in detail the relationship between the IoT layer model and the EWS layer 

model, based on research trends analysis on landslide EWS implemented exclusively with IoT. For the 

above, the authors perform an analysis of the research trends on EWS of landslides implemented exclusively 

with IoT. Starting from the definition of an object of study and a theoretical framework, related, that allows 

defining the information search strategy. 

 

 

2. METHOD 

To analyze the relationship between IoT and EWS, it is necessary to establish a bibliometric 

approach to the subject. Bibliometrics allows the application of statistical methods and models to the study of 

bibliographic data. It allows, using quantitative methods, to determine the intellectual structure of any 

scientific field [13]. In the present study, bibliometric indicators are used to represent bibliographic data such 

as a total number of articles, the total number of articles, and a total number of articles [14], this can be used 

to measure productivity in the topic of interest and to define the authors who have contributed the most. 

For data collection, a fragmenting-deriving-combining (FDC) framework was generated. First, the 

facets of the background review were defined, such as the object of study and theoretical framework Table 1. 

Subsequently, keywords associated with the established facets are “derived”. Finally, the derived keywords 

are “combined”, and the search equations are generated, which can be seen in Table 2. In this review, the 

bibliographic data used were obtained from the main collection of Scopus, using the search equations, shown 

in Table 2 [15]. Table 2 allows us to visualize the hierarchical levels of the search. First, a macro search is 

performed on the topic of the IoT to visualize the dynamics of scientific production and thematic areas. Then 

a more particularized search is performed, where the relationship between IoT and mass movements can be 

evidenced. Finally, a micro-level search is performed, where only results showing a relationship between 

IoT, mass movements, and early warning systems are filtered.  
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Table 1. Faces of background screening 
Faces Derived keywords 

Object of study “Early warning systems” 
Theoretical framework “Disaster risk management”, “mass movement” “landslides” 

Technology "Internet of things", “Web of things”, “WSN" 
 
 

Table 2. Search equations 
(“Internet of things” OR “Web of things” OR “WSN”) 

((“early warning system” OR “EWS” OR “early warning monitoring system “OR “EWMS”) AND (“Internet of things” OR “Web of 

things” OR “WSN”)) 
((“early warning system” OR “EWS” OR “early warning monitoring system “OR “EWMS”) AND (“Internet of things” OR “Web of 

things” OR “WSN”) AND (“mass movement" OR “landslide”)) 

 

 

3. RESULTS AND DISCUSSION  

The IoT concept was introduced between 2008 and 2009 [16], but the related scientific production, 

as can be observed in Figure 3, has been around for years, exactly since 2002, and since 2012 it has presented 

an important increase. The scientific production begins in 2002, with the publication: “The internet of things” 

by Lee [17] related to radio-frequency identification (RFID)-based techniques for supply chain optimization. 

In 2004, Gershenfeld et al. [18] told how the origin of the Internet would lead to things being able to 

exchange information with computers, the beginnings of the IoT. That is what is described, today, as having 

devices “things” that are connected, sharing, and obtaining information, which is used in research in different 

thematic areas. 

Concerning the scientific production that relates IoT and EWS, this has emerged since 2006 with a 

single article, and again became active in 2011, and has presented a significant increase from 2016 to the 

present as shown in Figure 4, presenting 670 articles in that time window (2011 to 2020). The above result 

presents a coincidence with the increase in scientific production exclusive to IoT, seen in Figure 3. When the 

search includes the topic of mass movements, the scientific production shows a significant reduction, 

generating a result of 103 articles in a time window from 2011 to 2020 as shown in Figure 5 with an annual 

growth rate of 50.34%. Figure 6 shows the 20 most cited authors, and Table 3 shows the technologies and 

contributions made by authors presenting EWS developments.  
 
 

 
 

Figure 3. Annual scientific production in the area of the IoT, period 2002-2020 
 

 

 
 

Figure 4. Annual scientific production in the area of IoT and EWS, period 2011 to 2020 
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Figure 5. Annual scientific production IoT, EWS, and mass movements 

 

 

 
 

Figure 6. Most global cited documents  

 

 

In Table 3, it is possible to observe that the most cited authors in the consulted field, propose the 

development of EWS systems mostly using long range (LoRa) networks and their respective protocols to 

communicate the sensors, which are also mostly a combination of weather sensors and soil sensors. On the 

other hand, the emerging use of artificial intelligence (AI) techniques and predictive data analysis models 

applied to the data collected by the monitoring systems can be appreciated. The above described leads to 

understand that EWS systems involve all the layers of the IoT model proposed by Cisco [19], showing the 

relationship between EWS and IoT. 

To understand the relationship between an EWS and IoT, it is necessary to understand the functions 

that an EWS focused on mass movements (landslides) must fulfill. An EWS must guarantee a timely flow of 

information between governmental institutions and the community exposed to risk, to make decisions 

focused on risk reduction and provide an effective response. To guarantee the above, an EWS should 

consider the following elements: i) risk awareness, ii) close follow-up or monitoring, iii) hazard analysis and 

forecasting, iv) communication or broadcasting of alerts and warnings, and v) local capabilities to respond to 

the warning received [20]. 

In addition to the above elements, for the EWS to be reliable, it is necessary, to have i) an 

understanding of the sliding process, ii) historical knowledge of triggering factors (e.g., precipitation), iii) an 

effective monitoring program, iv) data interpretation, v) decision making, including the possibility of human 

intervention, vi) public tolerance to false alarms or fake news, vii) communication system, viii) pre-

established action plans for implementation, and ix) feedback loop and adaptability of the system and to the 

“new” knowledge [21]. 
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Table 3. Top-cited articles presenting EWS developments 
Article Technology Results-contributions 

Wireless sensor network 

for landslide monitoring 

in Nusa Tenggara Timur 

[22]. 

Perform Y- and X-axis tilt measurements with an 

accelerometer. Implement an ad-hoc network, 

connecting several nodes to a gateway and sending 

the information to a data center. 

With the obtained data they define thresholds of 

accelerometer measurements for the X and Y 

axes. A threshold from a position of 0.2 g to  

0.49 g shows the occurrence of slow ground 

motion. A value of 0.5 g shows significant 

changes in ground motion and a value of 1 g or 

more could cause a disaster. The system is not 

yet incorporated to generate early warnings. 
A study on the slope 

failure monitoring of a 

model slope by the 

application of a 

displacement sensor 

[23]. 

They use several motion sensors deployed in two 

test slopes and these are connected as an IoT end 

device in a LoRa network to a gateway that 

subsequently sends the data to an IoT server. 

They develop a slope movement sensor, this 

sensor is tested on two slopes of different 

heights, and at different heights they generate cut 

sections to observe the displacement signals 

obtained by the sensors and define the time and 

the precursors of slope failure. The system is not 

incorporated into an EWS. 
IoT-based geotechnical 

monitoring of unstable 

slopes for landslide early 

warning in the 

Darjeeling Himalayas 

[24]. 

They make use of a micro-electro-mechanical 

system (MEMS) to measure the slope angle, a 

volumetric water content sensor embedded 30 cm 

in the slope to measure the water content in the 

slope. The slope sensor is located inside a box in 

the ground, attached to a steel rod from which a 

wireless transmission kit is located at the top 

outside the slope. 

It performs measurements of tilt and water 

variations in the slope, during a few rainy 

seasons. According to the authors, the slope data 

are effective for monitoring slow movements and 

predicting failure in advance. 

Wireless sensor network 

design for landslide 

warning system in IoT 

architecture [25] 

They realize a network of nodes, each node is 

composed of 4 sensors of temperature, humidity, 

land movement, and soil moisture, and an ATmega 

2560 microcontroller. Data communication is done 

over a GSM network. The data is received in a 

server and a My SQL database. 

Analyze graphically the differences in the 

measurements obtained over a period of time and 

calculate for each parameter the average 

difference. 

Rainfall-induced 

landslide prediction 

using machine learning 

models: the case of 

Ngororero District, 

Rwanda [26] 

It makes use of predictive models: random forest 

and logistic regression. The data used for the 

models are rainfall, land cover, soil depth, soil 

types, and soil type. 

The results provided by the models indicate a 

good correlation between 5 days antecedent 

precipitation and the occurrence of landslides. 

Edge computing and 

artificial intelligence for 

landslide monitoring 

[27] 

A network of sensors and multi agent system 

(MAS). They measured states of ground 

temperature, vibration, rainfall. They implemented 

a LoRa network with a weather node and several 

ground nodes. The data was sent to Edge AI-IoT 

architecture uses Kubernetes and Docker. 

They succeed in moving data processing from 

the cloud to the edge to optimize bandwidth, 

improving latency and obtaining a shorter 

reaction time. 

Internet of things 

geosensor network for 

cost-effective landslide 

early warning systems 

[28] 

They designed a system consisting of the following 

sensors: horizontal continuous shear monitor, 

extensometer, piezometers. The system was 

deployed using a LoRa network. 

The location of the sensors should be made 

according to the expected slip processes. These 

low-cost systems work well for large landslides 

except for slow processes. 

Flexible configuration of 

wireless sensor network 

for monitoring of 

rainfall-induced 

landslide [29] 

Design a sensor network using ZigBee as 

communication protocol. They used temperature 

and moisture sensors, and an accelerometer. 

Performed an integration of star and tree topology. 

The results obtained by the authors show a better 

performance of the proposed system as opposed 

to the systems that only use star topology or the 

star topology. 

Design of landslide 

monitoring and early 

warning system based 

on internet of things [30] 

They deploy a network of stations with 

accelerometers, humidity, and temperature sensors, 

which communicate this information through a 

General packet radio service (GPRS) network. 

According to the authors this design greatly 

improves the efficiency of geological disaster 

monitoring management and the ability to prevent 

and manage. 

 

 

On the other hand, the EWS must consider the unpredictability of landslides and the rapid change of 

the parameters that cause them [31], i.e., must have the capacity to measure and analyze triggering indicators, 

to have continuous information on landslide activity and/or the causes that could favor them [32]. A case of 

triggering indicators is rainfall data [33], [34]. These data are important to generate precipitation thresholds 

that can be associated with slope stability and instability, thus identifying landslide precursor events. The 

transition between stability and instability is not easily conceivable, therefore, in some EWS more than two 

thresholds are used, thus increasing the number of alert levels concerning exceeding different thresholds.  

For the EWS to be able to generate a broad set of data related to the triggering indicators, it is also 

important to increase geographic coverage. In that sense, EWS can be classified into Lo-EWS, and Te-EWS. 

EWSs dealing with individual landslides at the slope scale can be referred to as local EWSs (Lo-EWSs). 
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EWSs that operate over large areas on a regional scale are called territorial systems (Te-EWSs). Piciullo  

et al. [35] proposes a model of a Te-EWS as shown in Figure 7 for precipitation-induced landslides. This 

model complies with the components that an EWS must have risk awareness, monitoring, and warning 

services, dissemination and communication, and response capability [36]. 

 

 

 
 

Figure 7. Model of an EWS for precipitation-induced landslides adapted from [35] 

 

 

In Figure 7, it is possible to observe that the EWS model contains an adjustment module, in which 

the coverage area is defined, the type of landslide, and the monitoring instruments are established. A 

modeling module, where precipitation thresholds are defined, generates a set of data associated with 

precipitation and landslides, obtained from the monitoring instruments of the first module. A third warning 

module allows the definition of alert levels and danger zones. Finally, a fourth module, which generates the 

response strategies, is a social aspect module, which includes communication, education, socialization 

strategies, and everything necessary to reduce the risk of loss of life due to landslides, and to avoid the loss or 

damage of equipment. 

Between the first module of the EWS model proposed in [35] and the first layer of the IoT reference 

model as shown in Figure 8, proposed by Cisco [19], it is possible to observe a correspondence. The first 

layer of the IoT model is associated with things, which can be equipped with mandatory communication 

capabilities and optional detection, actuation, data capture, data storage, and data processing capabilities [37]. 

This equipment, in the particular case of an EWS and under the model of [35], corresponds to the monitoring 

instruments as well as to the monitoring and warning services component indicated in [36].  

 

 

 
 

Figure 8. The 7 levels of IoT, image adapted from [19] 

 

 

Given the correspondence between IoT and EWS models, an EWS is a basic type of data driven IoT 

system used for environmental disaster risk and impact management. Poslad et al. [38] proposed a semantic 

type IoT-EWS system, in which they enhance the richness of sensor data with the use of lightweight 



                ISSN: 2088-8708 

Int J Elec & Comp Eng, Vol. 13, No. 2, April 2023: 2214-2222 

2220 

semantics for metadata. On the other hand, Xu et al. [39], propose a hierarchical structure for an EWS as 

shown in Figure 9, to calculate the safety factor of a slope from the processing of the information obtained 

with a set of sensors.  

 

 

 
 

Figure 9. The hierarchical structure of an EWS developed using IoT, adapted from [39] 

 

 

The hierarchical structure of Figure 9 starts with an application layer in which intelligent controls 

are generated and messages are issued, i.e., the reporting process is performed, so it is similar to the 

application layer of the IoT model. Then, there is a cloud computing layer, where data evaluation and 

analysis are performed, so it brings together the accumulation (storage) and data abstraction layers of the IoT 

model. Following the previous layer is the IoT layer, where a communication protocol and a data acquisition 

stage are displayed, as it has a protocol for data transmission, this can be similar to the connectivity layer of 

the IoT model. Finally, there is the EWS detection layer, which is similar to the layer of things in the IoT 

model of Figure 8 since this is where the sensors and transducers of different physical variables of the slopes 

are located. 

Finally, considering the above, an interconnection of sensors that records slope and landslide data, 

which transmits such data to a risk monitoring center, can be considered an IoT application. This application 

allows addressing the three stages, modules, or technical components of an EWS, which will be reflected in 

citizen protection against disasters, thus mitigating the loss of lives. In other words, an EWS is a system that 

makes use of IoT technologies. 

 

 

4. CONCLUSION  

The main objective of this paper was to provide the reader with a review of the scientific publication 

background of the relationship between IoT and EWS focused on landslides. Therefore, some conclusions 

were obtained based on the results obtained from the information searches performed. First, while the term 

IoT has been around since 2002, it is only, until sometime between 2008 and 2009, that it has been used to 

describe the IoT, where it can be thought of as emerging at the technological level, that is, when it begins to 

be reflected in various applications in different areas of research. Second, it is possible to visualize that the 

relationship reflected in scientific production between IoT and EWS focused on landslides begins in 2011, 

with a significant increase in production since 2016. This year, where the increase begins, coincides with the 

year in which the scientific production related only to the IoT topic increases. Third, from the review carried 

out, it can be concluded that the EWS models proposed by different authors correspond to the setting 

modules and the sensing and IoT layers. In other words, a correspondence between both models is observed, 

evidencing the relationship between the main topics of this article IoT and EWS focused on landslides. 

Finally, IoT applied to the development of EWS focused on landslides would greatly help in the investigation 

and understanding of landslide dynamics, achieving a positive impact on risk mitigation in mountainous 

cities such as the case of Manizales.  
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