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Information technology security is crucial for a digital government system to
have so that the continuity of business processes can run smoothly.
However, the current best practice of information security governance in the
Indonesian national government is still inadequate according to various
related studies still siloed and scattered and leading to vulnerabilities in the
various digital services provided. Therefore, this study aims to develop a
best practice framework for managing information security that is aligned
with the needs of Indonesia's digital government. This research started by
looking for the main framework of information security governance. Then
the main components that resulted from that were benchmarked with other
Information Security Governance (ISG) best practices from different
countries. Finally, it ended up complementing them with information
security parameters, other related components, and recommendations,
particularly in the Indonesian context, so that the main components and their
respective constituent sub-components can be obtained according to the
needs of the Indonesian e-government. The cause-and-effect analysis
concept analyses the data linkages between the six central components and
their respective sub-components. This study concludes that each of main
components and sub-components supports each other so that all these things
must be carried out in a balanced and continuous manner.
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1. INTRODUCTION

Information security is a vital component in the planning process of integrated information
technology in organizations, particularly in the Indonesian government [1]. This is caused by the fact that the
government is in the process of developing digital government systems as well as smart cities altogether, so
the security aspect is one of the major concerns for the government in providing a better service to
stakeholders. Due to the need to maintain the quality of services provided by the Indonesian government in
terms of confidentiality, integrity, and availability for digital government systems, the government should
fulfill the needs of users up to the highest level of information technology security maturity. Furthermore,
security aspects are linked to smart cities where cyber physical systems are not only used by citizens but can
also be modified by hackers and identity thieves [2]. Based on several studies from references [3], [4] and
facts from the real world [5], Indonesia, however, does not yet have a comprehensive best-practice
framework for managing information security. It affects many services that have not been utilized optimally
due to the vulnerability of malware attacks, crashes, and other related problems.
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Various issues and problems that arise from the use of e-government technology in Indonesia
increase day by day, especially those related to information security. For example, the vulnerability of a
government website being hacked by irresponsible parties can result in disruption of the services that can be
provided to the community. It can also create a bad stigma in the community. Although the government and
related stakeholders are concerned with the importance of information security in e-government services,
which can be seen in the integration of security aspects in the implementation of Indonesia’s digital
government and various related research, there are still gaps in the application of information security
governance. It can happen because the researchers involved have only looked at information security in
Indonesia from a technical standpoint. Thus, it also causes various impacts on the lives of Indonesian society
members, such as identity theft. Moreover, the study shows that this challenge needs to be addressed in three
ways: the development of governance's practicality, adaptability, and measurability, and its subsequent
alignment with the organization [6]. Therefore, Indonesia’s government should have comprehensive guidance
on how to govern information security, particularly in the form of best practices derived from related
frameworks and governance for reaching the highest level of information security maturity in the
implementation of Indonesia’s digital government as the country is still evolving and growing.

According to [7], security has evolved from a narrow and specific isolated issue to a strategic
business problem with “from the basement to boardroom” implications. The main point is that organizations
must protect themselves. Moreover, they must also develop strategies to ensure that their businesses are
resilient enough to exploit the opportunities relating to the digitalization. Besides that, information
technology governance is a component of organizational governance that entails the role and implementation
of relational processes, structures, and mechanisms. It allows business and information technology (IT)
stakeholders to do the tasks of promoting business or IT alignment and the formation and protection of IT
business value. The "Infrastructure State" evaluation assesses the extent to which IT has been able to sustain
the robust and reliable infrastructure required to meet business needs effectively. It is accomplished by
comparing each platform domain to risk-based criteria to assess the potential effect on business continuity,
security, and/or compliance [8]. These problems, if not handled properly, will cause financial losses that will
harm the business and jeopardize the sustainability of the organization both in the short and long term [9].

Information security must be flexible to handle every situation and a variety of requirements from
different information, systems, or organizations [10]. Information security management (ISM) is a
sustainable, structured and systematic approach within security for managing and protecting organizational
information from being infiltrated by irresponsible parties. To ensure information remains secure, many
organizations have implemented ISM by establishing and reviewing information security (IS) policies,
processes, procedures and organizational structures. Organizations also need to validate some of the ISM
factors and elements that contribute to the success of ISM to guide practitioners in implementing proper ISM
[11].

There are numerous standards, frameworks, laws, guidelines, and best practice references available
to advise information security managers on how they implement security controls. A significant portion of
these guidelines is only applicable to specific countries, particularly where the data protection and privacy
rules are mostly implemented. These guidelines are also reinforced by the whole industry-specific advisors
that can help the information security managers to inform executive managers about the best controls
implementation to maintain businesses safety and security. The manager must also consider what is truly
important for the organization and designs a security management system that is still relevant, proportionate,
and takes it into account the organization's risk tolerance and the best approach to business continuity [12].

Today, in every organization, IT services must be provided in such a way that cost-effective,
reduces security threats and complies with legal and regulatory requirements. The equations are challenging
to solve and, in some cases, may seem impossible. In order to survive in this environment, the proposed
information system security governance (ISS-GOV) model in the form of an internal repository seems
appropriate for this purpose. Implementers currently have a framework for implementing IT strategies, plans
and processes, for defining metrics, benchmarks, and auditing, as well as integrating security issues to reduce
risk [13].

Based on these concepts and developments in the realm of information security, Indonesia urgently
requires a comprehensive information security governance framework in accordance with the current
development requirements of e-government systems. Basically, there is a relationship between aspects of
information security and information technology governance as shown in Figure 1 and also a relationship
between IT security and cyber security as shown in Figure 2 [14]. However, the study by [15] proves that
cybersecurity governance in Indonesia’s government agencies is still lacking and not yet integrated and the
need to combine various related matters [16]. Besides that, research shows that the continuous development
of the Internet and technology, such as big data, means that public service information is getting more
attention [17], while the maturity level of information security (cybersecurity) in Indonesia is still deficient
[18], so that a proposed framework is required to manage information security in accordance with the needs
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of Indonesia's digital government to reach the optimum level of information security maturity. Therefore, this
study aims to propose a best practice framework in information security governance so that it can be
implemented in Indonesian e-government.

Corporate Governance

Information
Security

Governance

Figure 1. Information security governance positioned [14]
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Figure 2. The relationship between information and communication security, information security and cyber
security [14]

2. RESEARCH METHOD

Basically, information security is a crucial matter that works integrated with organizational
governance and is related to data management, applications, business processes and infrastructure/technology
[19] so that it affects various organizational management activities from the operational level to the strategic
level of the organization [14]. In addition, there are multiple stages involved in the security life cycle process
in the information security development process. It starts from the set of assessing, designing, implementing,
and maintaining information assets under security principles [20]. Therefore, the components of the
information security best practice framework for digital governance in Indonesia are arranged in line with
these concepts, which are adjusted to several standards, frameworks, laws, guidelines, and best practice
references related to the Indonesian national context.

In carrying out activities to develop a framework for best practice in information security for the
Indonesian electronic government system, this involved various prior studies resulting from the incorporation
of related frameworks and recommendations from experts who are proficient in information security. When
the concepts of both frameworks are applied in parallel, they create synergy that benefits all high-level areas
of an organization. By combining these principles, a comprehensive set of rules that embraces and secures
the business while also cultivating an IS culture can be created for information security governance (ISG)
implementation. Nevertheless, it has the potential for misinterpretation, so organizations should act in one
direction first, e.g., business-oriented, then in another, e.g., security-oriented, and finally to synthesize [21].
Based on that fact, this study was begun by looking for the main framework of information security
governance that comes from a combination of the cyber-physical system (CPS) security governance model
[22] and several critical success factor (CSF) components of information security derived from [23] and [24]
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based on the concept developed by [25]. Then the main components were benchmarked [26] with other ISG
best practices stemming from other related countries to get practical insights and lessons learned to refine
these critical components. In the final stage, these main information security governance components were
complemented by information security parameters [27], other related components [28], and recommendations
[29], particularly in the Indonesian context, so that the main components and their respective constituent
subcomponents were able to be merged altogether, resulting in relevant activities according to the needs of
Indonesian e-government. The research method can be illustrated in Figure 3, followed by detailed research
steps in conducting the first step of the research methodology as shown in Figure 4.

I 15t Stage |

Information security CSF [23][24]
I 2nd Stage |
Information and Communication Technology Security benchmark with other related countries [26]
I 3d Stage |

Current Information Security Other related components in Other related recommendations in
parameters in Indonesia Information security (Related cybersecurity (Direction of action
Government [27] elements for Indonesia) [28] in Indonesia) [29]

CPS security governance model [22]

Figure 3. Research methodology
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Figure 4. Detailed research steps in the first stage of research methodology
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3. RESULTS AND DISCUSSION

Research conducted by [7] revealed that security should be seen as an indispensable feature in a
digital context. Therefore, organizations need to start adjusting digital security governance according to their
current needs. The study supports practitioners and decision-makers on how organizations and their security
approaches are impacted by digitalization. Thus, in this section, the results from each stage are discussed
within each sub section in order to get clear explanations about the results.

3.1. Key components from stage 1

Based on the stages listed in the research method, the results of a proposed best practice framework
for information security in the Indonesian government are obtained, consisting of six main frameworks and
then the sub-components of each of these main frameworks, namely evaluation, direction, observation,
performance conformance, action skills (compliance), and operational processes (policies and procedures).
The six main best practice frameworks for information technology security for the Indonesian government
can be seen in Figure 5. These six things are interrelated to one another so that if one component or
sub-component is ignored, it will affect overall performance. It will have the potential to weaken the ongoing
governance system. Therefore, it is necessary to have synergistic coordination between the two at a strategic
level so that the balance and compatibility between them can be adequately maintained so that the objectives
of the Indonesian government can be achieved. Each component and subcomponent needs to be assessed for
the effectiveness of each to suit the system requirements.

Performance
conformance

ICT security
Governance Best
Practices for
Indonesia
Action skils Y Government

observation

(compliance)

operational
processes
(policies &
Procedures)

Figure 5. Key components of information technology security best practice framework for Indonesian
government

3.2. Results from stage 2 (benchmarking the results from the first stage with existing Information and
Communication Technology (ICT) governance best practices in certain countries)

Current practices of ICT governance in several countries are facing rapid changes due to various
challenges coming to government territory. Therefore, they need to establish a secure system for digital
government in order to be ready and take proper action when dealing with security issues. In the following
paragraphs, a brief discussion of information and communication technology security governance best
practices from related countries is presented by taking into account key aspects in Indonesia digital
government [30], [31], which consists of United States, Malaysia and Africa because of the political system,
human resources index and geolocation closed similarities with Indonesia respectively.

The American government has a unique way of governing physical and cyber security functions
applied across many issues and many interdependent stakeholders. The steps have been developed and
implemented in such a way over many years. They continue to be improved and are the outcome of
progressing commitment by different pioneers from the state official and administrative branches of
government, education, private and not-for-profit organizations. Over the five states, governors have come up
with leadership and responsibility for this issue [32]. The functional aspects included in the security
framework consist of identify, protect, detect, respond, and recover and each of these aspects is accompanied
by their respective components and subcomponents [33].

Data collected by [34] through document analysis and interviews has confirmed that the 1SG is
present in several Malaysian public sector documents. The element in the ISG came from a combination of
the information security aspects of ICT with non-ICT so that an 1SG policy has become complete and does
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not overlap. The development of the ISG framework has been an integrated program involving policy-
making institutions in public sector administration in Malaysia. Integrated development has resulted in a
comprehensive ISG framework for use by public sector agencies in Malaysia. The components are
governance approaches, good practices, risk management, organizational management, training and
awareness, implementation methods, and laws and regulations. The four components will undergo a
continuous cycle of design, implementation, assessment, and follow-up processes. These elements could be
combined with Malaysia's cybersecurity principles [35].

The information security model that applies in Nigeria has been emphasized in the general aspect of
security. The model shows how e-government systems relate to their customers by using two-way certificate
authentication with valid user authentication for each service. After the authentication point, users log in and
run the specified service. This system ensures that all communications between parties within the
e-government infrastructure are encrypted. The framework recommended the use of session keys because
session keys are randomly generated, making it difficult for attackers to intercept messages on the network.
This framework has security middleware, which is basically the link between the public key infrastructure
system and the application. All applications run to ensure that the system is generally safe. This middleware
acts as an interface between applications, access controls, server management, cryptographic tools, and other
important physical mechanisms. Role-based access control allows for proper assignment of responsibilities
based on the policies specified in the strategic framework and is primarily based on hierarchical
considerations. This allows system administrators to dynamically manage user access, making it easier to see
who, where, when, and when the connection was initiated. Valid users who gain access are also identified
and reported accordingly [36].

These main components of information technology security governance (ITSG) for Indonesia's
e-government resulting from the first stage are then compared with other countries in handling the same
issues to refine them. By seeing Table 1, America has all of the main components, while Malaysia and South
Africa have some of them. Nevertheless, these countries complement one another and can validate the
research findings that Indonesia's digital government needs all of these components to adequately protect the
digital system in running the daily operations with its related stakeholders.

Table 1. Comparing main components of ITSG

Key Components - Countr_y -
USA  Malaysia  South Africa  Indonesia (Results)
Evaluation v required
Direction v v required
Observation v \ \ required
Operational processes (policies and procedures) v \ required
Action skills (compliance) v v \ required
Performance conformance \ \ required

3.3. Results from stage 3

In this section, each of the key components which have been benchmarked with certain related
countries is discussed one by one in more detail. When discussing each key component, they are elaborated
with current information security parameters, related elements, as well as recommendations in the Indonesia
context, specifically in order to acquire a complete/big picture of best practice framework in information
security governance in the Indonesian government. However, it is also possible to see the gap within each
best practice subcomponent as another outcome that cannot be avoided. Nevertheless, these gaps can be used
for future developments in information security governance in Indonesia and other relevant nationalities.

3.3.1. Evaluation

The evaluation stage, often called the assessment stage or audit stage, serves an evaluation by using
the CPS for current and future condition. Each electronic system administrator must examine and make
judgments about current and future use of CPS by including strategy, filling, and provisioning arrangements
(internal, external, or both). The reference of standard assessment follows common criteria (CC). It is a
collection of globally and locally known as technical standards and configurations that enables the
assessment of product safety and information technologies [22]. How people can assess information security
for public administration requires a systematic approach that increases based on the needs of continuous
improvement [37]. The evaluation model developed by Zuo [38] can be used as a benchmark accompanied
by a socio-technical multidimensional approach [39]. The audit implementation relies on advanced standards
and frameworks of IT infrastructure organization, management, and security such as Cobit and 1SO 17799
[40].
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Based on Indonesia government regulation no. 59 in 2020 concerning information security in
particular evaluation which is claimed very important to support the management of Indonesia's e-
government system, evaluation should be aligned with security goal. Moreover, an evaluation can be carried
out by external parties through a maturity level assessment so that they can immediately start to optimize an
information security system. Until now, the framework COBIT 5 [1] and 1SO 27001: 2013 [41] are generally
used to analyze the maturity level of information security systems especially in the Indonesia context [42].
Nevertheless, another way that can be used to assess the efficiency of information security is expert systems
[43]. Therefore, Indonesia needs to combine these systems with other tools so that the following five sub-
components are measured correctly and based on their needs. These five sub-components focus on evaluating
alignment between security controls and business, evaluating policies and procedures, evaluating
organization security, evaluating business continuity and recovery plan, and auditing the third-party.

3.3.2. Direction

The directing stage directly serves the preparation and implementation of various plans and policies
to ensure that the use of CPS can connect with the objectives of the security system [22]. Besides, it can also
be accomplished by highlighting and organizing the important points of information security policy,
including the major challenges in the implementation with the need to review and enact policy in a perpetual
process and thorough risk management framework [44]. This stage is necessary to find out the needs that
must be improved from the existing information security system so that the system runs even better in the
future.

3.3.3. Observation

In the observation/monitoring stage, there are two main functions of technology information in the
security system, that are monitoring the conformity between the system and policies and monitoring the
implementation of the system against the plan [22]. Moreover, the ongoing observation is considered to be an
important factor enabling the potential risks, vulnerabilities, and threats that almost any institution may
encounter on a regular basis [23]. A research study analyzes the theory of privacy, trust, commitment, and
compliance to formulate a model that explains observed phenomena in real work environments. The research
is done through monitoring organizational information in practice and makes a conclusion that monitoring
information can improve the information security management (ISM) practices in organizations [45]. If the
ISM practice works well, it will improve the overall organizational practice. There are 5 (five) important
subcomponents in this observation component which can be seen in Table 2. Moreover, the recommended
methods of monitoring information security [46], [47] can be utilized as guidance in implementing
information security monitoring in Indonesia.

Based on the research results that are shown in Table 2, we can see that each of the best practice sub
components needs further development because of the incomplete concrete activities that are available at this
time. In the case of some best practice subcomponents such as incident management, business continuity,
potential conflict and controlling mechanisms and processes, the availability of these activities in Indonesia's
government is still missing, even though related research and recommendations have emerged. Moreover, in
terms of IT infrastructure and daily operation subcomponent, Indonesia has given attention to this part from a
technology point of view, but the relevant activities are miserable. Thus, for all activities within these best
practice subcomponents, needs to be developed by merging the related parameters, elements, and
recommendations. For instance, we can develop various activities based on related elements available within
incident management, such as how to handle physical and logical threats. Other than that, in controlling
mechanisms and processes subcomponents, the related elements need to be developed in such a way to
establish a unit to monitor and control the national IT infrastructure.

3.3.4. Performance conformance

The performance and change of the organization are both ongoing, and both are required to track
and evaluate whether the ISG principles, policies, and procedures are operating in accordance with the
predetermined indicators and criteria [23]. Measuring information security performance is a vital component
of the information security in the management system of the organization. According to a study, information
security is purposefully defined and applied, but the measurements are principally implemented in the
technical and operational levels, while strategic management remains inadequate [39]. Therefore, the three
best practice subcomponents in the performance conformance domain that can be seen in Table 3 are
important goals to achieve. The implementation of the performance conformance activity involves measuring
and reporting the information so that performance can be compared in each period of time.

For the sake of performance conformance, the Indonesian government still has no idea what kind of
activities to handle each of these best practice subcomponents, particularly in terms of providing timely and
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accurate information on IS performance, reviewing IS performance in relation to business outcomes, and
promoting continuous improvement in IS. As a result, even if certain related elements or recommendations
are unavailable for some parts, we must develop these activities based on those two. For instance, in terms of
providing timely and accurate information on IS performance, we should combine these terms between
reporting elements and recommendations in the reporting system in order to develop various activities
relating to this subcomponent part. This is certainly done without ignoring the elements related to
information security in Indonesia.

Table 2. Subcomponent of observation activities
Best practice 1S parameters in Indonesia  Related elements for Indonesia Direction of action in Indonesia Results/to be

subcomponent Government [27] [28] (recommendations) [29] (ITSG activities)
Incident - threat/attack: physical - Need further
management threat/attack, logical development

threat/attack
Business - management procedure: asset, - Need further
continuity incident, business continuity, development
operational, risk management
Potential - environment: politic, social, - Need further
conflict economy. development
Controlling - - Establish a unit under the related Need further
mechanisms government ministry to formally development
and processes monitor and control national

infrastructure to help ensure
Indonesia’s security and resilience.

IT infrastructure Technology Technology - Need further
and daily development
operation

Table 3. Subcomponent of performance conformance activities

Best practice IS parameters in Related elements for Direction of action in Indonesia Results/to be
subcomponent Indonesia Indonesia [28] (Recommendations) [29] (ITSG
Government [27] activities)

Provide timely and - Measuring: awareness - Need further

accurate maturity, learned from development
information on IS previous threats,
performance performance and

processes.

- Reporting: assessment  Create a single reporting system for electronic  Need further
report, measurement  system operators for public services to report  development
report, performance and disclose cybercrime incidents and data

report. breaches, so that action can be taken.
Review IS - - Review existing legislation to ensure that it~ Need further
performance in relation remains relevant and effective in fighting development
to business outcomes cybercrime.
Promote continuous - - Strengthen law enforcement & prosecutors’  Need further
improvement in IS capabilities to investigate cybercrime and development

bring those responsible to justice.

3.3.5. Action skills/compliance

Compliance with laws and regulations is critical and becomes one of the key elements to ensure the
ISG of the organization is effective and sustainable [23]. External rules and regulations frequently govern an
organization's ability to collect information, conduct investigations, and control the networks among other
activities of the information gotten from technology security. Besides, the organization should develop some
requirements to comply with these rules to protect and design new systems and applications, and also
determine how long to store data, or to do encrypting and tokenizing the sensitive data [48].

Two main types of compliance are regulatory compliance and industry compliance. Non-compliance
has various consequences depending on the set of rules in question. In the case of industrial compliance, loss
of privileges related to compliance can occur. In the case of regulatory compliance, non-compliance can
effect harsher penalties, including detention for violating the relevant law [48].

According to a study, coercive pressure, normative pressure, and mimetic pressure have a significant
influence to the organizational information of security compliance. It implies that the advantages of
information security compliance encourage the management to enhance their commitment for information
security compliance [49]. However, the level of awareness in terms of compliance with information security
also needs an attention [50].

Best practice framework for information technology security governance ... (Rika Yuliana)
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Based on these concepts, the important subcomponents relating to compliance can be seen in
Table 4. There is only one best practice subcomponent in the context of compliance, namely conforming to
and complying with internal and external information security requirements. The subcomponents consist of
law and regulations, third party engagement, data copy rights, and privacy. As shown from Table 4,
Indonesia still has not yet given any attention to the three of the constituent elements of this subcomponent
because of the absence of information security parameters. In this context, Indonesia's government needs to
develop the respected activities within this subcomponent by merging the related parameters, elements, and
recommendations. For example, in third party engagement, the elements of cooperation and recommendation
in creating and building dedicated civilian and military capabilities need to be merged and expanded so that
they can create various activities within this context in accordance with Indonesia's government
requirements.

Table 4. Subcomponent of compliance activities

Best practice subcomponent IS parameters in Related Direction of action in Indonesia ~ Results / to be
Indonesia elements for (Recommendations) [29] (ITSG
Government [27] Indonesia [28] activities)
Conform and law and - Laws and Develop a standard marketing ~ Need further
comply with regulations regulations strategy to promote privacy development
internal and external online for protecting personal
IS requirements data.
Third party - Cooperation: Create and build dedicated Need further
engagement Governmental, civilian and military capability ~ development
National, and to help ensure that Indonesia
International. has the capability to protect
national interests in cyberspace.
Data copy - Legal: computer - Need further
rights and fraud, illegal development
privacy access, data
interference,
copyright
violation, child
pornography.

3.3.6. Operational processes (policies and procedures)

Determining the policies or procedures may be relevant to protect specific types of information (e.g.
source code for complex software products). In this case, organizations must consider how valuable the
information is, what the existence of the harm get experiences, and whether the decreasing risk is worth the
cost (money or inconvenience) of protective measurement such as restricted access and others [51]. Most
organizations recognize the needs of monitoring and improving the management of risk and internal security
processes by using security governance procedures [52]. In addition, it also needs to be supported by policies
that can be developed [53] and reused [54] to adapt with the changes of the organization. There are 10 (ten)
important subcomponents in the operational activities of making policies and procedures in the information
technology security as can be seen in Table 5.

In this context, for some parts, it is easier to create various activities relating to each best practice
subcomponent because of the presence of a set of information security parameters, elements, and
recommendations such as protecting classified information. Due to the fact that the related IS parameters in
the Indonesian government are not comphrehensive yet, the relevant activities cannot be generated.
Nevertheless, in other parts, it is taking more effort to create the activities because of the absence of either
related parameters, elements, or recommendations such as an effective business continuity or disaster
recovery plan. As a result, further development for various activities in each subcomponent is important in
order to govern information security in Indonesia's digital government system holistically.

Overall, this study provides general results in regard with the six main components and each of the
supporting sub-components. Moreover, by using the concept of cause-and-effect analysis [55] in analyzing
the data linkages between the six main components along with their respective sub-components, it is
concluded that there are strong relationships between one component and another components. If one
component is neglected or not implemented properly, it will result the disruption of the overall information
security system. It can be seen from the process of components (both in the form of policies and procedures)
that are running. Nevertheless, if these components are not regularly reviewed, the level of effectiveness in
achieving government performance will be difficult to be measured. It makes a result of difficulties when
finding solutions to various complaints from users.
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Table 5. Subcomponent of operational processes activities

Best practice IS parameters in Related elements for Direction of action in Indonesia Results/to
subcomponent Indonesia Indonesia [28] (Recommendations) [29] be (ITSG
Government [27] activities)
Consider IS as an
organization wide
issue:
a. integrate IS with Work program - Develop a national cybersecurity strategy Need further
business activities and strategy (NCSS). development
b. on-going strategic - - Promote cybersecurity requirements in Need further

alignment

c. determine clear IS
roles and
responsibilities and
be held accountable.

Act in professional
and ethical manner

Deliver quality and
value to stakeholders:
a. Effective

communication

b. Effective business
continuity/disaster
recovery plan
Adopt risk-based

approach
Protect classified
information

Concentrate on
critical business
applications
Develop systems
securely
Foster an IS positive
culture
(organizational and
security culture [56])

Set the direction of
investment decisions

“IS
Governance”

“IS Risk
Governance”
“Asset
Governance”

I1SG
Framework

Security services:
Prevent, Detect,
Response.

Security goals:
confidentiality,
integrity, availability,
privacy, authenticity,
non-repudiation.
Organization:
Committee (policy and
coord.), operations
centre, emergency
response team.

Assets: Tangible,
Intangible.

Security culture:
Collective Values,
Norms and
Knowledge, Basic
Assumptions and
Beliefs, Artefacts and
Creations.

Human competency:
Sec. operation and
management, ethical
hacking, computer
forensics, Sec.
programming, Sec.
implementation and
Conf., Sec.
architecture and Dev.,
Sec. Policies and Dev,
cryptography, Sec.
analysis

government procurement processes for
managing the national cyber defense.
Promote greater levels of trust in online
services, such as e-government and e-
commerce Services.

Strengthen the role and coordination function
of ID-SIRTII/CC as a national CERT.

Develop a cybersecurity communication
strategy to strengthen and expand the national
cybersecurity campaign.

Create a formal list of CNIs on multi-
stakeholder consultation, and work with the
companies that own and manage CNIs.
Establish emergency response asset priorities
in the event a service failure occurs that are
aimed at reducing impact.

Develop a single authoritative online portal for
cyber raising awareness amongst governments,

businesses, and civil society across the country.

Raise awareness amongst senior government
officials and board members of the critical
national infrastructure operators of the cyber
risks, and actions they can take to protect

security-sensitive information.

Provide incentive-based cybersecurity solutions
for local cybersecurity products or the cyber
insurance marketplace.

Conduct crisis management exercises at a
national level by inviting the relevant key
national stakeholders to ensure preparations for
national cyber incident responses are well
managed and robust.

Promote cybersecurity training and education
programs designed for all employees at all
levels in government organizations, state-owned
enterprises, private critical infrastructure
providers, and small-medium enterprises.
Identify a center of excellence in cybersecurity
research and education to locate strengths and
providing focused investment to address gaps.
Create a national-level register for information
assurance and cyber security experts across the
public and private sectors as a way of bringing
new talent into the profession.

development

Need further
development

Need further
development

Need further
development

Need further
development

Need further
development
Need further
development

Need further
development

Need further
development
Need further
development

Need further
development

Need further
development
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Based on the research results obtained from all three stages, it can be seen that several activities
generated have not been optimal within each subcomponent in terms of existing IS parameters for the
Indonesian government, related elements, and sets of recommendations. Therefore, all the activities inside
each subcomponent should be merged and developed according to the needs already described in each
component to fulfill a broader picture of IT security governance requirements. Moreover, this is due to the
lack of synergy between the current implementation of IT governance and IT security governance, so the
activities related to information security governance need to be improved for their effectiveness in the
Indonesian digital government context and future needs. In addition, information technology security in
Indonesia needs to be continuously developed in line with the development of information technology
infrastructure and the lifestyle fulfillment of society in the future.

4. CONCLUSION

This study concludes that there are six main components to compiling the best practice framework
for information security governance that can be used by the Indonesian government, which consists of
evaluating, directing, monitoring, performance conformance, action skills (compliance), and operational
processes (policies and procedures) components. Each of the main components and sub-components supports
each other, so all these things must be carried out synergistically and proportionately. Within each of these
main components and the supporting sub-components, relevant activities can be generated but still need
further development. Knowing that there are still inadequate activities within each of the subcomponents, it is
necessary to develop them continuously for future needs. Their effectiveness also needs to be analyzed
following the needs of the Indonesian national government in the future. Nevertheless, this best practice
framework for information security governance must be aligned with information technology governance,
which has implications for the IT architecture in the organization.
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