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 The knowledge of web real-time communication (WebRTC) and how its 

customers and server operations are defined in this study. However, the 
world wide web consortium (W3C) and the internet engineering task force 

(IETF) have not yet approved an absolute signaling protocol or a complete 

application programming interface (API) protocol to implement WebRTC 

and control communication planning. WebRTC requires some type of 
signaling mechanism. With Chrome, Firefox, and Opera, the primary 

objective is to create and implement a WebRTC video call across two clients 

(peers) in the real world while employing local area network (LAN) and 

wide area network (WAN). This study also demonstrated the design of the 
server (as an intermediary) and graphical user interface (GUI). Additionally, 

a signaling method for the peer-to-peer browser connection on the Node.js 

platform has been developed and successfully put into use. This paper will 

provide an understanding of web development and an ability to understand 
WebRTC technology. It will also discuss how to create WebRTC signaling 

mechanisms and build video conferencing, as well as how to increase design 

quality using quality of experience (QoE) techniques. 
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1. INTRODUCTION 

Web real-time communication (WebRTC) is a new benchmark created by the world wide web 

consortium (W3C) and the internet engineering task force (IETF) agencies [1]. WebRTC is a techniques 

project that includes archives, JavaScript Programming, and principles for audio, video, and data 

communication [2]. It also has several advantages, including no external software, installation, ease of use, 

and free [3]. The WebRTC was begun in May of 2011 when Google announced an open-source initiative at 

the time to provide browser-based real-time communications [4]. In other clarification, Rhinow et al. [5] 

explained that WebRTC is a peer-to-peer (P2P) protocol instead a client-server procedure. JavaScript 

language is straight used in WebRTC aimed at communicating, and it can be used in a variety of industries, 

such as web conferencing, video streaming, and voice and video chatting [6]. Moreover, WebRTC differs 

from other video conferencing apps in that it is a set of application programming interfaces (APIs) rather than 

a service that allows WWW developers to construct their applications using conventional WWW approaches 

[7]. On the other hand, WebRTC has no signaling mechanism because of many excuses, such as to escape 

idleness and maximize compatibility with existing knowledge [8], or for a novel use case. Signaling like the 

peer identification mechanism, which finds peers and arranges communication between them, relies heavily 

on it.  

WebRTC supports the establishment of by enabling the interchange of data through channels, user 

communication is enhanced [1]. The session description protocol (SDP), which mixes the network addresses 
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and destination port for the browser, is supported by signaling, which also links the browser to a server and 

enables other peers to communicate with it. Signaling is therefore utilized to start announcements among 

several operators. WebRTC, therefore, needs some sort of signaling mechanism or protocol support [9]. 

However, the WebRTC group do not spread an arrangement on a definitive signaling appliance or API 

conventions to test WebRTC and govern communication architecture [10], [11]. As long as WebRTC's major 

important implementation problem is signaling [12]. The peer discovery mechanism's key component, 

signaling, locates any existing peers and then orchestrates the interaction between the sites. The essential 

modules of the WebRTC API are listed in [8] are: 

 “MediaStream: it allows a web browser to access the camera and microphone”. 

 “RTCPeerConnection: it allows browser-to-browser to communicate directly”. 

 “RTCDataChannel: it allows browsers to send data connections and enables the exchange of arbitrary 

data between them”. Figure 1 shows the WebRTC MediaStream structure.  

 

 

 
 

Figure 1. The structure of WebRTC MediaStream [8] 

 

 

Joint science education project (JSEP) provides tools for creating and applying offers and responses 

to a session. However, it is completely disconnected from the actual process through which these offers and 

responses are conveyed to the remote side [13]. As a result of the JSEP technique, the application is solely 

responsible for driving the signaling state machine [5]. Furthermore, it allows web applications to bear the 

signaling or negotiation state, allowing genuine indicating etiquettes like (session initiation protocol (SIP) 

and Jingle) to function on the upper of it [14]. Simply one thing is needed: a mechanism for the app to send a 

native demand and negotiate distant conference facts, as well as a way to interact with the interactive 

connectivity establishment (ICE) [15].  

The foremost idea of this research is to enterprise WebRTC video calls in an actual application with 

the Node.js platform. In-depth elaborations of this research will assist anxious customers to produce a 

consideration of WebRTC technology and communication between the client and server. This design is 

helpful for concerned employees who purpose to use WebRTC video conferencing for many 

communications, such as communication presentations, and games. This work is prepared as mentioned: the 

WebRTC-related exertion is assumed in section 2. The method is given in section 3. Results and discussion 

are obtainable in section 4. The conclusion is in section 5. 

 

 

2. RELATED WORK 
There are various applications, propositions and work related to a signaling mechanism. But several 

designers struggled to generate or advance a signaling mechanism for WebRTC. Nonetheless, more of them 

have been challenged with many issues as the following: 

 

2.1.  Signaling issues 

The IETF and the W3C group have not yet agreed on the last signing appliance, so they have not 

established signaling channel standards [16]. Even if WebRTC uses the "RTCPeerConnection" API to 

convey data flowing between users, nonetheless a signaling tool is not a chunk of it [17]. As a result, the 

developer must supply the signaling protocol at the application level [18], and it is necessary to be decided 

upon by the two entities, either with the central node or with the other user. Thus, the client-server 

architecture does not appear to be a viable WebRTC solution [19]. WebRTC applications require signaling to 

start up a call, and clients require signaling to communicate different forms of facts. Furthermore, Chatterjee 

et al. [20] stated that the most perplexing aspect of learning WebRTC is signaling, which is often used in 

statement schemes to communicate that establishing a call is accomplished through information. 
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2.2.  Specifications of the common signaling mechanisms and servers  
Socket.io Protocol is a JavaScript-based transference protocol that allows web browsers and servers 

to communicate in real-time [21]. Socket.io began in Node.js and has remained a primary backend in Node.js 

ever since [22]. Google Chrome created Nore.js to provide a high-performance JavaScript engine. 

Accordingly, it provides an HTTP server to aid the development of web applications, but it is neither a web 

server nor an application server like Apache HTTP [23]. In [24], demonstrates that socket.io enables 

designers to use WebSockets and decide on many synchronized communication methods governed by the 

client's browser; a notion for WebSockets with XHR, Flash, and JSON is also described. On the other hand, 

it makes use of Adobe Flash Sockets, AJAX long polling, and JSON polling. Furthermore, socket.io provides 

a simple server and client library for supporting real-time bi-directional communication. 

 

2.3.  XMLHttpRequest signaling protocol (known as XHR) 

In [25] stated that XHR does not support all current browser features and is more difficult than 

Jingle and XMPP. There are mentioned in [26] that XHR has a lesser throughput than WebSocket and is 

affected by overhead. Besides, extensible messaging and presence protocol (XMPP): XMPP is an open-

source system for real-time messaging, multi-party chat, audio, and video calls. However, it is a slow text-

based protocol that causes tremendous Internet traffic. In [27] describes that XMPP uses data transit between 

two network components. Besides, presented that XMPP connection is built on XML streams, which are 

made up of unidirectional elements. The XMPP restrictions have been amended, proving that XMPP is 

limited to a single TCP connection for client-to-server XML transmission. Additionally, Owesen-Lein [26] 

demonstrated the following XMPP criteria: i) it is utilized for data transmission rather than signaling and ii) it 

has a client-server architecture rather than a peer-to-peer architecture. In general, no important browsers 

support the XMPP protocol [10]. Likewise, due to XMPP's limits on many web pages, Vucic et al. [27] 

claimed that the user must restart the execution after each load. 

 

2.4.  General limitations 

No tools or interfaces have been provided by WebRTC to monitor P2P structures [6]. WebRTC 

ethics are quiet in the development phase, and they might take some time to be full-grown [26]. Besides, 

Vucic et al. [27] demonstrated that choosing the appropriate network topology is regarded to be one of the 

challenging issues in the design and architecture of the WebRTC presentation; as a result, it would have to 

take infrastructure for the program whereas working with a combined audio/video conversation in WebRTC. 

Not only that but also, Ludwig et al. [21] emphasized that there are execution difficulties among peers as a 

result of their alpha or beta position; consequently, they have several bugs; for example, the present WebRTC 

draft is not applied within every browser due to interoperability matters between them. Too, established that 

WebRTC is not performed with all browsers. An instantaneous WebRTC video conferencing structure using 

multipoint conferencing units (MCU) is discovered in [3]. The proposed test was dependent on an exhausted 

MCU, which can be realistically accomplished using a single connection, whereas this situation does not 

deliberate any meaningful signaling. Additionally, used the Licode-Erizo (MCU) across the local area 

network (LAN) network to take part in a WebRTC video-conferencing application. On the other hand, García 

et al. [24] emphasized how expensive it is to use MCU, and indicated that MCU is expensive and can only be 

purchased from facility suppliers for a meeting. Furthermore, notes that MCU uses a significant quantity of 

bandwidth. based on the many items from the relevant study as shown directly above. It is clear that with 

WebRTC, signaling between peers and servers differs [1], [2]. 

 

 

3. METHOD 

3.1.  Implementation  

An experiment lab was established to implement a WebRTC-based video conferencing system over 

dissimilar networks. As well as, LAN and wide area network (WAN) networks, Chrome and Firefox were 

used. This execution can be separated into two kinds: user application and signaling as defined below: 

 

3.1.1. User application 

To develop WebRTC video chat apps as clients and servers, a test-bed lab was established. The 

internet was used to establish the link. The main home page of this solution has been prepared and set up for 

a variety of structures, including pausing audio and video, employing full-screen, and establishing a 

connection between two peers (laptop computers) through Chrome. A connection was identified in advance, 

and the exchange of local and distant descriptions was successful (the audio and video media data). The 

exchange of signaling offers and responses using the SDP is described in the following (session description 

protocol). First, web page (Peer) 1 arrangement the local description using the “setLocalDescription()” 
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technique and goes the “RTCPeerConnection create Offer()” approach, and then uses the signaling server to 

route this conference definition to the website page (Peer) 2. Second, Peer 2 employs the 

"setRemoteDescription()" technique to group the information that Peer 1 gave as a remote description. Peer 2 

sets up the local description using the "setLocalDescription()" process, then uses the RTCPeerConnection 

createAnswer() procedure to run the "createAnswer()" function on the connection. Peer 2 then gives Peer 1 

this session description. When Peer 1 receives the "Peer 2 session description," it uses the 

"setRemoteDescription()" method to set that as the distant description via (//localhost:5555/). 

 

3.1.2. Signaling protocol 

The WebSocket mechanism is used for the signaling operation. Four different switch message types 

were developed for this study solution: initiator, receiving broadcasting, peerChannel, and exchange SDP. 

Peer 1 will initiate the "request" in the foundation, and once the server receives the switch communication 

and access broadcasting stream, the situation will produce the operator media. Peer 1 then pauses till Peer 2 

responds. Peer 2 will transmit a reaction signaling message up until the process has begun, and when it 

realizes it is not the originator, it will initially get "peer Channel" before getting access to the media stream. 

Then, both parties can twitch to establish a link between peers. In the SDP setup, which accepts information 

regarding multimedia categories, codecs, real-time transport protocol (RTP), and all linked possessions that 

can be used during the media session, the offer and answers messages are distributed. When Peer 1 submits a 

demand to Peer B and Peer 2 responds, Figure 2 shows communication between the two browsers. Figures 3 

and 4 depict the procedural code of peers and the web socket server, respectively. Furthermore, Figure 4 to 

Figure 6 demonstrate the Node.js server's signaling mechanism when peer A sends a request to peer B based 

on the socket, port, and IP. And, the response from peer B to peer A until the connection will be begun. 

 

 

 
 

Figure 2. The pseudocode of peers 

 

 

 
 

Figure 3. The pseudocode of WebSocket server 
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Figure 4. Linking of nobles A and B with the WebSocket server 

 

 

 
 

Figure 5. A construction creation via WebSocket server 

 

 

 
 

Figure 6. Interruption between the peer and WebSocket 
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3.2.  Quality of experience (QoE) 

In this research quality of experience (QoE) has been used through 15 (fifteen) actual users. In this 

application, they provide their specific views on the supposed user skill through the usage of surveys. The 

value of audio and video has been measured; hence they remained brilliant as shown in Table 1. 

 

 

Table 1. Shows the QoE based on 15 users 
Questions Very Bad Bad Annoying Fair Good Excellent 

Rate the ease of using the application     15 

Rate the quality of audio    2 13 

Rate the quality of the video    1 14 

Rate the resilience of the connection   1 3 11 

Does the app convince you to use WebRTC in the future    1 14 

 

 

4. RESULTS AND DISCUSSION 

The user interface shows how two browsers can communicate via video conferencing. There are 

real-time connections between the users. Consequently, there is a direct link between the peers. The video 

has played in both browsers without the assistance of any third-party plug-ins or downloadable software, 

such as flash. The "getUserMedia()" method provides access to the microphones and cameras making the 

connection possible. After users turn on the video conferencing feature, WebRTC requires them to obtain 

authorization before they may connect media devices. Google Chrome, Opera, and Firefox were used to test 

the application. Usage of WebRTC on modern browsers generally receives media production and 

adaptability. When two peers have an established channel of communication. A brand also successfully 

established real-time video calls between  

 

 

5. CONCLUSION  

The biggest challenge with using WebRTC is that it does not define the standard form of 

communication between browsers, which prevents it from operating as intended because it is difficult to link 

several browsers. This study used the Socket technology as a host to communicate two, unlike browsers to 

solve the aforementioned difficulty. Additionally, it developed and implemented WebRTC video 

conferencing, which unlike networks LAN and WAN networking may support bidirectional communication. 

The examination of the physical application's central processing unit (CPU) efficiency, bandwidth usage, and 

quality of the experience was completed. 
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