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Blockchain enables smart contract for secure data transfer by which fog
offloading servers can have trustworthy access control to work with data
execution. When cloud is used for handling requests from mobile users, the
attacker may perform denial of service attack and the same is possible at fog
nodes and the same can be handled with the help of blockchain technology.

In this paper, smart city application is discussed a use case study for

blockchain based fog computing architecture. We propose a novel offload
Keywords: chain architecture for blockchain-based offloading in internet of things (10T)
networks where mobile devices can offload their data to fog servers for
computation by an access control mechanism. The offload chain model
using deep reinforcement learning (DRL) is proposed to improve the
efficiency of blockchain based fog offloading amongst existing models.
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1. INTRODUCTION

Blockchain is the emerging technology that has power to work in decentralized networks to map all
nodes of network. The Bitcoin is proposed by Satoshi Nakamoto to start new type of currency which is
digital one [1]. This technology has recently provided solutions to IT sectors by giving the integration of
internet of things (IoT) systems with secure services like authentication, access control and secure data
execution for 10T devices. The fog computing is the key idea for resource management, computation
offloading, and fault tolerance. The computation offloading is the centric idea of this paper to raise the issues
of computation through cloud computing. The computation performed with cloud is dedicated from
Datacenters to end users. It can provide high speed computation power and very huge storage for data. The
devices of low power systems are able to work with minimal latency and more bandwidth and that is the
limitation of cloud. The round trip time of cloud computing is relatively more due to centralized approach, so
it is not able to resolve the latency issue very well. The solution to this problem is provided with distributed
micro cloud technology i.e., fog computing [2].

The fog computing (cloudlet) [3], [4] is designed with intermediate layer of fog servers between
cloud and 0T devices and the data are provided to users from the nearest fog server based on content
delivery network technology. For example, the role of edge computing technology is proven in the field of
autonomous vehicle. The autonomous vehicle is equipped with number of cameras and sensors. To take
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decision for self-driving mechanism of car. The algorithms running inside require large amount of data to
process and that analysis must be completed in fraction of time, so the distributed network-based edge
computing is the key to solve this [2]. During the mechanism of offloading [5]-[8], users can offload traffic
to nearest fog layer for network transmission and it mainly release workloads for computation for better
execution which can help uses to prolong battery life of smart devices.

When nodes start accessing the system with blockchain, the block creation is performed first, and
other activities are also verified among different nodes. These will provide the cryptographic concept to
provide identification through symmetric/asymmetric key and it will provide privacy and security of data
through authentication and access control mechanism under blockchain technology [5]. The blockchain based
access control for offloading data to serve the security concerns have been raised in [9]. This type of
implementation of technology using both blockchain and fog computing [10] is very much protective for
offloading systems with privacy and authentication advantages. In an inefficient access control mechanism,
attackers can easily perform illegal transactions on data and the same is used by hackers to attack on mobile
10T networks. Due to these limitations of cloud access mechanism, the data of mobile devices are offloaded
to decentralize servers, and these is also proposed in [9]. The need of efficient access control is to
authenticate sender to avoid attackers for illegal transactions at fog nodes. The traditional access control is
managed by centralized mechanism which can be damaged at single point failure issues due to its central
access facility so offloading based distributed systems are recent research for accessing secure data for loT
devices [9].

The contribution of our paper is: i) we designed the integration of fog computing and blockchain
technology for efficient decentralized management of IoT data. The fog nodes are able to understand
authentication mechanism in distributed decentral way; ii) we proposed offload chain architecture which
works to provide services based on blockchain based offloading to nearby fog nodes for 10T devices. This
architecture is able to consider size of loT data, available bandwidth, computation power and execution delay
for working with 10T enabled networks. The architecture is designed to work on access control at the time of
data offloading in fog node using strong policy based smart contract mechanism. The contract is designed
with blockchain mining process by generating hash between fog nodes; and iii) the architecture is also
extended to implement commutation offloading between resources using deep reinforcement learning (DRL)
with probabilistic approach for efficient offloading among fog nodes. In the next section, related work on fog
offloading and blockchain technology is discussed. Then, the system model and computation model are
discussed. After that, the offload chain architecture is also proposed in the paper. At the end of the paper, the
use case on smart city is discussed and the proposed model is shown in smart city environment.

2. RELATED WORK ON FOG OFFLOADING AND BLOCKCHAIN TECHNOLOGY

The offloading in fog computing is performed to nearby by fog server when data needs to be
offloaded. The offloading is chosen by taking the trade-off between computation and communication process
[11]. The process of offloading is taken as incentive method and the game-based approach is considered to
offload tasks. The probing mechanism [12] is used to offload micro tasks and regression model is developed
to predict larger offloading tasks. In this paper, the tradeoff between cost and accuracy is discussed, energy
consumption and total number of micro tasks are also calculated. The similar approach for prediction to
offload tasks is also given to aura mechanism [13]. The innovative concept to outsource the computation
power is designed based on crypto currency with high rating for high performance of offloading.

The load balancing using fog nodes is achieved for heavy workloads with offloading mechanism. In
study [14], it is discussed that the priority-based request is sent to next fog server having higher priority. In
mobile edge computing (MEC), offloading is performed for low latency based smart systems. The
hierarchical offloading is briefly presented for improving performance among cloud, fog, mist, and mobile
devices. In study [15], the SDFog architecture is represented which can distribute service hosting based on
service-oriented middleware.

The MEC platform is developed for blockchain as a service (BaaS) and the aim of the study [16] is
to provide secure access using monitoring of services, mining of data and management of ledger and it can
assure to trace offloading. The access control models are used for security using blockchain technology for
mobile cloud loT. Using this, a smart contract is designed, and it is used for cloud for authorization. Most
recent work [17] motivates block chain based loT networks for authorization and access control.

3. SYSTEM MODEL
The 10T devices are able to generate the request for transaction execution and this transaction will
be kept to the peer nodes in the blockchain network. This requires the smart contract and access mechanism
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to verify the requests. The nodes which are ready to accept the transaction are passed through the consensus
algorithm and they perform mining by solving proof-of-work. At the end, the new block will be created for
blockchain network.

3.1. Network model

In study [9], the blockchain architecture is discussed, which has three parts: i) the concerned
network is represented with a remote cloud server, ii) a MEC server, and iii) a network of IoT devices. This
architecture has two parts: i) access control and ii) computation offloading. In access control, the manager is
responsible for all offloading activities, and it is involved mainly for smart contract by applying strong policy
mechanism. The role of admin is to manage access permission activities in smart contracts. The smart
contract is designed to allow all operations for access control, and it can use for identification, validation and
granting permission. It is the program which controls all access permission and management of access
system. The miners are used to make the validation of data blocks which contain transactions. This requires
adding the block in blockchain process which is known as consensus mechanism for network miners [9].

The request is initialized to start computation offloading and it will be sent to cloud sever which can
authorize the request using access control mechanism using smart contract. Based on policy, the request will
be either accepted or rejected. If request is accepted, the user can offload tasks and transaction is recorded
and stored on blockchain network. After this, the authorized user will decide to offload tasks at edge or cloud
server, and this is decided by calculating minimum offloading cost. In this approach [9], the limitation is that
it is designed with centralized cloud approach so it can have two issues: i) if authentication fails at cloud, the
attacker can control whole network and ii) the cost of computation is quite more due to the nature of cloud
computing framework. In our approach, we have proposed fog computing as the middle layer to work with
blockchain technology instead of directly connecting to cloud, and the same is extended with DRL network
for taking the advantage of efficient offloading.

3.2. Computation model

In studies [16], [18], it has been decided to generate reward mechanism for consensus algorithm. In
the study [16], the trading contract is used to receive the request and it can perform the resource trading. In
the study [18], it is given that the offloading can be made possible by either to use nearby edge devices or
edge service provider. The Stackelberg game or game theory approach given in [16], [18] is used for getting
reward to optimize the issue of selecting optimal fog node but DRL network-based approach is more efficient
for optimal cost of offloading [9], [19]. If it is taken to give task offloading to nearby devices, then it can be
complex blockchain process required discussed in [18] and devices already do not have more storage which
can serve locally for offloading. With this, our proposed model is designed with DRL network and due to
limitation of game theory or device offloading mechanism, DRL network is modified with probabilistic
method shown in the next section.

4., PROPOSED ARCHITECTURE: SMART OFFLOAD CHAIN

Our proposed work is considered: i) the 10T devices are able to offload their mining tasks to nearby
edge servers; ii) network model and computation model are designed for proposed architecture. After
completing the consensus process, the valid transaction generated and a new block is added to confirm the
transaction using these two models; and iii) deep reinforcement learning approach is discussed in proposed
architecture for computation offloading.

4.1. Network model for proposed architecture
4.1.1. The access control of our proposed model

The steps for access control model are: i) a request is made to offload tasks for offloading
transaction to the fog server; ii) the blockchain client processes and sends the request for the smart contracts
for verification. Based on the request acceptance, a response is returned to the edge users for offloading; iii)
the transaction pool is prepared by data blocks of offloading transactions, and it is approved and confirmed
by mining process; iv) the data blocks are validated by miners and processed with digital signature to append
to the blockchain as consensus mechanism; and v) the offloading transaction is added to the network of
blockchain and broadcast to all edge users for various fog networks.

4.2. Computation model for proposed architecture

The decision-making process has been discussed for computation offloading and it works mainly for
resources demand by users and need of computation resources. The optimization issue can be solved better to
get the tradeoff between number of demands and computation resources, this can be motivated from [9], [16],
[17] to work with deep reinforcement approach.

Smart offload chain: a proposed architecture for blockchain assisted fog ... (Minal Patel)
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4.2.1. DRL with probabilistic approach for computation offloading for our proposed system

The offloading algorithm is to minimize the weighted sum cost of edge users for taking computation
latency and energy consumption given in [9]. It is considered the scenario where the size of computation
task, system bandwidth and edge computation resource are dynamic for designing the offloading in loT
networks. For that, it needs to allocate resources to each user to get system state with the aim of optimizing
the total offloading cost with three information i) state, ii) action, and iii) reward mechanism. In DRL [19],
the agent is able to get optimal decision without taking an outside model dynamic and the goal is to find
optimal policy with minimum offloading cost. The same is shown in Figure 1.

We propose a novel offload chain algorithm by merging access control and computation offloading
with probability approach. It is assumed that all the devices have the demand to offload their computation
tasks to edge servers for execution and the goal of access control phase is to verify transaction of blockchain
for authentication. The smart contract of fog node will verify the transaction and then, offloading phase will
begin. This offloading will be performed by DRL network using probabilistic method to optimize the
offloading cost. The memory is updated using samples and the probability of these samples are found using
linear discriminant analysis (LDA) method for getting next reply and network is also modified based on the
higher probability samples to be used.
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Figure 1. DRL based offload chain architecture

5. CASE STUDY: BLOCKCHAIN BASED FOG OFFLOADING ARCHITECTURE FOR SMART
CITY

The smart city is focused to design of smart parks, smart healthcare and smart transport. Which can
offer quality life standard through infrastructure services using digital communication. The devices are
connected in network, and it can facilitate the smarter management of data, privacy concerns and
trustworthiness of environment for citizens [4], [20]. The layered architecture for smart city has a device
layer which is used to access smart devices and next layer is to work with low powered networks with wired
and wireless technologies. The middle or support layer is used to access data with centralized or distributed
architecture using cloud computing or fog computing. The top layer is the application layer which can give
access to citizen for various smart city applications like healthcare and transport.

Different cities have started their set up using blockchain technology for providing enhanced
security and privacy to citizens. Dubai is in the process of developing software platform and this can help to
design and create blockchain projects which is part to become paperless city. Another city New York has
planned to develop blockchain resource center as hub to run blockchain industry and to provide the
environment between government and citizen stakeholders [4], [21]. It is suggested in paper [22] to secure
the data to provide confidentiality, encryption-based technologies are applied to build reliable applications.
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The virtual environment for smart city was discussed in [23] for deployed services in city using
multi-agent runtime environment to operate various applications. The theoretical security framework is
designed for secure communication to integrate blockchain with smart city devices. In the study [4], the main
aim of smart city framework is to provide layered architecture among end devices, public sector applications,
communication protocols and cloud computing. The framework is shown to work on low latency loT devices
with accessing and managing data efficiently.

The following key points of our smart city use case with blockchain, and edge computing are
discussed: i) to understand the relationship between blockchain and 10T networks for sustainable
development of smart cities. The blockchain based smart city architecture is provided for secure and trusted
data processing and data management for citizens; ii) to provide authenticated and authorized mobile
application to citizens for smarter access. The citizen is able to use blockchain and edge computing for
traceable, secure and privacy-based applications in smart cities; iii) in this architecture, the proof-of-work is
developed using both blockchain and edge computing for deploying various applications in smart city
system, and iv) performance evaluation of smart city applications with off-loading mechanisms to shorten the
computation time

5.1. Overview of blockchain based smart city framework

The high energy consumption and more memory demand are the need of blockchain technology and
the same is the limitation of 10T devices. For this situation, fog computing is considered the solution for
storage service of blockchain ledger, and it is needed to deploy the ledger close to the network. The data is
stored or exchanged in edge computing using blockchain application. The processes are executed in the form
of transactions for data operations, and these are verified by the blockchain mining process. The data is of
mobile based apps, sensors data for interactions are used from edge computing so the request generated by
these transactions are to be resolved in fraction of time. Due to many transactions, blocks are also increased
and loT devices are not able to cope up with the demand of memory requirement, so the edge computing-
based management of transactions is capable enough for satisfying memory requirement and it creates blocks
for building consents mechanism and that is analogues to traditional working of blockchain technology. Now,
in this way, the 10T devices are formed the network and each device is considered to work as blockchain
node and it does not store the ledger but sending information of each stage to edge computing layer. When
the new block is added then all devices are updated for new hash and proof of work using blockchain
technology [24].

5.2. Mining process for smart city architecture

The mining process in smart city [24] will be performed by 10T devices like it works in traditional
blockchain framework. In this, the devices which are worked as miners are able to validate new transactions
in the network, they use to compute proof of work and working with consensus mechanism with other nodes.
The proof of work is generated by the winning process of different nodes to generate new block in
blockchain. The mining process includes the hash of previous mined block, and to access any block using
hash calculation from chain of blocks. The hash value of last added block is provided to have the new block
for mining process. The low-level technologies base protocol can transfer the block between edge computing
and loT device and miners are used to update their ledger for blockchain process.

5.3. Sequence diagram for access control and algorithm for computational model using proposed
model in smart city environment

5.3.1. Sequence diagram for access control

Figure 2 is shown the sequence diagram for access control mechanism for proposed model. In this,
four main entities are shown: main hub station, city hub station, ledger for both main and city hub and proof-
of-identity. First, the proof-of-identity is executed from city hub station to identity system. Then the data is
sent for request to city ledger. The same data is forwarded to main ledger for blockchain proof-of-concept.
After that, main hub station is ready to issue certificate and publish data for citizens. The data is revised if
comments are received from citizens and final data are generated to start completion of process. The final
data are forwarded to city ledger and now, the city hub station is able to use data for execution [23].

Algorithm for computational model

The algorithm [5], [9] shows the optimal fog node for offloading decision in the computational model.

The steps are given:

Stepl: Keep data for computation offloading by calculating offloading cost between available fog nodes

Step2: Identify available fog servers in the range and find the distance of each fog server for execution from
the source or mobile device

Step3: Choose the random action and calculate reward to offload task using DRL network

Smart offload chain: a proposed architecture for blockchain assisted fog ... (Minal Patel)
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Step4: Measure the final cost and update memory and train deep-network for optimal offloading cost
Step5: Choose the optimal fog node for offloading
Step6: Complete the process and return for next offloading of data

Ledger for Main Ledger for City Proof of
Hub Hub Identity

1. Proof of Identity [Verfication
by Authentication and Digital
Certificalte]

2. Request for data
3. Forwarded data to City Hub Ledger
to Main Hub Ledger }-#

<
4. Authentication | Process

5. Issue
certificate and
publish data for

citizens

Main Hub
Station

City Hub
Station

6. Revise if
comments

7. Submit final

data
8. Forwarded

di - 9. Received data

Figure 2. Access control: sequence diagram for proposed model in smart city environment

5.3.2. Evaluation of computational model

The simulation is implemented in TensorFlow 2.0 [25] and the Adam-optimizer is used to update
DNN hidden neurons weights for reducing loss. This simulation was performed on Intel core i7 1.80 GHz
CPU and 8 GB memory. The edge devices (ED) are managed by access control process of blockchain. For
different ED (total 20 devices in our case) the computation offloading is performed on different edge servers
(total 5 servers in our case). The computation task size is randomly taken between 1 to 20 MB. The
computing power of edge servers is 10 GHz.

In this paper, our work is evaluated based on three algorithms: i) local processing (no offloading), ii)
edge processing and offloading and iv) DRL based offloading. The local and edge processing are computed
using three parameters: i) data size of computation task, ii) total number of CPU cycles, and iii) delay for
task. For the computation of DRL based offloading, three hidden layers (64-128-64 neurons) with learning
rate 0.001 and rectified linear unit (ReLU) activation with Adam optimizer are used. The cost of DRL, edge
computing and local processing for number of edge devices are shown in Figure 3(a). The cost of DRL, edge
computing and local processing for different size of tasks are shown in Figure 3(b). It is also measured to get
optimal cost for DRL compared to edge computing and local processing for computation power of edge
servers. The cost of DRL algorithm-based offloading outperforms edge offloading and local processing for
both different edge devices and size of tasks.

The sequence diagram and algorithm are the demonstration of proposed model in smart city
environment. It is able generate task offloading strategy for mobile users based on states and reward
mechanism to optimize offloading. At the end, the access control is combined with computation process to
make the efficient working of offloading [9]. In that process, the private block is created first, and smart
contract begin between network nodes. In access control, the offloading request is verified by smart contract,
and it will be either accepted or rejected. The computation offloading is performed using DRL based
probabilistic method to minimize the offloading cost. This process will end with mining of transaction and
the new block will be appended [9], [13].
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6. CONCLUSION AND FUTURE WORK

The blockchain is designed to work with peer-to-peer network wherein transaction is distributed
amongst multiple nodes. Blockchain provides smart contract by which the fog offloading servers can have
trustworthy access control to work with data execution. The blockchain based fog computing architecture is
discussed in this paper for smart city as one of the use cases. The offloading of data in smart city is discussed
with mining process using proof-of-work concept. We propose a novel offload chain architecture for
blockchain-based offloading wherein mobile devices can offload their data to fog servers for computation.
We also proposed the authentication checking and access control mechanisms using network and
computation models. The proposed offload chain architecture reduces offloading cost using DRL based
probabilistic method. In future, the same architecture can be designed with other machine learning methods
and can be tested on real dataset for execution of real world scenario.
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