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 Sensitive data exchanging among things over the internet must be protected 

by a powerful cryptographic system. Conventional cryptographic such as 

advanced encryption standard (AES), and respiratory sinus arrhythmia 

(RSA) are not effective enough to protect internet of things (IoT) because of 

certain inveterate IoT properties like limited memory, computation, and 

bandwidth. Nowadays, chaotic maps with high sensitivity to initial 

conditions, strong ergodicity, and non-periodicity have been widely used in 

IoT security applications. So, it is suitable for IoT. Also, in a stream cipher 

method, the user needs to deliver the keystream to all clients in advance. 

Consequently, this paper proposed a method to solve the keys distribution 

problem based on combine both Chebyshev and logistic maps techniques as 

well as a master key to generate a random key. The suggested method was 

compared with the other stream cipher algorithms (Chacha20, RC4, Salsa20) 

by utilizing the same plaintext and master key as input parameters and the 

results were successful in the statistical national institute of standards and 

technology (NIST) test. Simultaneously, the suggestion was evaluated 

through different evaluation methods like statistical NIST test, histogram, 

Shannon entropy, correlation coefficient analysis, keyspace and key 

sensitivity, and others. All mentioned tests are passed successfully. 

Therefore, the suggested approach was proved it is effective in security 

issues. 
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1. INTRODUCTION 

Nowadays, information technology is permeated into virtually all areas. Therefore, the amount of 

sensitive and critical information carried via the internet in different dimensions has increased incredibly. As 

a result, fraudulent and illegal access attempts to private and confidential information are becoming more 

attractive. Consequently, in the digital world, data security is still a major issue [1]. Thus, cryptosystems are 

used to achieve the protection of sensitive data. There are two types of cryptosystems: asymmetric and 

symmetric [2], [3]. Asymmetric uses two various keys for encryption and decryption operations. While 

symmetric uses the identical private key in both encryption and decryption operations. Furthermore, 

symmetric-key cryptography is separated into two kinds: stream cipher and block cipher [4]. In this paper, we 

will focus on stream cipher, because it is more suitable for devices and applications of internet of things 

(IoT). In cryptography, generating random numbers is a significant issue. Random numbers are used in a 

variety of applications to generate unpredictable results, such as games, cryptography algorithms, and so on. 

Recently, several resource-constrained devices have been widely utilized. A resource-constrained system has 

https://creativecommons.org/licenses/by-sa/4.0/
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insufficient energy sources, processing capacity, and storage space such as wireless sensors, and radio 

frequency identification (RFID) tag [5]. Because of their features, conventional ciphers are difficult to apply 

in this resource-constrained field. As a result, lightweight ciphers have gotten a lot of attention. Also, 

pseudorandom number generator (PRNGs) are a fundamental use of nonlinear chaotic systems in 

cryptography. A feedback shift register technique, including a carry forward feedback shift register, linear or 

nonlinear feedback shift register are the most popular ways to create PRNGs [6], [7]. 

In this paper, a chaotic system is utilized to produce a new PRNGs combined with the plain stream 

to generate a stream cipher. This method can be used for effective encryption in applications or areas with 

limited resources [8]. There are two types of chaotic maps currently available: one-dimensional and  

multi-dimensional chaotic maps [9]. One variable and several parameters are usually used in one-dimensional 

chaotic maps, such as Sine, Chebyshev, logistic, and Tent maps. Furthermore, it can create hybrid chaotic 

maps by combining several chaotic maps [10]. The Chebyshev map is a kind of one-dimensional chaotic 

map. Since the encryption computation demands a smaller key size. While the semi-group property of the 

Chebyshev chaotic map provides faster computation speed. Consequently, Chebyshev’s chaotic map-based 

schemes used reduced battery life and small computation capacity. Therefore, it is more suited for IoT 

devices [11]. The logistic map is a one-dimensional recursive mapping that creates chaos in the system by 

producing pseudo-random numbers. Many security researchers have attempted to create techniques for 

generating stream cipher keys with high autocorrelation, frequency, and randomness. The most important and 

relevant to this paper’s topic are: In [12] to strengthen the randomization process, the RC4 method is 

modified by employing hybrid chaotic maps that combine logistic and tent maps. In [13], a new S-Box based 

on a 1D logistic map chaotic system was designed. Ding et al. [8] used a chaotic method and two nonlinear 

feedback shift registers (NFSRs) to create a new stream cipher. In this paper, we apply these interesting 

chaotic maps of Chebyshev and logistic properties to the production of random numbers. The remainder of 

the paper is arranged as follows: in Section 2, chaotic systems are presented. In Sections 3 and 4 the proposed 

technique is implemented, and the experimental results are analyzed respectively. Section 5 gives the 

conclusion. 

 

 

2. CHAOTIC SYSTEMS 

Chaos theory is a branch of mathematics that deals with nonlinear and deterministic systems. It is 

more sensitive to its setup conditions, such as control parameters and initial values (seeds). As a result, a 

small change in its control parameters or seed causes a significant change in the chaotic outputs [14]. These 

features are linked to those of a good cipher in cryptography, like diffusion and confusion. Consequently, this 

has led to many security researchers using chaotic schemes to improve the security of many cryptographic 

systems [13]. Since the procedure for generating a single chaotic series is so simple, information security 

cannot be ensured [15]. Therefore, a one-dimensional chaotic sequence generation approach based on the 

Chebyshev and logistic maps is suggested. Experimental results show that the outputs of the chaotic sequence 

produced by the proposed method are pseudorandom. 

 

2.1.  Chebyshev chaotic system 

The Chebyshev map is a kind of one-dimensional chaotic map that can be defined [16]:  

 

𝑥𝑛 + 1 = cos(𝑏 × arccos 𝑥𝑛) (1) 

 

where, b∈N is the control parameter; n is a non-negative integer. When b>1, the Chebyshev map displays 

chaotic behavior, and its outputs are limited to the interval [-1, 1]. Furthermore, when b∈[1, 2], the chaotic 

sequences’ distribution is non-uniform. Figure 1 shows the result of applying the Chebyshev function by 

using b=37179 and x0=0.9 as the initial value. 

 

2.2.  Logistic chaotic system 

Logistic mapping is a one-dimensional (1D) chaotic system and it is mostly used by researchers. 

The logistic map is a fundamental formula that describes both chaos and how it arises from well-organized 

actions. The (2) shows the structure of a logistic equation [15]: 

 

𝑓(𝑥) = r. 𝑥(1 − 𝑥) (2) 

 

where, (n) is a non-negative integer; (r) is a real number parameter ranging from zero to four; f(x) is a 

discrete population dynamic ranging from zero to one. Figure 1 shows the result of applying the logistic 

function by using r=3.6 and x0=0.37179 as the initial value. 
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Figure 1. The Chebyshev and Logistic function results 

 

 

3. THE PROPOSED TECHNIQUE 

One of the most important criteria for the security of cryptographic schemes is key generation. The 

key must have three features to be secret: first, it must be unpredictable and not exposed; second, it must be 

not duplicated; third, the statistics produced should be statistically robust [17]. Besides, the PRNG gained 

from both the Chebyshev maps and the logistic maps separately is so simple. Consequently, information 

security cannot be ensured. Moreover, both the Chebyshev maps and the logistic maps are suitable for IoT 

environments because of their simplicity in implementation in hardware and software. However, both of 

them are suffering from trial-and-error attacks and correlation attacks if they are implemented separately. 

Therefore, a one-dimensional chaotic sequence generation approach based on the Chebyshev and logistic 

maps is suggested. The suggestion is based on using the same initial value as a master key, and as a seed for 

both Chebyshev and logistic maps. Accordingly, the proposed method will get the advantages of both 

Chebyshev and logistic maps and overcomes their weakness. The length of PRNG obtained from the 

suggested approach will be random and longer so, the trial-and-error strategy would be useless. 

 

3.1.  General description of the proposed technique 

The proposed approach is illustrated in Figure 2(a) the client has used a secret master key as an 

input parameter. This master key is used as the initial value (seed) for both Chebyshev and logistic maps. The 

pros of this method are to minimize the numbers of the input parameters while the secret keys space is 

remaining long. Consequently, the security fundamentals are not affected. Whereas, Figure 2(b) illustrated 

the encryption process. The master key (K) and plaintext (P) must be translated to binary numbers. The 

binary master key is then tested to see if the first bit is one, then the first 32 bits of the Chebyshev key are 

XORed with the first 32 inverted bits of plaintext to produce the ciphertext (C) (using (4) as an equation of 

logical operations which was simplified from (3)). Otherwise, the first 32 bits of the logistic key are XORed 

with the first 32 inverted bits of plaintext to produce the ciphertext. And so on until the plaintext is over.  

 

𝐶 = (�̅� + 𝐾̅̅ ̅̅ ̅̅ ̅̅ ) + (𝑃 + 𝐾̅̅ ̅̅ ̅̅ ̅̅ ) + (𝑃 + 𝐾̅̅ ̅̅ ̅̅ ̅̅  )         (3) 

 

This function could be simplified by the following laws: 

 

𝐶 = (�̿�. 𝐾) + (�̅�. 𝐾) + (�̅�. 𝐾), 𝐷𝑒𝑀𝑜𝑟𝑔𝑎𝑛′𝑠 

 

𝐶 = 𝑃. 𝐾 + �̅�. 𝐾 + (�̅�. 𝐾),                 𝑁𝑜𝑡 𝑙𝑎𝑤 
 

𝐶 =  𝑃. 𝐾 + �̅�. (𝐾. 𝐾),                        𝐹𝑎𝑐𝑡𝑜𝑟𝑖𝑛𝑔   
 

𝐶 = 𝑃. 𝐾 + �̅�,                                      𝑂𝑅 𝑎𝑛𝑑 𝐴𝑁𝐷 𝑙𝑎𝑤  
 

𝐶 = (𝑃 + �̅�). (𝐾 + �̅�),                      𝐹𝑎𝑐𝑡𝑜𝑟𝑖𝑛𝑔  
 

𝐶 = �̅� + 𝐾,                                          𝑎𝑛𝑑 /𝐶𝑜𝑚𝑚𝑢𝑡𝑎𝑡𝑖𝑣𝑒 𝑙𝑎𝑤𝑠. 

n 

Xn 

n 

Xn 
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Therefore, 

 

𝐶 = �̅� ⊕ 𝐾 (4) 

 

is used to encrypt messages. Whereas, 

 

 𝑃 = (𝐶 ⊕ 𝐾)̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅ (5) 

 

is used to decrypt the messages. 

 

 

 
(a) 

 

 
(b) 

 

Figure 2. The main steps of the proposed technique are (a) initial values generation for Chebyshev and 

logistic maps and (b) encryption process 

 

 

3.2.  Obtaining the chaotic equation's initial values from the secret key 

The master key should be converted into three forms: first, to binary numbers used to swap between 

Chebyshev and logistic maps; second, to ASCII number used as a seed of Chebyshev map; third, to float 

number used as a seed of logistic map. As shown in algorithms one and two. 

 

Algorithm 1: seed values generation for Chebyshev map 
1: input: text master key; 

2: output: seed value of the decimal number. 

3: begin 

4: convert the text to ASCII numbers; 

5: delete the spaces among the decimal numbers; 

6: end. 
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For example: Password=x1y2z3; In ASCII=120 49 121 50 122 51; So, the master key without spaces will be 

120491215012251 

 

Algorithm 2: seed values generation for logistic map 
1: input: text master key; 

2: output: seed value of float number [0,1]. 

3: begin 

4: convert the text to ASCII numbers; 

5: delete the spaces among the decimal numbers; 

6: convert the result of step 5: to float numbers; 

7: end. 

For example: Password=x1y2z3; In ASCII=120 49 121 50 122 51; So, the master key without spaces and in 

float form will be 0.120491215012251 

 

Algorithm 3: Chebyshev map process 
1: Input: x0=the output of the algorithm 1; 

2: Output: binary random numbers; //store in buffer 

3: Begin 

4: control parameter b∈[0,1] 
5: For i=0 to 255 

6: xi+1=abs (cos(b×arccos xi)) 

7: Convert the result of step 6: from float to integer number;  

8: End For 

9: End 
 

Algorithm 4: logistic map process 
1: Input: x0=the output of the algorithm 2; 

2: Output: array of binary random numbers; //store in buffer 

3: Begin 

4: control parameter r∈[0,4];                       
5: For i=0 to 255 

6: Xi+1=r*xi*(1-xi)                     

7: Convert the result of step 6: from float to integer number; 

8: End For 

9: End 
 

Algorithm 5: Keys mixing and the encryption process 
1: Input: plaintext (P), master_key (K), the output of the algorithms one and two. 

2: Output: ciphertext (C). 

3: Begin 

4: for i=0 to length(plaintext) 

5: if (master_key[i]=='1'): 

6: C=~(one block of P)⊕Chebyshev (4); 

7: Else: 

8: p=~(one block of P)⊕LogisticKey (4); 

9: end if; 

10: End. 
 

 

4. THE EXPERIMENTAL RESULTS 

This section displays the results of an experimental investigation conducted to determine the 

feasibility of the suggested method. We put the proposed method through different evaluation methods like 

statistical NIST test, histogram analysis, Shannon entropy analysis, correlation coefficient analysis, keyspace 

and key sensitivity, and others. All results were carried out on an HP laptop with an Intel(R) Core™  

i7-8565U CPU running at 3.79 GHz and 8 GB of RAM, running Windows 10 (64-bit OS) and Python 

version 3.9.0, Tk version 8.6.9. 

 

4.1.  Randomness test for NIST statistical 

As illustrated in Table 1 the sixteen samples of the statistical NIST test are applied to the output 

results of the proposed approach (more than one million bits). These measurements look for different forms 

of non-randomness, entropy, frequency, and runs test. That may be found in a sequence. All results are 

passed successfully the NIST test. 

Whereas Table 2 shows the NIST test among the ciphertext output results of the proposed method 

and the ciphertext output results of the three other algorithms. In Table 2 the input length of the plaintext for 

the encryption process was 64 Byte. Despite the failure of some test results for some comparative algorithms, 

all allowed NIST test results of the proposed approach are passed successfully. In addition, the proposed 

procedure divides the input plaintext into blocks by converting it to binary numbers. Furthermore, the lengths 
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of these blocks should be balanced. Since increasing the block length exacerbates the synchronization 

problem. Whereas, when the block length is short, the issue of swapping between keys is exacerbated. 

Accordingly, the proposed block length was 32 bits long. 

 

 

Table 1. Results randomness of the proposed methods by encrypted 1,000,000 bits utilizing NIST metrics 
Test Name The results values Status 

Frequency test 0.813365 Succeed 
Approximate entropy test 0.367138 Succeed 

Test for the longest run of ones in a block 0.267548 Succeed 
Frequency test within a block 0.651560 Succeed 

Runs test 0.729884 Succeed 
Discrete Fourier Transform (Spectral) Test 0.660905 Succeed 

Linear-complexity 0.788286 Succeed 
Random-excursions variant 0.979346 Succeed 

Random-excursions 0.770630 Succeed 
Binary matrix rank 0.717104 Succeed 

Overlapping templates 0.599096 Succeed 
Non-periodic templates 0.995789 Succeed 

Maurer’s ‘universal statistical’ 0.549671 Succeed 
Lempel–Ziv compression 0.061457 Succeed 

Serial test P-v1 1.000000 Succeed 
P-v2 1.000000 Succeed 

Cumulative sums 
test 

(Forward) 0.874531 Succeed 
(Reverse) 0.866330 Succeed 

 

 

Table 2. Comparison of the proposed algorithm by NIST tests 
Test Name Proposed algorithm Chacha20 RC4 Salsa20 

Frequency test 0.110368 0.002082 FAILURE 0.008651 FAILURE 0.365276 
Approximate entropy test 1.000000 1.000000 1.000000 1.000000 

Test for the longest run of ones 

in a block 

1.000000 1.000000 1.000000 1.000000 

Frequency test within a block 0.670519 0.087230 0.063454 0.363610 

Runs test 0.708619 0.661803 0.751606 0.000495 FAILURE 

Discrete Fourier transform 
(spectral) test 

0.954263 0.347239 0.518136 0.126654 

Nonperiodic templates test 0.999252 0.999406 0.999406 0.999406 

Overlapping template of all one's 
test 

1.000000 1.000000 1.000000 1.000000 

Serial test P-v1 1.000000 1.000000 1.000000 1.000000 

P-v2 1.000000 1.000000 1.000000 1.000000 
Cumulative 

sums test 

(Forward) 0.210789 0.003062 FAILURE 0.013212 0.409666 

(Reverse) 0.196352 0.003574 FAILURE 0.017302 0.552345 

 

 

4.2.  Statistical cryptanalysis 

4.2.1. Histogram analysis 

The histogram depicts the pixel distribution in an image. A histogram analysis may be used to attack 

the cipher image, which may be useful to the eavesdropper [18]. As a result, the cipher image’s histogram 

should be as uniform as practicable to avoid statistical histogram attacks. According to the histogram shown 

in Figure 3, the cipher histogram is more uniform than the plain histogram. As a result, the scheme is stable 

and resistant to histogram attacks. 

 

4.2.2. Shannon entropy analysis 

In computer science, information entropy is a foundational principle. It’s essential in security and 

information coding for data compression. In addition, the Shannon entropy is a valuable metric for 

quantifying the degree of disorder or chaos, evaluating the complexity of compounded processes, and 

determining the divergence among probability distributions. Entropy is a measurement of the unpredictability 

of a cryptographic key which is often utilized in cryptanalysis. Utilizing a brute force attack requires  

(on average) 2n-1 (n=number of bit key) to break the key. Entropy fails to capture the requisite number of 

guesses if the possible keys are not selected at random [19]. Table 3 shows that the entropy values are located 

at an optimal interval. Consequently, the suggested approach’s output image is protected from different 

statistical attacks. 
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Figure 3. Original images with the histogram for both original and encryption results of images 

  

 

Table 3. Correlation coefficients and the entropy of different images 
Image name Entropy Correlation value 

Plain Cipher 
Butterfly 7.56231 7.652675939 -0.00234697 
Penguins 7.31233 7.583061768 -0.014839155 
baboon 7.581733458 7.70037 -0.011288981 
peppers 7.582755573 7.73271 -0.006632476 

 

 

4.2.3. Correlation coefficient analysis 

A statistical relationship among neighborhood pixels is defined by an image correlation coefficient 

[20]. An ideal encryption scheme should break the high correlation among neighboring pixels of a plain 

image and cipher image. We compute the correlation coefficient of pixels from the plain image and the 

corresponding cipher image using (6) [20], [21]: 

 

Cxy =  
1

𝑁
∑ (𝑥𝑖−𝐸(𝑥))(𝑦𝑖−𝐸(𝑦))𝑁

𝑖=1

√𝐷(𝑥)√𝐷(𝑦)
, 𝑑(𝑥) =

1

𝑁
∑ (𝑥𝑖 − 𝐸(𝑥))2𝑁

𝑖=1 , 𝐸(𝑥) =
1

𝑁
∑ 𝑥𝑖

𝑁
𝑖=1  (6) 

 

where, 𝑥𝑖, 𝑦𝑖 are the values of the gray image, N is the total pixels, and E(x), E(y) are the mean values of 𝑥𝑖 
and 𝑦𝑖. We can conclude that correlation results have a low correlation (close to zero) between plain image 

pixels and cipher image pixels as shown in Table 3. Consequently, the proposed approach is effective at 

protecting against statistical analysis attacks. 

 

4.2.4. Keyspace and key sensitivity 

The total number of variables used in the cryptosystem is referred to as the keyspace. A robust 

encryption technique should have a large enough keyspace in order to overcome brute-force attacks [22]. 

Keyspace should be larger than 2100 to avoid brute-force attacks [23]. The secret keys are made up of three 

parts in the suggested approach: a master key, a Chebyshev map, and a logistic map.  

The keyspace of the master key is (1015≈250) bits, In addition, the keyspace of the Chebyshev map is 

comprised of control parameter ∈[0, 1] and seeds (b) larger than one. Let the b is a seven-digit decimal 

number. So, the key length of b will be 256 as well as round number R∈[400, 800]. Consequently, the total 

keyspace length of the Chebyshev map is 256× 400≈265. Whereas, the logistic map keys are round number 
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R∈[400, 800), initial value ∈[0, 1], and control parameter ∈[1, 4]. Consequently, the total keyspace length of 

the logistic map is about (1015)2×400≈2109 bits. Accordingly, the entire keyspace size is 250+265+2109=2224. 

This is sufficient for any encryption system. 

Furthermore, the test of the cipher-text difference rate (CDR) was utilized in order to calculate the 

difference between the plaintext and the ciphertext. Consequently, we evaluated the sensitivity of the key 

according to difference results. This test was carried out by slightly altering the key. As described in the 

formula (7) [24]: 

 

Diff(I1, I2) {
0 𝑖𝑓 𝐼1 = 𝐼2
1 𝑖𝑓 𝐼1 ≠ 𝐼2

, 𝐷𝑖𝑓𝑓𝑠𝑢𝑚(𝐼1, 𝐼2) = ∑ 𝐷𝑖𝑓𝑓(𝐼1, 𝐼2) 

 

𝐶𝐷𝑅 = ∑
𝐷𝑖𝑓𝑓𝑠𝑢𝑚(𝐶1,𝐶2)+𝑑𝑖𝑓𝑓𝑠𝑢𝑚(𝐶1,𝐶3)

2 × 𝐿
 × 100% (7) 

 

where, I1, I2 denoted to encrypted text before and after key modification; C1, C2, and C3 are the ciphertext 

utilizing different encryption keys (K, K+ΔK, and K−ΔK respectively); and L denotes the ciphertext length. 

As shown in Table 4 all the results are greater than 90%. Also, these results are raising slightly when the size 

of the input bytes is increased. As a result, the proposed approach results have acceptable key sensitivity in 

the keys parameters which resist various cryptanalysis. 

 

 

Table 4. CDR results of different sizes of bytes which applied various encryption keys on it 
Number of bytes CDR result 

1024 0.913 
2048 0.912 
4096 0.926 
8192 0.931 

16384 0.942 

 

 

4.3.  The proposed approach for diffusion the plain image 

The proposed approach is not providing diffusion when it is used to encrypt the images. Because it 

encrypts identical plaintext blocks into identical ciphertext blocks. Whilst, cipher block chaining (CBC) 

doesn’t generate identical cipher images of repeated plain images [25]. Therefore, the suggested method is 

used CBC to provide a good diffusion of the image without encrypted it by changing the positions of the 

image blocks as shown in Figure 4. Algorithm 6 explains the proposed solution for the diffusion of the plain 

image. 

 

 

 
 

Figure 4. Proposed CBC for diffusion plain image 
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Algorithm 6: Produce a new sequence to image blocks 
1: Input: plain image with size 256*256. 

2: Output: new sequence numbers of image blocks (used for confusion plain image). 

3: Begin 

4: Divide the image into 32*32 blocks. Each block is (8*8). 

5: Find the average numbers of each block and round it to integer, then mod the result by 

1024. 

6: The results (32*32 numbers) of step: 5 are used as a new index number for the plain 

image. 

7: The results of step:6 are XOR with the IV (here, we used the same input master key of 

subsection 3.2. as an IV). C1=E(P1⊕IV). 

8: XOR of the result of step:7 with the average of the second block, and so on.  

   Ci=E(Pi⊕Ci-1), where: i=2,..,N. 

9: Store the results of step:8 in the array (arr[]). 

10: Replace the duplicated numbers in arr[] with non-founded numbers in decreasing way. 

11: Increasingly reorder the result of step:10. 

12: End. 

 

To reconstruction the image after decrypted it to the original sequence, we must store the index 

sequence (the result of step: 10 in the Algorithm 6) at the end of the header of the image (at the beginning of 

the image data). The cipher image should be reordered by using the index sequence after decrypted, to get the 

original image. 

 

4.3.1. Plain image sensitivity (analysis of differential attack) 

Another common form of attack is the differential attack. In this attack, the attackers choose a 

simple image and modify it by making minor changes to it, such as a one-bit change. After that, they use the 

cryptosystem to encrypt the two images. Consequently, they attempt to break the scheme by tracing the 

differences. So, a cryptosystem must generate significantly different cipher images from similar two plain 

images with slightly different [16]. In general, the invulnerability of differential attacks is measured using 

two metrics: unified average changing intensity (UACI) and the number of pixel change rates (NPCR). The 

following are the formulas for calculating these two metrics [1]: 

 

𝑈𝐴𝐶𝐼 =  
1

𝑊×𝐻
∑ ∑

|𝐶1(𝑖,𝑗)−𝐶2(𝑖,𝑗)|

255

𝐻−1
𝑗=0 × 100%𝑊−1

𝑖=0  (8) 

 

where, C1 and C2 are the cipher images resulted from the proposed approach. 

 

𝑁𝑃𝐶𝑅 =
∑ 𝐷(𝑖,𝑗)𝑖,𝑗

𝑊×𝐻
× 100%, 𝑊ℎ𝑒𝑟𝑒: 𝐷(𝑖, 𝑗) = {

1, 𝑖𝑓 (𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
0, 𝑖𝑓(𝐶1(𝑖, 𝑗) = 𝐶2(𝑖, 𝑗)

 (9) 

 

The results of the proposed approach are shown in Table 5 all scores of UACI are less than the 

theoretical normal values (33.2255%). Also, the scores of NPCR are close to the theoretical normal values 

(99.5693%) [1]. Accordantly, we concluded the proposed approach is passed UACI and NPCR tests. 

Consequently, the suggested method provides sufficient diffusion operations, and it is resistant to differential 

attack. Whilst, the peak signal to noise ratio (PSNR) measurement is commonly utilized to assess the quality 

of restored images. The formulas (10) and (11) are utilized to compute this measure [26]: 

 

𝑀𝑆𝐸 =
1

𝑊∗𝐻
∑ ∑ (𝐼𝑝(𝑖, 𝑗) − 𝐼𝐷(𝑖, 𝑗))2𝐻−1

𝑗=0
𝑊−1
𝑖=0  (10) 

 

𝑃𝑆𝑁𝑅 = 10 ∗ 𝑙𝑜𝑔
2552

𝑀𝑆𝐸
(𝑑𝐵) (11) 

 

where, IP is the original plain image, and ID is the decrypted image. The PSNR is expressed in decibels. The 

higher of decibels value (greater than 35 dB), means the better in image quality. Table 5 illustrated the scores 

of PSNR. All results are excellent because the proposed approach does not utilize compression or filter 

operations. Consequently, the suggested method exhibits better performance at the image quality test. 

 

 

Table 5. UACI, NPCR, and PSNR scores of the tested images 
The tested image Size of Image (W.H) Score of UACI (%) Score of NPCR (%) Score of PSNR (dB) 

Butterfly 256 * 256 33.1354 99.57643 60.0533 
Penguins 256 * 256 33.1456 99.50634 59.5016 
baboon 256 * 256 33.06358 99.53645 59.4439 
peppers 256 * 256 33.0354 99.58542 60.0447 
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5. CONCLUSION 

This work has presented a new lightweight encryption approach that is based on permutation 

between Chebyshev and logistic maps and which is destined for secure data transfers in limited environments 

like IoT. The proposed solution utilizes to solve the key distribution problem by generating a random key 

(PRNG). The suggested method was compared with three algorithms by utilizing the same plaintext and 

master key as input parameters. Despite the failure of some test results for some comparative algorithms, all 

allowed NIST test results of the proposed approach are passed successfully. Also, the histogram test showed 

the cipher histogram is more uniform than the plain histogram. Furthermore, the suggested approach's output 

is resisting various cryptanalysis and protected from different statistical attacks such as Shannon entropy, 

correlation coefficient, and keyspace and key sensitivity. 
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